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INTRODUCTION WITH REQUEST FOR RELIEF 

The United States of America, through the above signed Attorneys, files this response to 

Defendant Jason Mendoza’s Motion to Dismiss Count Two of the superseding Indictment and 

Defendant’s Motion to Suppress Evidence pertaining to Court One of the same Indictment.  

The Defendant argues the charge should be dismissed because the statute under which he 

was charged, 18 U.S.C. § 924(c)(1)(B)(ii), is unconstitutionally vague. Additionally, Defendant 

argues that the evidence acquired from the forensic search of his cell phone be suppressed 

because it was performed without a warrant, was unreasonably intrusive into his most private 

matters, and no individuated suspicion existed.  

Under the Due Process Clause, a criminal statute is void for vagueness only it “fails to 

provide a person of ordinary intelligence fair notice of what is prohibited, or is so standardless 

that it authorizes or encourages seriously discriminatory enforcement.” United States v. 

Williams, 553 U.S. 285, 304 (2008). The statute at issue here, 18 U.S.C. § 924(c)(1)(B)(ii), 

states: “If the firearm possessed by a person convicted of a violation of this subsection is…a 

destructive device…the person shall be sentenced to a term of imprisonment of not less 30 

years.” Therefore, this Court should deny the Defendant’s motion to dismiss because 18 U.S.C. § 

924(c)(1)(B)(ii) is not unconstitutionally vague.  

The forensic search in this case occurred at the border of the United States after the 

Defendant was flagged as a suspected traveler by the Department of Homeland Security 

(“DHS”). Further, the forensic search was only performed on the Defendant’s business phone—

not his personal cell phone. The business phone contained information regarding the Defendant’s 

business activity, such as his business travels and business conversations. Much, if not all, of this 

information would have been shared with his employer. Therefore, when this cell phone was 
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searched, Defendant had a reduced expectation of privacy in the content contained on the cell 

phone because it was searched at the U.S. border and the data was voluntarily shared with third 

parties. United States v. Montoya de Hernandez, 473 U.S. 531, 538 (1985).  

Thus, the United States respectfully requests that the Court deny Defendant’s motion to 

dismiss and Defendant’s motion to suppress. 

STATEMENT OF FACTS 

On February 1, 2018, DHS implemented a terrorism prevention program called Fun and 

Friendly Skies (FFS). (Aff. of Shawn Michaels ¶ 8). FFS monitors citizens’ domestic air travel 

and flags those it suspects are potential terrorist threats. (Aff. of Shawn Michaels ¶ 8). Under 

FFS, among other criteria travelers are flagged based upon their travel patterns and conduct 

within the airport (Aff. of Shawn Michaels ¶ 10).  

  In February of 2018, FFS flagged Defendant as a suspected traveler. (Aff. of Shawn 

Michaels ¶ 13). On March 31, 2018, he arrived in the U.S. from Vancouver, Canada and was 

detained by officers with the Customs and Border Patrol (CBP). (Aff. of Shawn Michaels ¶ 6). 

CBP officers notified DHS Special Agent Shawn Michaels that the Defendant was being 

detained at Cape Adams International Airport (CAA) for further investigation. (Aff. of Shawn 

Michaels ¶ 6). When agent Michaels arrived at CAA, he learned that Defendant had been flagged 

as a suspected traveler by the terrorism prevention program. (Aff. of Shawn Michaels ¶ 7).  

Agent Michaels then walked into the room where Defendant was being detained. (Aff. of 

Shawn Michaels ¶ 15). Agent Michaels asked Defendant about his international traveling and he 

replied that he was an employee of a food and beverage distributor and that his job duties 

required him to travel internationally. (Aff. of Shawn Michaels ¶ 16-17).  
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Agent Michaels then began searching defendant’s duffle bag. (Aff. of Shawn Michaels ¶ 

18). As he searched the bag, he felt a hard-rectangular item within the side of the bag. (Aff. of 

Shawn Michaels ¶ 19). Agent Michaels struggled to retrieve this item, but as he persisted he 

discovered a small pocket inside the lining of the bag which contained a cell phone. (Aff. of 

Shawn Michaels ¶ 19). Defendant told agent Michaels that this was a business cell phone. (Aff. 

of Shawn Michaels ¶ 19).  

Agent Michaels told Defendant that he had no privacy while at the border and requested 

the phone’s password. (Aff. of Shawn Michaels ¶ 20). Defendant revealed the password to agent 

Michaels. (Aff. of Shawn Michaels ¶ 20). And after unlocking the phone, agent Michaels noticed 

that the phone had recently been reset to its factory settings. (Aff. of Shawn Michaels ¶ 21). The 

phone was “emptied” of its call history, message history, internet browsing history, and 

previously downloaded applications. (Aff. of Shawn Michaels ¶ 21). Defendant said he reset it to 

factory settings because it was “corrupted” while he in Vancouver, Canada. (Aff. of Shawn 

Michaels ¶ 21).  

Agent Michaels then informed Defendant that he was free to leave and that the business 

phone would be seized for up to 30 days, in order to perform a forensic search on it. (Aff. of 

Shawn Michaels ¶ 22). After Defendant left the room, he began screaming nervously while using 

his other cell phone. (Aff. of Shawn Michaels ¶ 23).  

Without obtaining a warrant, agent Michaels ordered a forensic search of the business 

phone’s contents. (Aff. of Shawn Michaels ¶ 23). The forensic search revealed information 

regarding business meetings, business travel and other location data, and the international 

transfer of funds. (Aff. of Shawn Michaels ¶ 29-30). 
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Additionally, based on the hundreds of messages retrieved from the forensic search, agent 

Michaels concluded that Defendant was affiliated with a violent gang was distributing a 

controlled substance concealed through international food shipments. (Aff. of Shawn Michaels ¶ 

30-31).  

On April 30, 2018, probable cause was established to arrest Defendant for the unlawful 

distribution of Heroin, in violation of 21 U.S.C. § 841(a)(1). (Supp. Aff. of Shawn Michaels ¶ 1). 

On April 31, 2018, a 911 caller described an individual matching Defendant’s description 

launching an unknown flaming object into a building. (Supp. Aff. of Shawn Michaels ¶ 5). 

Defendant was arrested at the scene of the incident and later indicted by a Grand Jury. (Supp. 

Aff. of Shawn Michaels ¶ 6). Defendant was charged with Count One, Distribution of controlled 

Substance (21 U.S.C. § 841(a)(1)); and Count Two, Possession of a Destructive Device in 

Furtherance of a Crime of Violence (18 U.S.C. § 924(c)(1)(B)(ii)). 

ARGUMENT 
 

I. 18 U.S.C. § 924(c)(1)(B)(ii) IS NOT UNCONSTITUTIONALLY VAGUE 
BECAUSE A MOLOTOV COCKTAIL IS A DESTRCTIVE DEVICE; THUS THE 
COURT DOES NOT NEED TO APPLY THE CATEGORICAL APPROACH.  
 
A. The Court Should Not Dismiss This Indictment Against Defendant Because The State 

Has Successfully Stated An Offense Under Federal Rules of Criminal Procedure 
§12(b)(3)(B)(v).  
 

Under the rule established in States v Williams, the Due Process Clause only bars 

enforcement of a criminal statute on vagueness grounds if the statute “fails to provide a person of 

ordinary intelligence fair notice of what is prohibited, or is so standardless that it authorizes or 

encourages seriously discriminatory enforcement.”  553 U.S. 285, 304 (2008). A statute is not 

void for vagueness because its applicability is unclear at the margins or, contrary to petitioner's 

view, because reasonable jurists might disagree on where to draw the line between lawful and 
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unlawful conduct in particular circumstances. Id. at 306. Therefore, 18 U.S.C. § 924(c)(1)(B)(ii) 

is not unconstitutionally vague because a Molotov Cocktail is considered a destructive device.  

Furthermore, this Court should conclude that 18 U.S.C. § 924(c)(1)(B)(ii) is not 

unconstitutionally vague because in Hoffman Estates v. Flipside, Hoffman Estates, the Court 

stated that a statute that does not regulate constitutionally protected conduct may be declared 

“facial[ly]” void for vagueness “only if the enactment is impermissibly vague in all of its 

applications.” 455 U.S. 489, 494-495 (1982). In a facial challenge to the overbreadth and 

vagueness of an enactment, a court must first determine whether the enactment reaches a 

substantial amount of constitutionally protected conduct. If it does not, the overbreadth challenge 

must fail. Id at 489. Therefore, 18 U.S.C. § 924(c)(1)(B)(ii) is not unconstitutionally vague 

because possessing a Molotov Cocktail is not constitutionally protected conduct. 

The defendant may rely on, United States v. Eshetu, where the defendant’s challenged the 

constitutionality of 18 U.S.C. § 924(c)(3)(B) based on an analysis of the “substantial risk” 

language in the statute regrading carrying a firearm in the commission of a crime of violence. 

898 F.3d 36, (2018). In Eshetu, the government unsuccessfully argued that the court should 

apply a case specific approach rather than the ordinary case of the crime approach. In the case at 

hand, the defendant has been charged with possession of a destructive device in the furtherance 

of arson, which would in any ordinary case call for the use of an ignition device (such as a 

lighter), rather than a firearm. The defendant’s underlying charge is well within the ordinary case 

analysis for a “crime of violence” under 18 U.S.C. 924(c)(3)(B) and therefore is not 

unconstitutionally vague. In the interest of national security, the immediate safety of the citizens 

of the great state of Stetson, and justice the court should not dismiss count two of the indictment.  

In order to deny the constitutional issues presented in the residual clause of § 
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924(c)(3)(B)(ii)) this court must not apply a categorical approach to the interpretation. By this 

court applying the specific conduct approach to whether the defendant has met the elements for a 

crime of violence, constitutional concerns with the wording of the statute would be avoided all 

together. Courts are required to interpret statutes to avoid constitutional issues. Specifically, our 

Supreme Court in INS v. St. Cyr, decided that “courts are required to construe statutes to avoid 

constitutional issues, where an alternative interpretation of the statute is “fairly possible”. 533 

U.S. 289 (2001). This requirement was created for judicial efficiency and for fairness.  

The Court should deny defendant’s motion to dismiss count two of the indictment 

because a Molotov Cocktail is a destructive device and therefore 18 U.S.C. § 924(c)(1)(B)(ii) is 

not unconstitutionally vague.  

II. THE FORENSIC SEARCH OF DEFENDANT’S BUSINESS CELL PHONE WAS 
A CONSTITUTIONAL SEARCH BECAUSE IT WAS PERFORMED AT THE 
BORDER AND HE DID NOT HAVE A REASONABLE EXPECTATION TO 
PRIVACY IN THE CONTENTS OF THE CELL PHONE. 

 
The Fourth Amendment provides, “The right of the people to be secure in their persons, 

houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and 

no Warrants shall issue, but upon probable cause…” U.S. Const. amend. IV. While a warrant is 

generally required for a search to be reasonable, the Supreme Court has established that “[i]n the 

absence of a warrant, a search is reasonable...if it falls within a specific exception to the warrant 

requirement.” Riley v. California, 134 S. Ct. 2473 (2014). Searches at the border fall within a 

specific exception to the Fourth Amendment’s warrant requirement—the “border-search” 

exception. United States v. Ramsey, 431 U.S. 606, 621 (1977).  

Border searches, “from before the adoption of the Fourth Amendment, have been 

considered to be ‘reasonable’ by the single fact that the person or item in question had entered 

into our country from outside.” Id. at 619.  The Supreme Court has “[t]ime and again…stated 
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that ‘searches made at the border, pursuant to the longstanding right of the sovereign to protect 

itself by stopping and examining persons and property crossing into this country, are reasonable 

simply by virtue of the fact that they occur at the border.” 

 
A. The Government Was Authorized To Perform A Warrantless Forensic Search of 

The Cell Phone Because The Government’s Security Interests Are Heightened 
At The Border and Outweighed Defendant’s Privacy Interest. 
 

The Supreme Court has recognized that, “[t]he Government's interest in preventing the 

entry of unwanted persons and effects is at its zenith at the international border.” United States v. 

Flores-Montano, 541 U.S. 149, 152 (2004). The Court has also stated that an individual’s privacy 

interest decreases at the border. United States v. Montoya de Hernandez, 473 U.S. 531, 538 

(1985). Furthermore, at the border, “the Fourth Amendment balance between the interests of the 

Government and the privacy right of the individual is…struck much more favorably to the 

Government at the border.” Id.  

In Riley v. California, in order to determine whether a type of search was exempt from 

the fourth amendment’s warrant requirement, the Supreme Court employed a balancing test: the 

degree to which the search intrudes upon an individual's privacy interest versus the degree to 

which the search is necessary for the promotion of legitimate governmental interests. Riley v. 

California, 134 S. Ct. 2473, 2484 (2014). 

In Riley, the Court held that a warrantless search incident to arrest of a person’s cell 

phone is generally unconstitutional because the intrusiveness of the search on their privacy 

interest outweighs the government’s interests being promoted by the search. Riley v. California, 

134 S. Ct. 2473, 2485 (2014). The Court stated that searching the cell phone data involved in that 

case was more intrusive than searching the defendant’s home. Id. at 2491. The Court emphasized 
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the private matters kept on these devices, such as personal photos, personal medical information, 

personal location points, and personal notes. Id. at 2489.  And in Carpenter, the Supreme Court 

reemphasized the privacy of location data points found on a person’s cell phone or mobile 

carrier. Carpenter v. United States, 585 U. S. ____ (2018). The Court removed this data from the 

third-party exception. Id. But the Court stated that the decision was a narrow one. Id. The Court 

explained that its holding did not address location data from “business records.” Id. Additionally, 

Carpenter did “not consider other [data] collection techniques involving foreign affairs or 

national security.” Id. 

Here, the data collected from defendant’s business the cell phone fall into the two 

situations Carpenter said it did not consider: (1) collecting location data through business 

records; and (2) techniques involving foreign affairs or national security. Id. The forensic search 

of defendant’s phone information regarding business meetings, business travel data, and 

international transfer of funds. (Aff. of Shawn Michaels ¶ 29-30). The search that occurred here 

is more comparable to searching “business records that...reveal location information,” rather than 

a cell phone that reveals “the privacies of life.” Carpenter v. United States, 585 U. S. ___ (2018); 

and see Boyd v. United States, 116 U.S. 616, 630 (1886). A business device will not contain a 

person’s most intimate and private information. These location points would have been shared 

with his supervisor or employer, who sent him to do their bidding. Information regarding his 

business activities would have had to be preserved for possible litigation. 

Additionally, the location data were collected for national security and foreign affairs 

purposes. At the border, Defendant was detained pursuant to a terrorism prevention program, 

then the phone was searched, then the location data was revealed. Therefore, neither Carpenter 

nor Riley are applicable here. 
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Riley is further distinguishable from the instant case because in Riley the intrusiveness of 

the search outweighed the government’s interests in that case. Riley v. California, 134 S. Ct. 

2473, 2480-2485 (2014). The Court stated that in searches made incident to arrest, the 

government’s interests are to protect officers from harm and to preserve evidence. Id.  The Court 

found that neither of these interests were accomplished by searching the data of a cell phone after 

arresting someone, because data within a cell phone is not a danger to arresting officers and it is 

unlikely that any evidence will be destroyed upon arrest. Id. 

In this case, the search duly served the government’s interests regarding border searches. 

First, the forensic search helped keep the country safe from potential terrorist threats. The search 

enabled DHS officers to know if any terrorist threats were being planned or what type of threat 

Defendant posed. Second, the forensic search enabled the government to regulate the material 

entering the country—in this case potentially keeping drugs from entering the country.  

Therefore, because the government’s heightened security interests at the border 

outweighed defendant’s privacy interest, the warrantless forensic search of defendant’s business 

cell phone was constitutional. 

B. The Government Was Not Required To Obtain Individualized Suspicion To 
Perform The Search Because It Was Not Highly Intrusive Upon Defendant’s 
Dignity or Privacy Interests. 

The Supreme Court has recognized that customs officers can, without individualized 

suspicion, board vessels located in waters providing direct access to the open seas and search 

documents. United States v. Villamonte–Marquez, 462 U.S. 579, 588–93, (1983). Recently, the 

Court held that customs officers can, without individualized suspicion, remove, disassemble, and 

reassemble an automobile's gas tank to look for contraband even when vehicle is taken to a 

secondary inspection area at the border. United States v. Flores–Montano, 541 U.S. 149, 153–56 

(2004). 
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Similar to the car in Flores-Montano, Defendant’s business cell phone was taken and 

searched at a secondary location. Further, the forensic search of the cell phone was a search to 

“resemble” the digital data contained on the cell phone. The data was not permanently deleted 

when it was reset to factory setting, it was only ostensibly deleted. (cite case).  

But the government’s authority is not without limits at the border. “[N]onroutine border 

searches, the Court has suggested, include ‘highly intrusive searches’ that implicate especially 

significant ‘dignity and privacy interests,’ as well as destructive searches of property and 

searches carried out in ‘particularly offensive’ manners. United States v. Kolsuz, 890 F.3d 133, 

138 (4th Cir. 2018) (quoting Flores–Montano, 541 U.S. at 152). The overriding function of the 

Fourth Amendment is to protect personal privacy and dignity against unwarranted intrusion by 

the State. Schmerber v. California, 384 U.S. 757, 767 (1966). 

For example, in United States v. Montoya de Hernandez, the Supreme Court held that the 

prolonged (16 hour) “detention of a traveler, beyond the scope of a routine customs search and 

inspection, is justified at its inception if customs agents, considering all the facts surrounding the 

traveler and her trip, reasonably suspect that the traveler is smuggling contraband in her 

alimentary canal.” 473 U.S. 531, 541 (1985). In Montoya de Hernandez the defendant was 

initially patted down and strip searched. Id. at 534. She was then detained because she suspected 

of smuggling drugs. Her detention was “long, uncomfortable, [and] humiliating.”  Montoya de 

Hernandez, 473 U.S. 531, 544 381 (1985) 

Montoya de Hernandez is distinguishable from the instant case. Here, Defendant was not 

detained for a long time—approximately one hour. (Aff. of Shawn Michaels ¶ 6). No fact 

suggests that Defendant was not uncomfortable during the detention. And Defendant was not 

humiliated—compared to the defendant in Montoya de Hernandez Defendant Mendoza’s dignity 
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interest were not intruded upon. His business cell phone was searched. He was not strip search, 

patted down, or monitored in the restroom.  

The forensic search of the cell phone was not intrusive upon Defendant’s privacy or 

dignity interests. A technological device containing business was searched. “Walking through a 

magnetometer at the airport or having luggage passed through an x-ray machine is a Fourth 

Amendment search, but has been regarded as less intrusive than a pat-down or physical search of 

luggage.” United States v. Vergara, 884 F.3d 1309 (11th Cir. 2018); United States v. Henry, 615 

F.2d 1223, 1227-28 (9th Cir.1980); and United States v. Epperson, 454 F.2d 769, 770 (4th 

Cir.), cert. denied, 406 U.S. 947, 92 S.Ct. 2050, 32 L.Ed.2d 334 (1972). The court here is making 

a distinction between physical searches and technological searches. A search of the body is less 

intrusive when using technology, even though the information gathered from an x-ray is far more 

detailed and expansive than a physical search could on the body. Similarly, although a forensic 

search of a cell phone might reveal lots of data from the phone, because it does not deal with the 

human anatomy it is not intrusive upon dignity interest. Furthermore, “the Court reasoned that 

subjecting luggage to a ‘canine sniff’ was much less intrusive than allowing an officer to 

rummage through the contents of the suitcases.” Accord Horton v. Goose Creek Independent 

School District, 690 F.2d 470, 479 (5th Cir.1982), cert. denied, 463 U.S. 1207  (1983) (“canine 

sniff” of a person probably not a search when it could be performed a distance from the person) . 

Here, the forensic search was of a business cell phone. Not of a body part. Defendant 

argues the cell phone was a part of his body, but this is clearly not the case. The cell phone dealt 

with in Riley has already been distinguished from this phone due to the vast difference between 

private use and business use. In United States v. Vergara the 11th Circuit held that individualized 

suspicion is not required in forensic searches of cell phones at the border. 884 F.3d 1309 (11th 
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Cir. 2018); and see United States v. Touset, 890 F.3d 1227, 1231 (11th Cir. 2018) (holding that 

“the Fourth Amendment does not require any suspicion for forensic searches of electronic 

devices at the border.”) 

Additionally, the Supreme Court has stated that an individual’s privacy expectation 

decreases at the border. Montoya de Hernandez, 473 U.S. 531, 538 (1985). Therefore, 

individualized suspicion was not required to perform the forensic search of Defendant’s business 

phone because the search was not highly intrusive upon his dignity or privacy interests. 

C. Individualized Suspicion Existed In This Case Because Defendant Was Flagged 
As A Suspected Traveler And Continued To Exhibit Suspicious Behavior Prior 
To The Forensic Search 

Reasonable suspicion must be determined by a “particularized and objective basis for 

suspecting the particular person of criminal activity.”  United States v. Cortez, 449 U.S. 411, 

417–18 (1981). The “inquiry focuses on the information available to the officers at the time of 

the stop.” United States v. Lewis, 674 F.3d 1298, 1305 (11th Cir. 2012). 

In United States v. Vega-Barvo, the Eleventh Circuit held that individualized suspicion 

was obtained by customs inspectors in that case.  

The customs inspector's initial observation of Vega-Barvo and search of her personal 
effects revealed that: she was a South American traveling alone; she arrived from a drug-
source country; she was carrying a single piece of poor quality luggage which “contained 
mostly rags”; she had no credit cards or checks; and she showed signs of extreme 
nervousness. During questioning, Vega-Barvo claimed to own a travel agency and be in 
Miami to put together a tour. This story was not credible in light of the facts already 
discovered. We conclude that the customs inspectors' suspicion that Vega-Barvo was 
carrying cocaine internally was reasonable under the law, and that this suspicion rendered 
the non-forced x-ray, performed by a physician in a hospital, reasonable. 729 F.2d 1341, 
1350 (11th Cir. 1984).  

 
The factors that agents use to support individualized suspicion may independently appear 

to be unsuspicious, but when these are evaluated together and with the expertise of experienced 

customs officers they can equal individualized suspicion. The Supreme Court has recognized that 
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“when used by trained law enforcement officers, objective facts, meaningless to the untrained, 

can be combined with permissible deductions from such facts to form a legitimate basis for 

suspicion of a particular person…” United States v. Cortez, 449 U.S. 411, 419 (1981). 

Similarly, here Defendant Mendoza was traveling alone, had a duffle bag with him that 

he always carried with him (constant use may infer poor quality), and before the forensic search 

was performed he showed signs of extreme nervousness. (Aff. of Shawn Michaels ¶ 23). 

Moreover, in this case, Defendant was a suspected traveler by the DHS terrorism prevention 

program FFS before the search occurred. (Aff. of Shawn Michaels ¶ 5). He was suspected due to 

his suspicious conduct in the airport: observing his surroundings prior to making a phone call, 

using a protective on his laptop and phone screen, and not drinking alcohol on flights. (Aff. of 

Shawn Michaels ¶ 14). The following factors also support suspicion in this case: the business 

phone was turned off and placed in area of the bag that special agent Michaels struggled to get to 

(when it is off it cannot ring and has a greater chance of going undetected), the phone was 

secured by an advanced password feature, Defendant expressed concern about sharing the 

phone’s password, he reset the phone to factory settings (causing previous activity to be hidden), 

and Defendant said the phone was “corrupted” while in a foreign country. (Aff. of Shawn 

Michaels ¶ 19-21). 

All these factors considered together, with agent Michaels’ 22 years of experience are 

enough to find that individualized suspicion existed to search the phone in order to see if 

Defendant was a terrorist threat or not. (Aff. of Shawn Michaels ¶ 1). The search revealed 

enough information to show probable cause that he was a part of a violent gang and a drug 

smuggler. (Aff. of Shawn Michaels ¶ 30-32). 
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CONCLUSION WITH PRAYER OF RELIEF 

  For the foregoing reasons, the Court should deny the Defendant’s motion to dismiss for 

vagueness and Defendant’s motion to suppress. Instead, we pray the Court uphold the statue as 

not unconstitutionally vague and admit the evidence obtained through the forensic search. 
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