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INTRODUCTION 
 

 The Defendant, Mr. Jason Mendoza, respectfully files this memorandum of law and 

requests that the court (1) dismiss Count Two of the government’s indictment alleging 

Possession of a Destructive Device in Furtherance of a Crime of Violence (18 U.S.C. 

§ 924(c)(1)(B)(ii)) and (2) suppress evidence obtained through the warrantless forensic search of 

Mendoza’s cell phone. 

 Mendoza became the subject of a government investigation after returning to Stetson 

from an international business trip. Government agents detained Mendoza at the Cape Adams 

International Airport, confiscated his business cell phone, and forensically searched the phone 

without obtaining a warrant. The warrantless search was not supported by individualized or 

reasonable suspicion and was therefore a violation of Mendoza’s Fourth Amendment rights. 

Accordingly, all evidence obtained via the search should be suppressed.  

 Mr. Mendoza has further been accused of committing arson in violation of 18 U.S.C. 

§ 844(i) shortly before his arrest. The government seeks to use this offense to reach an 

enhancement statute (18 U.S.C. § 924(c)(1)(B)(ii)) to impose a minimum additional sentence of 

30 years. However, the clause of the enhancement statute which the government needs for the 

statute to apply to Mr. Mendoza is unconstitutional. Thus, the count must be dismissed. 

STATEMENT OF FACTS 
 
 An Unfriendly Welcome Home. On March 31, 2018, Mendoza returned to his home state 

of Stetson after completing a business trip to Vancouver, Canada. (Michaels Aff. ¶ 6.) When 

Mendoza landed at the Cape Adams International Airport, he was detained—without 

explanation—by Customs and Border Patrol (“Customs”) agents after he attempted to clear a 

border checkpoint. (Michaels Aff. ¶ 7, 15.) 
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 Next, an agent with the Department of Homeland Security (“Homeland Secuity”), Agent 

Michaels, interrogated Mendoza regarding his international travels. (Michaels Aff. ¶ 16–17.) At 

that time, Mendoza was still unaware as to the reason for his detention. (Michaels Aff. ¶ 16.) 

Mendoza explained to Michaels that he worked as a food and beverage distributor for a United 

States chain restaurant, and that the restaurant frequently required Mendoza to travel 

internationally. (Michaels Aff. ¶ 17.) Additionally, Mendoza stated that the purpose of his 

business travels was to meet with vendors and suppliers and to handle quality control of 

imported goods. (Michaels Aff. ¶ 17.) 

 The Search Begins. After questioning Mendoza, Michaels began to rummage through 

Mendoza’s belongings. (Michaels Aff. ¶ 18.) Michaels took particular interest in a handwritten 

calendar of Mendoza’s vendor shipments and copied its contents. (Michaels Aff. ¶ 18.) Michaels 

also located Mendoza’s business cell phone. (Michaels Aff. ¶ 19.) After turning the phone on and 

noticing that it was locked, Michaels demanded Mendoza furnish the password. (Michaels Aff. ¶ 

19.) Mendoza questioned whether he was legally required to provide the password. (Michaels 

Aff. ¶ 20.) Michaels responded that Mendoza “had no privacy while at the border into his 

country.” (Michaels Aff. ¶ 20.) 

 The Cell Phone Seizure. Mendoza reluctantly provided the phone’s password, and 

Michaels began to examine the phone’s contents. (Michaels Aff. ¶ 21.) Michaels found that the 

phone did not contain any information, and in fact, had been reset to factory settings. (Michaels 

Aff. ¶ 21.) After Michaels questioned Mendoza why the phone appeared empty, Mendoza 

explained that the phone became corrupted while he was in Vancouver, and he reset it in an 

effort to cure the corruption. (Michaels Aff. ¶ 21.) 
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Unsatisfied by Mendoza’s explanation, Michaels seized the phone and informed 

Mendoza that he would be holding it for up to thirty days to forensically search its memory. 

(Michaels Aff. ¶ 22.) Mendoza attempted to intervene and asked that Michaels contact his lawyer 

before searching the phone. (Michaels Aff. ¶ 23.) Ignoring Mendoza’s request, Michaels sent the 

phone to Homeland Security for a forensic search. (Michaels Aff. ¶ 22, 24–25.) 

The Search Results. The forensic search yielded a plethora of Mendoza’s personal and 

private information including his address book, calendar entries, call logs, GPS data, text 

messages, internet browsing history, and scores of other information. (Homeland Security 

Investigative Memo, 1–3.) However, Michaels relied entirely on text messages between 

Mendoza and his business colleagues, dating back to 2015, to build criminal accusations against 

Mendoza. (Michaels Aff. ¶ 28–30.) None of the messages explicitly referred to criminal 

activity—only Mendoza’s legitimate business transactions. (Michaels Aff. ¶ 29–30.) Unmoved, 

Michaels concluded that the text messages referenced illegal activity and accused Mendoza of 

importing illegal narcotics via his employment dealings. (Michaels Aff. ¶ 32.) 

The Investigation Continues. Next, Michaels began to inquire into Mendoza’s personal 

life and employment. (Michaels Aff. ¶ 33.) Without a warrant, Michaels obtained surveillance 

videos from a company that provided security for one of the restaurants owned by Mendoza’s 

employer. (Michaels Aff. ¶ 35.) After viewing the surveillance footage, Michaels concluded that 

Mendoza was somehow engaged in narcotic sales and submitted an affidavit summarizing his 

accusations. (Michaels Aff. ¶ 36–39.) 

Mendoza’s Arrest. Using Mendoza’s text messages and the subsequent investigation as 

probable cause, Michaels filed a criminal complaint in the Federal District Court of Southern 

Stetson alleging Mendoza unlawfully distributed heroin between December 2015 and March 
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2018 in violation of 21 U.S.C. § 841(a)(1). (Compl.) Michaels alerted the Gordon County 

Sheriff’s Office of the warrant for Mendoza’s arrest and learned the location of Mendoza’s 

vehicle. (Michaels Supp. Aff. ¶ 3–4.) While Michaels was in route to the location, the Sheriff’s 

office informed him that an unknown individual had thrown a flaming object into a building near 

Mendoza’s vehicle. (Michaels Aff. ¶ 5.) The individual who called the Sherriff’s office remained 

anonymous, but according to Michaels, gave the Sherriff’s office a description of the criminal 

actor as someone who looked similar to Mendoza. (Michaels Supp. Aff. ¶ 5.) 

Michaels eventually arrived and found Mendoza attempting to enter the vehicle. 

(Michaels Aff. Supp. ¶ 6.) Mendoza was then arrested and found in possession of only a single 

cigarette lighter. (Michaels Aff. Supp. ¶ 6.) Based solely on Mendoza’s vehicle location, the 

cigarette lighter, and an anonymous call to the Sheriff’s office, Michaels somehow concluded 

that Mendoza possessed a Moltov cocktail and intentionally used it to commit arson. (Michaels 

Supp. Aff. ¶ 9.) Accordingly, Mendoza received another federal charge and was indicted for 

arson, in violation of 18 U.S.C. § 844(i) and 18 U.S.C. § 924(c)(1)(B)(ii). (Indictment.) 

ARGUMENT 
 
I. This Court should grant the motion to dismiss because the residual clause of § 924(c) 

is unconstitutionally vague. 
 

Mr. Mendoza is ineligible for a thirty-year sentence enhancement under 

§ 924(c)(1)(B)(ii) unless the government can prove the underlying offense (“companion” 

offense) is a “crime of violence.” 18 U.S.C. § 924(c)(1)(A). The definition of crime of violence 

contains two clauses: the “elements” clause and the “residual” clause. See, e.g., United States v. 

Salas, 889 F.3d 681, 684 (10th Cir. 2018) (discussing the naming conventions of the crime of 

violence definition under § 924(c)(3)). The government has already disclaimed the applicability 

of the elements clause to the companion offense, here arson, and so has committed itself to 
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proving the connection through the residual clause. See (Status Conf. Trans. June 13, 2018, at 5 ¶ 

8–13.) 

Under the residual clause, crime of violence is defined in § 924(c)(3) as “any offense . . . 

that by its nature, involves a substantial risk that physical force against the person or property of 

another may be used in the course of committing the offense.” However, the government will be 

unable to prove that the arson of which Mr. Mendoza is charged is a crime of violence because 

the residual clause itself is void for vagueness. C.f. Johnson v. United States, 135 S. Ct. 2551 

(2015) (holding the residual clause of the Armed Career Criminal Act (“ACCA”) void for 

vagueness); Sessions v. Dimaya, 138 S. Ct. 1204 (2018) (holding a residual clause applicable to 

the Immigration and Nationality Act (“INA”) void for vagueness). This conclusion necessarily 

flows from the simultaneous necessity and impossibility of applying the categorical approach to 

residual clauses such as the one here. C.f. Johnson, 135 S. Ct. at 2558. 

A. The categorical approach applies to the definition of “crime of violence” in 
§ 924(c)(3). 

 
The “categorical” approach (as opposed to the “fact-specific” approach) requires the 

court to look “only to the statutory definitions of the prior offenses, and not to the particular facts 

underlying those convictions.” Taylor v. United States, 495 U.S. 575, 600 (1990). This approach 

is a judicial construct first recognized by the Supreme Court in Taylor v. United States. Id.; see 

also Leocal v. Ashcroft, 543 U.S. 1, 7 (2004).  

In Taylor, the Court was dealing with an enumerated offense within the ACCA’s “violent 

felony” definition in 18 U.S.C. § 924(e)(2)(B). See Taylor, 495 U.S. at 600. The ACCA provides 

for enhanced sentences when the defendant has been convicted previously of certain types of 

crimes, including many state court offenses. See 18 U.S.C. § 924(e)(1). When the Court 

ultimately concluded that “burglary” in the statute defining violent felonies means “generic 
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burglary” rather than state-specified crimes that happen to be labeled burglary, it was faced with 

a new problem: how to determine whether a previous conviction was for generic burglary. 

After considering the language of the statute, the legislative history, fairness, and 

practicality, the Court adopted the categorical approach—the analysis that was already being 

applied by the courts of appeal. Taylor, 495 U.S. at 600–02 (1990) (citing United States v. 

Chatman, 869 F.2d 525, 529 (9th Cir. 1989); United States v. Headspeth, 852 F.2d 753, 758–59 

(4th Cir. 1988); United States v. Vidaure, 861 F.2d 1337, 1340 (5th Cir. 1988); United States v. 

Sherbondy, 865 F.2d 996, 1006–10 (9th Cir. 1988)).  

1. Applying the categorical approach to § 924(c) is consistent with recent 
Supreme Court precedent holding that the approach applies to the residual 
clauses of analogous statutes. 

 
The Court has extended the reasoning of Taylor to apply the categorical approach to both 

the residual clause of the ACCA as well as the residual clause of the INA which is nearly 

identical to the residual clause of § 924(c). See Johnson, 135 S. Ct. at 2551; Dimaya, 138 S. Ct. 

at 1211. The Court did so although, in both cases, it was a major reason for the clauses being 

held unconstitutional. Id. 

First, the Court in Johnson held—over a single dissent—that the categorical approach 

applies to the residual clause of the ACCA just as it does to the enumerated clause. 135 S. Ct. at 

2561–62. In doing so, it pointed out that two key reasons for this conclusion in both Taylor and 

Johnson were (1) the “utter impracticability” and associated inequities involved in attempting to 

recreate the facts of unrelated crimes and (2) the language evincing the legislature’s intent that 

the court is to look to the statute of conviction and not the facts. Id.  

Next, a plurality in Dimaya reiterated and extended even more forcefully the reasoning of 

Taylor and Johnson that the categorical approach is the appropriate vehicle for construing 
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clauses of this ilk. Dimaya, 138 S. Ct. at 1216–18. The opinion again noted the impracticability 

and unfairness of having a sentencing court reconstruct events and find facts as well as the 

linguistic factors that favor the categorical approach. Id. at 1217–18. Even more so, the opinion 

argues, the inclusion of the language “by its nature” makes the meaning—that the residual clause 

refers to the crime generally and not the specific facts—“all the clearer.” Id. at 1217. 

Even Justice Gorsuch—who concurred in Dimaya forcing the reasoning on the 

categorical approach into a plurality—admitted that the Court’s precedent requires application of 

the categorical approach. Id. at 1232. (Gorsuch, J., concurring). To be sure, he expressed some 

doubts as to whether it was, in fact, the best approach. Id. However, he did not indicate a 

preference to change the precedent; he merely said that he remains open to alternative readings. 

Id. at 1232–33. This ought to be read more as disappointment at the government’s concession 

that the approach applies than dissatisfaction with the approach in general. See id. 

Last, even if the Court following Justice Gorsuch ends up changing the categorical 

approach after it is subjected to the “crucible of adversarial testing,” there is no guarantee it will 

become a fact-specific approach. Id. at 1232. Justice Gorsuch expressed as much willingness to 

consider testing whether the crime of conviction always (as opposed to ordinarily) involves the 

relevant level of risk as he did a fact-specific approach. See id. at 1233. Such an approach would 

necessarily increase, rather than limit the number of statutes that would qualify as void for 

vagueness. Likewise, the crucible of adversarial testing in the appellate courts has produced only 

a single circuit willing to decline to extend Dimaya to hold that the categorical approach ought 

not apply to § 924(c). See, e.g., United States v. Davis, No. 16-10330, 2018 WL 4268432, at *1 

(5th Cir. Sept. 7, 2018); United States v. Eshetu, 898 F.3d 36 (D.C. Cir. 2018); Hylor v. United 

States, 896 F.3d 1219 (11th Cir. 2018); Cross v. United States, 892 F.3d 288 (7th Cir. 2018); 
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United States v. Lucas, No. 17-1986, 2018 WL 2754437, at *1 (6th Cir. June 7, 2018). But see 

United States v. Barrett, No 14-2641, 2018 WL 4288566, at *1 (2nd Cir. Sept. 10, 2018) 

(declining to extend Dimaya). Therefore, Justice Gorsuch’s concurrence in Dimaya is not a 

reason to seriously doubt the categorical approach’s application here. Either the categorical 

approach or a much stricter version will apply.  

2. The same reasoning that led the Supreme Court to apply the categorical 
approach in Taylor, Johnson, and Dimaya applies to § 924(c). 

 
The Court in Taylor explicitly discussed several factors to discern whether to apply the 

categorical approach or the factual approach, but subsequent cases have boiled them down to 

two: (1) the language or statutory text itself and (2) the practical difficulties and potential 

unfairness of the factual approach. See generally Dimaya, 138 S. Ct. at 1217; Johnson, 135 S. Ct. 

at 2562. The Court in Johnson and Dimaya respectively applied the Taylor factors to determine 

whether application of the categorical approach was appropriate to the situations before them. Id. 

Because of its similarities to the statutes in Johnson and Dimaya in the way it reads and 

functions, § 924(c) ought to receive largely the same analysis of the Taylor factors. 

a. The language of § 924(c) implicitly calls for application of the categorical 
approach. 

 
First, the Taylor and Johnson Courts both found significant the ACCA’s emphasis on the 

“conviction” rather than the “commission” of the predicate offense. See Johnson, 135 S. Ct. at 

2562; Taylor, 485 U.S. at 600–01; accord Leocal, 543 U.S. at 7. Likewise, the Court in Dimaya 

recognized that “[s]imple references to a conviction, felony, or offense . . . are read naturally to 

denote the crime as generally committed.” 138 S. Ct. at 1217 (citing Nijhawan v. Holder, 557 

U.S. 29, 34 (2009) (internal quotation marks omitted)). The Dimaya Court also pointed out the 

importance of terms that are missing such as those “alluding to a crime’s circumstances, or its 
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commission.” Id. (citing Descamps v. United States, 570 U.S. 254, 267 (2013); United States v. 

Hayes, 555 U.S. 415 (2009) (example of a statute in which congress signaled its intent that the 

courts look to the facts of the underlying offense by using the words “committed by”)). What’s 

more, the plurality in Dimaya noted that language contained in 18 U.S.C. § 16(b) that was absent 

in the ACCA provision may be even clearer evidence in favor of the categorical approach—the 

phrase “by its nature.” 138 S. Ct. at 1217–18 (citing Webster’s Third New International 

Dictionary 1507 (2002)). 

The language of the text in § 924(c), while different in some ways from the residual 

clause in Johnson, is actually much closer in the matters of consequence, and it is nearly 

identical to the clause in Dimaya. Compare 18 U.S.C. § 924(c)(3) (the clause at issue here) with 

18 U.S.C. § 16(b) (the clause at issue in Dimaya). Notably, the clause in § 924(c) has both of the 

same characteristics as the clause in Dimaya; like § 16(b), the § 924(c)(3) definition of crime of 

violence contains both the terms “felony” and “offense” and lacks any terms alluding to the 

commission or surrounding facts. See id. While the provision does not explicitly use the word 

conviction, it enumerates the similar fact-ambivalent language “for which the person may be 

prosecuted.” 18 U.S.C. § 924(c)(1)(A).  

But most significantly, the § 924(c) clause contains the same “by its nature” language that the 

Dimaya plurality found persuasive. See Dimaya, 138 S. Ct. at 1217–18. It seems highly illogical 

to argue that when Congress asked the courts to look to the nature of the crime “for which the 

person may be prosecuted,” it was really asking them to look directly at the facts of conviction. 

b. Fairness and practicality considerations likewise demand the categorical 
approach. 

 
Enhancement statutes are unique in that they punish the defendant based on convictions 

under unrelated statutes, called “predicate” or “companion” offenses. To further complicate 
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matters, many enhancement statutes—including all three discussed here—do not distinguish 

between offenses defined under state and federal law. The Court in Taylor noted, and Johnson 

and Dimaya reiterated, just some practical issues that arise when a sentencing court attempts to 

apply the fact-specific approach to enhancement statutes. Taylor, 495 U.S. at 601–02; see also 

Dimaya, 138 S. Ct. at 1218; Johnson, 135 S. Ct at 2562. 

First, on what facts is the sentencing court authorized to rely? If the defendant pleaded 

guilty to the predicate offense, the charging papers likely constitute the only record of alleged 

facts, but it is highly unfair to admit those facts as undisputed. See id. And what should the court 

do in cases where the charging papers do not reveal the prosecution theory? Likewise, even when 

the facts were ultimately found by a jury, it is not obvious what evidence the sentencing court is 

constitutionally permitted to consider when the jury’s finding is not necessarily conclusive of the 

standard expressed by the enhancement statute. See id. The defendant might be entitled to a 

determination by a jury of the facts necessary to satisfy the statute. See id. 

Second, even if the facts are discernable from the record available to the sentencing court, 

it would be highly inequitable application of the law to permit a very small number of defendants 

to be subject to the enhancement merely because they were unlucky enough to have had a judge 

who allowed the jury to return a special verdict that also happened to be adequate to demonstrate 

satisfaction of the enhancement statute. See id. Even if the Constitution permits such random and 

unprecedented application of the law, that the fact-specific construction requires as much is an 

independent reason to reject such a suggestion; it cannot be the result the legislature intended. 

The same analysis applies to § 924(c). Companion offenses under this statute can be state 

crimes that were litigated (or were pleaded to) in state court. The sentencing court has no better 

way of determining the facts in these cases than those deciding ACCA or § 16(b) enhancements. 
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And even though § 924(c) cases have the potential to be tried in the same proceeding as the 

companion offense, this fact does not eliminate the common problem of the fact-specific 

approach’s likely unanticipated and undesirable interaction with pleading and plea bargaining.  

For example, if the court is permitted to consider a guilty plea as conclusive of the facts 

as alleged by the prosecution, a defendant may have to reject a plea bargain he might otherwise 

have accepted on the underlying companion offense to protect himself from having the facts as 

alleged in the higher offense assumed for the purposes of the enhancement—which in the case of 

§ 924(c) has the potential to be much higher than the underlying offenses. Alternatively, if the 

court is not permitted to consider a guilty plea as conclusive of the facts as alleged, defendants 

would be able to escape the slam-dunk cases for enhancement by merely pleading guilty to the, 

often significantly lower, underlying offense. Considering that the whole point of § 924(c) is to 

enhance the sentences of the worst violent and gun-toting criminals, a reading that allows the 

most blatant offenders to avoid the enhancement entirely is unsatisfactory.  

c. Rejection of the categorical approach is not a route to Constitutional 
Avoidance; the proposed alternative is itself constitutionally problematic. 

 
Most importantly, in every possible scenario, the judge finding facts in sentencing 

implicates serious constitutional concerns. The sentencing procedure of federal courts simply is 

not designed to work this way, and the legislature must be assumed to be aware of that fact. 

Moreover, this problem also preempts arguments by the government that the fact-specific 

approach is a Constitutional Avoidance measure. Rather, rejection of the categorical approach 

merely replaces one constitutional problem with another. See Dimaya, 138 S. Ct. 1217 (plurality 

opinion) (citing Sixth Amendment concerns with the fact-specific approach). 
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B. The categorical approach makes the residual clause of § 924(c) 
unconstitutionally vague. 

 
The due process clause demands a level of certainty regarding the proscriptions of 

criminal law. See Papachristou v. Jacksonville, 405 U.S. 156, 162 (1972); Connally v. Gen. 

Constr. Co., 269 U.S. 385, 391 (1926) (citing Int’l Harvester Co. v. Kentucky, 234 U.S. 216, 221 

(1914); Collins v. Kentucky, 234 U.S. 634, 638 (1914)). Certainty of the law is necessary both to 

ensure adequate notice and to prevent arbitrary and discriminatory enforcement. Vill. of Hoffman 

Estates v. Flipside, Hoffman Estates, Inc., 455 U.S. 489, 495, 497 (1982) (citing Grayned v. City 

of Rockford, 408 U.S. 104, 108–09 (1972)). This requirement extends “to statutes fixing 

sentences.” Johnson, 135 S. Ct. 2551 (citing United States v. Batchelder, 442 U.S. 114, 123 

(1979)).  

A statute is facially invalid if it is impermissibly vague in all its applications. See 

Flipside, 455 U.S. 489, 495, 497 (1982) (citing Grayned, 408 U.S. at 108–09). It is not 

imprecision in the statute’s proscription that makes it impermissibly vague—it is that the 

standard of conduct demanded by the statute is unascertainable. See Smith v. Goguen, 415 U.S. 

566, 578 (1974) (citing Coates v. Cincinnati, 402 U.S. 611, 614 (1971)). 

1. The categorical approach in the context of § 924(c) requires the court to 
imagine the ordinary case of a crime and then to compare the imagined 
ordinary case to an ill-defined standard of risk. 

 
“Under the categorical approach, a court assesses whether a crime qualifies . . . ‘in terms 

of how the law defines the offense and not in terms of how an individual offender might have 

committed it on a particular occasion.’” Johnson, 135 S. Ct. at 2557 (quoting Begay v. United 

States, 553 U.S. 137, 141 (2008)). This determination of what the ordinary case of a crime is, 

and thus how much risk it poses, has proven to be problematic. See Johnson, 135 S. Ct. at 2557–

58 (quoting United States v. Mayer, 560 F.3d 948, 952 (9th Cir. 2009) (Kozinski, C.J., dissenting 
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from denial of rehearing en banc)) (“How does one go about deciding what kind of conduct the 

‘ordinary case’ of a crime involves? ‘A statistical analysis of the state reporter? A survey? Expert 

evidence? Google? Gut instinct?’”). The analysis tends to become highly speculative. See id. at 

2558 (comparing the predictions of the majority and dissent in James v. United States, 550 U.S. 

192, 211, 226 (2007), as to how an attempted burglary is likely to play out). 

The Court in Johnson noted that after many years of trying, the federal courts have been 

unable to settle on a single way of determining how much risk the ordinary case of any crime 

entails—largely because no one test works in all situations. See Johnson, 135 S. Ct. at 2557–60. 

The Supreme Court itself had, until the Johnson decision, applied three different ad hoc tests to 

determine how much risk a particular statutory violation ordinarily entails. Id. In one case, the 

Court compared the convicted crime to the closest enumerated offense; in another (a case in 

which there was no close analog among the enumerated offenses) the court applied a statistical 

analysis; in yet another, it used a statistical analysis only to confirm the “commonsense 

conclusion” with which it started. See Johnson, 135 S. Ct. at 2558–59 (discussing James, 550 

U.S. at 203, Chambers v. United States, 555 U.S. 122, 128–29 (2009), and Sykes v. United 

States, 564 U.S. 1 (2011), respectively).  

Johnson noted that the appellate courts, likewise, have had no luck coming to a 

consensus. 135 S. Ct. at 2559–60 (citing United States v. Daye, 571 F.3d 225, 230–31 (2d Cir. 

2009); United States v. White, 571 F.3d 365, 370–71 (4th Cir. 2009); United States v. Williams, 

559 F.3d 1143, 1149 (10th Cir. 2009); United States v. McDonald, 592 F.3d 808, 815 (7th Cir. 

2010); United States v. Whitson, 597 F.3d 1218, 1222 (11th Cir. 2010) (per curiam); United 

States v. Carthorne, 726 F.3d 503, 514 (4th Cir. 2013)). Significantly, the courts have been 
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unable not only to determine whether the clause covers certain crimes, but have had “pervasive 

disagreement” regarding the nature of the inquiry required in the first place. See id. 

The search for a common path to a threshold standard of risk determination has fared no 

better. The Court in Begay applied a standard—which would be quickly rejected by Chambers 

and Sykes as ultimately unworkable—that a crime must resemble the enumerated offenses “in 

kind as well as degree of risk posed.” Begay, 553 U.S. at 143. This standard, like the others, 

failed to bring any clarity to the analysis. See Johnson, 135 S. Ct. at 2559. 

The only seemingly significant difference in the language defining the risk threshold is 

that the ACCA clause at issue in Johnson involves a threshold of “serious potential risk” while 

the threshold in § 924(c) is “substantial risk.” This difference is inconsequential, however, as the 

Court pointed out in Dimaya when comparing the ACCA provision with § 16(b), which reads the 

same as § 924(c) in this respect. 138 S. Ct. at 1215. The Court likened attempts to argue that the 

latter formulation is any more determinative to “slicing the baloney mighty thin.” Id. In fact, the 

Court in Johnson explicitly considered precisely the language in § 924(c) to be interchangeable 

with the ACCA residual clause. 135 S. Ct. at 2561. 

2. The combination of these elements violates due process because the statute 
thus fails to supply fair notice and invites arbitrary or discriminatory law 
enforcement. 

 
To be sure, neither requiring the court to imagine the ordinary case of a crime nor asking 

it to apply an indefinite qualitative standard like “substantial risk” alone gives rise to 

unconstitutional vagueness. The Court confirmed this in Taylor when it determined that the 

ordinary case of a crime was discernable and could be applied against an enumerated offenses 

clause. Likewise, the Johnson opinion specifically “d[id] not doubt the constitutionality of laws 



 

 
 

15 

that call for the application of a qualitative standard such as ‘substantial risk’ to real-world 

conduct.” 135 S. Ct. at 2561. 

Rather, it is the two together that “conspire to make [the statute] unconstitutionally 

vague.” Id. The joinder of the ordinary case analysis and the qualitative standard of substantial 

risk produces hopeless indeterminacy, inconsistent with the Constitution. Dimaya, 138 S. Ct. at 

1213. This analysis is identically applicable in the context of § 924(c). Several courts of appeal 

have confirmed this, and none have explicitly held to the contrary. See, e.g., Davis, 2018 WL 

4268432; Eshetu, 898 F.3d 36 (D.C. Cir.); United States v. Rinker, No. 18-1227, 2018 WL 

3996828, at *1 (10th Cir. Aug. 21, 2018) (unpublished decision); Cross, 892 F.3d at 288. 

II. This Court should grant the motion to suppress because the Fourth Amendment's 
border search exception did not permit the warrantless forensic search of Mr. 
Mendoza’s cell phone. 

 
 Like all United States citizens, Mr. Mendoza is cloaked with Fourth Amendment 

protection that guarantees his right to be free from “unreasonable searches and seizures.” U.S. 

CONST. amend. IV. Notably, Fourth Amendment protections are “subject to certain reasonable 

exceptions.” Kentucky v. King, 563 U.S. 452, 459 (2011). One such exception arises when an 

individual crosses a United States border. See United States v. Ramsey, 431 U.S. 606, 616 

(1977). “[S]earches made at the border . . . are reasonable simply by virtue of the fact that they 

occur at the border[.]” Id.  

 However, though border searches are per se reasonable, they are not without limits. The 

Supreme Court has carefully distinguished between “routine” and “nonroutine” searches. See 

United States v. Montoya de Hernandez, 473 U.S. 531, 541 (1985). When a border search goes 

“beyond the scope” of a routine search to that of a nonroutine search, government agents must 

have reasonable suspicion directed at a specific individual for the search to be permissible. Id. 
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Specifically, the Court has left open “whether, and under what circumstances, a border search 

might be deemed ‘unreasonable’ [or nonroutine] because of the particularly offensive manner in 

which it is carried out.” United States v. Flores-Montano, 541 U.S. 149, 154, n. 2 (2004) 

(quoting Ramsey, 431 U.S. at 618, n. 13). The Court’s hesitancy to coin a bright line rule of what 

constitutes a nonroutine search, coupled with precedent prohibiting police from executing 

warrantless cell phone searches, signals that all American citizens possess a constitutionally 

protected right to privacy in the contents of their electronics. 

A. Supreme Court precedent holds that Americans are entitled to a heightened 
expectation of privacy in the contents of their cell phones. 

 
 The crux of all Fourth Amendment inquiries hinges on whether a search is reasonable. 

See Montoya de Hernandez, 473 U.S. at 537. The reasonableness of a search “is judged by 

‘balancing its intrusion on the individual’s Fourth Amendment interests against its promotion of 

legitimate governmental interests.’” Id. (quoting United States v. Villamonte-Marquez, 462 U.S. 

579, 588 (1983)). In the first of two opinions where the Court addressed cell phone searches, 

Riley v. California recognized that the Fourth Amendment protects the personal information 

American citizens carry via modern-day cell phones. 134 S. Ct. 2473, 2488–89 (2014). Though 

Riley does not examine the constitutional limits on searches at the border, it does shed light on 

how privacy rights apply to new-age technology, and more specifically, cell phones. Id. at 2484. 

 The question in Riley was “whether the police may, without a warrant, search digital 

information on a cell phone seized from an individual who has been arrested.” Id. The Court 

noted that “[c]ell phones differ in both a quantitative and a qualitative sense from other objects 

that might be kept” on a searched individual. Id. at 2489. The Court declined to accept the 

government’s argument that a cell phone search fits within the Fourth Amendment’s search 

incident to arrest exception. Id. at 2491–93. Ultimately, the Court held that “information on a cell 
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phone is [not] immune from search; it is instead that a warrant is generally required before such 

a search” can occur. Id. at 2493 (emphasis added). 

 Four years later in Carpenter v. United States, the Court doubled down on its protection 

of digital information. 138 S. Ct. 2206, 2217 (2018). There, the Court addressed “whether the 

Government conducts a search under the Fourth Amendment when it accesses historical cell 

phone records that provide a comprehensive chronicle of the user’s past movements.” Id. at 

2211. The Court answered the question in the affirmative. Id. at 2220. 

 In Carpenter, the government argued that because the data used to track a person’s 

movements is governed by the third-party doctrine—another exception to the Fourth 

Amendment—a warrant is not required before law enforcement may obtain the information. Id. 

at 2219. Reiterating the changing landscape in American society, the Court reasoned that “[t]he 

Government’s position fails to contend with the seismic shifts in digital technology.” Id. 

Accordingly, the Court held that government access to cell phone data transmissions, even when 

acquired from a third party, constitutes a search, and therefore, “the Government must generally 

obtain a warrant supported by probable cause before acquiring such records.” Id. at 2221. 

 In both Riley and Carpenter, the Court’s refusal to allow Fourth Amendment exceptions 

to be used as a government sword and shield and its condemnation of warrantless cell phone 

searches signify the Court’s concern with the immense personal intrusion involved in cell phone 

searches. See Carpenter, 138 S. Ct. at 2219–21; Riley, 134 S. Ct. at 2489–93. Though the Court 

has not squarely addressed the issue, the forensic search of an individual’s cell phone, even when 

conducted under the border search exception, fits within the holdings of Riley and Carpenter. 
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1. Forensic searches are highly intrusive and are subject to limitations. 
 

 A forensic examination is radically different than simply turning on an electronic device 

and viewing its contents. See United States v. Cotterman, 709 F.3d 952, 957 (9th Cir. 2013). A 

“forensic examination is a powerful tool capable of unlocking password-protected files, restoring 

deleted material, and retrieving images viewed on web sites.” Id. As the Ninth Circuit noted, “[i]t 

is the comprehensive and intrusive nature of a forensic examination” and the effect that it has on 

an individual’s right to privacy that calls the search tactic into question. Id. at 963. Law 

enforcement’s practice of forensically examining electronics at the border is the exact type of 

search that the Supreme Court warned could give rise to constitutional challenges due to its 

“offensive” nature. See Flores-Montano, 541 U.S. at 154, n 2. The sheer fact that government 

agents have unbridled access to private and personal data makes forensic examinations 

particularly offensive. Accordingly, because a forensic search is offensive and intrusive, it falls 

into the category of nonroutine and should require the government to meet a heightened burden 

before such a search may be executed. See Montoya de Hernandez, 473 U.S. at 541. 

2. The warrantless search of Mr. Mendoza’s cell phone violated his 
constitutional right to privacy. 

 
 Here, Michaels initially conducted a basic examination of Mendoza’s cell phone by 

simply turning the phone on and viewing its contents. See (Michaels Aff. ¶ 21.) Mendoza does 

not here challenge the initial search. Instead, Mendoza challenges the constitutionality of the 

subsequent forensic examination. Michaels ordered the forensic search after the initial search 

failed to turn up even a shred of information that would indicate Michaels needed to have the 

phone reviewed further. (Michaels Aff. ¶ 21–22.) Rather, Mendoza’s cell phone contained no 

information whatsoever and when questioned, Mendoza explained that the phone was reset after 
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its contents were corrupted while he was in Vancouver. (Michaels Aff. ¶ 21). Michaels’ search of 

the cell phone should have stopped there. 

 Furthermore, the fact that Michaels ordered a forensic search without a warrant, and did 

not even bother to request one, represents the exact type of conduct that the Supreme Court 

condemned in both Riley and Carpenter. See (Michaels Aff.) The forensic examination of 

Mendoza’s cell phone yielded a treasure trove of information for Michaels to examine and 

subsequently use to build a criminal case. (Michaels Aff. ¶ 28–31.) To be exact, the forensic 

search revealed hundreds of text messages dating back to 2015 and scores of other personal data. 

(Michaels Aff. ¶ 29–30.) Not only is all of this information constitutionally protected under Riley 

and Carpenter, but the forensic examination of Mendoza’s cell phone is a nonroutine and highly 

intrusive search that the Supreme Court cautioned against. See Montoya de Hernandez, 473 U.S. 

at 542. If a nonroutine and intrusive search is conducted at a United States border, it must be 

executed under the appropriate protocol, which in Mendoza’s case, was not followed. 

B. At a minimum, forensic searches must be supported by reasonable suspicion. 

 The Fourth, Fifth, and Ninth Circuits have recognized that when a nonroutine border 

search is conducted, government agents must have reasonable suspicion before the search passes 

constitutional scrutiny. See United States v. Kolsuz, 890 F.3d 133, 146 (4th Cir. 2018) 

(“After Riley, we think it is clear that a forensic search of a digital phone must be treated as a 

nonroutine border search, requiring some form of individualized suspicion.”); United States v. 

Kelly, 302 F.3d 291, 294 (5th Cir. 2002) (“Non-routine border searches . . . are more intrusive 

and require a particularized reasonable suspicion before a search can be conducted.”); 

Cotterman, 709 F.3d at 968 (holding the “forensic examination of [the defendant’s] computer 

required a showing of reasonable suspicion”).  
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 Even before the Supreme Court’s decisions in Riley and Carpenter, the Ninth Circuit 

recognized the “comprehensive and intrusive” nature of forensic border searches and applied the 

reasonable suspicion standard to those searches. Cotterman, 709 F.3d at 962. There, the court 

noted the “diminished expectation of privacy at the border,” but that a border “search is still 

measured against the Fourth Amendment’s reasonableness requirement, which considers the 

nature and scope of the search.” Id. at 963. 

 Post Riley and pre Carpenter, the Fourth Circuit held that “in light of the Supreme 

Court’s decision in Riley, a forensic border search of a phone must be treated as nonroutine, 

permissible only on a showing of individualized suspicion.” Kolsuz, 890 F.3d at 144. Federal 

district courts also apply the reasonable suspicion standard to nonroutine border searches. See 

United States v. Mendez, 240 F. Supp. 3d 1005, 1007 (D. Ariz. 2017); United States v. Cano, 222 

F. Supp. 3d 876, 882 (S.D. Cal. 2016); United States v. Saboonchi, 990 F. Supp. 2d 536, 571 (D. 

Md. 2014); United States v. Hassanshahi, 75 F. Supp. 3d 101, 123 (D.D.C. 2014). 

1. The reasonable suspicion standard protects the Fourth Amendment rights of 
American citizens without placing a substantial burden on law enforcement. 

 
Reasonable suspicion “effects a needed balance between private and public interests.” 

Montoya de Hernandez, 473 U.S. at 541. In the context of border searches, reasonable suspicion 

requires “a particularized and objective basis for suspecting the particular person stopped” of 

being involved in criminal activity. See United States v. Cortez, 449 U.S. 411, 417–18 (1981). To 

determine whether the standard is met, “the totality of the circumstances—the whole picture—

must be taken into account.” Id. at 417. Simply put, reasonable suspicion is a context based 

inquiry analyzed according to the circumstances of a particular situation. See id. at 417–18. 

In Cotterman, the Ninth Circuit noted the government’s position that requiring law 

enforcement to meet a heightened burden before conducting a border search would impede a 
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substantial governmental interest in screening individuals at the border. 703 F.3d at 966. The 

court addressed the government’s concerns by stating that “[r]easonable suspicion is a modest, 

workable standard that is already applied in” multiple other situations commonly encountered by 

law enforcement. Id. at 966. (noting reasonable suspicion is used “in the extended border 

search, Terry stop, and other contexts.”). Ultimately, the Ninth Circuit held that the government 

agents’ forensic search of the defendant’s computer was supported by reasonable suspicion. Id. 

at 970. The factors supporting reasonable suspicion included (1) the defendant being flagged for 

further examination due to his suspected involvement in child pornography; (2) government 

agent’s belief and confirmation that the defendant had been previously charged with a crime 

related to child pornography and molestation; (3) the defendant’s departure from a country 

known for child sex exploitation; and (4) the existence of password protected files on the 

defendant’s computer to which the defendant did not supply the password. Id. at 968–70. 

In Kolsuz, the Fourth Circuit similarly found that law enforcement agents possessed 

reasonable suspicion and upheld the government agents’ decision to forensically examine the 

defendant’s phone. 890 F.3d at 144. Factors supporting reasonable suspicion included (1) the 

defendant being federally investigated and watched due to his repeated attempts to leave the 

United States without a required license; (2) his being identified in a government database that 

alerted authorities to his prior crimes; and (3) his final attempt to again leave the United States 

with prohibited weapons Id. 138–39. Overall, the Fourth Circuit relied on the defendant’s 

repeated attempts to perpetuate a federal crime in finding that reasonable suspicion existed. Id. 

Like the Ninth and Fourth Circuits, Federal district courts have analyzed nonroutine 

border searches and used a variety of factors to find that reasonable suspicion supported law 

enforcements’ thorough examination of an individual’s electronic device. See Mendez, 240 F. 
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Supp. 3d at 1007 (finding reasonable suspicion due to an agents discovery of “a large amount of 

cocaine and methamphetamine in Defendant’s car and [knowledge] that drug trafficking 

organizations often communicate using cellular phones.”); Cano, 222 F. Supp. 3d at 882 (finding 

reasonable suspicion because “officers found approximately 16.52 kilograms of cocaine in the 

spare tire of his truck” and “[t]he agents had reason to believe that Defendant used his cell phone 

as an instrumentality of the crime.”); Saboonchi, 990 F. Supp. 2d at 571 (finding reasonable 

suspicion due to the defendant’s involvement in a federal criminal investigation and his 

connection with a hostile nation); Hassanshahi, 75 F. Supp. 3d at 123 (finding reasonable 

suspicion in light of the defendant’s return from a country subject to embargo, his possession of 

“large quantity of electronic devices and cash,” and his being previously investigated for federal 

crimes similar to the current circumstances).  

2. Mr. Mendoza’s conduct did not give rise to reasonable suspicion and 
therefore, the forensic search was unlawful. 

 
Here, Michaels’ sole argument for reasonable suspicion is that a government computer 

program known as Justified Assessment and Notification Emergency Tracker (“JANET”) 

identified Mendoza as a possibly suspect traveler. See (Michaels Aff. ¶ 13.) According to 

Michaels, “JANET identifies individuals and analyzes potential threats based on their travel 

history, behavior, and other criteria.” (Michaels Aff. ¶ 9.) Outside information is also placed into 

the JANET system by Federal Air Marshals (“Marshals”) after the JANET system initially flags 

an individual for further review. (Michaels Aff. ¶ 12.) Information input by Marshals includes 

“the suspect traveler’s conduct on the flight, including timing of movements, sleeping patterns, 

and conversations with passengers and flight crew, amongst other factors.” (Michaels Aff. ¶ 12.) 

Michaels also admits that individuals who are monitored via JANET “are not under investigation 

by any agency and are not in the Terrorist Screening Database.” (Michaels Aff. ¶ 9.)  



 

 
 

23 

While Mendoza does not here challenge the government’s use of the JANET program, 

there is ample reason to believe it is ineffective and that when an individual is flagged in JANET, 

that alert does not amount to reasonable suspicion. Specifically, Mindy St. Claire, a former 

Customs agent, testified via deposition that if an agent “correctly flag[s] a traveler for input in 

JANET, as in there is an eventual arrest of this individual,” the agent is entitled to a monetary 

bonus. (St. Claire Dep. at 8 ¶ 16–17.) St. Claire likened the act of flagging an individual as being 

“almost like betting.” (St. Claire Dep. at 8 ¶ 17.) The monetary bonus given to Customs agents is 

“$5,000 for any suspected traveler that later becomes a verified threat, or subject to any other 

criminal action.” (St. Claire Dep. at 9 ¶ 6–7.) The compensation bonus encouraging agents to 

flag travelers in JANET is problematic on its face. 

Further troubling is St. Claire’s testimony that during her time as a Customs agent she 

observed that “minorities were being flagged for further investigation at a rate nearly five times 

that as white travelers.” (St. Claire Dep. at 9 ¶ 11–13.) St. Claire even overheard Customs agents 

“using racial slurs to describe some travelers and that they hoped JANET eventually got them.” 

(St. Claire Dep. at 9 ¶ 16–18.) St. Claire reported the JANET program’s misuse and agent 

misconduct to the very same Agent Michaels, but St. Claire ultimately resigned from her position 

after Michaels refused to address the issues raised by St. Claire. (St. Claire Dep. at 9 ¶ 22–23; 10 

¶ 1–2.) Again, the racially inappropriate use of JANET should have called the system into 

question, but Michaels ignored St. Claire’s warning. 

Even though Michaels was aware of the problems occurring with the JANET system, he 

relied on Mendoza’s JANET profile as being credible. (Michaels Aff. ¶ 14.) There is no 

indication that Michaels had ever been in contact with Mendoza before the day that Michaels 

confiscated Mendoza’s phone,. See (Michaels Aff.) There is also no indication that any Customs 
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agent had made prior contact with Mendoza. See (Michaels Aff.) Further, Michaels has never 

asserted that Mendoza seemed nervous during questioning, that Mendoza’s answers to questions 

were unreliable or untruthful, that Mendoza had a criminal record, or that Mendoza was in 

possession of anything illegal. (Michaels Aff. ¶ 14–21.) Any such conduct may have given rise 

to reasonable suspicion but did not occur here. 

Rather, on the day of the search, the only thing that seemed to alert the attention of 

Michaels was his discovery of Mendoza’s business cell phone. (Michaels Aff. ¶ 19–22.) 

Mendoza fully cooperated, provided the phone’s password, and allowed Michaels to examine its 

contents. (Michaels Aff. ¶ 20–21.) After Michaels found no data on the phone, he confiscated the 

phone over Mendoza’s objection and ordered the forensic search. (Michaels Aff. ¶ 21–22.) 

 The information known by Michaels at the time of the forensic search did not support a 

finding of reasonable suspicion. See Cortez, 449 U.S. at 417–18. Michaels needed, but did not 

have, “a particularized and objective basis for suspecting” Mendoza of involvement in criminal 

activity. Id. Michaels did not observe Mendoza behave suspiciously, he did not find anything 

particularly unusual about Mendoza’s JANET record, and furthermore, he discovered absolutely 

nothing illegal on Mendoza’s person. (Michaels Aff. ¶ 18–21.) 

 In his affidavit, Michaels attempted to make the following information obtained from 

Mendoza’s JANET profile seem like it alerted him to possible criminal conduct: 

MENDOZA (1) traveled alone on all aforementioned flights; (2) changed clothes 
while on aforementioned flights . . . ; (3) traveled with only a blue duffle bag on 
all aforementioned flights; (4) observed his surroundings prior to making any 
phone call in the airport; (5) used a privacy protector on his laptop screen and 
phone; and, (6) did not drink alcohol prior to or during any aforementioned flight. 
 

 (Michaels Aff. ¶ 14.) For any American who travels alone by way of their profession, frequently 

traveling, changing clothes, carrying few bags, being aware of surroundings, protecting digital 
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data, and refraining from drinking, hardly seems unreasonable or suspicious. Therefore, 

Michaels had no basis for reasonable suspicion of Mendoza entitling Michaels to order a forensic 

examination of Mendoza’s cell phone, and any evidence obtained from the forensic search 

should be suppressed. 

3. This Court should decline to follow courts that permit forensic searches 
without reasonable suspicion. 

 
The Eleventh Circuit has used the Fourth Amendment’s border exception to uphold the 

forensic search of electronic devices without any level of individualized suspicion in two recent 

opinions. See United States v. Touset, 890 F.3d 1227 (11th Cir. 2018); United States v. Vergara, 

884 F.3d 1309 (11th Cir. 2018). By doing so, the Eleventh Circuit has ignored the Supreme 

Court’s guidance in cases addressing nonroutine border searches, and more recently, the 

warrantless search of electronic devices. See Carpenter, 138 S. Ct. at 2219–21; Riley, 134 S. Ct. 

at 2491–93; Flores-Montano, 541 U.S. at 154, n. 2; Montoya de Hernandez, 473 U.S. at 537. 

Because the analysis and position taken by the Eleventh Circuit fails to recognize the changing 

landscape of modern society and how Fourth Amendment protection must be applied to data 

contained on electronic devices, the Eleventh Circuit must not be followed.  

CONCLUSION 
 
 For the foregoing reasons, the Defendant, Mr. Jason Mendoza, respectfully requests that 

this Court grant both his motion to dismiss Count Two of the indictment and his motion to 

suppress evidence obtained in the forensic search of his cell phone.  

        
Respectfully submitted, 
 
/s/ Team 1860                                                                                       


