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UNITED STATES DISTRICT COURT 

SOUTHERN DISTRICT OF STETSON 

  

  

UNITED STATES OF AMERICA,                                      Case No. 15:18-cr-00777-NB-EE 

    

   Plaintiff                                              

                                                                                               DEFENDANT’S MOTION TO                

v.                                                                    DISMISS COUNT TWO FOR        

                                                                       VAGUENESS AND MOTION TO  

JASON MENDOZA,                                                             SUPPRESS EVIDENCE FOR  

           COUNT ONE 

   Defendant.           

    

 

  

Introduction 

  

Jason Mendoza, by and through undersigned counsel, hereby files this  motion to dismiss 

and motion to suppress evidence. 

This Court should grant the motion to dismiss because 18 U.S.C. § 924(c)’s residual 

clause defining a “crime of violence” suffers from two fatal flaws that made the Armed Career 

Criminal Act and 18 U.S.C. § 16(b)’s residual clauses void for vagueness.  A reading of § 924 

reveals that its crime-of-violence definition is the same as 16(b)’s which was previously found to 

be unconstitutionally vague because the courts had to apply an uncertain risk standard in 

violation of the Fifth Amendment’s Due Process of Law protection.   

This Court should also grant the motion to suppress the evidence from Mr. Mendoza’s 

cellphone because the forensic examination of the device was unreasonable search under the 

border exception to Fourth Amendment of the US Constitution requirement for a warrant.  For 

the reasons that follow, Jason Mendoza respectfully requests that this court grant both 

Defendant’s motions. 
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Statement of Facts 

  

 On March 31, 2018, Jason Mendoza, an American citizen, was detained at the Cape 

Adams International Airport (CAA) while returning from a business trip to Canada.  (Michaels 

Aff. ¶ 6, 13).  Mr. Mendoza is an independent food and beverage distributor for restaurant chains 

throughout the United States, primarily The Wing Dump.  (Michaels Aff. ¶ 16).  The Wing 

Dump has 68 locations nationwide and two in Vancouver, with processes in place to expand 

overseas.  Id.  His employment required him to travel abroad frequently. Id.   

Mr. Mendoza was detained for further investigation based on a recently initiated Fun and 

Friendly Skies domestic surveillance program (FFS).  (Michaels Aff. ¶ 2, 7).  FFS was launched 

on February 1, 2018 in an effort to monitor unknown or partially known terrorists and records 

date, time, and location of international travel for suspected traveler. (Michaels Aff. ¶ 8).  Mr. 

Mendoza was first identified as a suspected traveler on February 6, 2018 on a flight from 

Vancouver, CAN.  (Michaels Aff. ¶ 13).  FFS tracked thirty-four flights for Mr. Mendoza 

between February 5, 2018 and March 31, 2018.  Id. 

 The system recorded that Mr. Mendoza traveled alone on all flights, changed clothes on 

nine flights (all of which were international, multiple day flights), traveled with only a blue 

duffel bag, observed his surroundings before making phone calls, used a privacy protector on his 

electronics, and did not drink alcohol prior to or during any flights.  (Michaels Aff. ¶ 14).   

 Special Agent Shawn Michaels began questioning Mr. Mendoza around forty-five 

minutes after he was detained.  (Michaels Aff. ¶ 6).  After asking Mr.  Mendoza if he knew why 

he had been detained, to which he did not know, and basic background questions, Special Agent 

Michaels searched Mr. Mendoza’s duffel bag.  (Michaels Aff. ¶ 18).  Inside, he found an Apple 

MacBook Pro, a charging cable, miscellaneous clothes, a tooth brush and a notebook containing 
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a calendar of international shipments.  Id.  When placing the items back into the duffel Special 

Agent Michaels found an iPhone 6 within a small zipper pocket in the lining of the bag.  

(Michaels Aff. ¶ 19). The phone was Mr. Mendoza’s business phone and was turned off.  Id. 

 Mr. Mendoza provided the password to the iPone when he was told that he had no 

privacy at the border.  (Michaels Aff. ¶ 20).  However, the phone had been restored to factory 

settings due to Mr. Mendoza connecting to corrupted WiFi while in Vancouver.  (Michaels Aff. ¶ 

21).  Special Agent informed Mr. Mendoza that he would be seizing the phone for up to thirty 

days to search its contents.  (Michaels Aff. ¶ 22).  Mr. Mendoza was given permission to leave 

because Special Agent Michaels had no basis to continue to detain him.  Id.  The phone was 

placed in an evidence bag and given to Department of Homeland Security for further forensic 

search.  (Michaels Aff. ¶ 24-5).   

 On April 31, 2018, an anonymous caller claimed they saw an individual launch an 

unknown flaming object into the Pie Hard Bakery.  (Michaels Suppl. Aff. ¶ 4-5).  Along the 

same street Mr. Mendoza was observed entering his vehicle, where he was apprehended. 

(Michaels Suppl. Aff. ¶ 6).  In his pocket a lighter was found, but no contraband or weapons 

were found. Id.    

Argument 

 

I. Title 18 U.S.C § 924(C)’S Residual Clause is Unconstitutionally Vague, Therefore 

Charge Two Against Jason Mendoza Must be Dismissed. 

 

The Fifth Amendment’s Due Process clause safeguard against the deprivation of “life, 

liberty or property.” U.S. Const. Amend. V.  The Government violates this right when they take 

away someone’s life, liberty or property due to arbitrary enforcement of a law that is so vague 

that the ordinary person does not understand what conduct is punishable.  Johnson v. United 

States, 135 S. Ct. 2551, 2556 (2015).  The “Void-for-Vagueness Doctrine guarantees that 
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ordinary people have ‘fair notice’ of the conduct that a statute proscribes.”  Sessions v. Dimaya, 

138 S. Ct. 1204, 1212 (2018) (citing Papachristou v. Jacksonville, 405 U.S. 156, 162 

(1972)).  Further, the doctrine insists that a statute provide standards to govern police officers, 

prosecutors, juries and judges to protect against arbitrary and discriminatory enforcement.  Id.  

Recently, the Supreme Court held two separate residual clauses unconstitutionally 

vague.  First, in Johnson v. United States, 135 S. Ct. 2551 (2015), the Court found the definition 

of a “violent felony” under the Armed Career Criminal Act, 18 U.S.C. § 924(e)(1), vague, which 

states: “Any crime punishable by imprisonment for a term exceeding one year...that: (ii) … 

involves conduct that presents a serious potential risk of physical injury to another.” § 924 

(e)(2)(B).  Johnson received a 15-year sentence under the Act, which the Court remanded 

because the residual clause “denie[d] fair notice to the defendants and invite[d] arbitrary 

enforcement by judges.” Johnson, 135 S. Ct. at 2557.  

Now, earlier this year, the Court rendered Title 18 U.S.C. § 16(b)’s residual clause vague 

as well, where a “crime of violence” was defined as: “(b)any other offense that is a felony and 

that, by its nature, involves a substantial risk that physical force against the person or property of 

another may be used in the course of committing the offense.” 18 U.S.C. § 16(b).  Removal 

proceedings were initiated against James Dimaya due to an interpretation of first-degree burglary 

as a “crime of violence” under § 16(b).  Sessions v. Dimaya, 138 S. Ct. 1204, 1211(2018).  

However, relying on Johnson, the Ninth Circuit ruled in Dimaya’s favor, viewing 16(b) as 

unconstitutionally vague.  Id. at 1212.   

Today, we urge the Court to also find the residual clause under 18 U.S.C. § 924(c)(3) 

unconstitutionally vague as well.  Section 924(c)(3) states: “For purposes of this subsection the 

term ‘crime of violence’ means an offense that is a felony and…(B)that by its nature, involves a 
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substantial risk that physical force against the person or property of another may be used in the 

course of committing the offense.” Id.  Jason Mendoza is facing a 30-year enhancement to his 

sentence based on the interpretation of his underlying crime of arson, in violation of 18 U.S.C. 

§ 844(i).  However, § 924(c)(3) contains the same two fatal features that render § 924(e)(1) and  

§ 16(b) unconstitutionally vague.  

A. The Court is Required to Apply a Categorical Approach to Determine Whether 

Arson is a “Crime of Violence.” 

 

 Where a court must decide if an offense falls under a statute’s residual clause, they must 

look to the “ordinary case” of the crime, not the underlying facts, nor the statutory elements of 

the crime.  Dimaya, 138 S. Ct. at 1211 (citing Leocal v. Ashcroft, 543 U.S. 1, 7 (2004)).  This is 

known as the categorical approach, See Dimaya, 138 S. Ct. at 1211, which requires the court to 

identify the “idealized ordinary case” and what conduct the “ordinary case” would involve.  

Johnson, 135 S. Ct. at 2557-58. Accordingly, whether a crime is a “crime of violence” under 

§ 924(c) is a question of law.  See United States v. Morgan, 748 F. 3d 1024, 1034 (2014).  

 The categorical approach, derived from Taylor v. United States, 495 U.S. 575 (1990), 

was meant to solve the debate over what kinds of offenses were included in enhancement 

statutes, and how to define them.  See id. at 601.  Congress generally takes a categorical 

approach to predicate offenses and if they had meant for enhancements to have a different 

approach taken Congress would have mentioned it somewhere in legislative history.  Id. To 

engage in an “elaborate fact-finding process” is difficult and risks potential unfairness.  Id.  

Further, the Court inferred that, when read in context, Congress “intended the sentencing court to 

look only to the fact that the defendant had been convicted of crimes falling within certain 

categories, and not to the facts underlying the prior convictions.”  Id. at 600.  While other 

approaches suggest jettisoning the categorical approach, the Court has adamantly rejected them, 
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reaffirming their holding from Taylor.  See Johnson, 135 S. Ct. at 2561-62; Dimaya, 138 S. Ct. at 

1216-17 (denying “real-world conduct” and “under-lying conduct approaches).  Thus, the 

categorical approach is the only logical and applicable approach to enhancement statutes. 

 Section 924(c)(3)(B) is also an enhancement statute.  Mendoza’s sentence would be 

enhanced to 30 years with the predicate crime of arson.  Through precedent, the Court must use 

the categorical approach when applying § 924(c)(3)’s residual clause in determining if arson is a 

“crime of violence.”  When applying the categorical approach, it is up to the Court to decide 

what the ordinary case of arson consists of.  Congress was silent as to interpreting the residual 

clause.  However, while the categorical approach alone does not lead to vagueness, when 

combined with the task of applying the “substantial risk” standard stated in § 924(c)(3), to the 

court determined “ordinary case,” the residual clause is “more unpredictab[le] and arbitrar[y] 

than the Due Process Clause tolerates.” Dimaya, 138 S. Ct. at 1216. 

B. Section 924(c)’s Residual Clause is Unconstitutionally Vague Because it Contains 

the Two “Fatal Features” of Identifying an “Ordinary Case” of Arson and 

Applying a “Risk Assessment” to it. 

  

Two features of the Act’s and § 16(b)’s residual clause conspire to make it 

unconstitutionally vague and the joinder of which produces “‘hopeless indeterminacy’ 

inconsistent with due process.” Dimaya, 138 S. Ct. at 1213 (quoting Johnson, 135 S. Ct. 2551 

(2015)).  The first “uncertainty” arises from a court “imagin[ing]” the “idealized ordinary case of 

the crime” as the categorical approach requires. Id. at 1214 (based on the language of “by its 

nature” in § 16(b)). After the Court determines the “ordinary case,” the second uncertainty of an 

unclear risk threshold is applied.  Id. at 1215 (when applying the “substantial risk” to a “crime of 

violence”); Johnson, 135 S. Ct. at 2558 (when applying a “serious potential risk” to a “violent 

felony”).  
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Also decided earlier this year, United States v. Salas, 889 F. 3d 681 (10th Cir. 2018) held  

§ 924(c)’s residual clause unconstitutionally vague.  Defendant Salas was found guilty under 

 § 924(c)(3)(B) of using a destructive device, to wit: a Molotov cocktail, in furtherance of a 

crime of violence.  Id. at 683.  Through their review for plain error, the Tenth Circuit applied the 

categorical approach to § 924(c)(3)(B) and found that it ultimately possessed the same two 

features as the Act’s and § 16(b)’s residual clauses; that, when combined, “produce ‘more 

unpredictability and arbitrariness that the Due Process Clause tolerates.’”  Id. at 686 (quoting 

Johnson, 135 S. Ct. at 2558). In reasoning, they used the same language from Johnson and 

Dimaya, which renders the clauses unconstitutionally vague: “they ‘“require a court to picture 

the kind of conduct that the crime involves in ‘the ordinary case,’ and to judge whether that 

abstraction presents” some not-well-specified-yet-sufficiently-large degree of risk.’” Id. at 684 

(quoting Dimaya, 138 S. Ct. at 1216 (quoting Johnson, 135 S. Ct. at 2557)).  The Tenth Circuit 

found plain error in Salas because the Supreme Court held the identical language of § 16(b) as 

unconstitutional.  See id. at 687. 

The Government in Salas attempted to distinguish § 924(c) from the Act for the same 

reasons as attempted in Dimaya under §16(b).  Id. at 684.  It was argued, first, that § 924(c) 

requires the risk of force in “the course of committing the offense,” second, while the Act does 

not, that § 924(c) is physical force, rather than physical injury as in the Act, third, where the Act 

contains a “confusing list of enumerated crimes,” § 924(c) does not, and last that § 924(c) does 

not have a history of interpretive failures.  Id.  Dimaya, however, defeated these arguments and 

they do not change the fact that § 924(c) contains the same two features that cause the Act and § 

16(b)’s residual clauses to be unconstitutionally vague.  Id. See Dimaya, 138 S. Ct. at 1211-13. 
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Just as in Salas, § 924(c)(3)(B), when applied to Mr. Mendoza and other crimes, is 

unconstitutionally vague.  In its language, § 924(c) contains the same two fatal features.  It calls 

for a crime that “by its nature,” involves a “substantial risk.”  This language requires the Court to 

apply the categorical approach to the term “by its nature” to “imagine” the “idealized ordinary 

crime” of, in Mr. Mendoza’s case, arson.  Then the Court will have to determine the “substantial 

risk” that arson involves.  When this “not-well-specified-yet-sufficiently-large” risk is applied to 

the “indeterminate” and “abstract” crime of arson, the guarantee of due process is violated.  

There is too much of a risk of “unpredictability” and “arbitrary enforcement.”  Lastly, just as in 

Salas and Dimaya, § 924(c)’s residual clause does not differ from Johnson’s clause in the Act 

and contains the fatal features.  

1. Section 924(c)’s Residual Clause Requires the Court to Imagine the   Ordinary 

Case of Arson Which Leads to Arbitrary Enforcement. 

 When a residual clause contains the language “by its nature” is calls the court to apply the 

categorical approach.  Dimaya, 138 S. Ct. at 1217.  Dimaya defines nature as “normal and 

characteristic quality” Id. (citing Webster’s Third New International Dictionary 1507(2002)).   

Thus, what a crime “normally,” or “ordinarily” entails, not what occurred on one occasion.  Id. at 

1218.  If Congress had meant for the actual conduct to be looked at the clause would have said 

so, as other statutes do.  Id.  Further, Johnson summarized that the residual clauses offer no 

reliable way to discern what the “ordinary” form of any crime looks like.  Id. at 1214.  Without 

that, “no one could tell how much risk the offense generally posed.”  Id.  Johnson also questions 

how one goes about determining the conduct in an ordinary case; would they use ‘[a] statistical 

analysis of the state reporter? A survey? Expert evidence? Google? Gut instinct?’ Johnson, 135 

S. Ct. at 2557 (quoting United States v. Mayer, 560 F. 3d 948, 952 (9th Cir. 2009)(Lozinski, C. 

J., dissenting from denial of rehearing en banc)).   
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 The same question is applied to Mr. Mendoza.  Section § 924(c) contains the same “by its 

nature” language.  The court would have to decide the risk of an ordinary case of arson.  What is 

the ordinary case?  Would a Judge picture someone with matches and gasoline or a Molotov 

cocktail like in the case at hand or Salas.  Since § 924(c) is indeterminate and leaves no way of 

determining what is ordinary, therein lies a huge risk of arbitrary enforcement.  This causes the 

interpretation of the ordinary case to be completely speculative and uncertain. 

2. An Indeterminate Risk Factor Must be Applied to the Court Determined 

Ordinary Case of Arson. 

 While applying a risk standard to underlying facts alone is constitutional, if applied to a 

“judge-imagined abstraction” of an “ordinary case” of a crime, it becomes inconsistent with due 

process.  Dimaya, 138 S. Ct. at 1216.  Many statutes apply a qualitative risk standard to actual 

facts with no constitutional issues, but that is not the case with enhancement residual clauses.  

See id. at 1214.  As mentioned throughout, the problem consists of the risk being applied to an 

uncertain “ordinary case.”  Id. “‘In the first place,’ Johnson explained, ACCA’s residual clause 

created ‘grave uncertainty about how to estimate the risk posed by a crime’ because it ‘tie[d] the 

judicial assessment of risk’ to the hypothesis about the crime’s ‘ordinary case.’ Dimaya at 1213 

(citing Johnson 135 S. Ct. 2551).  This causes an uncertainty of what level of risk makes a crime 

“violent.”  Id. at 1215.   

 This additional uncertainty is again seen in the language of § 924(c) for Mr. Mendoza.  

After the Court determines what the ordinary crime of arson looks like, they will have to apply a 

“substantial risk” of force to it.  This layering is what leads to the uncertainty and vagueness that 

renders the clauses unconstitutional.  If Congress had drafted the clause to allow for the 

underlying facts to be considered in the risk assessment, it would pass constitutional muster.  

Based on what a judge decides the ordinary case of arson it, they would determine what risk of 
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force is needed, and if it is substantial.  By requiring the court to decide the risk level, and 

compound it with the ordinary case of arson, it furthers the risk of uncertainty.   

As Dimaya, Johnson, and Salas have shown us, this uncertainty leads to a level of 

unpredictability that renders § 924(c)(3)(B) unconstitutional under the void for vagueness 

doctrine.  If it is found that Mr. Mendoza threw the Molotov cocktail through the window of Pie 

Hard Bakery, he did so not knowing the extent of the consequences he faced.  Based on the 

language of § 924(c), Mr. Mendoza would have known, nor should he have known, that he was 

facing a 30-year enhancement charge to the underlying charge of arson.  Therefore, 18 U.S.C. 

§ 924(c) should be found unconstitutionally vague and Charge Two against Mr. Mendoza for 

possessing a destructive device in furtherance of a crime of violence in violation of 18 U.S.C 

§ 924(c)(1)(B)(ii) should be dismissed. 

II. The Evidence Taken from Mr. Mendoza’s Cell Phone Should be Suppressed Because 

the Seizure and Forensic Search Were Unreasonable Under the Border Search 

Exception. 

         In deciding whether to suppress evidence obtained in violation of a person’s Fourth 

Amendment rights, a court must weigh the culpability of the officers’ actions and the potential of 

deterring wrongful police conduct in the future.  Herring v. United States, 555 U.S. 135, 137 

(2009).  The Fourth Amendment to the U.S. Constitution protects “[t]he right of the people to be 

secure in their persons, houses, papers, and effects, against unreasonable searches and seizures 

[and] no warrants shall issue, but upon probable cause.”  Riley v. California, 134 S. Ct. 2473, 

2482 (2014).  A court can find a search to be reasonable without a warrant only “if it falls within 

a specific exception to the warrant requirement.”  Id.  An exception to the warrant requirement 

must satisfy a balancing test weighing the degree to which the government intrudes upon an 

individual’s privacy and the promotion of legitimate government interests.  Id. at 2484. 

https://advance.lexis.com/api/document/collection/cases/id/4VCG-DT90-TXFX-12BC-00000-00?page=137&reporter=1100&cite=555%20U.S.%20135&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/4VCG-DT90-TXFX-12BC-00000-00?page=137&reporter=1100&cite=555%20U.S.%20135&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/4VCG-DT90-TXFX-12BC-00000-00?page=137&reporter=1100&cite=555%20U.S.%20135&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/4VCG-DT90-TXFX-12BC-00000-00?page=137&reporter=1100&cite=555%20U.S.%20135&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/5CHD-6HM1-F04K-F07D-00000-00?page=2482&reporter=1990&cite=134%20S.%20Ct.%202473&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/5CHD-6HM1-F04K-F07D-00000-00?page=2482&reporter=1990&cite=134%20S.%20Ct.%202473&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/5CHD-6HM1-F04K-F07D-00000-00?page=2482&reporter=1990&cite=134%20S.%20Ct.%202473&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/5CHD-6HM1-F04K-F07D-00000-00?page=2482&reporter=1990&cite=134%20S.%20Ct.%202473&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/5CHD-6HM1-F04K-F07D-00000-00?page=2482&reporter=1990&cite=134%20S.%20Ct.%202473&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/5CHD-6HM1-F04K-F07D-00000-00?page=2484&reporter=1990&cite=134%20S.%20Ct.%202473&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/5CHD-6HM1-F04K-F07D-00000-00?page=2484&reporter=1990&cite=134%20S.%20Ct.%202473&context=1000516
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         The border context provides one such exception that has been recognized by the courts.  

United States v. Touset, 890 F.3d 1227, 1232 (11th Cir. 2018).  The governments interest 

supporting the border exception dates back to the foundation of the United States; Congress “has 

granted the Executive plenary authority to conduct routine searches and seizures at the border, 

without probable cause or a warrant.”  United States v. Flores-Montano, 541 U.S. 149, 153 

(2004).  But the border exception is not without limits: individual privacy rights are balanced 

against the government’s interest, though that balance is more favorable to the government.  

United States v. Cotterman, 709 F.3d 952, 960 (9th Cir. 2013).  The highest standard for a search 

conducted at the border is reasonable suspicion.  United States v. Vergara, 884 F.3d 1309, 1313 

(11th Cir. 2018). 

A. The Border Exception to the Fourth Amendment’s Warrant Requirement Hinges on 
the Level of Intrusion into a Person’s Expectation of Privacy. 

When applying the warrant requirements of the Fourth Amendment to a search, courts 

look at whether the individual “seeks to preserve something as private,” and if the individual’s 

expectation of privacy is “one society is prepared to recognize as reasonable.”  Carpenter v. 

United States, 138 S. Ct. 2206, 2213 (2018).  Even with the broad authority the government has 

been afforded to conduct warrantless, suspicion-less searches at the border; the Supreme Court 

has held the “‘dignity and privacy interests of the person being searched’ at the border will on 

occasion demand ‘some level of suspicion in the case of highly intrusive searches of the 

person.’”  Cotterman, 709 F.3d at 963.  For example, the Supreme Court has required reasonable 

suspicion to search a traveler’s “alimentary canal.”  United States v. Montoya de Hernandez, 473 

U.S. 531, 541(1985).  The Supreme Court has used the descriptive term “routine” when 

discussing border searches with varying levels of intrusiveness.  Flores-Montano, 541 U.S. at 

152.  But it has not taken the further step of defining what is or is not a routine search, nor has 

https://advance.lexis.com/api/document/collection/cases/id/4C22-J760-004C-001V-00000-00?page=153&reporter=1100&cite=541%20U.S.%20149&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/4C22-J760-004C-001V-00000-00?page=153&reporter=1100&cite=541%20U.S.%20149&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/4C22-J760-004C-001V-00000-00?page=153&reporter=1100&cite=541%20U.S.%20149&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/57XB-MN91-F04K-V24K-00000-00?page=960&reporter=1107&cite=709%20F.3d%20952&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/57XB-MN91-F04K-V24K-00000-00?page=960&reporter=1107&cite=709%20F.3d%20952&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/5RW7-7GR1-F1H1-21S4-00000-00?page=1313&reporter=1107&cite=884%20F.3d%201309&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/5RW7-7GR1-F1H1-21S4-00000-00?page=1313&reporter=1107&cite=884%20F.3d%201309&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/5RW7-7GR1-F1H1-21S4-00000-00?page=1313&reporter=1107&cite=884%20F.3d%201309&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/5RW7-7GR1-F1H1-21S4-00000-00?page=1313&reporter=1107&cite=884%20F.3d%201309&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/57XB-MN91-F04K-V24K-00000-00?page=963&reporter=1107&cite=709%20F.3d%20952&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/57XB-MN91-F04K-V24K-00000-00?page=963&reporter=1107&cite=709%20F.3d%20952&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/57XB-MN91-F04K-V24K-00000-00?page=963&reporter=1107&cite=709%20F.3d%20952&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/4C22-J760-004C-001V-00000-00?page=152&reporter=1100&cite=541%20U.S.%20149&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/4C22-J760-004C-001V-00000-00?page=152&reporter=1100&cite=541%20U.S.%20149&context=1000516
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the Court determined the appropriate level of suspicion for searches other than a highly-intensive 

search of a person’s “alimentary cavity.” Id. 

When Agent Michaels discovered the phone in Mr. Mendoza’s duffle bag, he tried to turn 

it on but discovered the phone was password protected.  (Michaels Aff. ¶ 19 - 20).  Mr. Mendoza 

voluntarily gave the password to Agent Michaels, who then found the phone was empty; it had 

been reset to factory settings.  (Michaels Aff. ¶ 21).  Mr. Mendoza explained to Agent Michaels 

that a friend told him to reset the phone after it had been corrupted when he used public WIFI 

two days prior.  (Michaels Aff. ¶ 21).  Agent Michaels then seized the cell phone for 30 days to 

conduct a forensic analysis but allowed Mr. Mendoza to leave because he “did not believe he had 

any basis to continue to detain [Mr.] Mendoza at that time.” (Michaels Aff. ¶ 22). 

 The fact that Mr. Mendoza (1) activated the password protection on his phone; and (2) 

taken affirmative steps to erase data and remove it from plain view, shows that he had a 

subjective expectation of privacy in that data.  Courts are beginning to become more cognizant of 

the significant privacy concerns implicated by electronic devices.  Some Circuits have noted that, 

as to electronic data, “this type of material implicates the Fourth Amendment's specific guarantee 

of the people's right to be secure in their ‘papers.”  Cotterman, 709 F.3d at 964.  Therefore, the 

search of Mr. Mendoza’s password-protected phone, including its current and past data, violated 

the Fourth Amendment. 

1. The Courts Have Recognized a Significant Expectation of Privacy in Cell 

Phones Due to Their Extensive Storage Capacity Capable of Allowing the User 

to Access Their Most Sensitive Information at Their Fingertips.  

The Supreme Court has analyzed a person’s expectation of privacy in their cell phones in 

two recent cases: Riley, 134 S. Ct. at 2473,  Carpenter, 138 S. Ct. at 2206.  In Riley, the court 

analyzed the warrantless search of a cell phone pursuant to a search incident to arrest warrant 

exception.  Riley, 134 S. Ct. at 2482.  There the Court recognized the significant implications 

https://advance.lexis.com/api/document/collection/cases/id/4C22-J760-004C-001V-00000-00?page=152&reporter=1100&cite=541%20U.S.%20149&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/57XB-MN91-F04K-V24K-00000-00?page=960&reporter=1107&cite=709%20F.3d%20952&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/57XB-MN91-F04K-V24K-00000-00?page=960&reporter=1107&cite=709%20F.3d%20952&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/5SM9-NXY1-F30T-B2C1-00000-00?page=2214&reporter=1990&cite=138%20S.%20Ct.%202206&context=1000516
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modern cell phones have on a person’s expectation of privacy due to the immense storage 

capacity.  Id. At 2489.  

 In Carpenter, the Court analyzed the warrantless search of cell site locations which 

identify the location of the cell phone owner in relation to the cell site the phone is connected to.  

Carpenter, 138 S. Ct. at 2211.  The Court held “a person does not surrender all Fourth 

Amendment protection by venturing into the public sphere.  To the contrary, ‘what [one] seeks to 

preserve as private, even in an area accessible to the public, may be constitutionally protected.’”  

Id. at 2217.  Another aspect of modern cell phones that was discussed in Carpenter is a person’s 

compulsory need to carry their cell phone with them everywhere, they even equated the tracing 

of a cell phones location to an ankle monitor attached to the person.  Id. at  2218. 

 Another difficult issue with forensic searches of cell phones is the ability to search data 

the user intended to delete.  Cotterman, 709 F.3d at 965.  Courts expect travelers to make 

determinations as to what property they are willing to subject to search when entering the border, 

however a forensic search of a cell phone is capable of examining documents the owner has 

actually deleted or has specifically placed in a remote storage in a fixed, off site location.  Id.   

This type of search allows the officer to conduct a full and complete search of data not 

stored on the cell phone nor present at the border at the time of the search if not for the 

capabilities of the device to access the remotely stored data, a device they specifically chose not 

to be subjected to a border search.  In 2001, Justice Scalia expressed the need for Fourth 

Amendment protections to adapt with the increase of technology, not for the reduction in the 

reasonable expectation of privacy simply because technology has advanced.  Kyllo v. United 

States, 533 U.S. 27, 33-4 (2011).  When Mr. Mendoza arrived at the border with his phone, the 

vast extent of the phone’s use and storage-capacity made it “as if a search of a [Mr. Mendoza’s] 

https://advance.lexis.com/api/document/collection/cases/id/5SM9-NXY1-F30T-B2C1-00000-00?page=2218&reporter=1990&cite=138%20S.%20Ct.%202206&context=1000516
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suitcase could reveal not only what the bag contained on the current trip, but everything it had 

ever carried.”  Cotterman, 709 F.3d at 965.  The examination of the phone and its memory, was 

therefore “akin to reading a diary line by line looking for mention of criminal activity—plus 

looking at everything the writer may have erased.”  Id. at 962-63.  

The cell phone in question was Mr. Mendoza’s business phone, an iPhone 6, which he 

carries with him during his hectic work-travel schedule.  (Michaels Aff. ¶ 19).  The iPhone 6 has 

varying levels of internal storage that can ranges from as small as 16 gigabytes to 128 gigabytes 

or more.  iPhone 6 Technical Specifications, 

https://support.apple.com/kb/SP705?viewlocale=en_US&locale=en_US.  To put this in 

perspective, a phone with 80 gigabytes is capable of storing up to 40 million pages – that is like a 

whole floor of an academic library.  Cotterman, 709 F.3d at 964.  This massive amount of data-

space means that a search of a modern cellphone could potentially uncover more information 

than a search of an entire building.  Without a warrant, the Fourth Amendment cannot tolerate a 

search this extensive.   

2. A Forensic Search, even at the Border, Is an Extensive Intrusion on a Person’s 

Privacy that Should Require, at a Bare Minimum, Reasonable Suspicion. 

When determining the appropriate level of suspicion required to conduct a search or 

seizure, courts look at the reasonableness of the search, which depends on the scope and duration 

of the deprivation on the person.  Cotterman, 709 F.3d at 960.  Courts have recognized the 

different level of intrusiveness a forensic search of a cell phone has over an ordinary cursory 

search of the phone.  United States v. Arnold, 523 F.3d 941, 947 (9th Cir. 2008).  Due to the 

extensive storage capabilities of a cell phone and their unique ability to connect to remotely 

external storage devices, the forensic search of a cell phone is equivalent to an in-depth 

exploratory search into every minute aspect of a person’s life.  Cotterman, 709 F.3d at 966.   

https://support.apple.com/kb/SP705?viewlocale=en_US&locale=en_US
https://advance.lexis.com/api/document/collection/cases/id/57XB-MN91-F04K-V24K-00000-00?page=960&reporter=1107&cite=709%20F.3d%20952&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/4SBC-5XK0-TXFX-D2WX-00000-00?page=947&reporter=1107&cite=523%20F.3d%20941&context=1000516
https://advance.lexis.com/api/document/collection/cases/id/57XB-MN91-F04K-V24K-00000-00?page=966&reporter=1107&cite=709%20F.3d%20952&context=1000516
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Additionally, forensic searches require the device to be seized for an extended period, so 

the analyst can mine every shred of information on the device; travelers expect to be subjected to 

a search at the border, but they do not expect the extensive level of intrusion a forensic search is 

capable of.  Cotterman, 709 F.3d at 967.  The reasonable suspicion requirement is one that is 

routinely applied by law enforcement officers during “extended border searches, Terry stops, and 

other contexts.”  Cotterman, 709 F.3d at 966.  In Cotterman, the court concluded the requirement 

of reasonable suspicion for forensic searches of a laptop computer would “not impede law 

enforcement's ability to monitor and secure our borders or to conduct appropriate searches of 

electronic devices.”  Cotterman, 709 F.3d at 966.  The court should adopt this same standard for 

the seizure and forensic search of Mr. Mendoza’s cell phone.  

B. The Court Should Apply the Policy Guidelines Followed by the Department of 

Homeland Security Requiring Reasonable Suspicion to Conduct a Forensic Search 

of a Cell Phone. 

When an officer’s actions are challenged as a violation of a person’s constitutional rights, 

courts evaluate the violation based on the jurisdictions current interpretation of the right, not the 

policies and guidelines set by the officer’s agency.  Smith v. Freland, 954 F.2d 343, 347 (6th Cir. 

1992).  However, when the agency sets policies or guidelines that are more restrictive than 

statutory regulations, courts apply the Chevron test to determine if the agency policy or the 

jurisdiction standard applies.  Chevron, U.S.A., Inc. v. NRDC, Inc., 467 U.S. 837, 842-43, (1984).  

The court applies a two-part analysis under Chevron, first the court looks at “whether Congress 

has directly spoken to the precise question at issue.”  Id. at 842.  If the statute is “silent or 

ambiguous with respect to the specific issue, the question for the court is whether the agency's 

answer is based on a permissible construction of the statute.”  Id. at 843.  The Court reasoned 

"[t]he power of an administrative agency to administer a congressionally created . . . program 

https://advance.lexis.com/api/document/collection/cases/id/57XB-MN91-F04K-V24K-00000-00?page=967&reporter=1107&cite=709%20F.3d%20952&context=1000516
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necessarily requires the formulation of policy and the making of rules to fill any gap left, 

implicitly or explicitly, by Congress."  Id. 

The Supreme Court has consistently asserted congresses authority to protect the 

sovereignty of the country when identifying the governmental interest supporting the border 

exception to the warrant requirement.  Flores-Montano, 541 U.S. at 153.  Congress has also 

allowed any officer or employee authorized by the Attorney General the “power to conduct a 

search, without warrant, of the person, and of the personal effects in the possession of any person 

seeking admission to the United States. . . .”  8 U.S.C.S. § 1357.  It is commonly held that 

warrants when used in regard to a search by the government must be supported by probable 

cause.  Cotterman, 709 F.3d at 960.  At the border, the highest level of suspicion required for a 

search or seizure is reasonable suspicion.  Vergara, 884 F.3d at 1313.   

The Department of Homeland Security (DHS) is the principle agency with authority over 

the U.S. Customs and Border Protection Agency (CBP), the U.S. Coast Guard, The Immigrations 

and Customs Enforcement Agency, and the Transportation Security Agency the primary 

departments responsible for conducting searches and investigations at the border.  Dept. of 

Homeland Sec., Pub. Org. Chart, 

https://www.dhs.gov/sites/default/files/publications/18_0519_DHS_Organizational_Chart.pdf.  

On January 4, 2018, DHS released a Privacy Impact Assessment Update for CBP Border 

Searches of Electronic Devices.  Dept. of Homeland Sec., Privacy Assessment Update (2018),  

https://www.dhs.gov/sites/default/files/publications/PIA-CBP%20-%20Border-Searches-of-

Electronic-Devices%20-January-2018%20-%20Compliant.pdf.  This update applies to CBP 

Officers only. Id.  The assessment states CBP Officers “are trained to assess a ‘totality of 

circumstances’ when making determinations on the appropriate actions to take during a border 

https://www.dhs.gov/sites/default/files/publications/18_0519_DHS_Organizational_Chart.pdf
https://www.dhs.gov/sites/default/files/publications/PIA-CBP%20-%20Border-Searches-of-Electronic-Devices%20-January-2018%20-%20Compliant.pdf
https://www.dhs.gov/sites/default/files/publications/PIA-CBP%20-%20Border-Searches-of-Electronic-Devices%20-January-2018%20-%20Compliant.pdf
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inspection.”  Id. at p. 5.  It follows that the investigative agents under the authority of the 

Department of Homeland Security would have similar, if not more training then that of the 

average CBP Officer. 

DHS has deemed a person’s expectation of privacy in their electronic data is necessary to 

protect when a CBP officer conducts a forensic search and the additional requirement of 

reasonable suspicion does not impede their duty to protect the country.  Yet, DHS has not 

afforded the same protection to the people when an agent they have authority over as well, 

conducts the same forensic search.  One can only conclude DHS has lost confidence in CBP to 

perform their duties within the confines of the constitution, but this conclusion is adverse the 

expectation the people have in the government balancing their duties to protect the borders and 

the protections of the Fourth Amendment.  

By adopting a requirement of finding reasonable suspicion to conduct a forensic search of 

electronic devices at the border by all officers with authority to conduct the search; the 

governments interest in the protecting its borders would not diminish anymore then it has under 

the new requirement DHS placed on CBP officers.  The officers would not expend additional 

time determining if reasonable suspicion is required because the standard differentiating between 

a search that requires suspicion or not is a simple finding of whether the electronic device is 

connected to an external device for a forensic search.  This question is answered concurrently 

with the officer identifying a reason for further injury into the traveler.  

1. The Court Should Adopt the Department of Homeland Securities Definition of 

a Forensic Search as an Advanced Search Requiring Reasonable Suspicion.   

The Supreme Court has used the descriptive term "routine" when discussing border 

searches that ordinarily occur but has not taken the further step of defining what is or is not a 

routine search as well as determining the appropriate level of suspicion for searches other than a 
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highly intensive search of a person’s “alimentary cavity.”  Flores-Montano, 541 U.S. at 152.  

However, the Department of Homeland security has created very clear differentiation between a 

“basic” and “advanced” search of electronic devices that do not require extensive analysis by the 

agent during the border screening of an international traveler.  Dept. of Homeland Sec., Privacy 

Assessment Update (2018), p. 5, https://www.dhs.gov/sites/default/files/publications/PIA-

CBP%20-%20Border-Searches-of-Electronic-Devices%20-January-2018%20-

%20Compliant.pdf.   

Although the Supreme Court is silent on the appropriate level of suspicion required to 

conduct a forensic search of a cell phone under the border exception, DHS has created an easily 

implemented standard which requires reasonable suspicion for advanced searches only.  Id. at p. 

6.  The Directive issued by CBP describes an advanced search as one were an external device is 

connected to the electric device being searched through a wired or wireless connection to 

“review, copy, and/or analyze its contents.”  Id. at p. 6.  A basic search as any search that does 

not meet the definition of an advanced search such as unlocking the device if it is password 

protected and the officer personally searching the contents on the device for contraband.  Id. at p. 

5-6.  This standard is one this requires little initial training and no retraining unless the standard 

is changes.  Additionally, it is one that is easily and expeditiously applied by the officer in the 

moment.  

Although this guideline only applies specifically to CBP officers, this is a very clear 

differentiation of intrusive levels of the device that does not require any additional time or effort 

for the officer to make a determination if they need reasonable suspicion or not. Requiring 

reasonable suspicion for the vastly for more intrusive forensic search of a cell phone would not 

“impede law enforcement’s ability to monitor and secure our borders or to conduct appropriate 

https://advance.lexis.com/api/document/collection/cases/id/4C22-J760-004C-001V-00000-00?page=152&reporter=1100&cite=541%20U.S.%20149&context=1000516
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searches of electronic devices,” and would still preserve the peoples reasonable expectation of 

privacy they expect to have under the Fourth Amendment.  Cotterman, 709 F.3d at 966.  

Because the government intrusion into the reasonable expectation of privacy in a cell 

phone is extensive when a forensic search is conducted, a requirement of reasonable suspicion 

strikes an appropriate balance between the degree of intrusion and the governments interest in 

protecting the US borders required by the Fourth Amendment.  

2. Under the Revised Guidelines Issued by The Department of Homeland 

Security, the Forensic Search of Mr. Mendoza’s Cell Phone was an Advanced 

Search That Required Reasonable Suspicion. 

 

 When applying the standard outlined by the Department of Homeland Security, the 

Seizure of a cell phone to conduct a forensic search would be an advanced search requiring 

reasonable suspicion.  Dept. of Homeland Sec., Privacy Assessment Update (2018), p. 6,  

https://www.dhs.gov/sites/default/files/publications/PIA-CBP%20-%20Border-Searches-of-

Electronic-Devices%20-January-2018%20-%20Compliant.pdf.  After Agent Michaels located 

Mr. Mendoza’s iPhone 6, he stated he was going to seize it for 30 days to conduct a forensic 

search.  (Michaels Aff. ¶ 19, 22).  This is precisely the search identified as an advanced search by 

DHS mandating CBP officers to have reasonable suspicion to perform.  When Agent Michaels 

found the iPhone 6, Mr. Mendoza also had an iPhone X and Apple MacBook Pro laptop, both of 

which he did not search. (Michaels Aff. ¶ 15, 18 - 19, 22).  Mr. Mendoza factory reset the iPhone 

6 after his friend instructed him to when the phone was corrupted after connecting to a public 

WIFI at the Vancouver Airport, this is a common issue due to the unsecured nature of public 

WIFI spots.  (Michaels Aff. ¶ 21).  

Given the totality of the circumstances that lead to Mr. Mendoza’s detention and 

additional search, Mr. Mendoza gave clear answers and explanations showing his career 

https://advance.lexis.com/api/document/collection/cases/id/57XB-MN91-F04K-V24K-00000-00?page=966&reporter=1107&cite=709%20F.3d%20952&context=1000516
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demanded the hectic travel schedule which was the initial reason he was flagged for surveillance 

by the Fun and Friendly Skies Program which ultimately lead to his detention on March 31, 

2018.  (Michaels Aff. ¶ 6-7, 13, 16-17).  Mr. Mendoza, also gave reasonable answers explaining 

why he traveled with limited personal items, his activities in the airport, and resetting the cell 

phone in question.  Just as the facts supported a suspicion to conduct a secondary search of Mr. 

Mendoza, the answers that Agent Michaels received negated all suspicion making the seizure 

and forensic search unreasonable even under the border exception.  (Michaels Aff. ¶ 16-17, 19-

21).   

For these reasons, Agent Michaels seizure and forensic search of Mr. Mendoza’s cell 

phone was a grossly negligent violation of Mr. Mendoza’s freedom from unreasonable search 

and seizure protected by the Fourth Amendment of the US Constitution, and suppression of this 

evidence is necessary to serve as a deterrent to future actions.  

Conclusion 

 This Court should grant the motion to dismiss because the residual clause in 18 U.S.C. § 

924(c) is unconstitutionally vague because it contains the two fatal features of determining an 

ordinary case and applying an uncertain risk standard in violation of the Fifth Amendment’s Due 

Process of Law protection.  The Court should also grant the motion to suppress evidence 

obtained through the suspicion-less forensic search of the cell phone because it violated Mr. 

Mendoza’s Fourth Amendments rights, Agent Michaels actions in seizing the phone without 

suspicion were grossly negligent and suppressing the evidence will serve as a deterrent for future 

unconstitutional actions. 
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