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Overview

* MP3 Technology
» Copyrights
* Fair Use

* Digital Rights Management
* RIAA and DMCA

e P2P Sharing
* Parody
* Ringtones



The MP3 File

-~ MPEG-1 AUDIO LAYER 3



MP3 Development




Patents Rights to MP3!?




- COPYRIGHTSTO

DIGITAL AUDIO



Five (5) Exclusive Rights Given to
Copyright Owners?

o #1
o #2
o #3
o #4
o #5




ight to Reproduce the Work
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#2: Right to Create Derivatives




#3: Distribute Copies to Public




#4:. Perform Work Publicly
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#5: Display Work Publicly




Four (4) Factors of Fair Use

. #1
. #2
. #3
. #4




Fair Use Factor #l

e Purpose and Character of Use




Fair Use Factor #2

e Nature of the Use
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Fair Use Factor #3

e Portion Used

| 0% Rule



Fair Use Factor #3

e Portion Used




Fair Use Factor #4

o Effect of Use on Market

Music CD Sales



" DIGITAL RIGHTS

MANAGEMENT



-~ DRM lssues




How is digital media different from
analog media?




DRM in device licensing




Does HDMI have DRM?




Advanced Access Content System

* Disney

* Intel

* Microsoft
» Panasonic

e Warner Bros.
e |IBM

* Toshiba
* Sony



DRM — Content Scrambling System

Jon Lech Johansen



DRM — Contest Scrambling System

SSdescramble(unsigned char *sec,unsigned char *key) {
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unsigned char * = +@xB800;
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DeCSS Code Fragment



Sony BMG CD DRM (2005)

» Extended Copy Protection (XCP)
e MediaMax CD-3



Current DRM Approach

¢ ~$.99 downloads non-DRM
e Unlimited subscriptions — DRM enabled



May 14, 1998

" DIGITAL MILLENNIUM

COPYRIGHT ACT



DMCA - Reverse Engineering

For Violating or
Encouraging

ety
Interoperability

Violation of
Purposes

Copyrights

17 US.C. 1201 (f)




eBook's Security - Theory and Practice

Dmitry Sklyarov



© RECORDING INDUSTRY

ASSOCIATION OF
AMERICA (RIAA)



RIAA Shipment Statistics

% increase/decrease in sales 2007/2008
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DMCA Safe Harbor
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Sexual Harassment

Copyright Info: Purpose

»Guidelines
»FAQ This guide is intended to encourage and promote legitimate use of copyrighted material, regardless of the form or format in which it exists.
=Policy This document provides descriptions of issues, guidelines, frequently asked questions and related sources for proper consideration of the
»Palicy Mema intellectual property rights of others. These are provided to assist in understanding the acceptable use practices of electronic objects and
media, as well as print media, as they relate to copyright compliance.
Annual Report
Copyright
Waork Plan
e A copyright provides the rights and protections granted by the laws of the United States to the authors of "original works of authorship.” By
Training definition this consists of literary, musical (including accompanying words), dramatic (including accompanying music), sound recordings,
e motion picture, other audiovisual, pantomimes and choreographic, pictorial, graphic, sculptural, architectural and certain other intellectual
QOperations Manual works.

Links Background

Florida State University| The 1976 Copyright Act generally provides the owner of a copyright the exclusive rights to reproduce a copyrighted work, prepare derivative
1;007 V;:itg%témgo works, distribute copies, perform publicly, or display a copyrighted work publicly. The Copyright Office of the Library of Congress registers
Tallahassee, FL these copyrights.

32306-1390
Phaone (850) 644-6031

~
Fax (850) 644-2576 top

I. ELECTRONIC OBJECTS AND MEDIA

Unauthorized Copying and Distribution of Copyrighted Materials

Issue: Unauthorized Electronic Copying and Distribution of Copyrighted Materials

The motion picture, gaming, recording and software industries have legitimate objections to the unauthorized copying and distribution of

copyrighted materials in electronic form. These complaints refer to works that are typically in the form of movies, games, music, TV
programs, electronic books, etc. Making unauthorized copies of these materials is a COPYRIGHT INFRINGEMENT.
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RIAA 2007 demands letters to USF
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Lenz v. Universal Music Corp.




Lenz v. Universal Music Corp.




Capitol v.Thomas




Napster, Grokster, et al.

" PEER-TO-PEER FILE

SHARING



P2P — Entrepreneurs



http://upload.wikimedia.org/wikipedia/commons/3/3e/ShawnFanningJI0807.jpg

Napster

@ Napster ¥2.0 BETA 7
File Actions Help

=101 x|

€ Home | & Chat | &1 Library ” @ Search Hat List | & Transfer | al' Discover | (3 Help |
Atk ITE‘\’DMH'JV'| Find it | Bitrate: I j I j
Title: | Clear Fields | Connectian: IAT LEAST j IDSL j
Max Results: I'I uli] Advanced << | Fing tirme: I j I j
¥ Ping search results
Filename | Filesize | Bitrate | Freqg | Lengthl Ll ger | Connection | Ping | -
@ ihite Albumtbe11b - 12 - revolution 9.mp3 12,053,663 192 44100 816 thereah... DSL a0
®ihite Alburtbe11b - 08 - revolution 1.mp3 £.138.531 192 44100 415  thereah.. DSL B0
® P5st b asters Yolume Twolbe15 - 08 - revolution.mp3 491281 192 44900 225 therealh.. DSL 50
@B eatles - Revolution 1 .mp3 3,068,032 95 44100 415 manmlc T3 S0
® The Beatles_1 Revolution 9 master version, RS 1 [maono).mp3 7489536 128 44100 742 manmlc T3 90
® rbdhthe_revolution-nbd.mp3 2,583,304 160 44900 212 ‘wisema... DSL 100
@b apster T alkin' Bout & Revolution.mp3 3.196.528 160 44100 241 wakflakes T1 110
® 4 uizich R evalution 1 993 mp3 24672131 320 44100 10:08  voshizumi DsL 120
® hiuzichPurple Fain - Prince And The Revolution - The Beautiful Ones[1].mp3 3772108 96 A4100 12 mikingdE T1 131
®hduzichThe Beatles - Revolution. mp3 3282824 128 4400 326 donniel... T3 131
®husich[Qusensiyche]0 peration Mindcrime=Revolution Calling. mp3 2473200 128 44100 236 frankief .. DsL 140
® Prince and the Fevolution - Faspbermy Beret.mp3 3,402,470 128 44100 333 wrnurdoc DSL 14
L Sway and King Tech feat. Rza, Eminem, KRS-One, Ezibit and D) Revaolution - The Anthem. mp3 5.439,488 160 44100 431 Jthelaver T1 160
® Coalesce 012 Revolution inJust Listenings09-They dlways Come | Fall. mp3 2118272 128 44100 215 wouasth... T1 160
® Coalesce 012 Revolution in Just Listenings08-Counting Murders and Drinking Beer (the $46000 escap... 2,454,384 128 44100 235 wouasth... T1 160
® Coalesce 012 Revolution inJust Listenings07-lesus [n the Year 2000 Mext On the Shit List. mp3 2839324 128 44100 283 wouasth.. T1 160
® Coalesce 012 Revolution inJust Listeningt 06 Where the Hell Iz Rick Thome These Days.mp3 1852523 128 4400 1:59  pouasth.. T1 160
® Coalesce 012 Revolution in Just Listening05-Sometimes Selling Out |5 Waking Up.mp3 3,219,249 128 4400 322 wouasth... T1 160
® Coalesce 012 Revolution inJust Listerings 04-while the Jackass Operation Spins Itz Wheels. mp3 2275915 128 44100 224 wouasth... T1 160
® Coalesce 012 Revolution in Just Listerings03-Burn Everpthing That Bears Our Mame.mp3 2,300,575 128 44100 226 wouasth.. T1 160
® Coalesce 012 Revolution i Just Listenings02-cowards. com. mp3 2,330,250 128 44100 228 pouasth.. T1 160
® Coalesce 012 Revolution inJust Listenings 001 SWhat Happens On the Road Always Comes Home.mp3 2,965 548 128 4400 207 youasth.. T1 160
® and eventhing elsshweakerthans - ringing of revalution, mp3 332326 128 44100 328 wouasth... T1 160
®Eeatlest\Beatles - Revolution.mp3 4,874,385 192 44100 324 geenlir T1 180
@01l wide-Message-Tribe-Fevolution mp3 3,377 B3 128 44100 32 shB463 DSL 190
®E 54 Feligiontwvictims of the revalution. mp3 3,154 337 128 4400 318 robertje.. T1 240
® Dance Dance Revolution) Get Up 'n Move.mp3 1,272,740 128 44000 1:23 pmckni.. DSL 240
@ bduzichPantera- Revolution is my name.mp3 5,103 E1E 128 44100 517 POD4E.. DSL 261
®busichPantera- Revolution is my name.mp3 5103616 128 44100 H1I7  FOD4EI.. DsL 261
®}buzichPantera- Fevolution is my name.mp3 5103616 128 44100 517 POD4BI.. DSL 261
B 1Ay sich Pantera- Besenlition is rn narme mnd R1MIRTR 1728 441110 17 Prrdri NSl 2R1 LI
Fetumed 82 results.

Get Selected Songs |

Add Selected User to Hot List

|On|ine {dwiner): sharing 368 files,

|Currentlv 871,800 files (3,524 gigabytes) available in 7,119 libraries,




Grokster

(:i(ilokstcl - |Seasch) !mm
fle Vew Plyer Tools Achons Hep
(© stat [] MyGrokster R Theowe | @) Search L] Tialfc
G New search @Dovmk»d | h l@ ] [[F] Search Fekd
Seaich AT | At | Med... | Cat
Pulp / Somethang Charpad Vanous Allisles Audo A
B Searchfor MediaFiles B Sud Rider [Pulo Fiction Thems) Dick Dake Audo |
— &) ) Surl Rides Dick Date Audo !
k) Ces2lavie Pulp Fuction Audho
Search for: @ 1) Common People Pup Audo |
Im #-8) Grl Youl Be A'\Woman Soon Pubp Fiction Sound.. Audo ¢
) 07. Son Of A Preacher Man 3 Audo
Sewchtiow| SRS | &1 %) Flowers On The Wal The Statles Beothe...  Audo
Let's Stay Together - Al Green Pulp Fiction Sound ..  Audo ¢
& Everything .
C avdo ) Teoes Pulp Ao
C Video ¥ Shocist to Pup_Ficton_Dir2<_DVD_Rip (High Res) Uninown
€ Images ] Bustin' Sufboards / The Toma Vanous Atigls Audo
B Bea s # U Ay Reoce - Pup Fiction DJ Hype ER: D Audo
) mée erd atist Auda
€ Software & ) dungle Boogie Pulp Fiction Audo 1
Sexech Flter Pulp Fiction Theme Pul Fiction Theme  Audio
) younerver canted T Ludo
: &1 18] Jungle Boogie Kool The Gang Audo |
D g Ty [ Jack Rabbit Sims Cortest Pub Fiction Sound.,, Audo |
the correspondng button to oot more search &1 &) Lonesome Town Ricky Nelson Audo <
options, &) Main theme Pulp Fiction Audo !
= Coererds Cantials Prn Noeics Wandu | ishman Anda =
4 | > el ot

Fouend 245 les [2133596 viees oodne, sharng 353245K et (24358400 [Connected a3 Tiop@Grokster, shammg 14 les




Functional Differences

/ /

Napster Server
@ Grokster @



Napster Defenses

—




Grokster Defenses
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Sony Defense




Grokster’s Sins (according to U.S.
Supreme Court)
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Dec. 2008 RIAA Shifts Policy




Campbell v. Acuff-Rose Music




Four (4) Factors of Fair Use

e #| Purpose and Character of Use

» #2 Nature of Copyrighted Work
e #3 Amount Used
» #4 Effect Upon Potential Market



AT&T and ASCAP

" RINGTONES &

RINGBACKS
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Four (4) Factors of Fair Use

e #| Purpose and Character of Use

» #2 Nature of Copyrighted Work
e #3 Amount Used
» #4 Effect Upon Potential Market



Conclusions

» Copyright a powerful tool for owners

e Digital medium has spawned a number of
new legal issues.

e Fair use analysis an issue in almost all
contested © cases.



THE END
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