
 

 

1865D 

1 

UNITED STATES DISTRICT COURT 

SOUTHERN DISTRICT OF STETSON 

METTS CITY DIVISION 

_______________________________________ 

           ) 

UNITED STATES OF AMERICA,       )                                                                              

           ) CASE NO. 15:18-cr-00777-NB-EE 

v.                                                        )      

                                                                ) 

JASON MENDOZA,         ) 

           ) Date of Filing: September 13, 2018 

  Defendant.        ) Date of Hearing: October 11, 2018 

______________________________________/ 

 

DEFENDANT’S PRETRIAL MOTIONS 
 

 Now comes JASON MENDOZA, by and through undersigned counsel, and respectfully 

moves this Court, pursuant to Fed. R. Crim. P. 12, to dismiss Count Two of the Indictment (Doc. 

4), namely Possession of a Destructive Device in Furtherance of a Crime of Violence under 18 

U.S.C. § 924(c)(1)(B)(ii). Defendant further moves this Court, pursuant to Fed. R. Crim. P. 12, to 

suppress all evidence obtained in the search and seizure of his cell phone which the Government 

may seek to introduce at trial. This evidence is the fruit of an unconstitutional search and seizure 

in violation of Mendoza’s constitutional rights guaranteed under the Fourth and Fourteenth 

Amendments. Memoranda in Support of Defendant’s pretrial motions are attached. 

Respectfully submitted, 

    /s/1865D                                 .       /s/1865D                                . 

Team Member 1 #1865D    Team Member 2 #1865D 

Assistant Federal Public Defender   Assistant Federal Public Defender 

Federal Public Defender’s Office   Federal Public Defender’s Office 

Southern District of Stetson    Southern District of Stetson 

1405 61st Street South    1405 61st Street South 

Suite 2300      Suite 2300 

Metts City, Stetson 86750    Metts City, Stetson 86750 

1865D@fpd.sts.org     1865D@fpd.sts.org 

   

  Counsel for Defendant Jason Mendoza 

  



2 

TABLE OF CONTENTS 
 

TABLE OF AUTHORITIES……………………………………………………….……….…….3 

MOTION TO DISMISS COUNT TWO OF THE INDICTMENT……….………….………….. 5 

I. STATEMENT OF FACTS………………………………………………………………. 5 

 

II. ARGUMENT 

 

A. Section 924(C)’S Residual Clause Is Unconstitutionally Vague……………………6 

 

B. Section 924(C)(3)(B) Requires A Categorical Approach…………………………... 8 

 

III. CONCLUSION…………………………………………………………………………. 10 

 

MOTION TO SUPPRESS EVIDENCE ILLEGALLY OBTAINED  

FROM DEFENDANT’S CELL PHONE…………..…………….…………………………….. 11 

 

I. STATEMENT OF FACTS……………………………………………………………... 12 

 

II. ARGUMENT 

 

A. The Forensic Search Of Defendant’s Cell Phone  

Was A Nonroutine Border Search Requiring Individualized Suspicion……….. 14 

 

i. Riley establishes heightened privacy interests  

attached to cell phones……………………………………………….…… 14 

 

ii. Border searches import reasonable suspicion when nonroutine………….. 15 

 

B. No Individualized Suspicion Existed To Conduct The Forensic Search  

of Defendant’s Cell Phone……………………………………………………… 19 

 

III. CONCLUSION…………………………………………………………………………. 22 

 

 

 

  



3 

TABLE OF AUTHORITIES 
 

Page(s) 

United States Supreme Court 

Almeida-Sanchez v. United States, 413 U.S. 266 (1973)……………………………………….. 16 

Apprendi v. New Jersey, 530 U.S. 466 (2000)…………………………………………………… 9 

Carpenter v. United States, 138 S.Ct. 2206 (2018)…………………………………………….. 18 

Carroll v. United States, 267 U.S. 132 (1925)………………………………………………..… 16 

Connally v. General Constr. Co., 269 U.S. 385 (1926)………………………………………….. 6 

United States v. Cortez, 449 U.S. 411 (1981)……………………………………………...…… 19 

Decamps v. United States, 570 U.S. 254 (2013)…………………………………………………. 9 

United States v. Johnson, 135 S. Ct. 2551 (2015)………………………...……..….….... 6, 7, 8, 9 

Leocal v. Ashcroft, 543 U.S. 1 (2004)…………………………………………………………… 9 

United States v. Montoya De Hernandez, 471 U.S. 531 (1985)…………………...…… 15, 19, 22 

Sessions v. Dimaya, 138 S. Ct. 1204 (2018)…………………………………………….. 6, 7, 8, 9 

United States v. Ramsey, 431 U.S. 606 (1977)………………………………………………… 15 

Riley v. California, 134 S.Ct. 2473 (2014)…………………..…………………. 11, 14, 15, 16, 22 

Terry v. Ohio, 392 U.S. 1 (1968)……………………………………………………………….. 21 

 

 

 

 

 

 



4 

TABLE OF AUTHORITIES (continued) 

 

United States Court of Appeals 

In re Hubbard, 825 F.3d 225 (4th Cir. 2016)…………………………………………………….. 8 

United States v. Kolsuz, 890 F.3d 133 (4th Cir. 2018)…………….…………… 15, 16, 17, 21, 22 

United States v. Cardena, 842 F.3d 959 (7th Cir. 2016)………………………………………… 8 

United States v. Cotterman, 709 F.3d 952 (9th Cir. 2018)………….…..……… 16, 17, 18, 19, 22 

United States v. Salas, 889 F.3d 681 (10th Cir. 2018)………………………………………… 7, 8 

United States v. Serafin, 562 F.3d 1105 (10th Cir. 2009)………………………………………… 7 

United States v. Eshetu, 898 F.3d 36 (D.C. Cir. 2018)…………………………………………… 9 

 

Federal Statutes 

18 U.S.C. §16(b)…………………………….……………………………………………… 7, 8, 9 

18 U.S.C. § 924(c)………………………………..…………………………………… 5, 6, 7, 8, 9 

18 U.S.C. § 924(e)……………………………………….………………………………………. 6 

21 U.S.C. § 841(a)(1)…………………………………………………………………………… 11 

  



5 

MOTION TO DISMISS COUNT TWO OF THE INDICTMENT 

Count Two of the Indictment against Defendant Jason Mendoza (“Jason”) should be 

dismissed because the residual clause defining a “crime of violence” is unconstitutionally vague. 

According to 18 U.S.C. § 924(c)(3) (2018), a “crime of violence” is a felony offense that: 

(A) has as an element the use, attempted use, or threatened use of 

physical force against the person or property of another, or 

 

(B) that by its nature, involves a substantial risk that physical force 

against another person or property of another may be used in the 

course of committing the offense. 

 

The Government has conceded that clause (A) is inapplicable to Jason’s charge. Therefore, the 

Government moves forward under Clause (B), commonly known as the residual clause. Because 

Jason also cannot be charged under §924(c)’s residual clause due to its unconstitutional vagueness, 

Defendant respectfully moves that this Court dismiss Count Two of the Indictment.  

I. STATEMENT OF FACTS 

On the evening before Jason’s arrest, April 30, 2018, Agent Shawn Michaels (“Agent 

Michaels”) called the Gordan County Sheriff’s Office and alerted patrol units to look out for Jason 

and his car. (Doc. 3 at 1). In the early hours of the following morning, Agent Michaels received a 

call from Deputy Toddrick Kemple (“Deputy Kemple”) informing him that Jason’s car was in a 

commercial area on Scully Drive. While Agent Michaels was on his way to Jason’s car, Deputy 

Kemple called Agent Michaels again about an anonymous call received by dispatch. (Id. at 2). 

This anonymous caller reported a person matching Jason’s description throwing an unknown 

flaming object into the Pie Hard Bakery on Scully Drive. When Agent Michaels arrived on Scully 

Drive, he observed Jason entering his car. Agent Michaels ordered Jason out of the car and Jason 

immediately complied. Agent Michaels arrested Jason and Deputy Kemple performed a frisk of 

Jason’s person, recovering only a BIC lighter. During the search of Jason, Agent Michaels walked 
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to the Pie Hard Bakery and saw a small fire inside the building. Jason was then transported to 

Gordon County Jail. (Id.). Jason was indicted on May 23, 2018 for unlawfully possessing a 

destructive device, specifically a molotov cocktail, in furtherance of a “crime of violence” pursuant 

to § 924(c)(3)(B). (Doc. 4). 

II. ARGUMENT 

A. Section 924(C)’S Residual Clause Is Unconstitutionally Vague 

 

Due Process does not permit a criminal statute to be unconstitutionally vague. In United 

States v. Johnson, 135 S.Ct. 2551 (2015), the Court struck down a residual clause in a criminal 

statute that mirrors the vague language found in § 924(c)(3)(B). In Johnson, Defendant was a 

felon charged under the Armed Career Criminal Act (“ACCA”) for possession of a firearm. Id. at 

2555. The Court remanded based on the ACCA’s unconstitutionally vague residual clause, which 

defined the term “violent felony” as “any felony that involves conduct that presents a serious 

potential risk of physical injury to another.” Id. at 2555; 18 U.S.C. § 924(e)(2)(B). In voiding the 

clause for vagueness, the Court affirmed that “the prohibition of vagueness in criminal statutes is 

a well-recognized requirement, consonant alike with ordinary notions of fair play and the settled 

rules of law, and a statute that flouts it violates the first essential of due process.” Id. at 2556-

2557 (emphasis added); See Connally v. General Constr. Co., 269 U.S. 385 (1926). The Court 

first made clear that the “the residual clause leaves grave uncertainty about how to estimate the 

risk posed by a crime.” Id. at 2557. This uncertainty is based on the Court’s revelation that in 

order to decide whether the residual clause covers a crime, it must “picture the kind of conduct 

that the crime involves in the ordinary case.” Id. at 2557.  This clause “provided no guidance on 

how to figure out what that ordinary case was.” Sessions v. Dimaya, 138 S. Ct. 1204, 1208 (2018). 

The Court took notice of the arbitrary nature of determining what the “ordinary case” of any crime 
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is including, by example, the ordinary action of witness tampering where one judge might assume 

involves a threat and another assumes a bribe. Johnson, 135 S. Ct. at 2557. In sum, ACCA’s 

residual clause required a judge to intolerably speculate about “how the idealized ordinary case 

of crime subsequently plays out.” Id. at 2558. The Court also found that the clause left 

“uncertainty about how much risk it takes for a crime to qualify” under the statute, involving more 

hypothesis and speculation about a crime’s risk than is permitted by due process. Id. at 2558. 

Dimaya, 138 S. Ct. 1204 (2018), discussed the same vagueness issue raised in Johnson, 

but as applied to 18 U.S.C. § 16(b), a statute with language identical to the residual clause charged 

against Jason Mendoza. The Court in Dimaya underlined that combining the indeterminacy in 

measuring the risk posed by a crime and the amount of risk needed for a crime to qualify “resulted 

in more unpredictability and arbitrariness than the Due Process Clause tolerates.” Id. at 1216. In 

Dimaya, the defendant faced deportation when he was charged with an aggravated felony. Id. at 

1210. The Court determined that § 16(b)’s residual clause was unconstitutionally vague under a 

straightforward application of Johnson, as it carried the same two features that produced a 

“hopeless indeterminacy:” an ordinary-case requirement and a risk threshold. Id. at 1213. The 

Court found that § 16(b) “cease[d] to work in a way consistent with due process.” Id. at 1216. 

Section 924(c)’s residual clause poses an identical violation, as the court has previously 

determined that “cases interpreting § 16(b) inform [their] analysis when interpreting 

§924(c)(3)(B).” United States v. Salas, 889 F.3d 681, 685 (10th Cir. 2018); See also United States 

v. Serafin, 562 F.3d 1105 (10th Cir. 2009). 

Even further, the decision in Salas offers particular guidance via its remarkable parallel to 

Jason Mendoza’s case. The Salas Court made clear that § 924(c)’s residual clause, the same clause 

currently charged against Jason Mendoza, fails for vagueness in light of Dimaya and Johnson. 
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In Salas, a defendant was convicted under § 924(c) for “using a destructive device in 

furtherance of a crime of violence.” Salas, 889 F.3d at 683. Just as the Government currently 

asserts against Jason, the prosecution in Salas charged the defendant’s use of a molotov cocktail 

as a destructive device; but unlike the prosecution in the instant case, the Salas prosecution actually 

had the evidence to charge the defendant with Arson. The defendant in Salas appealed the § 924(c) 

conviction and the Court applied Johnson and Dimaya to determine that the residual clause 

defining a “crime of violence” is unconstitutionally vague. Id. at 683. The Salas Court noted that, 

under the relevant precedent, the language in § 16(b) “is identical to that in § 924(c)(3)(B), and 

[the Court has] previously treated precedent respecting one as controlling analysis of the other." 

In re Hubbard, 825 F.3d 225 (4th Cir. 2016). Salas also relied on United State v. Cardena, 842 

F.3d 959 (7th Cir. 2016), which ruled that § 924(c)’s residual clause was the same residual clause 

contained in § 16(b) and accordingly held that § 924(c) is also unconstitutionally vague. The Court 

stated that § 924(c) “possesses the same two features that rendered the ACCA’s residual clause 

and § 16(b) unconstitutionally vague: ‘an ordinary-case requirement and an ill-defined risk 

threshold.’” Salas, 889 F.3d at 685. It is clear that § 924(c)’s residual clause does not survive 

constitutional scrutiny and cannot provide a basis to charge Jason Mendoza. 

B. Section 924(C)(3)(B) Requires A Categorical Approach 

 

The Government opposes a categorical approach in accordance with the dissents in Dimaya 

and Johnson which attempt to abandon the categorical approach and move to a fact-based 

approach. The governing law penned by the majority in Johnson, however, rejected the 

Government’s proposal to replace the categorical approach with a fact-based approach. Johnson 

concluded that “the only plausible interpretation of the law requires use of the categorical 

approach,” and Dimaya agreed with this interpretation “even if that approach could not in the end 
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satisfy constitutional standards.” Johnson, 135 S.Ct. at 2562; Dimaya, 138 S.Ct. at 1217. The 

Dimaya Court found that “best read, [§ 16(b)] demands a categorical approach.” Dimaya, 138 

S.Ct. at 1217; See also U.S. v. Eshetu, 898 F.3d 36 (D.C. Cir. 2018).  

The Court pointed out that “the words ‘by its nature’ in § 16(b) make the meaning all the 

clearer.” Id. at 1217. The Court cited to Webster’s dictionary noting that an offenses “nature” 

means its “normal and characteristic quality” which “tells the courts to figure out what an offense 

normally” or ordinarily “entails, not what happened to occur on one occasion.” Id. at 1217-1218. 

Leocal v. Ashcroft, 543 U.S. 1 (2004), previously discussed this same term with the current statute, 

§ 924(c), and found “by its nature” requires the court “to look to the elements and the nature of the 

offense of the conviction, rather than to the particular facts.” Id. at 7. The Dimaya Court also noted 

the “absence of terms [in the residual clause] alluding to a crime’s circumstances” which “makes 

a fact-based interpretation an uncomfortable fit.” Dimaya, 138 S. Ct. at 1218. Simply put, Congress 

“would have said so” if it intended for § 16(b) and alternatively § 924(c) to look at “actual 

conduct.” Id. at 1218. 

Finally, Dimaya explains that according to Descamps, the Court adopted the categorical 

approach in part to avoid “the sixth amendment concerns that would arise from sentencing courts’ 

making findings of fact that properly belong to juries.” Decamps v. United States, 570 U.S. 254, 

267 (2013). Decamps pointed out that facts which increase the penalty for a crime must be proven 

beyond a reasonable doubt by a jury. Id. at 269; See also Apprendi v. New Jersey, 530 U.S. 466 

(2000). Referencing the ACCA, the Decamps court agreed that “the court’s finding of a predicate 

offense indisputably increases the maximum penalty” and this finding would “raise serious Sixth 

Amendment concerns if it went beyond merely identifying a prior conviction.” Id. at 269. Any 
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reading of the residual clause other than a categorical approach would raise Sixth Amendment 

concerns because a fact-based interpretation would violate the province of the jury. 

III. CONCLUSION 

For the foregoing reasons, Jason Mendoza respectfully asks this Court to dismiss Count 

Two of the Indictment. 

MOTION TO SUPPRESS EVIDENCE ILLEGALLY OBTAINED  

FROM JASON MENDOZA’S CELL PHONE 

 

The Supreme Court’s decision in Riley v. California, 134 S.Ct. 2473 (2014), brought the 

law up to speed with the ever-evolving technology landscape. The Court recognized that searching 

an individual’s cell phone would “expose to the government far more than the most exhaustive 

search of a house.” Id. at 2491. It is now undisputed that the information stored on cell phones 

import elevated privacy concerns that cannot be easily counter-balanced by government interests. 

Id. at 2488-89. 

         Jason Mendoza travels everywhere and often as a food and beverage distributor for a 

growing international restaurant chain. He is responsible for quality control evaluations at over 70 

different locations both domestic and international, with a growing list to match a growing market. 

On March 31, 2018, Customs and Border Protection (“CBP”) at the Cape Adams International 

Airport in Stetson detained Jason for questioning based on no more than his travel habits necessary 

to a growing business. (Doc. 2 at 2-3). Agent Shawn Michaels (“Agent Michaels”) wasted no time 

telling Jason that his privacy rights did not matter when crossing the border. (Id. at 8.) Upon finding 

no evidence incriminating Jason for any supposed crime, Agent Michaels unlawfully seized 

Jason’s cell phone. Agent Michaels knew the phone was empty. He knew Jason had absolutely no 

contraband on his person or in his travel bag. He knew that Jason’s work reasonably took him to 
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over 70 locations all over the world. Yet still, Agent Michaels took unreasonable steps to find what 

he was looking for. (Id.). 

         The Department of Homeland Security (“DHS”) conducted an unlawful forensic search of 

Jason’s cell phone following an unlawful seizure of the phone on March 31, 2018. Jason was 

indicted on May 23, 2018 for distribution of heroin pursuant to 21 U.S.C. § 841(a)(1), with the 

State relying entirely upon evidence obtained through this illegal search. (Doc. 4). Defendant 

respectfully requests that this Court suppress any and all evidence recovered pursuant to the 

forensic search of his cell phone conducted in violation of the Fourth Amendment that the 

Government may seek to introduce at trial. 

I. STATEMENT OF FACTS 

 Agent Michaels, a special agent with the DHS, received a phone call on March 31, 2018 

from a customs agent at the Cape Adams airport about a passenger, Jason, detained for further 

investigation. (Doc. 2 at 2). Leading up to this detainment, CBP monitored Jason for approximately 

two months pursuant to the Fun and Friendly Skies (FFS) program employed by CBP to mitigate 

the threat of terrorism in domestic airports. (Id. at 3-4). In those two months, CBP watched Jason 

board 34 flights, approximately of which were international flights. (Id. at 4-6). While CBP 

monitored Jason’s movements inside domestic airport terminals, boarding times and methods, the 

nature of his luggage, eating and drinking patterns, physical observations of his person, 

interactions with other passengers and airport staff, and any noticeable changes in his physical 

appearance, neither CBP or the DHS have produced any evidence in support of criminal activity 

that was seen or obtained in those two months. (Id. at 4). All they produced were notes that could 

incriminate any traveler in the airport: Jason traveled alone, changed his clothes on some of his 

flights, carried the same travel bag with him, observed his surroundings when attempting to have 
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personal phone conversations, used a privacy protector on his computer and phone, and he didn’t 

drink alcohol while traveling. (Id. at 6).  

Subsequently, Jason Mendoza was detained upon his return from a business trip and 

subjected to questioning by Agent Michaels. (Id. at 7). Jason offered details about his work and 

reasons for travel, including international expansion into new markets for the restaurant chain he 

worked for. Jason not only conducted meetings with vendors and suppliers for the restaurant, but 

he conducted the important job of quality control evaluation at the locations he visited. After Jason 

disclosed this information, Agent Michaels took Jason’s bag and emptied it out on a table; he found 

Jason’s computer and electronic chargers, clothes, toiletries, and a business notebook. Agent 

Michaels immediately made copies of the notebook’s contents. (Id. at 7-8).  

After finding no contraband or evidence of a crime, Agent Michaels returned Jason’s 

belongings to the bag; in the midst of returning the items, he felt and retrieved a powered-off cell 

phone from an internal zipped pocket that Jason designated as a work phone. (Id. at 8). Agent 

Michaels turned the cell phone on and noticed that it was password protected. He asked Jason for 

the password, to which Jason questioned whether he was required to provide the password, or if 

he could refuse. Agent Michaels discarded Jason’s question and asserted that Jason “had no 

privacy while at the border into his country,” indicating that Jason must turn over the password. 

(Id.). Agent Michaels performed a search of the phone’s messaging history, internet browsing 

history, and downloaded applications to discover that the phone was empty. Jason explained that 

the phone’s software had been corrupted a couple of days earlier, and he was advised by a friend 

to restore the phone to factory settings. (Id.). 

At this point, Agent Michaels voiced his intention to seize the phone for a prolonged 

forensic search over Jason’s objections and requests for an attorney. (Id. at 8-9). Agent Michaels 
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released Jason without the seized cell phone. (Id. at 9). Over the next month, DHS would perform 

an invasive forensic search of Jason Mendoza’s cell phone for the information that was corrupted 

and deleted pursuant to the factory reset. (Id. at 9-12). Over 20,000 pieces of Jason’s personal 

information stored in that cell phone was recovered and inspected by Agent Michaels and DHS as 

a direct result of the forensic search. (Doc. 12 at 3). 

II. ARGUMENT 

A. The Forensic Search Of Defendant’s Cell Phone Was A Nonroutine Border 

Search Requiring Individualized Suspicion 

 

The Fourth Amendment requires reasonableness at the crux of every search and seizure 

performed by law enforcement. Riley, 134 S.Ct. 2473, 2482 (2014). This case involves the 

intersection of two reasonableness concerns: the invasive intrusion of searching a person’s cell 

phone, and the boundary lines of the border exception to the Fourth Amendment’s warrant 

requirement. 

i. Riley establishes heightened privacy interests attached to cell phones. 

The Supreme Court determined in Riley that officers generally may not, without a warrant, 

search digital information on a cell phone seized from an individual who has been arrested. Riley, 

134 S.Ct. 2473. Riley involved two defendants incriminated by post-arrest forensic searches of 

their cell phones. 

The first defendant, Riley, was searched incident to a lawful arrest, meeting an exception 

to the warrant requirement. Id. at 2480-81. In the midst of officers searching his person, police 

discovered his cell phone and accessed information knowingly associated with gang activity. 

Police then conducted an inventory search and uncovered weapons, triggering a further search of 

the contents of the cell phone. Id. 



14 

The second defendant, Wurie, participated in an apparent drug sale under police 

surveillance. Id. at 2481-82. At the police station after his arrest, officers noticed Wurie received 

multiple calls by reading the notifications on the phone’s external screen. Police then opened the 

phone, accessed the call log, traced the number, and secured a search warrant from the residence 

where the calls were coming from. Wurie was charged based on the evidence found when police 

conducted that search of his apartment, where the phone number had led them. Id. 

Even though probable cause to arrest both defendants was established, the Court rejected 

the Government’s contention that it should be allowed “a warrantless search of an arrestee's cell 

phone whenever it is reasonable to believe that the phone contains evidence of the crime of arrest.” 

Id. at 2492. It explained that “allowing the police to scrutinize such records on a routine basis is 

quite different from allowing them to search a personal item or two in the occasional case.” Id. at 

2490. Reflecting on all different forms of intrusion, the Court stressed that “modern cell phones, 

as a category, implicate privacy concerns far beyond those implicated by the search of a cigarette 

pack, a wallet, or a purse.” Id. at 2488-89 (emphasis added). It criticized the State’s conflation of 

cell phone data with the search of any other physical item, stating that “calling physical items 

searched and cell phone data ‘materially indistinguishable’ is like saying ‘a ride on horseback is 

materially indistinguishable from a flight to the moon.’” Id. 

ii. Border searches import reasonable suspicion when nonroutine. 

This reasonableness requirement mandates a warrant be sought and issued by a court before 

a search or seizure is performed unless a specific exception to the warrant requirement applies. 

Riley, 134 S.Ct. at 2482. The “border exception” allows officials to conduct “routine searches and 

seizures at the border, without probable cause or a warrant, in order to regulate the collection of 

duties and to prevent the introduction of contraband into this country.” United States v. Montoya 
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De Hernandez, 471 U.S. 531, 538 (1985) (emphasis added). The prevention of contraband crossing 

the border is the long-recognized government interest underlying the border search doctrine. Id.; 

See also United States v. Kolsuz, 890 F.3d 133, 137 (4th Cir. 2018).  

The border exception was seminally illustrated in United States v. Ramsey, 431 U.S. 606 

(1977), which involved customs officials opening envelopes entering the country in search of 

contraband. Defendants were charged with drug offenses when customs agents opened packages 

from Thailand that were “bulky,” causing officers to suspect that the envelopes might contain 

merchandise or contraband rather than correspondence. Id. at 614. Officials opened the envelope 

and found contraband; this search authorized customs agents by statute to search mail when there 

existed “a reasonable cause to suspect there is merchandise which was imported contrary to law,” 

underlining the fundamental premise of the border exception.1 The Court recognized that the 

fundamental concerns underlying the exception “can be effectuated by routine inspections and 

searches of individuals or conveyances seeking to cross our borders.’” Id. at 619, citing Almeida-

Sanchez v. United States, 413 U.S. 266, 272 (1973). 

A routine border search may include a general inspection of an electronic device, “accessed 

manually ‘in the same way a typical user would,’” but it categorically excludes any type of 

“sophisticated forensic analysis.” Kolsuz, 890 F.3d at 140. The much more invasive forensic 

search of a person’s cell phone “must be considered a nonroutine border search, requiring some 

measure of individualized suspicion.” Id. at 137. Post-Riley, the forensic search of a phone 

“[cannot] be analogized to an ordinary search of luggage or some other container at the border, 

given the breadth and sensitivity of the private information that may be uncovered.” Id. at 140. 

                                                
1  Id. at 611; “Travellers [sic] may be so stopped in crossing an international boundary because of national self 

protection reasonably requiring one entering the country to identify himself as entitled to come in, and his belongings 

as effects which may be lawfully brought in... it is an old practice and is intimately associated with excluding illegal 

articles from the country.” Id. at 618 (emphasis added), citing Carroll v. US, 267 U.S. 132, 153-54 (1925). 
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This is underlined by two core considerations: first, the unmatched quantity of information stored 

on cell phones “dwarfs the amount of personal information that can be carried over a border…in 

luggage or a car,” Id. at 145; second, “the uniquely sensitive nature of that information matters.” 

Id. This culminates in the understanding that while international travelers can expect that their 

property will be searched at the border, they do not expect that “absent some particularized 

suspicion, agents will mine every last piece of data on their devices.” United States v. Cotterman, 

709 F.3d 952, 967 (9th Cir. 2018). Such nonroutine forensic searches require, at a minimum, 

reasonable suspicion to support the level of intrusion, which compares to “reading a diary line by 

line looking for mention of criminal activity [and] looking at everything the writer may have 

erased.” Id. at 962-63. 

In United States v. Kolsuz, 890 F.3d 133, 137 (4th Cir. 2018), the defendant was charged 

with export and smuggling crimes involving firearms. Defendant’s phone was seized as he was 

boarding an international flight; police conducted two warrantless searches of the cell phone once 

contraband was found in the defendant’s luggage and he was arrested. This forensic search was 

characterized as a “month-long, off-site forensic analysis, yielding a nearly 900–page report 

cataloguing the phone's data.” Id. at 136. The Court agreed that “the forensic examination of 

[Defendant’s] phone must be considered a nonroutine border search, requiring some measure of 

individualized suspicion,” but it also found that such suspicion existed. Id. at 137. Prior to the 

forensic search of the cell phone, officials performed a routine search of defendant’s luggage and 

found contraband that led to his arrest; this supported the further intrusion of the defendant’s 

privacy because the searches were conducted post-arrest “to uncover information about an 

ongoing transnational crime—in particular, information about additional illegal firearms exports 

already underway.” Id. at 144 (emphasis added). 
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Reasonable suspicion at the border can also be supported by official warnings to customs 

officials regarding specific contraband likely on a device. In United States v. Cotterman, 709 F.3d 

952 (9th Cir. 2018), defendant was returning from vacation in Mexico when border agents were 

alerted via an electronic system that defendant was a sex offender who could potentially be 

involved in child sex tourism; the system “was aimed at combating child sex tourism by identifying 

registered sex offenders in California, particularly those who travel frequently outside the United 

States.” Id. at 958.  

Border agents were specifically tipped off that child pornography paraphernalia would be 

found on electronic devices. Officials searched defendant’s vehicle and retrieved two laptops; there 

was an initial inspection of the computers that uncovered family photos and password-protected 

files. Further Mirandized interviews of defendant and his wife revealed nothing incriminating. 

While defendant and his family were allowed to leave, the agents kept the computers; within five 

days, they gained access to password-protected files containing child pornography through a 

forensic search described by the Court as “essentially a computer strip search.” Id. at 966. While 

the targeted search for known contraband on the device led the Court to conclude that the requisite 

suspicion existed, it stressed that “an exhaustive forensic search of [an electronic device] intrudes 

upon privacy and dignity interests to a far greater degree than a cursory search at the border.” Id. 

It maintained that for customs agents contemplating this grave intrusion, “reasonable suspicion is 

a modest, workable standard.” Id. 

         The Cotterman Court explained the justifiable compromise of the reasonable suspicion 

standard: although at any other juncture a warrant would be required to conduct a forensic search 

of a cell phone,2 “reasonable suspicion leaves ample room for agents to draw on their expertise 

                                                
2 Even more telling was the decision in Carpenter v. United States, 138 S.Ct. 2206 (2018), which mandates that a 

search warrant supported by probable cause is required to obtain cell site location information (CSLI) from a third 
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and experience to pick up on subtle cues that criminal activity may be afoot.” Id. at 967. “[I]t 

requires that officers make a commonsense differentiation between a manual review of files…and 

application of computer software to analyze a hard drive…utiliz[ing] the latter only when they 

possess a ‘particularized and objective basis for suspecting the person stopped of criminal 

activity.’” Id. Ultimately, the key to border search doctrine is best understood by the Cotterman 

Court’s simplest reminder: “Even at the border, we have rejected an ‘anything goes’ approach.” 

Id. at 957. 

B. No Individualized Suspicion Existed To Conduct The Forensic Search of 

Defendant’s Cell Phone 

 

 As in other contexts, determining whether reasonable suspicion exists employs a totality 

of the circumstances approach where the circumstances of an encounter culminate in “a 

particularized and objective basis for suspecting the particular person stopped of criminal activity.” 

Id. at 968, citing United States v. Cortez, 449 U.S. 411, 417-18 (1981). At the border, this generally 

means that “the facts, and their rational inferences, known to customs inspectors” will be the 

circumstances considered. United States v. Montoya De Hernandez, 471 U.S. 531, 542 (1985).  

 The facts and rational inferences knowable to Agent Michaels could supply reasonable 

suspicion to no one, and certainly couldn’t incriminate anyone beyond the average business 

traveler. The fruitless two months spent surveilling Jason in his frequent travels uncovered nothing 

that warranted a call to Agent Michaels. CBP noted that Jason traveled alone. It noticed that he 

changed his clothes on some of his flights. It cared that he used the same travel bag on each trip. 

It was bothered that Jason had some semblance of regard for his privacy, seeking to keep his 

personal calls personal and using a privacy protector on his electronics. CBP found it astonishing 

                                                
party company for a person’s cell phone. This decision was made “[i]n light of the deeply revealing nature of CSLI, 

its depth, breadth, and comprehensive reach” of CSLI data. Id. 
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that on trips purposed for professional visits, he refrained from drinking alcohol. Even stacked to 

be measured in their totality, DHS had no circumstantial basis to suspect anything of Jason. (See 

Doc. 2). And once Jason was detained and questioned, the reasons for his travel habits became 

logical and clear. Jason made Agent Michaels aware of the nature of his job and why it required 

him to travel so frequently. Instead, Agent Michaels chose in that detainment room to believe a 

narrative for which he had no justification or support. He then acted upon this unreasonable 

inference and irreversibly intruded upon Jason’s privacy rights. 

 On this limited information, Agent Michaels could conduct a routine search of Jason’s 

property under the border exception since these routine searches require no level of suspicion. This 

routine search included Agent Michaels going through Jason’s duffle bag in search of contraband. 

That routine search could even include Agent Michaels’ initial inspection of Jason’s cell phone. 

But the tree was arguably poisoned when Agent Michael made his intrusive intentions clear, 

representing to Jason that he “had no privacy while at the border into his country.” (Doc. 2 at 8).  

In his routine search of Jason’s belongings, Agent Michaels uncovered nothing leading to 

reasonable suspicion. For Jason’s business trip, he packed his computer, electronics chargers, 

clothing, toothpaste, toothbrush, and a notebook. Agent Michaels searched through this notebook 

and made copies of predictable contents: notes detailing shipments of supplies pertaining to his 

job as a liaison for vendors and suppliers to the restaurant chain he works for. (Id. at 7-8). As Agent 

Michaels returned these belongings to Jason’s bag, he felt a “hard rectangle” inside of the bag’s 

inner pocket. (Id.) 

Agent Michaels pulled out a cell phone that Jason identified as his work phone. Agent 

Michaels turned on the phone to discover that it was password-protected; he then demanded the 

password from Jason, who responded with an inquiry into whether he was required to consent to 



20 

Agent Michael’s search of his phone. This was when Agent Michaels took the liberty of explaining 

to Jason that “he had no privacy while at the border into his country.” (Doc. 2 at 8). With that 

explanation providing only one option to him, Jason gave Agent Michaels the password to the 

phone. Agent Michaels performed a search of the phone’s messaging history, internet browsing 

history, and downloaded applications, discovering that the phone was “empty.” (Id.). Agent 

Michaels asked Jason for an explanation for the phone’s lack of content, and Jason explained that 

his friend advised him to restore the phone to factory settings after the phone’s software had been 

corrupted a couple of days earlier. (Id.). 

Agent Michaels had come to the end of Jason’s belongings and found nothing to support, 

or even hint at, a criminal narrative. Agent Michaels’ suspicions, if they existed, could not have 

amounted to anything exceeding an unjustified hunch. While a mere hunch cannot support 

reasonable suspicion,3 Agent Michaels still determined that his lack of information, attached to no 

other suspicious circumstances, were reasonable grounds to seize the phone for an invasive 

forensic search. Agent Michaels told Jason that he was seizing the phone for a prolonged forensic 

search; Jason objected and requested his attorney. Agent Michaels released Jason without the 

seized cell phone, never formally placing Jason under arrest. Over the next month, DHS performed 

the forensic search of Jason’s “empty” cell phone. Over 20,000 pieces of Jason’s personal 

information stored in that cell phone were recovered and inspected by Agent Michaels and DHS 

as a direct result of the forensic search. (Id.; Doc. 12 at 3). 

No reasonable customs agent could have concluded that a forensic search of Jason’s cell 

phone was routine or supported by the necessary level of reasonable suspicion. The most damning 

consistency throughout the border search doctrine precedent is multiple circuits have consistently 

                                                
3 Terry v. Ohio, 392 U.S. 1, 27 (1968). 
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held that even when a person is arrested—which must be supported by probable cause—officers 

must have the requisite level of reasonable suspicion to conduct a forensic search of a cell phone. 

Agent Michael never found any contraband or evidence of wrongdoing in Jason’s belongings so 

as to raise suspicion that more contraband may be on the way. Compare Kolsuz, 890 F.3d 133. 

CBP never had any information suggesting that Jason would have contraband hidden within his 

cell phone, triggering a “look out” notice to Agent Michaels for the device. Compare Cotterman, 

709 F.3d at 958-59. There was nothing notable about Jason that could have made Agent Michael 

suspect that he was carrying contraband inside of his body. Compare Montoya De Hernandez, 471 

U.S. at 542.  

Riley placed cell phones in a privacy class of their own. Since the Court’s decision 

comparing searches of cell phones to “finding a key in a suspect's pocket and arguing that it 

allowed law enforcement to unlock and search a house,”4 circuits have described searches of cell 

phones as getting “the key to a safety deposit box,”5 removed from the “ordinary search of 

luggage,”6 and “essentially...a strip search.”7 These descriptions make clear that Agent Michaels’ 

“no privacy while at the border” sentiment squarely opposes the contention that “[e]ven at the 

border, we have rejected an ‘anything goes’ approach.” Cotterman, 709 F.3d at 957. 

III. CONCLUSION 

 WHEREFORE, Jason Mendoza respectfully requests that this Court conduct a pretrial 

evidentiary hearing to determine whether the seizure of his cell phone was legal, and whether the 

evidence obtained from the phone is admissible at trial. For the foregoing reasons, Jason Mendoza 

                                                
4 Riley, 134 S.Ct. at 2491. 
5 Cotterman, 709 F.3d at 965. 
6  Kolsuz, 890 F.3d at 140. 
7 Cotterman, 709 F.3d at 966. 
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respectfully moves this Court, at the conclusion of that hearing, to suppress any and all evidence 

obtained in the forensic search of his cell phone.  
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