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 1 

INTRODUCTION 
 

This case concerns the diligent investigative work of Special Agent Shawn Michaels of the 

Department of Homeland Security leading to the ultimate arrest of Defendant Jason Mendoza for 

his participation in an unlawful distribution of heroin and arson. Special Agent Michaels was able 

put an end to the Defendant’s criminal enterprise with the use of the Fun and Friendly Skies 

program, which uses a software program to identify potential and analyze potential threats based 

the travel history and behavior of domestic travelers. This program identified the Defendant and 

he was detained at Cape Adams airport while attempting to re-enter the United States. Agent 

Michaels questioned the Defendant and discovered a cell phone located in the lining of the 

Defendant’s bag. The Defendant provided Agent Michaels with the password to the phone and a 

forensic search was subsequently completed on it. Despite Defendant’s assertion, Agent Michaels’ 

diligent investigation was compliant with constitutional requirements because a search at the 

border falls within the border exception to the Fourth Amendment. Therefore, Defendant’s motion 

to suppress evidence should be denied on these grounds.  

Subsequently, Agent Michaels received a tip that the Defendant’s vehicle was located near 

where the tipster saw a man throwing an unknown flaming object into a local bakery. This man 

matched the Defendant’s description and the Defendant was indeed located near the scene. The 

Defendant was charged for committing a “crime of violence” with a destructive device—

specifically, a Molotov Cocktail. Application of the statute with which the Defendant was charged 

renders any arguments of unconstitutional vagueness baseless. A proper interpretation of this 

statute requires a case-specific approach to determine what constitutes a crime of violence, 

squashing any concerns that the statute is vague. As a result, Defendant’s motion to dismiss Count 

Two should be denied.  
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STATEMENT OF FACTS 

In March 2018, Shawn Michaels, a Department of Homeland Security (“DHS”) Special 

Agent, worked at the Task Force Against Terrorism out of the DHS Cape Adams office. Michaels 

Aff. ¶ 1. He was responsible for investigating all threats of terrorism, international drug trafficking, 

and human trafficking in Metts City, Gordon County. Id. He acted as the task force’s liaison to the 

Transportation Security Administration (“TSA”) and Customs and Border Protection (“CBP”) 

hubs at Cape Adams International Airport in Stetson. Id.  

Defendant Jason Mendoza traveled on thirty-four flights between February 5, 2018 and 

March 31, 2018, fifteen of which were international flights. Id. Mendoza was identified as a 

potential threat by the Department’s newly enacted Fun and Friendly Skies (“FFS”) domestic 

surveillance program. Id. at ¶ 7. 

FFS was launched on February 1, 2018 as an additional measure of support for aviation 

security monitoring. Id. at ¶ 8.  FFS uses a proprietary algorithm and software program known as 

the Justified Assessment and Notification Emergency Tracker (“JANET”) to monitor suspected 

travelers during their domestic travel. Id. JANET identifies individuals and analyzes potential 

threats based on their travel history, behavior, and other criteria. Id. All United States citizens who 

enter the country through a Port of Entry are automatically screened for inclusion in FFS. Id. 

Continued screening, however, is determined based on considerations of frequency of travel, span 

of time between travel, known concerns or threats at the departure and arrival destinations, as well 

as the suspect traveler’s conduct with the airport. Id. at ¶ 10. JANET also tracks trends in noticeable 

changes in the suspect traveler’s appearance for each individual trip. Id. at ¶ 11. 

A review of Mendoza’s JANET record revealed that Mendoza traveled alone on all thirty-

four flights, changed clothes on nine of the flights (all of which were international flights), 



  1864P 
 

 3 

observed his surroundings prior to making any phone calls at the airport, used privacy protector 

screens on his laptop and cell phone, and did not consume alcohol prior to or during any of his 

flights. Id. at ¶ 13-14. 

On March 31, 2018, Mendoza arrived at Cape Adams International Airport (“CAA”) on a 

flight from Vancouver. Id. at ¶ 13. Upon arrival, Mendoza was detained for further questioning 

and investigation subject to FFS. Id. at ¶ 7.  Agent Michaels questioned Mendoza and discovered 

that Mendoza allegedly had been employed as an independent food and beverage distributor for 

restaurant chains throughout the United States since 2014. Id. at ¶ 16–17. Allegedly, he was the 

food and beverage distributor for The Wing Dump in Stetson, a restaurant and sports bar chain 

that serves chicken wings. Id. The Wing Dump has 68 locations nationwide and two in Vancouver 

and is in the process of expanding franchise locations overseas. Id. 

Agent Michaels then searched the contents of Mendoza’s duffel bag, in which he 

discovered a handwritten calendar of international shipments to the United States dating from 

March 2015. Id. at ¶ 18. Agent Michaels then located a small zipper on the inside lining of 

Mendoza’s bag, holding cell phone. Id at ¶ 19. The cell phone was turned off. Id. Mendoza told 

agent Michaels that it was his business phone. Id. Agent Michaels turned on the phone and 

discovered that it was protected with an advanced password feature. Id. at ¶ 20. Agent Michaels 

asked for the password, and Mendoza asked whether he was required to provide it. Id. Agent 

Michaels explained that Mendoza had no privacy while at the border and Mendoza complied. Id. 

After accessing the phone, Agent Michaels discovered that the it had been reset to its factory 

settings. Id. at ¶ 21. Mendoza alleged that the phone had been corrupted two days prior, and that a 

friend advised that he should restore his phone to the factory settings. Id. at ¶ 21.  
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Agent Michaels explained that he would be taking the phone for up to thirty days to conduct 

a forensic analysis of its contents. Id. at ¶ 22. After Mendoza requested his lawyer, Agent Michaels 

explained that Mendoza was free to leave without his phone. Id. Agent Michaels instructed DHS 

Cyber Analyst Vic Sengupta to perform a forensic analysis on the phone. Id. at ¶ 25.  

Sengupta returned the results of that search on April 20, 2018, revealing that on March 29, 

2018, Mendoza used proprietary corruption software to delete the contents of his iPhone 6 while 

in Vancouver, Canada. Id. at ¶ 28. The contents of the phone prior to the time of corruption were 

recovered. Id. The forensic analysis revealed hundreds of text messages. Id. at ¶ 28, 30. Based on 

these, Agent Michaels concluded that Mendoza was affiliated with a known gang and was 

concealing controlled substances in The Wing Dump’s international shipments. Id. at ¶ 32. Agent 

Michaels continued his investigation which ultimately led to the conclusion that Mendoza was 

unlawfully distributing Heroin. As a result, Agent Michaels filed an affidavit to establish probable 

cause for an arrest warrant. Id. at ¶ 39. 

On April 31, 2018, Agent Michaels received a tip that Mendoza’s vehicle had been located 

a short distance away from where an anonymous caller claimed to have seen a man matching his 

description, at 2:41 a.m., throwing an unknown flaming object into a Pie Hard Bakery. Shortly 

thereafter, Agent Michaels located Mendoza entering his vehicle and arrested him. Id. at ¶ 6. Agent 

Michaels retrieved a green lighter from Mendoza’s person. Id.  

On May 23, 2018, Mendoza was indicted by a Grand Jury on the following charges: (Count 

1) Distribution of Controlled Substance (21 U.S.C. § 841(a)(1)); (Count 2) Possession of a 

Destructive Device in Furtherance of a Crime of Violence (18 U.S.C. § 924(c)(1)(B)(ii)). Indict. 

at 1. 
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ARGUMENT 
 

I. THIS COURT SHOULD DENY DEFENDANT’S MOTION TO DISMISS 
COUNT TWO BECAUSE SECTION 924(c)’s RESIDUAL CLAUSE IS NOT 
UNCONSTITUTIONALLY VAGUE.  

 
The definition of “crime of violence” in 18 U.S.C. § 924(c) is not unconstitutionally vague. 

Under § 924(c), a person who possesses a destructive device in furtherance of a crime of violence 

is subject to a term of imprisonment not less than 30 years. 18 U.S.C. § 924(c)(3) defines a “crime 

of violence” as:  

A federal offense that is a felony and  

(A) has an element the use, attempted use, or threatened use of physical force against 
the person or property of another, or  

 
(B) that by its nature, involves a substantial risk that physical force against the person 

or property of another may be used in the course of committing the offense.  
 
These two provisions are known as the “elements clause” and the “residual clause,” respectively. 

The Defendant is charged under § 924 for his possession of a destructive device in furtherance of 

arson, which qualifies as a “crime of violence” under § 924(c)(3)(B)—the “residual clause.” The 

Government is not pursuing prosecution under § 924(c)(3)(A).  

Defendant Mendoza seeks to dismiss Count Two, asserting that the residual clause in § 

924(c) is unconstitutionally void for vagueness. Tr. of Status Conference 4, June 13, 2018. A law 

that is “so vague that it fails to give ordinary people fair notice of the conduct it punishes, or so 

standardless that it invites arbitrary enforcement” violates the Fifth Amendment’s Due Process 

Clause. See U.S. Const. amend. IV.; Johnson v. United States, 135 S. Ct. 2551, 2556 (2015). 

Despite Defendant’s argument, § 924(c) is not unconstitutionally vague and this Court should 

reject Defendant’s argument for two reasons, as explained herein. First, this Court should not apply 

the “categorical approach” that has been applied by some courts to similar residual clauses. 
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Second, even if this Court choses to follow the “categorical approach,” the residual clause here 

still meets constitutional muster.  

A. This Court Should Not Apply the Categorical Approach Because Section 
924(c) is Properly Interpreted as Requiring a Case-Specific Approach.  

 
Section 924(c)(3)(B) requires that classification of an offense as a crime of violence be based 

on the defendant’s actual conduct rather than looking at the ordinary case. Traditionally, when 

faced with statutes including a residual clause defining a crime of violence, courts interpreted this 

to require a determination whether the underlying crime, in the ordinary case, meets the statutory 

definition. Johnson, 135 S. Ct. at 2557. Under this approach, a court assesses whether the predicate 

crime qualifies “in terms of how the law defines the offense and not in terms of how an individual 

offender might have committed it on a particular occasion.” Id. This interpretation has been termed 

the “categorical approach.” See id. In applying this approach, the Supreme Court, and other lower 

courts, have struck down some statutes that include a residual clause for vagueness. See e.g., 

Johnson, 135 S. Ct. at 2559, 2564; Sessions v. Dimaya, 138 S. Ct. 1204, 1215–16 (2018). The 

rationale behind such decisions stems from a lack of clarity in the clause instructing the court how 

to determine if a particular crime qualifies as a substantial risk in the “ordinary” case, resulting in 

more unpredictability and arbitrariness than tolerable. See Dimaya, 138 S. Ct. at 1215–16. 

However, § 924(c) is different.   

The rationale behind the categorical approach applies only to statutes that classify prior 

convictions, not contemporaneous offenses like § 924(c). The categorical approach was derived 

by the Court as a tool of judicial interpretation in Taylor v. United States. 495 U.S. 575, 602 (1990). 

In Taylor, the Court considered the sentencing of a defendant who had been convicted as a felon 

in possession of a firearm. Id. at 578. The government increased the defendant’s sentence under 

an enhancement statute that could be invoked if the defendant had three previous convictions for 
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a violent felony. Id. at 577. In fact, the defendant had four prior convictions, two of which were 

burglary convictions under Missouri law. Id. at 578–79. The enhancement defined a violent felony, 

in part, as including the crime of burglary. Id. at 578. The Court considered whether the reference 

to “burglary” included whatever the State defined as burglary or “some uniform definition.” Id. at 

580. The Court held that the statute “require[d] the trial court to look only to the fact of conviction 

and the statutory definition of the prior offense.” Id. at 602. 

Three rationales supported the use of the categorical approach in Taylor. Id. at 599–602. First, 

the Court noted that the language in the enhancement supported the inference that Congress wanted 

it to look at the offense of the conviction itself, not at the particular facts underlying the 

convictions. Id. at 600–01. Second, the legislative history showed that Congress “generally took a 

categorical approach to predicate offenses.” Id. at 601. Finally, a case-specific approach would 

present daunting “practical difficulties and potential unfairness.” Id. The Court was concerned that 

the violent felony convictions that qualified under the enhancement statute were often adjudicated 

by different courts in proceeding that occurred before the defendant’s sentencing. Id. Thus, in the 

context of statutes classifying prior convictions, the Court adopted a categorical approach.  

Courts are critical of the use of the categorical approach to interpret § 924(c).1 In United States 

v. Robinson, the Third Circuit rejected application of the categorical approach to the “elements 

                                                
1 See e.g., United States v. Robinson, 844 F.3d 137 (2016) (holding that the traditional categorical 
approach did not apply to § 924(c)’s “element clause”); United States v. St. Hubert, 883 F.3d 1319 
(2018) (noting that the Third Circuit had good reason to reject the categorical approach in respect 
to § 924(c) but ultimately applying the categorical approach due to precedent); Shuti v. Lynch, 828 
F.3d 440, 449–50 (6th Cir. 2016) (noting that district courts have applied 924(c) “to the actual 
conduct in the present case”); United States v. McDaniels, 147 F. Supp. 3d 427, 430–33 (E.D. Va. 
2015) (holding that the categorical approach does not apply to a pre-trial motion to dismiss an 
indictment under § 924(c)(3)); United States v. Wells, No. 2:14–cr–00280–JCM–GWF, 2015 WL 
10352877, at *4 (D. Nev. Dec. 30, 2015) (holding that the categorical approach does apply to a 
pre-trial motion to dismiss charges under § 924(c)); United States v. Monroe, 158 F. Supp. 3d 385, 
390 (W.D. Pa. 2016) (same); United States v. Church, No. 1:15–CR–42–TLS, 2015 WL 7738032, 
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clause” of § 924(c). 844 F.3d 137, 143 (3d Cir. 2016). In rejecting the application of the categorical 

approach, the Third Circuit noted that the “§ 924(c) offenses are contemporaneous and tried to the 

same jury, the record of all necessary facts are before the district court.” Id. at 141. This highlights 

the difference between § 924(c) and the enhancement statute in Taylor, which involved the 

classification of prior convictions which were not in the record before that court. See Taylor, 495 

U.S. at 577. The Third Circuit expressly rejects the Taylor Court’s third rationale for the 

categorical approach in respect to § 924(c), noting “[t]he defendant suffers no prejudice because 

the court is not finding any new facts which are not of record in the case before it. See Robinson, 

844 F.3d at 143. Although the Third Circuit did not address whether this rationale applied to § 

924(c)’s residual clause, its analysis is logically extended. See id. at 141. 

Other courts also apply the logic in the Third Circuit’s rationale to reject the categorical 

approach to interpret § 924(c).2 In United States v. McDaniels, the district court held that the 

categorical approach should not be applied to a pre-trial motion to dismiss a § 924(c) count. 147 

F. Supp. 3d 427, 432 (E.D. Va. 2015). The court reasoned that the “phrase ‘crime of violence’ is 

an element of § 924(c)—rather than a sentencing factor—and therefore ‘must be submitted to a 

jury and found beyond a reasonable doubt.’” Id. (citing Alleyne v. United States, 133 S. Ct. 2151, 

2158 (2013)). Furthermore, the Eleventh Circuit noted that applying the approach set out by the 

Third Circuit made “good sense” to § 924(c) but ultimately applied the categorical approach 

because it was bound to precedent in that circuit. United States v. St. Herbert, 883 F.3d 1319, 

                                                
at *5–6 (N.D. Ind. Dec. 1, 2015) (holding that the categorical approach does not apply to § 924(c)); 
United States v. Checora, 155 F. Supp. 3d 1192, 1194 (D. Utah 2015) (same).  
2 For a list of cases calling into question the use of the categorical approach to § 924(c) see supra 
note 1.   
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1334–34 (2018). Unlike the Eleventh Circuit, there is no known caselaw limiting this Court’s 

analysis in such a way.  

Principles of constitutional avoidance support interpreting the statute to require a case-specific 

approach. Where “construction of a statute would raise serious constitutional problems” and an 

“alternative interpretation of [the] statute is ‘fairly possible,’” courts are “obligated to construe the 

statute to avoid such problems.” I.N.S. v. St. Cyr, 533 U.S. 289, 300 (2001) (citations omitted). 

Although the Supreme Court has rejected to apply this doctrine to interpret some residual clauses 

in a way that avoids rendering them unconstitutionally vague, the rationale behind its past rejection 

does not hold here. See Johnson, 135 S. Ct. 2562. In Johnson, the majority rejected the dissent’s 

suggestion that it “jettison” the categorical approach. Id. The majority rejected this suggestion 

invoking the rationales for the categorical approach as expressed by the Court in Taylor. Id. As 

discussed supra, the rationales enumerated in Taylor do not logically bear on the interpretation of 

§ 924(c). Therefore, this Court cannot escape the doctrine of constitutional avoidance and should 

apply a case-specific approach to interpret § 924(c), so as to avoid rendering the statute 

unconstitutionally vague.  

Under a case-specific approach, Count Two can be properly submitted to a jury to determine 

whether Defendant Mendoza’s predicate crime of arson under 18 U.S.C. § 844(i) qualifies as a 

crime of violence under § 924(c)(3)(B) without any concerns of unpredictability or arbitrariness. 

There are substantial facts to assist the jury to determine whether Defendant Mendoza’s conduct 

here “that by its nature, involves a substantial risk that physical force against the person or of 

another may be used in the course of committing the offense.” 18 U.S.C. § 924(c)(3)(B). 

Specifically, the record supports that an individual matching Defendant Mendoza’s description 

launched an unknown flaming object into the Pie Hard Bakery and that Special Agent Shawn 
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Michaels subsequently approached that bakery where he found broken glass, which he believed to 

be a “Molotov Cocktail.” Michaels Suppl. Aff. 2–3. Furthermore, the record supports that 

Defendant Mendoza was in fact in the area because Agent Michaels observed him entering his 

vehicle before confronting him. Id. at 2. Thus, a case-specific approach renders § 924(c) 

constitutionally permissible, avoiding any concerns that the residual clause is vague.  

B. Even if this Court Does Apply the Categorical Approach, Section 924(c) 
Should Still Not Be Found Unconstitutionally Vague.  

 
Even if this Court determines that the categorical approach is appropriate, § 924(c) is still not 

unconstitutionally vague. Section 924(c) includes a limiting principle that makes it more precise 

and predictable in comparison to the residual clauses that classify prior convictions. See Sessions 

v. Dimaya, 138 S. Ct. at 1210. In Session v. Dimaya, the Supreme Court struck down a residual 

clause that classified prior convictions as unconstitutionally vague. Id. The government asserted 

that the language of the residual clause limited what was included in a “crime of violence” by 

requiring that the risk arise from acts taken “in the course of committing the offense.” Id. at 1218–

19. The Court rejected that this language as imposed any substantive limitation—finding that it 

“makes no difference as to either outcome or clarity.” Id. at 1220.  

Unlike the residual clause in Dimaya, § 924(c) includes a limiting principle that imposes a 

substantive limitation. See id. Section 924(c) narrows the type of federal felony offenses that might 

serve as underlying predicate offenses to ones where a firearm—in this case, a destructive device–

–was used, carried, or possessed “during and in relation to” the underlying predicate crime. 18 

U.S.C. § 924(c)(1)(A). Section 924(c) is not concerned about repeat offenders, the focus is on 

contemporaneous crimes. This works as a nexus between the § 924(c) offense and the predicate 

crime of violence. As a result, it makes determination of the predicate crime of violence more 

precise and predictable because it narrows the type of federal felony offenses that qualify. This 
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reasoning is how the Eleventh Circuit initially upheld the constitutionality of § 924(c)(3)(B). See 

Ovalles v. United States, 861 F.3d 1257, 1265–66 (11th Cir. 2017). Although the Eleventh Circuit 

vacated its decision in Ovalles for a rehearing en banc, the Eleventh Circuit has yet to reject this 

initial reasoning. See Ovalles v. United States, 889 F.3d 1259 (11th Cir. 2018) (vacating its prior 

decision to rehear the case en banc). Thus, even applying the categorical approach to § 924(c)’s 

residual clause it still meets constitutional muster because of its precision and predictability.  

II. The Forensic Search of the Defendant’s Phone is Constitutional Under the Border 
Exception to the Fourth Amendment. 
 
A. The Border Exception Allows a Warrantless Search of Traveler’s Property 

Without Violating the Fourth Amendment.  
 

“A warrantless search at the border is permissible for simple fact that it occurs at the border 

as someone is seeking to enter the country.” United States v. Ramsey, 431 U.S. 606, 616 (1977). 

This interpretation has been recognized since long before the adoption of the Fourth Amendment. 

Id. at 619. Further, the Supreme Court has routinely adhered to the notions that (1) border searches 

are not subject to the warrant provision of the Fourth Amendment, and (2) are further reasonable 

within that Amendment, establishing the validity of the border exception. Id. at 617. 

In Ramsey, the defendants argued that a United States customs officer violated their Fourth 

Amendment right when the officer conducted a warrantless search of eight unusually bulky 

envelopes from incoming international mail. Id. at 609. The Court declined to agree with 

respondents, who argued that international mail should be afforded different considerations and 

given the full panoply of Fourth Amendment protections. Id. at 619. The Court recognized that 

while probable cause is normally a requirement to show that it was reasonable to conduct a search, 

that requirement has never applied to border searches. Id. (emphasis added). The Court emphasized 

that there is no reason to distinguish between the different modes of entry that property arrives in 
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the country with respect to border searches. Id. at 621. Thus, the court held that the customs 

officer’s search of the envelopes did not violate the defendant’s Fourth Amendment rights. 

Similarly, in Vergara, the defendant claimed that a Department of Homeland Security 

special agent violated his Fourth Amendment rights when the agent ordered a forensic search of 

the defendant’s cellphones that were confiscated at the border while attempting to enter the 

country. United States v. Vergara, 884 F.3d 1309, 1311 (11th Cir. 2018). The court held that the 

forensic searches neither required probable cause or a warrant. The court recognized that 

ordinarily, reasonableness requires that a warrant exists before law enforcement officials are 

permitted to conduct a search. Id. at 1312. However, the court echoed Ramsey, noting that border 

searches never require a warrant. Id.  

Here, Agent Michaels did not violate the Defendant’s Fourth Amendment rights when he 

ordered a forensic search of the Defendant’s cell phone without a warrant. Similar to Ramsey and 

Vergara, the Defendant’s property was subjected to a search at the border as he was attempting to 

enter the country, resulting in a subsequent forensic search of his phone. Just as the court in the 

foregoing instances denied the full panoply of Fourth Amendment protections, the same should be 

applied in the instant case. The fact that the search conducted was a forensic search of a cell phone 

is not critical, since the Supreme Court has recognized that the property’s mode of entry into 

country does nothing to effect the border exception. 

B. Riley and Carpenter Have No Effect on the Validity of Warrantless Border 
Searches. 
 

The Defendant maintains that the Supreme Court’s decisions in Riley and Carpenter 

“clearly undermine” TSA’s forensic search of Defendant’s phone. Status Conference Tr. at 6:3. In 

Riley, two consolidated cases involved the warrantless forensic searches of cell phones. Riley v. 

California, 134 S. Ct. 2473, 2480 (2014). The defendant was stopped by a police officer for driving 
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with expired tags. The traffic stop resulted in his arrest after the officer discovered his license was 

also suspended. Id. The officer, searching the defendant, retrieved a phone from his pocket and 

searched its contents before taking the phone to the police station to be further examined by a 

specialized detective. Id. The Court reversed the appellate court’s denial of the defendant’s motion 

to suppress all evidence that was retrieved from his phone. Id. at 2495. 

Additionally, in the second consolidated case, the defendant was arrested after officers 

witnessed him make an apparent drug sale. Id. at 2481. The officers searched the defendant’s 

phone, using the information in it to locate his residence and conduct a warranted search of the 

property. Id. The defendant filed a motion to suppress all evidence found at his residence, 

contending that the evidence was the fruit of an unconstitutional search of his phone. Id. at 2482. 

Collectively, the Court held that, generally, law enforcement may not conduct warrantless searches 

of digital information on a cell phone seized from an individual who had been arrested. Id. at 2485. 

The Court in Riley emphasizes that the scope of a warrantless search does not extend past 

the purposes of preserving evidence, preventing the arrestee’s escape, and ensuring the officer’s 

safety. Id. at 2483 (emphasis added). Searches beyond this scope do not fit within the exception 

for warrantless searches. Id. The Court also emphasized the distinguishing features of the 

cellphone, noting its storage capacity, camera abilities, and many other functions. Id. at 2490. 

Even the Court in Riley, noted that a search absent a warrant is reasonable only when it 

falls within a specific exception to the warrant requirement. Id. at 2482. The Court specified that 

the consolidated cases “concern the reasonableness of a warrantless search incident to a lawful 

arrest.” Id. at 2482. Finally, the Court indicated that these consolidated cases would require the 

Court to “decide how the search incident to arrest doctrine applies to modern cellphones . . . .” Id. 

at 2484. The Court does note that the cases would require the Court to determine how the border 
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exception to the Fourth Amendment applies to modern cellphones. The Court in Riley declined to 

extend its reach to any Fourth Amendment warrant exception beyond the search incident to arrest 

exception.  

The search in question here involved a forensic search of a phone just as in Riley. Unlike 

Riley, however, this search fits under the border exception – a specific exception to the Fourth 

Amendment’s warrant requirement. A search conducted under the border exception is inherently 

reasonable. Ramsey, 431 U.S. at 616. Further, unlike Riley, the instant case does not involve a 

search incident to arrest. Riley, 134 S. Ct. at 2484. Defendant Mendoza was temporarily detained, 

then released on the condition that his phone remained with Agent Michaels. The forensic search 

of Defendant Mendoza’s phone occurred well in advance of the subsequent arrest.  

In Riley, the United States proposes the Gant standard to be imported, which would allow 

a warrantless search of an arrestee's cell phone whenever it is reasonable to believe that the phone 

contains evidence of the crime of arrest. Id. at 2492; Arizona v. Gant, 556 U.S. 332, 129 S. Ct. 

1710 (2009). The Court cites Gant as a precedent that sets forth the rule governing the search of 

property found on or near an arrestee. Id. at 2483. The Court distinguishes Gant, however, because 

Gant addresses the search of an arrestee’s vehicle. Id. at 2492. The Court noted that Gant was 

distinguishable based on a reduced expectation of privacy and heightened law enforcement needs 

when it comes to vehicles. Id. at 2492. The Court recognized that “Gant relied on ‘circumstances 

unique to the vehicle context’ to endorse a search solely for the purpose of gathering evidence” in 

determining that the United States’ proposition to apply to Gant standard was inappropriate. Id. 

Similarly, this Court should recognize that the instant case relies on circumstances unique to the 

border context. Id. at 2492. 
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The unique national security interests connected to border searches led congress to give 

customs officers virtually unlimited authority to search and detain persons entering the United 

States from a foreign country. United States v. Vega-Barvo, 729 F.2d 1341, 1344 (11th Cir. 1984). 

“A traveler’s ‘expectation of privacy is less at the border.’” United States v. Touset, 890 F.3d 1227, 

1235 (11th Cir. 2018). 

The Defendant also relies heavily on Carpenter. Status Conference Tr. at 6:3. In Carpenter, 

police officers arrested four men connected to a chain of robberies who then turned over the cell 

phone numbers of additional suspects to the officers. Carpenter v. United States, 138 S. Ct. 2206, 

2212 (2018). The officers then used the information to obtain the Defendant’s cell phone records 

and two orders for the Defendant’s wireless carriers to divulge cell site information on his devices 

during the period in which the robberies occurred. Id. The Defendant moved to suppress this data. 

Id. The Court held that the government did not show probable cause sufficient for a warrant. Id. at 

2221.  

The Court in Carpenter set out to address two issues: (1) what is an individual’s expectation 

of privacy in his physical location and his movements? (2) “How to apply the Fourth Amendment 

to a new phenomenon: the ability to chronicle a person's past movements through the record of his 

cell phone signals.” Id. at 2215-16. The Court provided supporting anecdotes about how cell site 

information can be used to track and tail a person’s movements every moment of the day for years 

at a time. Id. at 2218. 

In Carpenter, the Court reached its decision based on the “unique nature of cell phone 

location information.” Id. at 2220. The Court also specifically highlighted the narrowness of their 

holding and further noted that the opinion did “not consider other collection techniques involving 
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foreign affairs or national security.” Id. The Court again recognized that a search absent a warrant 

is reasonable only if it falls within specific exception to the warrant requirement. Id. at 2221.  

Here, the forensic search of Defendant Mendoza’s cell phone was not used to pin point 

location information or to place him at any specific scene. The forensic search retrieved text 

messages, but at no point did the record indicate that the Agent Michaels made use of location 

information retrieved from the cell phone in his actions. The forensic search was not used to track 

Defendant Mendoza’s movements from moment to moment, nor as a point of interest for his arrest. 

Put plainly, Carpenter fails to address the border exception or even a forensic search of a cell 

phone that does not involve utilizing cell site information generally. 

Therefore, Riley and Carpenter are insufficient to address the unique issues that forensic 

cellphone searches at the border present. 

C. Law Enforcement Is Required to Have Any Level of Individualized Suspicion 
to Conduct A Search of a Traveler’s Cell Phone at the Border.  
 

The Fourth Amendment does not require suspicion for a forensic search for an electronic 

device at the border. Touset, 890 F.3d at 1232. In Touset, the defendant entered the country with 

child pornography located on his electronic devices. After an investigation, customs agents 

inspected his property upon arrival at the airport. Id. at 1230. Agents seized the defendant’s devices 

and conducted a forensic search which revealed child pornography. Id. The defendant filed a 

motion to suppress the evidence and the Court in held that the evidence against Touset was 

admissible. Id. at 1238. 

The court noted that since reasonable suspicion is not required for a search of personal 

property at the border, there is no need to require that level of suspicion for electronic devices. Id. 

at 1233. The court further noted that electronic devices should not be afforded special treatment 

just because of the amount of information they can store. Id. The court compared the amount of 



  1864P 
 

 17 

personal information stored in electronic to the amount that can be held in personal vehicles, citing 

the fact that the Supreme Court has held that the United States is entitled to search fuel tanks for 

drugs. Id.  

While the Supreme Court has held that a reasonable suspicion is required to conduct a 

highly intrusive body search, the court consistently declines to apply this to electronic devices. Id. 

at 1234. The court noted that searching an electronic device is distinguishable in that it does not 

require the agent to touch the traveler’s body, to expose body parts, or to use physical force. Id. 

Stated plainly, the Court refused to equate an electronic device search with a body search in this 

respect. Id.  

D. Even if This Court Finds That Reasonable Suspicion is Necessary, the Facts 
Show Agent Michaels Had the Requisite Suspicion Under That Standard. 
 

The Supreme Court has consistently recognized that searches at the border are reasonable 

without suspicion. Id. at 1232. Even if this court finds that a reasonable suspicion is required, the 

search of the Defendant was still not in violation of the Defendant’s Fourth Amendment Rights 

because Agent Michaels had the requisite reasonable suspicion.  

“Reasonable suspicion ... must be based upon a ‘particularized and objective basis for 

suspecting the particular person of criminal activity.’ Id. at 1237. In Touset, the court found that a 

reasonable suspicion did exist. Id. The court based this finding on the payments made to a Western 

Union account associated with a Philippine phone number and an email address that contained an 

image of child pornography. Id. The court also considered that the Philippines was a source country 

for child pornography, a pattern of low money transfers, and the fact that the Defendant was 

traveling with nine electronic devices. Id.  

Additionally, the Eleventh Circuit detailed a number of factors that can support a finding 

of reasonable suspicion for a border search such as (1) the customs inspector’s individual 
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observation of the person, (2) search of the person’s personal items, (3) whether or not the person 

is traveling alone, (4) the country which the person is traveling from, (5) the nature of the luggage 

the person has, (6) the type of currency the person carries, and (7) the person’s demeanor. Vega-

Barvo at 1350. “Many of the factors supporting reasonable suspicion will seem innocent enough 

if evaluated independently and without the expertise of an experienced customs inspector.” Id. 

While the Supreme Court recognizes that facts that may be meaningless to the layman may have 

a significant meaning to trained law enforcement officials when combined with legitimate 

deductions, such facts work to form a legitimate basis for suspicion of a traveler. Id. Courts have 

even justified inspector’s suspicions based on a “‘common-sense conclusio[n] about human 

behavior’ upon which ‘practical people,’-including government officials, are entitled to rely.” 

United States v. Montoya de Hernandez, 473 U.S. 531, 542 (1985). The Court in Montoya de 

Hernandez also considered that the trained customs agents had encountered many similar drug 

offenses in coming to the decision to rule in favor of the Government. Id. at 542. 

In the instant case, on February 6, 2018, Defendant Mendoza was identified as a suspected 

traveler upon his entry into the Cape Adams International Airport. Michaels Aff. ¶ 13. JANET, a 

program implemented and relied upon by trained law enforcement officials, flagged Defendant 

Mendoza as a suspicious traveler. Additionally, subsequent observations revealed more 

questionable behavior. JANET’s record of Mendoza revealed that the Defendant traveled on thirty-

four flights between February 6, 2018 and March 31, 2018. Id. JANET also discovered that: 

(1) traveled alone on all aforementioned flights; (2) changed clothes while on 
aforementioned flights 1, 3, 5, 8, 13, 22, 23, 25, and 34; (3) traveled with only 
a blue duffle bag on all aforementioned flights; (4) observed his surroundings 
prior to making any phone call in the airport; (5) used a privacy protector on his 
laptop screen and phone; and, (6) did not drink alcohol prior to or during any 
aforementioned flight. 

 



  1864P 
 

 19 

Id. at ¶ 14. Also, upon locating the phone in the Defendants bag, Agent Michaels discovered that 

the contents of the phone had been erased. Id. at ¶ 21. 

 An experienced customs agent, like Agent Michaels, would consider the totality of these 

circumstances to find that a reasonable suspicion does in fact exist. Agent Michaels has twenty-

two years of experience encountering drug related offenses. Id. at ¶ 2. Agent Michaels’ extensive 

training in the area of drug trafficking offenses in combination with his observations of the 

Defendant’s actions are enough to satisfy the requisite reasonable suspicion.  

This Court should deny Defendant’s Motion to Suppress because the Government did not 

violate his Fourth Amendment right to be free from unreasonable searches when it conducted a 

forensic search of his phone without a warrant supported by probable cause. 

CONCLUSION 
 

For the aforementioned reasons, the Government requests this Court to (1) reject 

Defendant’s motion to dismiss Count Two; and (2) reject Defendant’s motion to suppress 

evidence.  

 
Respectfully Submitted,  
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