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Now comes Defendant Jason Mendoza, through his attorneys 1864, and submits this 

Memorandum in Support of his Motions to Dismiss and Suppress.  

INTRODUCTION 
 

This case arises out of the violation of the Defendant’s Fourth and Fifth Amendment 

constitutional rights.  The Defendant, Mr. Jason Mendoza was illegally monitored by a Department 

of Homeland Security program known as “Fun and Friendly Skies” for a duration of seven and a 

half weeks, resulting in his eventual questioning. During this questioning a Department of 

Homeland Security Special Agent seized Mr. Mendoza’s cellular phone and subjected it to an 

unconstitutional search. The constant monitoring by the unconstitutional program and the resulting 

seizure of the Defendant’s phone is a blatant violation of Mr. Mendoza’s Fourth Amendment right 

to privacy. Accordingly, Defendant brings this motion to suppress, and urges the Court to suppress 

all evidence obtained by the government as a result of the Fun and Friendly Skies Program, as well 

as the resulting forensic search of Mr. Mendoza’s cellular telephone. 

As a consequence of the unconstitutional surveillance program, Mr. Mendoza was later 

falsely arrested for Arson. The government indicted the Defendant under a sentence enhancement 

statute for allegedly possessing a destructive device in furtherance of a “crime of violence.” The 

statute the government indicted the Defendant under, as well as nearly identical clauses in other 

statutes, have repeatedly been held unconstitutionally vague under the Fifth Amendment. 

Defendant therefore urges this Court to deem this statute unconstitutionally vague and to dismiss 

Count Two against the Defendant with prejudice.  
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STATEMENT OF FACTS 
 

In 2014, Jason Mendoza started working as an independent food and beverage distributor 

for “The Wing Dump” and shortly thereafter1 began traveling internationally to connect with 

vendors and suppliers across the globe. Michaels Aff. ¶ 16–17. As an unexpected result, roughly 

two years later, his business travel would result in him being labeled a “suspected traveler” by 

the Department of Homeland Security (“DHS”). Id. at ¶¶ 7, 13.  

On February 1, 2018, the DHS launched the “Fun and Friendly Skies” domestic 

surveillance program (“FFS”) to monitor travelers in an effort to mitigate the threat of unknown 

or partially known terrorists. Id. at ¶ 8. Individuals who are selected for surveillance are then 

watched by Federal Air Marshals (“FAMs”) for their conduct in and around the airport as well as 

on their next flight. Id. at ¶ 9–11. While the program is promoted as being entirely run by an 

objective software program known as the Justified Assessment and Notification Emergency 

Tracker (“JANET”), that claim is not entirely accurate. Michaels Aff. ¶ 9; Claire Dep. 8: 8–10. 

In order to be flagged for surveillance and inputted into JANET for further analysis, a border 

agent must first manually flag the individual and put them into the system. Claire Dep. 8: 9–10.  

On February 6, 2018, Mr. Mendoza was allegedly identified and entered into the JANET 

system upon his re-entry into the United States. Michaels Aff. ¶ 13. At that time, the FFS 

program began tracking Mr. Mendoza’s travel patterns and behavior for the following seven and 

a half weeks until he was ultimately pulled for questioning on March 31, 2018 at Cape Adams 

International Airport (“CAA”). Id. at ¶ 6, 13–14.  

Special Agent Shawn Michaels (“Agent Michaels”), an agent with the DHS, questioned 

Mr. Mendoza about his occupation and recent international travel. Id. at ¶ 16. After questioning 

                                                
1 Circ. October 26, 2015. Michaels Aff. ¶ 26.  
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Mr. Mendoza, Agent Michaels conducted a search of Mr. Mendoza’s personal effects2 inside of 

his duffel bag. Id. at ¶ 18. While returning the items back into the bag, Agent Michaels located 

an iPhone 6 inside of a side pocket and requested Mr. Mendoza unlock it. Id. at ¶ 19–20. 

After being informed by Agent Michaels that he “had no privacy while at the border,” 

Mr. Mendoza provided the password to unlock his phone. Id. at ¶ 20. Shortly thereafter, Agent 

Michaels discovered that the iPhone 6 had been erased to factory settings and informed Mr. 

Mendoza that; (1) he would be seizing his phone for further investigation; (2) Mr. Mendoza was 

free to leave. Id. at ¶ 21–23.  

On the same date, Agent Michaels instructed DHS Cyber Analyst Vic Sengupta to 

perform a forensic search on the phone. Id. at ¶ 25. Sengupta returned the results of that search 

on April 20, 2018, revealing hundreds of text messages allegedly between Mr. Mendoza, and his 

work colleagues.  

Based on the information obtained during his interview with Mr. Mendoza, Agent 

Michaels investigated the security footage outside of “The Wing Dump” (Mr. Mendoza’s place 

of business in the Cape Adams area). Id. at ¶ 33–36. Based on his observations of the footage, 

Agent Michaels concluded that Mr. Mendoza was allegedly unlawfully distributing Heroin and 

filed an affidavit to establish probable cause for an arrest warrant. Id. at ¶ 39.  

On April 31, 2018, Agent Michaels received a tip that Mr. Mendoza’s vehicle had been 

located a short distance away from where an anonymous caller claimed to have seen a man 

matching Mendoza’s description, at 2:41 a.m., throwing an unknown flaming object into a 

bakery. Michaels Supp. Aff. ¶ 4–5. Shortly thereafter, Agent Michaels located Mr. Mendoza 

entering his vehicle and arrested him. Id. at ¶ 6.  

                                                
2 Agent Michaels discovered several electronic items made by Apple Inc. (computer and chargers), a notebook, and 
a cell phone in addition to the one Mr. Mendoza was using at the time. Id. at ¶ 18.  
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On May 23, 2018, Mr. Mendoza was indicted by a Grand Jury on the following charges: 

(Count 1) Distribution of Controlled Substance (21 U.S.C. § 841(a)(1)); (Count 2) Possession of 

a Destructive Device in Furtherance of a Crime of Violence (18 U.S.C. § 924(c)(1)(B)(ii)). 

Indict. at 1.  

ARGUMENT 
 

I. THE RESIDUAL CLAUSE OF SECTION 924(c) IS UNCONSTITUTIONALLY 
VAUGE AND THIS COURT SHOULD DISMISS COUNT TWO WITH 
PREJUDICE.  
 

Count two alleges Mr. Mendoza was in possession of a destructive device in furtherance 

of a “crime of violence” in violation of 18 U.S.C. § 924(c)(1)(B)(ii). The underlying alleged “crime 

of violence” for the charge was Arson, in violation of 18 U.S.C. § 844(i). Under 18 U.S.C. § 

924(c)(3), a “crime of violence” is defined as follows:  

(3) For purposes of this subsection the term “crime of violence” means an offense 
that is a felony and-- 
(A) has as an element the use, attempted use, or threatened use of physical force 
against the person or property of another, or 
(B) that by its nature, involves a substantial risk that physical force against the 
person or property of another may be used in the course of committing the offense. 

 
The section of § 924(c)(3), defining “crime of violence” contains two clauses. The first 

clause, § 924(c)(3)(A), is referred to as the elements clause. The second clause, § 924(c)(3)(B), is 

referred to as the residual clause. As indicated by Judge Nicholas Byrne during a June 13, 2018 

status conference on this issue, and as conceded to by the Government during the same conference, 

the underlying charge of Arson under § 844(i) does not meet the elements clause of § 924(c)(3). 

June 13, 2018 Status Conference Tr. 5:6–13. See also, United States v. Salas, 889 F.3d 681, 684 

(10th Cir. 2018). Because the residual clause is the only avenue to move forward on Count Two, 

the applicability of the elements clause is not discussed herein. Id.  
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A. The Residual Clause of Section 924(c) is Unconstitutionally Vague and is a 
Violation of Mendoza’s Fifth Amendment Rights. 
 

The Fifth Amendment of the United States Constitution states “[n]o person shall be . . . 

deprived of life, liberty, or property, without due process of law.” U.S. Const. Amend. V. The 

government violates a defendant’s Fifth Amendment rights by taking someone’s life, liberty, or 

property under a criminal law that “is so vague that it fails to give ordinary people fair notice of 

the conduct it punishes, or so standardless that it invites arbitrary enforcement.” Johnson v. United 

States, 135 S. Ct. 2551, 2556 (2015); Kolender v. Lawson, 461 U.S. 352, 357–58 (1983). The 

Supreme Court has long held the prohibition of vagueness in criminal statutes “is a well-

recognized requirement, consonant alike with ordinary notions of fair play and the settled rules of 

law.” Connally v. General Constr. Co., 269 U.S. 358, 391 (1926).  

The void-for-vagueness doctrine guarantees that citizens have “fair notice” of the conduct 

a statute proscribes. Sessions v. Dimaya, 138 S. Ct. 1204, 1212 (2018); Papachristou v. 

Jacksonville, 405 U.S. 156, 162 (1972). The doctrine requires Congress define what conduct is 

and is not punishable instead of leaving that power to the executive or judicial branch. Kolender, 

461 U.S. at 358 n.7.  

Although the issue of the residual clause contained in § 924(c)(3) is an issue of first 

impression for this Court and the courts in its district, the Supreme Court has held similar, nearly 

identical, clauses in other criminal statutes unconstitutional. Additionally, appellate courts have 

addressed this issue and held the residual clause of § 924(c)(3) unconstitutionally vague.3 

Accordingly, this Court should hold the residual clause of § 924(c)(3) unconstitutional.  

                                                
3 See In re Hubbard, 825 F.3d 225, 230 n.3 (4th Cir. 2016); United States v. Cardena, 844 F.3d 959 (7th Cir. 2016); 
United States v. Salas, 889 F.3d 681, 686 (10th Cir. 2018); United States v. Eshetu, 898 F.3d 36 (D.C. Cir. 2018). 
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i. Johnson Establishes Two Reasons That Together Make a Residual Clause 

Unconstitutionally Vague.   

The Supreme Court in Johnson v. United States examined the residual clause of the Armed 

Career Criminal Act’s (“ACCA”) and deemed it too vague to provide adequate notice under the 

Due Process Clause. 135 S. Ct. 2551 at 2557. Federal law prohibits felons, among other 

individuals, from owning or possessing firearms. 18 U.S.C. § 822(g). If the violator has three or 

more earlier convictions for a “serious drug offense” or a “violent felony,” the ACCA increases 

the penalty for violators from a maximum of ten years in prison, to a minimum of fifteen years, 

and a maximum of life in prison. Johnson, 135 S. Ct. at 2555 (citing 18 U.S.C. § 924(e)(1)). In 

pertinent part, the ACCA defines “violent felony” as a felony that . . .  “(ii) is burglary, arson, or 

extortion, involves use of explosives, or otherwise involves conduct that presents a serious 

potential risk of physical injury to another.” 18 U.S.C. § 924(e)(2)(B)(ii).  

Similar to § 924(c), the ACCA also contains a residual clause: “or otherwise involves 

conduct that presents a serious potential risk of physical injury to another.” Id. (emphasis added). 

The Supreme Court held that the ACCA’s residual clause was void for vagueness and that 

imposing an increased sentence under the act violated the Constitutional guarantee of Due Process. 

Johnson, 135 S. Ct. at 2560. The Court held that the “indeterminacy of the wide-ranging inquiry 

required” by the ACCA’s residual clause denied “fair notice to defendants and invites arbitrary 

enforcement by judges” and was therefore a violation of due process constitutional rights of the 

defendant. Id. at 2557.  

 Under Johnson, the virtually indistinguishable residual clause in § 924(c)(3) is also 

unconstitutional. The Supreme Court in Johnson invalidated the residual clause of the ACCA for 

two fatal flaws: it “leaves grave uncertainty about how to estimate the risk posed by a crime,” and 
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“uncertainty about how much risk it takes for a crime to qualify as a violent felony.” Id. at 2557–

58. The residual clause contained in § 924(c)(3)(B) contains those same two fatal flaws. Using the 

residual clause to classify an underlying crime as a “crime of violence” therefore violates the 

Defendant’s Fifth Amendment due process rights.   

ii.  Dimaya Applies the Johnson Test To Hold a Residual Clause Identical to 

§ 924(c)(3)(B) as Unconstitutionally Vague.  

 Post Johnson, the Supreme Court in Sessions v. Dimaya examined a definition of “crime 

of violence” in 18 U.S.C. § 16, that is almost identical to that in § 924(c)(3), and held it to also be 

unconstitutionally vague. 138 S. Ct. 1204, 1216 (2018). In Dimya, the defendant was a lawful 

permanent resident of the United States with two convictions for burglary under California Law. 

Id. at 1211. The Immigration and Nationality Act (“INA”) provides that any alien convicted of an 

“aggravated felony” after entering the United States will be deported. 8 U.S.C. §§ 

1227(a)(2)(A)(iii). The INA considers “crimes of violence”, as defined in 18 U.S.C. § 16, as 

aggravated felonies. 8 U.S.C. § 1101(a)(43)(F).  

Identical4 to § 924(c)(3), the definition of “crime of violence” contained in § 16 is divided 

into two clauses: § 16(a), the elements clause, and § 16(b), the residual clause.  Section 16 defines 

a “crime of violence” as:  

(a) an offense that has as an element the use, attempted use, or threatened use of 
physical force against the person or property of another, or 
(b) any other offense that is a felony and that, by its nature, involves a substantial 
risk that physical force against the person or property of another may be used in the 
course of committing the offense. 
 

                                                
4 For ease of comparison, § 924(c)(3)(B) provides:  

(B) that by its nature, involves a substantial risk that physical force against the person or property 
of another may be used in the course of committing the offense.  

With the exception of “any other offense that is a felony and that,” in § 16(b), the residual clauses in both statues is 
identical in terms of text and punctuation.   
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18 U.S.C. § 16. The Supreme Court in Dimaya held that “Johnson effectively resolved the case 

now before us” because “§ 16’s residual clause has the same two features as ACCA’s, combined 

in the same constitutionally problematic way.” Dimaya, 138 S. Ct. at 1214. In that same sense, 

Johnson and Dimaya resolve the issue at hand in this case. Section 924(c)(3)’s residual clause 

contains the same two problematic features contained in the ACCA and § 16’s residual clauses: it 

“leaves grave uncertainty about how to estimate the risk posed by a crime,” and “uncertainty about 

how much risk it takes for a crime to qualify as a violent felony.” Johnson 135 S. Ct. at 2557–58.  

 Because the residual clause of § 924(c)(3) is identical in text and punctuation to that of the 

residual clause that Dimaya held unconstitutionally vague, this Court has no option but to follow 

precedent and hold the residual clause in § 924(c)(3) a violation of the Defendant’s Due Process 

rights.  

iii. Other Circuits Have Held § 924(c)(3) Unconstitutionally Vague.  

Post Johnson and Dimaya, many other appellate courts have held the residual clause of § 

924(c)(3) unconstitutional. The United States Court of Appeals for the Fourth Circuit, Seventh 

Circuit, Tenth Circuit, and District of Columbia have addressed the issue and held the residual 

clause of § 924(c)(3) unconstitutionally vague. See In re Hubbard, 825 F.3d 225, 230 n.3 (4th Cir. 

2016); United States v. Cardena, 844 F.3d 959 (7th Cir. 2016); United States v. Salas, 889 F.3d 

681, 686 (10th Cir. 2018); United States v. Eshetu, 898 F.3d 36 (D.C. Cir. 2018).  

In Salas, where the defendant used a molotov cocktail to firebomb a business, a situation 

identical to the instant case, the Tenth Circuit held that “[u]ltimately, § 924(c)(3)(B) possesses the 

same features as the ACCA’s residual clause and §16(b) that combine to produce ‘more 

unpredictability and arbitrariness than the Due Process clause tolerates.’” Salas, 889 F.3d at 686  

(citations omitted). The court accordingly vacated the defendant’s conviction for using a molotov 
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cocktail in furtherance of arson under § 924(c). Id. This Court should follow the reasoning of the 

Tenth Circuit’s identical case and hold § 924(c)(3)(B) unconstitutionally vague.  

Most recently in Eshetu, the D.C. Circuit, post Dimaya, granted a rehearing and held that 

“section 924(c)(3)(B) is void for vagueness” since it was “materially identical” to the residual 

clause struck down in Dimaya. Eshetu, 898 F.3d at 37 (internal quotations omitted). This Court 

should follow the reasoning of the D.C. Circuit and hold § 924(c)(3)(B) unconstitutionally vague 

in light of Dimaya. 

While other courts have upheld the constitutionality of the residual clause in § 924(c)(3), 

these holdings were prior to the binding authority of Dimaya, which invalidates a residual clause 

identical to § 924(c)(3)(B). Salas, 889 F.3d at 686 (10th Cir. 2018).5 The only court to uphold § 

924(c)(3)(B) while finding § 16(b) unconstitutional is the Sixth Circuit in Taylor. United States v. 

Taylor, 814 F.3d 340, 379 (6th Cir. 2016). The court, however, prefaces their holding on a 

determination of guilt being made by a jury in the same proceeding and that the risk be based on 

the defendant’s actual conduct. Salas, 889 F.3d at 686 (citations omitted). As explained below, 

this Court is required to use the categorical approach and not the actual Defendant’s alleged 

conduct. Accordingly, this Court should join the majority of circuits in holding § 924(c)(3)(B) 

unconstitutionally vague.   

B. This Court is Required to Apply a Categorical Approach to Determine 
Whether a Purported Offense is a “crime of violence.” 
 

Inherent with a discussion regarding the unconstitutional vagueness of § 924(c)(3)’s 

residual clause, is a discussion of the court’s use of the “categorical approach.” As the Supreme 

Court did in Johnson and Dimaya, this Court must use the categorical approach to determine 

                                                
5 See United States v. Garcia, 857 F.3d 708, 711 (5th Cir. 2017); Ovalles v. United States, 861 F.3d 1257, 1265 
(11th Cir.) (reh’g en banc granted, opinion vacated, 889 F.3d 1259 (11th Cir. 2018)).; United States v. Prickett, 839 
F.3d 697, 699 (8th Cir. 2016); United States v. Hill, 832 F.3d 135, 150 (2d Cir. 2016). 
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whether a purported offense constitutes a “crime of violence” under § 924(c)(3)(B). The 

categorical approach does not look at whether “the particular facts” created a substantial risk, nor 

whether “the statutory elements of a crime require (or entail) the creation of such a risk in each 

case that the crime covers.” Dimaya, 138 S. Ct. at 1211 (citing Leocal v. Ashcroft, 543 U.S. 1, 7 

(2004)).  

Instead, the categorical approach looks to the “nature of the offense” or asks if “the ordinary 

case” of an offense poses the requisite risk. Id. at 1211 (citing James v. United States, 550 U.S. 

192, 208 (2007)).  

The Supreme Court has applied the categorical approach to both the residual clause of the 

ACCA and the identical residual clause in § 16(b). Dimaya, 138 S. Ct. at 1211; Johnson, 135 S. 

Ct. at 2556 (2015); Taylor v. United States, 495 U. S. 575, 601(1990). Because the residual clause 

in § 924(c) is textually identical to that in § 16(b), this Court should apply the categorical approach 

in the instant case.  

When applying the categorical approach to the identical residual clause in § 16(b), the 

Supreme Court in Dimaya looked to the text of the statute. The Court held that “the words ‘by its 

nature’ in §16(b) even more clearly compel an inquiry into an offense’s normal and characteristic 

quality—that is, what the offense ordinarily entails.” Dimaya, 138 S. Ct. at 1211. The text of the 

residual clause of § 924(c)(3)(B) begins with the same words as those in § 16(b): “that by its 

nature.” 18 U.S.C. § 924(c)(3)(B). As the Supreme Court held in Dimaya, references to a 

“conviction,” “felony,” or “offense,” should be “read naturally” to denote the “crime as generally 

committed.” Dimaya, 138 S. Ct. at 1217. 

Had Congress intended for judges to consider a criminal’s actual conduct “it presumably 

would have said so; other statutes, in other contexts speak in just that way.” Id. at 1218 (citing 
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Descamps v. United States, 570 U.S. 254, 267 (2013)).  Accordingly, this Court has no choice but 

to follow Supreme Court precedent in applying the categorical approach.  

The importance of recognizing the categorical approach as the correct standard is that 

Johnson and Dimaya expressly included the function of the categorical approach in their reasoning 

when holding residual clauses unconstitutionally void. The Supreme Court held that under the 

categorical approach the court must determine “the kind of conduct that the crime involves in ‘the 

ordinary case.’” Johnson, 135 S. Ct. at  2557 (citation omitted). Furthermore, the court must then 

“judge whether that abstraction presents a serious potential risk of physical injury.” Id. The Court 

then held that it was those “two features of the residual clause [that] conspire to make it 

unconstitutionally vague.” Id. The Court questioned how one was supposed to decide what was 

considered an ordinary case: “A statistical analysis of the state reporter? A survey? Expert 

evidence? Google? Gut instinct?” Id. (citations omitted). 

As the Supreme Court in Dimaya held in reference to § 16(b), § 924(c)(3)’s residual clause 

violates these two notions in the same manner. It first requires a court to formulate a “ordinary 

case” to measure the crime’s risk. It then also creates “uncertainty about the level of risk that makes 

a crime ‘violent.’” Dimaya, 138 S. Ct. at 1215. Because the residual clause in in the instant case 

has the two fatal flaws that conspire to make the residual clause in § 16(b) and the ACCA 

unconstitutionally vague, this Court has no option but to hold § 924(c)(3)(B) in violation of the 

Defendant’s Due Process rights.  

II. THIS COURT SHOULD SUPPRESS ALL EVIDENCE OBTAINED BY THE 
GOVERNMENT AS A RESULT OF THE FUN AND FRIENDLY SKIES 
PROGRAM AS WELL AS THE FORENSIC SEARCH OF MR. MENDOZA’S 
CELLULAR TELEPHONE. 
 

While the Constitution grants many inalienable rights, those enumerated in the 

Fourth Amendment lay the foundation for Criminal Procedure in America.  
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The right of the people to be secure in their persons, houses, papers, and effects, 
against unreasonable searches and seizures, shall not be violated, and no Warrants 
shall issue, but upon probable cause, supported by Oath or affirmation, and 
particularly describing the place to be searched, and the persons or things to be 
seized. 
 

U.S. Const. Amend. IV. “When an individual seeks to preserve something as private and his 

expectation of privacy is one that society is prepared to recognize as reasonable we have held that 

official intrusion into that private sphere generally requires a warrant supported by probable 

cause.” Carpenter v. United States, 138 S. Ct. 2206, 2213 (2018).  

When those rights are violated outside of a proper exception, as they were here, the 

evidence obtained as a result of that constitutional violation must be suppressed in order to avoid 

a miscarriage of justice. Silverthorne Lumber Co. v. United States, 251 U.S. 385, 392 (1920) (“If 

a government actor obtains evidence in a way that violates a defendant’s constitutional rights that 

evidence, or evidence that follows from that discovery cannot be used.”). 

As set forth below, this Court should suppress all evidence (1) obtained by the Government 

through the Fun and Friendly Skies program, and (2) through the forensic search of Mr. Mendoza’s 

phone.  

A. FFS is Unconstitutional, Therefore, All Evidence Obtained Through the 
Program Is Inadmissible as Fruit of the Poisonous Tree.   
 

i. Jones Established Controlling Precedent that Tracking a Person’s Travel 
Behaviors Without Probable Cause/Reasonable Suspicion or a Warrant is 
Unconstitutional.  
 

It is established precedent that the installation of a GPS device on a target’s vehicle to 

monitor movements constitutes a search under the Fourth Amendment. United States v. Jones, 565 

U.S. 400, 404 (2012) . “GPS monitoring generates a precise, comprehensive record of a person's 

public movements . . . her familial, political, professional, religious, and sexual associations . . . 

[a]nd . . . evades the ordinary checks that constrain abusive law enforcement practices.” Jones, 565 
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U.S. at 415–16  (Sotomayor, J. Concurring) (internal quotations and citations omitted). As the facts 

showed, “[p]hysical intrusion is now unnecessary to many forms of surveillance.” Id. at 414.  

In line with the Court’s decision in Katz, years earlier, the foundation underlying the Jones 

holding was about the protection of people, not the physical car. Id. at 406. In Katz v. United States, 

the Supreme Court set out a two pronged test to decide whether an individual’s Fourth Amendment 

rights were violated. 389 U.S. 347, 361 (1967) (Harlan, J. Concurring). We must ask, (1) did the 

Defendant have a subjective expectation of privacy, and (2) does society accept that expectation 

as reasonable? Id. In Jones, the expectation of privacy at issue was “the sum of one’s public 

movements” and that expectation of privacy was found to be one that society accepts as reasonable.  

Jones, 565 U.S. at 416. Therefore, as Jones is applied today, police powers can conduct 

surveillance on targets movements if a warrant is obtained (meaning that there is probable cause 

to support such surveillance).  

ii. As Currently Executed, FFS is Unconstitutional Under the Fourth 
Amendment. 

 
On February 1, 2018, the DHS launched the Fun and Friendly Skies domestic surveillance 

program. Michaels Aff. ¶ 8. The FFS program “monitors citizens in an effort to mitigate the threat 

of unknown or partially-known terrorists” using an algorithm known as the Justified Assessment 

and Notification Emergency Tracker (“JANET”) that automatically screens “[a]ll United States 

citizens who enter the country through a Port of Entry.” Id. at ¶ 8–9.  

1. Parameters of FFS Application. 
 

As detailed in Special Agent Shawn Michaels (“Agent Michaels”) Affidavit, the 

government claims that FFS is run in the following way; (1)Individuals are selected for monitoring 

by JANET when they enter the country through a Port of Entry; (2) Because a computer system is 

making these determinations, factors such as age, gender, and race or ethnicity are not considered 
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when deciding who should be targeted; (3)Once an individual is originally screened at a Port of 

Entry, JANET looks at the individuals travel patterns and conduct in and around the airport6 and 

provides continuous notification to Federal Air Marshals (FAMs); (4)When an individual is 

selected for further surveillance, a team of FAMs are placed on that individuals next flight. Those 

FAMs further monitor the conduct of the individual while on the flight. Id. ¶ 9–11.  

2. Inconsistencies Between the Alleged Guidelines and the Actual 
Application of FFS.  

 
A look at the facts of the instant case, however, show that the FFS program is not running 

how the Government purports it to be. There are two pieces of evidence that are worth this Court 

taking notice of in coming to a conclusion: (a) JANET has information in its database that pre-

dates when Jason Mendoza was first identified as a suspected traveler; (b) the deposition testimony 

of Mindy St. Claire negates the alleged objectivity of the FFS program.  

a. JANET Contains Information Outside the Purview of 
FFS. 

 
According to the affidavit of Agent Michaels, Mr. Mendoza was “first identified as a 

suspected traveler under FFS on February 6, 2018 upon his re-entry into the United States at CAA 

on a direct flight from Vancouver. Michaels Aff. ¶ 13. Additionally, upon Agent Michaels review 

of the JANET system before questioning Mr. Mendoza at CAA, Agent Michaels reviewed a flight 

log detailing thirty-four of Mr. Mendoza’s flights between the dates of February 5, 2018 and March 

31, 2018. Id. at ¶ 13. The JANET record revealed several pieces of information about Mr. 

Mendoza’s behavior both before and during these flights. Id. at ¶ 14. Specifically, the JANET 

program revealed data that Mr. Mendoza had “(1) traveled alone on all the aforementioned flights,” 

                                                
6 Such conduct can include anything from “movement inside terminals, boarding times and methods, nature of 
luggage or other items located with or on the suspect traveler, eating or drinking patterns, physical observations, and 
interactions with other passengers,” as well as “manner of transportation to and from the airport.” Id. at ¶11.  
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and “changed clothes while on aforementioned flights 1,3,5,8...” Id. A closer look at a selection of 

the flight log shows why this information is suspect.  

 

Id. at ¶ 13. The first concern here is the date discrepancy. Agent Michaels stated that Mr. Mendoza 

was first identified as a suspected traveler on February 6, 2018 upon his re-entry into the United 

States at CAA from Vancouver. Id. Mr. Mendoza’s flight log, however, shows that on the date in 

question he was in Los Angeles, California. Id. Mr. Mendoza did not arrive at CAA until February 

10, 2018, four days later. Id. This first raises questions about the accuracy of the JANET system. 

At which port of entry was Mr. Mendoza identified as a suspected traveler? 

 The second concern is JANET’s reporting of Mr. Mendoza’s behavior. According to the 

FFS protocol as detailed by Agent Michaels, once an individual is identified at a port of entry and 

assessed/chosen by the JANET system to be watched further, the FAMs begin their surveillance. 

Id. at ¶ 10–12.  However, even if this Court is to believe that Agent Michaels misspoke in his 

Affidavit regarding when Mr. Mendoza was entered into the JANET system, the system contains 

information it should not.  

Once a traveler is identified for surveillance, that traveler is allegedly watched on 

subsequent domestic flights from that point on. Id. at ¶ 12. However, JANET contained data that 

Mr. Mendoza had changed his clothes during his international flight on February 5, 2018 to Los 

Angeles, CA from Singapore. Id. at ¶ 13. This flight pre-dates Mr. Mendoza being identified in 

the JANET system as a suspected traveler. Id. Mr. Mendoza was allegedly not being watched by 
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FAMs at that point based on FFS protocol––meaning––not only is this information that JANET 

should not contain, but also indicates that Mr. Mendoza was being watched before the time alleged 

by the government.  

The same issue arises if Agent Michaels did not misspeak. If Mr. Mendoza was entered 

into the JANET system as a suspected traveler upon his entry into CAA from Vancouver on 

February 10, 2018 instead, then the information obtained by Agent Michaels (via JANET) only 

proves further that Mr. Mendoza was being tracked and watched before the government alleges 

they began their surveillance.  

b. Subjective Intent of FFS. 
 

Additionally, the deposition of Mindy St. Claire raises further concerns about the actual 

application of the FFS program. Mrs. St. Claire worked as an agent with the U.S. Customs and 

Border Protection until March 10, 2018 and witnessed the FFS program first hand. Claire Dep. 

5:4; 6:11–16. First, while the FFS program purports to be run by a computer program to create an 

objective basis for the travelers selected, in practice the travelers are selected by humans in a 

subjective manner with “no oversight or criteria for that initial input.” Michaels Aff. ¶ 9–11; Claire 

Dep. 8:9–14. Additionally, custom agents are financially incentivized to flag travelers through a 

$5,000 bonus for those traveler’s that border agents flag that result in an eventual arrest. Id. at 

8:15–17; 9:6–7.  

While “all US citizens are automatically screened at a Port of Entry,” they are then 

“removed from FFS and JANET if no suspicious conduct is observed.” Id. at 8:20–22. Meaning 

that Mr. Mendoza had to be selected as a “suspected traveler” by a human, resulting in several 

unanswered questions. There is no information as to who flagged Mr. Mendoza and why, only that 

it happened. Yet, the decision of one border agent allowed the United States Government to 
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essentially place a “tail” on Mr. Mendoza and proceed to (1) follow his travel patterns both 

domestically and internationally for almost two months, and (2) monitor his behavior both in and 

out of ports of entry.7 

iii. Under the Doctrine of “Fruit of the Poisonous Tree,” Evidence Obtained 
Unconstitutionally is Inadmissible.  

 
If a government actor obtains evidence in a way that violates a defendant’s constitutional 

rights, that evidence, or evidence that follows from that discovery cannot be used. Silverthorne, 

251 U.S. at 392. The principle, coined “fruit of the poisonous tree” in Nardone, nullifies the 

evidence found and legal conclusions made via an unconstitutional search or seizure. Nardone v. 

United States, 308 U.S. 338, 341 (1939); See also, Wong Sun v. United States, 371 U.S. 471, 484–

86 (1963); United States v. Brown, 401 F.3d 588, 592 (4th Cir. 2005) (citing Taylor v. Alabama, 

457 U.S. 687, 694 (1982)) (“Evidence gathered as fruit of an unreasonable search or seizure is 

generally inadmissible against a defendant.”). 

This Court should find that this principle applies to the facts in the instant case. The 

evidence already shows that that the FFS program is unconstitutionally monitoring citizens in a 

more detailed and concerning manner than which the Supreme Court denounced in Jones. See 

Jones, 565 U.S. at 416. The Court established that an expectation of privacy in the sum of one’s 

movements is one that society accepts as reasonable. Id. Additionally, the Supreme Court 

continued to hold those same ideals in Carpenter v. United States when it held that the acquisition 

from wireless carriers of historical cell cite location information was a search. 138 S. Ct. 2206, 

2221 (2018). 

                                                
7 According to Agent Michaels, JANET provides information that not only comments on a suspected travelers 
actions in the airport but the actions out of it including things like a suspects “manner of transportation to and from 
the airport.” Michaels Aff. ¶ 11.  
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Meanwhile, in the instant case, the FFS program is tracking the movements and behavior 

of citizens for unrestricted periods of time based on the subjective observation of a customs 

employee motivated by a pecuniary gain to nominate as many travelers as possible for surveillance 

without any check as to the reasoning behind these decisions.8 Claire Dep. 8:9–14. This is directly 

analogous to what the Supreme Court was trying to prevent in Jones and Carpenter––the invasion 

of “big brother” monitoring the public’s every move.  

Whoever the suspect turns out to be, he has effectively been tailed every moment 
of every day for five years, and the police may – in the Government’s view – call 
upon the results of that surveillance without regard to the constraints of the Fourth 
Amendment. Only the few without cell phones could escape this tireless and 
absolute surveillance. 
 

Carpenter, 138 S. Ct. at 2218.  

Because the FFS program violated Mr. Mendoza’s constitutional rights in this manner, it 

is only logical that any evidence derived as a result of that program be suppressed. But for FFS, 

Mr. Mendoza would never have been pulled to the side at CAA. But for FFS, Agent Michaels 

would not have seized Mr. Mendoza’s phone and received the report from the forensic search. But 

for the FFS, Agent Michaels would not have interviewed Mr. Mendoza which lead to his 

investigation of the security footage tapes outside of “The Wing Dump.” The unconstitutionality 

of the FFS program makes clear that all of the Government’s evidence is inadmissible and 

therefore should be suppressed.  

B. Even if This Court Finds That FFS is Constitutional, the Forensic Search of 
Mr. Mendoza’s Cellular Telephone Violated His Fourth Amendment Rights.  

 
If this Court does not find that the FFS program is unconstitutional, the information 

resulting from the forensic search of Mr. Mendoza’s phone is still inadmissible. While an 

                                                
8 “The amendment seeks to secure “the privacies of life” against “arbitrary power.” Carpenter, 138 S. Ct. at 
2214 (quoting Boyd v. United States, 116 U.S. 616, 630) (1886) (emphasis added).  
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individual never per se “loses” their Fourth Amendment rights, the requirements to conduct a 

search and seizure are changed at the borders as a matter of national security under the “border 

exception.” United States v. Ramsey, 431 U.S. 606, 616 (1977) (“[S]earches made at the border, 

pursuant to the longstanding right of the sovereign to protect itself by stopping and examining 

persons and property crossing into this country, are reasonable [in the absence of a warrant] simply 

by virtue of the fact that they occur at the border.”).  

While there is a different standard at our borders, “reasonableness remains the touchstone 

for a warrantless search. Even at the border, [this court has]  rejected an “anything goes approach.” 

United States v. Cotterman, 709 F.3d 952, 957 (2013). This touchstone of American democracy 

highlights that the evidence obtained from Mr. Mendoza’s phone should be suppressed for the 

following three reasons; (1) The forensic search of Mr. Mendoza’s phone is not fully protected by 

the border exception; (2) The search of Mr. Mendoza’s phone was not a routine search and as such 

this Court should follow the growing consensus through the circuits and governmental agencies 

that require a reasonable suspicion standard for such a search; (3) Agent Michaels did not have the 

reasonable suspicion necessary to conduct the forensic search of Mr. Mendoza’s phone.  

i. The Forensic Search of Mr. Mendoza’s Phone is Not Fully Protected by the 
Border Exception to the Fourth Amendment.  

 
The growing immersion of technology into our daily lives begs the question of where the 

line of privacy is drawn. In 2014, the Supreme Court addressed the expectation of privacy suspects 

have in their cellphone as part of a search incident to arrest (not at the border).  In Riley v. 

California, the Supreme Court addressed that issue and held that “officers must generally secure a 

warrant” before conducting a data search on a suspect’s cell phone. 134 S. Ct. 2473, 2485 (2014). 

In regards as to whether this principle applies at the borders, and if not – what is the proper 

protocol, the circuits are split.  



1864D 

 20 

The Eleventh Circuit has held that that Riley does not apply to border searches. See United 

States v. Vergara, 884 F. 3d 1309, 1310–11 (11th Cir. 2018); United States v. Touset, 890 F.3d 

1227, 1232 (11th Cir. 2018). While Riley requires officers to secure a warrant, the court in Vergara 

noted that “at most, border searches require reasonable suspicion.9” Vergara, 884 F.3d at 1311. 

The court in Touset put it simply, “searches at the border are reasonable without suspicion simply 

by virtue of the fact that they occur at the border.” Touset, 890 F.3d at 1232 (internal quotations 

and citations omitted). 

Meanwhile the Ninth, Fourth, and concurring justices on the Eleventh Circuit interpret the 

law differently. See Cotterman, 709 F.3d at 957, 960 (holding “reasonable suspicion” is required 

for the forensic search of the suspects laptop - “even at the border, individual privacy rights are 

not abandoned but balanced against the sovereign’s interests”). See also United States v. Kolsuz, 

890 F.3d 133, 144 (4th Cir. 2018) (holding in light of Riley, “a forensic border search of a phone” 

is only allowed upon “a showing of individualized suspicion”); Touset, 890 F.3d at 1238–39 

(Corrigan, J Concurring in part and concurring in the judgment) (stating that reasonable suspicion 

of criminal activity is required to detain electronic devices for forensic analysis).   

ii. At the Very Least, This Court Should Follow the Reasonable Suspicion 
Requirement for Non-Routine Searches.  

 
While circuits are split as to the treatment of electronic devices at the border, even the 

Eleventh Circuit agrees that reasonable suspicion is required for non-routine searches. Vergara, 

884 F.3d at 1311. See also, United States v. Montoya De Hernandez, 473 U.S. 531, 541 (1985). 

“In deciding whether a search rises to the level of non-routine, courts have focused primarily on 

how deeply it intrudes into a person’s privacy.” Kolsuz, 890 F.3d at 144; See also, United States 

                                                
9 A fact not thoroughly discussed in Vergara because the Defendant did not challenge whether the officers lacked 
reasonable suspicion to conduct a forensic search of his phones. Id.  
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v. Whitted, 541 F.3d 480, 485 (3d Cir. 2008); United States v. Braks, 842 F.2d 509, 511 (1st Cir. 

1988); United States v. Vega–Barvo, 729 F.2d 1341, 1346 (11th Cir. 1984) (all finding the same). 

As the majority in Kolsuz said, “smartphones and laptops contain the most intimate details of our 

lives.” Id. at 145; See also, Id. at 146–47 (“After Riley, we think it is clear that a forensic search 

of a digital phone must be treated as a non-routine border search, requiring some form of 

individualized suspicion.”). 

In January of this year, the United States Customs and Border Protection (“CBP”), as part 

of the Department of Homeland Security (“DHS”), released a new directive regarding the border 

search of electronic devices. U.S. Customs and Border Prot., CBP Directive No. 3340-049A, 

Border Search of Electronic Devices 5 (2018). This new directive, enacted before the incident in 

the instant case, directs agents authorized to perform border searches to proceed in a certain way 

depending on the type of search completed by the agent. Id. An agent may complete a “basic 

search” (any search that is not an advanced search) with or without suspicion. Id. at § 5.1.3. 

Meanwhile, an “advanced search,” is any search where an Officer “connects external equipment 

through a wired or wireless connection to an electronic device...to review, copy and/or analyze its 

contents.” Id. at § 5.1.4. In situations as described in § 5.1.4, the Officer needs a reasonable 

suspicion of activity in violation of the law. Id. These “basic” and “advanced search” directives 

are synonymous with the “routine” and “non-routine” distinctions respectively. Kolsuz, 890 F.3d 

at 148.  

 While the directive is not a constitutional mandate, and is merely agency policy and 

practices, it is highly persuasive as to the direction that this Court should look in making its 

decision. As described herein and below, these factors show why this Court should find that 

reasonable suspicion is required for a forensic search of a cell phone at the border:  
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(1) The majority of Circuits find that reasonable suspicion is required in forensically 

searching electronic devices; 

(2) The Supreme Court’s decision in Riley shows that the expectation of privacy in our cell 

phones is one that we accept as reasonable; and 

(3) Even the United States Government acknowledging the privacy interests of electronics 

at the border through their new directive that a reasonable suspicion is now required for a 

non-routine search of a cell phone. 

iii. The Search of Mr. Mendoza’s Phone Was Not a Routine Search.  
 

In the instant case, the search of Mr. Mendoza’s phone clearly fits into the non-routine 

exception as detailed by the circuit courts and the CBP. Mr. Mendoza’s cell phone was seized at 

the border by Agent Michaels. Michaels Aff. ¶ 22. Agent Michaels gave Mr. Mendoza’s phone to 

Cyber Analyst Vic Sengupta who then had use an external program (Lantern Triage v. 1.1802.220) 

to be able to analyze its contents. Sengupta Invest. Mem. at 1. The phone was then held by the 

CBP for over 30 days. Michaels Aff. ¶ 27. These facts alone show that the search of Mr. Mendoza’s 

phone was a non-routine search. See Cotterman, 709 F.3d at 960 (“[T]he reasonableness of a search 

or seizure depends on the totality of the circumstances, including the scope and duration of the 

deprivation.”); Kolsuz, 890 F.3d at 144 (“[E]ven at the border, individualized suspicion is 

necessary to justify certain highly intrusive searches, in light of the significance of the individual 

"dignity and privacy interests" infringed.”). See also, CBP Directive No. 3340-049A at § 5.1.4 

(defining an advanced10 search by “connecting: external equipment...to review, copy and/or 

analyze its contents.”) 

 

                                                
10 Also known as non-routine. Kolsuz, 890 F.3d at 148. 
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iv. Special Agent Shawn Michaels Did Not Have Reasonable Suspicion to 
Conduct a Forensic Search of Mr. Mendoza’s Phone.  

 
Based on this standard, Agent Michaels forensic search of Mr. Mendoza’s phone is still 

Constitutional if the Government can prove that Agent Michaels had reasonable suspicion to 

conduct the search. The Government will be unable to meet that burden.  

In Cotternman, the Ninth Circuit defined reasonable suspicion as “a particularized and 

objective basis for suspecting the particular person stopped of criminal activity.” Cotterman, 709 

F.3d at 968 (Harlan, J., Concurring) (emphasis added). See also, United States v. Bravo, 295 F.3d 

1002, 1008 (9th Cir. 2002) (“[W]e must look at the totality of the circumstances of [the] case to 

see whether the detaining officer had a particularized and objective basis for suspecting legal 

wrongdoing.”) (emphasis added).  

In defining “reasonable suspicion” the word “objective” is commonly used. Id. That is 

important for this Court to note because as described above, the factual basis upon which Agent 

Michaels based his decision to seize Mr. Mendoza’s phone was created by a party with a subjective 

interest in a pecuniary gain through marking Mr. Mendoza in the FFS program. As far as the 

current record shows, there is nothing objective that Agent Michaels could have used to sustain a 

reasonable suspicion other than the mere fact that Mr. Mendoza was subjectively selected for 

further review with FFS.  

Before Agent Michaels seized Mr. Mendoza’s property to complete a forensic search he 

knew the following: (1) Mr. Mendoza was selected as a suspected traveler under FFS; (2) He 

traveled alone; (3) He changed clothes on his flights; (4) Observed his surroundings prior to 

making phone calls; (5) used a privacy protector on his electronic devices; (6) did not drink alcohol 

prior to or during any tracked flight; (7) He worked for a restaurant chain currently expanding 
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overseas and requiring him to travel abroad to meet with vendors; (8) He owned Apple Electronics 

which included a phone that had been recently set to factory settings. Michaels Aff. ¶ 13–21.  

Other than Mr. Mendoza’s status as a suspected traveler under FFS (which is in question 

due to the subjective nature of the program), the only pieces of information that were available to 

Agent Michaels to determine if he had a “particularized and objective basis for suspecting the 

particular person stopped of criminal activity” were facts that are true to nearly all traveling 

businessmen. See Bravo, 295 F.3d at 1008 (“While an officer's experience is relevant to our 

inquiry, he may not base reasonable suspicion on broad profiles which cast suspicion on entire 

categories of people without any individualized suspicion of the particular person to be stopped.”). 

This showing of the facts proves that Agent Michaels could not have had the reasonable suspicion 

required to conduct a forensic search of Mr. Mendoza’s phone.  

CONCLUSION 
 

For the aforementioned reasons, the Defendant requests this Court to (1) dismiss Count 

Two as unconstitutionally vague in violation of Defendant’s Due Process rights and (2) suppress 

all information derived as a result of the unconstitutional Fun and Friendly Skies Program under 

the doctrine of “fruit of the poisonous tree,” or in lieu of that relief, suppress all information 

obtained from the unconstitutional search of Mr. Mendoza’s cellular phone without reasonable 

suspicion.  
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