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INTRODUCTION AND REQUEST FOR RELIEF 

Defendant moves for dismissal of Government’s Indictment Count 2, Possession of a 

Destructive Device in Furtherance of a Crime of Violence (18 U.S.C. § 924(c)(1)(B)(ii)) because 

the statute under which the charge is brought is unconstitutionally vague.  Defendant additionally 

moves for suppression and exclusion of evidence in Government’s Indictment Count 1, 

Distribution of Controlled Substance (21 U.S.C. § 841(a)(1)). Defendant moves to suppress and 

exclude all evidence obtained from the unlawful search and seizure of Defendant’s cellphone by 

Department of Homeland Security (DHS) officers from March 31, 2018, through April 20, 2018, 

and all of the investigative product resulting from the unlawful search and seizure.   

 Specifically, Defendant moves to suppress and exclude: 

1.  Cyber Analyst Investigative Memorandum (Exhibit A). 

2. All of the Data and information contained within Investigative Memorandum and reported 

by Cyber Analyst, Vic Sengupta.  

STATEMENT OF FACTS 

 On March 31, 2018, Shawn Michaels (“Michaels”) an agent with the Department 

of Homeland Security (“DHS”) received a telephone call regarding the detainment of an American 

citizen at the border (Michaels Aff. ¶ 6). At the time of this call, the American citizen had already 

been detained for fifteen minutes and by the time Michaels arrived at the border an additional thirty 

minutes passed. (Michaels Aff. ¶ 6). Upon arrival Michaels was debriefed by an agent at the border, 

who informed Michaels that the citizen being detained was Jason Mendoza (“Mendoza”). 

(Michaels Aff. ¶ 7).  

The Fun and Friendly Skies domestic surveillance program (“FFS”) began operations on 

February 1, 2018. (Michaels Aff. ¶ 8). The purpose of FFS is to monitor citizens who travel through 
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airports on domestic flights, in hope that the program will flag potential terrorists. (Michaels Aff. 

¶ 8). Since the program’s inception, it has monitored over 7,000 citizens, and in addition to the 

domestic information the program collects it also collects citizens information on international 

flights. (Michaels Aff. ¶ 8). The algorithm the FFS software uses to track citizens is labeled as the 

Justified Assessment and Notification Emergency Tracker (“JANET”). (Michaels Aff. ¶ 9). 

JANET targets individuals based upon an algorithmic analysis of a citizen’s behavior at the airport 

and travel history. (Michaels Aff. ¶ 9). Although the purpose of the FFS program is to mitigate the 

threat of terrorists, none of the citizens monitored under the program are included in the Terrorist 

Screening Database or are under any investigation. (Michaels Aff. ¶ 9).  

Upon entry to the holding room where the border-agent was detaining Mendoza, Michaels 

noticed Mendoza using a cell phone. (Michaels Aff. ¶ 15). Michaels introduced himself, then 

began to further detain and interrogate Mendoza. (Michaels Aff. ¶ 15). Michaels proceeded with 

searching Mendoza’s belongings (i.e. duffle bag) without permission or a warrant. (Michaels Aff. 

¶ 18). Michaels removed a cellphone from Mendoza’s bag, turned the phone on, and requested 

from Mendoza the password to access the phone. (Michaels Aff. ¶ 20). Mendoza provided the 

password to Michaels reluctantly, who discovered Mendoza’s phone had no data, history, or 

applications and was set to factory defaults.  (Michaels Aff. ¶ 21). Without any level of suspicion, 

Michaels seized Mendoza’s cellphone and informed Mendoza that a forensic search of the 

cellphone, lasting up to 30 days, would be performed. (Michaels Aff. ¶ 22).  Mendoza objected to 

the warrantless search and seizure of his cellphone and requested that his lawyer be present. 

(Michaels Aff. ¶ 22). Michaels told Mendoza he was free to leave the holding room because there 

was no basis for further detention, but Mendoza would not be able to take his cellphone with him. 

(Michaels Aff. ¶ 22). Mendoza collected the remainder of his belongings and left the holding room. 
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(Michaels Aff. ¶ 23). Michaels gave the phone to another agent who placed Mendoza’s seized 

cellphone in a bag. (Michaels Aff. ¶ 24). Mendoza’s cellphone was given to Vic Sengupta 

(“Sengupta”), a DHS Cyber Analyst. (Michaels Aff. ¶ 25). Sengupta was tasked with completing 

a forensic search of the cellphone to retrieve any data or information, including previously deleted 

items. (Michaels Aff. ¶ 25). All pertinent information recovered from the phone was submitted to 

Michaels via Sengupta’s Cyber Analyst Investigative Memorandum. (Michaels Aff. ¶ 25).  

On April 3, 2018, Michaels inquired with the Transportation Security Administration 

(“TSA”), about Mendoza’s travel history. (Michaels Aff. ¶ 26). More than half of the flights 

reported for Mendoza were international flights. (Michaels Aff. ¶ 26). On April 16, 2018, 

Michaels’ received a letter from the Federal Public Defender’s Office on behalf of Mendoza, which 

asserted Mendoza’s constitutional rights were violated during the interrogation and demanded 

return of Mendoza’s cellphone. (Michaels Aff. ¶ 27). Michaels failed to respond to Mendoza’s 

demand letter for return of Mendoza’s illegally seized phone. (Michaels Aff. ¶ 27; also See Exhibit 

4 (Letter from Public Defender’s Office to DHS Special Agent Shawn Michaels). Sengupta 

contacted Michaels on April 20, 2018 to inform Michaels that there were hundreds of text 

messages retrieved from Mendoza’s cellphone. (Michaels Aff. ¶ 29).  

Michaels proceeded with the investigation of Mendoza, reviewing security footage from 

The Wing Dump where Mendoza worked. (Michaels Aff. ¶ 36). The security footage showed 

Derek Hofstetler, the district manager of Wing Dump, giving Mendoza money secured in a folded 

envelope. (Michaels Aff. ¶ 36). Michaels also reviewed footage from March 25, 2018 and 

determined that Mendoza possessed at least one (1) kilogram of what he believed to be cocaine 

when a struggle ensued between Mendoza and another man. (Michaels Aff. ¶ 38). With the 
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information discovered in the security footage, Michaels believed he had probable cause to arrest 

Mendoza for the unlawful distribution of heroin. (Michaels Aff. ¶ 39). 

On April 30, 2018, a complaint was filed with the court and Michaels left the courthouse 

to arrest Mendoza at his home. (Michaels Supplemental Aff. ¶¶ 1-2). Michaels also contacted the 

Sheriff’s Office to seek help in locating Mendoza and provided Mendoza’s vehicle description to 

the Sheriff’s Office. (Michaels Supplemental Affidavit, Page 1, ¶ 3). The next day around 2:32 

a.m., Michaels received a call from Deputy Toddrick Kemple (“Kemple”), who located Mendoza’s 

vehicle in a commercial area. (Michaels Supplemental Aff. ¶ 4). Michaels went to meet Kemple 

and was informed via dispatch that an anonymous caller reported an individual matching 

Mendoza’s description. (Michaels Supplemental Aff. ¶ 5).  

The caller reported seeing an individual throwing a “flaming object” into the Pie Hard 

Bakery located at 102 Scully Drive. (Michaels Supplemental Aff. ¶ 5). Michaels arrived at 

Mendoza’s car located at 99 Scully Drive around 3:00 a.m. (Michaels Supplemental Aff. ¶ 6). 

Upon arrival, Michaels observed Mendoza entering his vehicle. (Michaels Supplemental Aff. ¶ 6). 

Michaels ordered Mendoza out of the vehicle, handcuffed him and “read Mendoza his Miranda 

Rights according to his November 2017 United States Attorney’s Office-issued card.” (Michaels 

Supplemental Aff. ¶ 6).  

A Deputy completed a pat-down search of Mendoza in which a BIC lighter was located on 

Mendoza’s person. (Michaels Supplemental Aff. ¶ 7).  While the Deputy conducted the search of 

Mendoza, Michaels left to walk to 102 Scully Drive where he observed smoke and an alcohol odor 

coming from the inside of the burning building. (Michaels Supplemental Aff. ¶ 7). The Gordon 

County Fire department, notified by an anonymous caller, arrived at the building and extinguished 

the fire. (Michaels Supplemental Aff. ¶ 7). Mendoza was transported to the County Jail for 
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processing. (Michaels Supplemental Aff. ¶ 8). At this time, Michaels believed he established 

probable cause that Mendoza unlawfully possessed a destructive device in furtherance of a crime 

of violence. (Michaels Supplemental Aff. ¶ 9). Mendoza is charged by Government indictment 

with two counts: 

Count 1: Distribution of Controlled Substance in violation of 21 U.S.C. § 841(a)(1), and 

Count 2: Possession of a Destructive Device in Furtherance of a Crime of Violence in 

violation of 18 U.S.C. §924(c)(1)(B)(ii). (See generally, Mendoza Indictment). 

ARGUMENT 

I. MOTION TO DISMISS 

A. This Court should dismiss count two of Mendoza’s charge because the 18 U.S.C. 
924(c) statute that defines a charge as a “crime of violence” is unconstitutionally 
vague.  

 
It is the basic principle of due process that an enactment is void for vagueness if its 

prohibitions are not clearly defined. Grayned v. City of Rockford, 408 U.S. 104, 92 S. Ct. 2294 

(1972). A statute is void for vagueness if it is framed in terms so vague that persons ‘of common 

intelligence must necessarily guess at its meaning and differ as to its application.’ Connally v. Gen. 

Constr. Co., 46 S. Ct. 126 (1926). The purpose of the vagueness doctrine is to ensure that citizens 

receive fair notice as to what conduct is proscribed, and to prevent the law from being arbitrarily 

enforced. City of Seattle v. Eze, 759 P.2d 366 (1988). 

The void-for-vagueness doctrine is a concept that addresses two issues concerning due 

process and separation of powers. A law is generally unconstitutionally vague in two ways. The 

first way a statute can be void-for-vagueness is if the statute does not sufficiently, make 

intelligible the type of conduct that is prohibited by the statute. The second way that a statute can 

be void-for-vagueness, as seen in the case at bar, is if the statute fails to adequately define a 
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methodical approach or parameter for judges to determine when a threshold of risk is breached 

resulting in a crime of violence.   

Since the beginning of time, due process has been at the core of the American judicial 

system especially in cases affecting the rights to life, liberty and property. Every accused 

person’s hope is that, the notion of fairness and justice is the underlying thought behind the 

creation of crime statutes. There have been times, however, where Congress created statutes that 

do not necessarily convey the requisite actions needed to meet the elements of the crime or how 

the judicial body should structurally interpret those actions.  

The void-for-vagueness doctrine embodies those two concerns which are specifically: (1) 

when a statute is vague it does not provide “ordinary citizens fair notice of the conduct a statute 

proscribes”, Papachristou v. Jacksonville, 405 U. S. 156, 162 (1972) and (2) the statute fails in 

clarity when the law results in “arbitrary or discriminatory law enforcement [and does not] 

provide standards to govern the actions of police officers, prosecutors, juries, and judges.” 

Kolender v. Lawson, 461 U. S. 352, 357-358 (1983).   

In addition to the due process issue the Supreme Court stated that vagueness in a statute 

causes concern for separation of power.  As the Supreme Court held in Sessions v. Dimaya, 138 

S. Ct. 1204 (2018) , “[i]f the legislature could set a net large enough to catch all possible 

offenders, and leave it to the courts to step inside and say who could be rightfully detained, it 

would substitute the judicial for the legislative department.” Dimaya at 1212.   

In Dimaya, the court determined that “18 U.S.C.S. §16(b) produced more unpredictability 

and arbitrariness than the Due Process Clause tolerated where it required a court to picture the 

kind of conduct that the crime involved in the ordinary case and to judge whether that abstraction 

presented some not-well-specified-yet-sufficiently-large degree of risk.”  
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In answering the legal question, the Supreme Court in Dimaya, elected to use the same 

“straightforward application to effectively resolve” whether the residual clause at issue is the 

same as the residual clause determined to be unconstitutionally vague in Johnson. The reason for 

this decision as so eloquently put by Justice Kagan was because the statute at issue in Dimaya 

had “the same two features as ACCA’s residual clause in Johnson—an ordinary case—

requirement and an ill-defined risk threshold-combined in the same constitutionally problematic 

way”. Id. at 1207. In Dimaya, the statute at issue stated:  

18 U.S.C. § 16(b) defines a “crime of violence” as either:  
(a) an offense that has as an element the use, attempted use, or threatened use of 
physical force against the person or property of another, or 
 
(b) any other offense that is a felony and that, by its nature, involves a substantial 
risk that physical force against the person or property of another may be used 
in the course of committing the offense (emphasis added). 

 

The Supreme Court reasoned that the similarly worded clause in Dimaya, “suffers from the same 

constitutional defect [as the clause in Johnson].” Id. at 1210. In Johnson the language of the 

statute defines a “violent felony” as follows:  

“any crime punishable by imprisonment for a term exceeding one year . . . that — 

“(i) has as an element the use, attempted use, or threatened use of physical force against 
the person of another; or 

“(ii) is burglary, arson, or extortion, involves use of explosives, or otherwise involves 
conduct that presents a serious potential risk of physical injury to another” (emphasis 
added).   

The problem with the similar statutes in Dimaya and Johnson is that the vagueness of 

those statutes requires the “judicial assessment of risk” to be judicially imagined. This means 

that the judge would need to picture “[an] ordinary case of a crime rather than real-world facts or 
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statutory elements…[resulting] in grave uncertainty about how much risk it takes for a crime to 

qualify as a violent felony.”  

 Mendoza is faced with an eerily similar challenge before the court, of showing that the 

residual clause in 18 U.S.C. 924(c) is unconstitutionally vague for the same reasons listed in the 

aforementioned cases. 18 U.S.C. 924 (c) states:  

(B)  that by its nature, involves a substantial risk that physical force against the person or 

property of another may be used in the course of committing the offense (emphasis added).  

The language contained within the 924(c) residual clause is the exact same language as the 

residual clause in Dimaya. In addition, the 924(c)’s language also mirrors the residual clause in 

Johnson. As previously discussed, the Supreme Court has ruled that residual clauses containing 

language similar to: “substantial risk of physical injury to a person or property of another” are 

unconstitutionally vague. The same should apply in this case to ensure Mendoza’s due process 

rights under the Fifth Amendment are protected.   

The 924(c) statute is unconstitutionally vague in defining what constitutes a “crime of 

violence” leaving Mendoza subject to the unconscious bias of judges who are allowed to arbitrarily 

decide factors that ultimately could have an impact on his rights to life, liberty and property. We 

request this Court to dismiss the charge for Possession of a Destructive Device in Furtherance of 

a Crime of Violence under 18 U.S.C. § 924(c)(1)(B)(ii) because the statute is unconstitutionally 

vague. 

B. This Court should apply the categorical approach to determine whether the 
alleged offense constitutes a crime of violence because the categorical approach is 
required for statute interpretation when the statute in question is 
unconstitutionally vague.  
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The residual clause of the “crime of violence” definition in 924(c) is unconstitutionally 

vague and thus requires a categorical approaching interpreting whether a crime of violence has 

been established. 924(c)(3)(A)&(B) states:  

(3)  For purposes of this subsection the term “crime of violence” means an offense that is 
a felony and-- 

(A)  has as an element the use, attempted use, or threatened use of physical force 
against the person or property of another, or 

(B)  that by its nature, involves a substantial risk that physical force against the 
person or property of another may be used in the course of committing the offense. 

 

Subsection (A) is the elements clause and subsection (B) is the residual clause. A residual 

clause that is unconstitutionally vague demands a categorical approach in place of a conduct or 

fact-based approached. In a conduct-based approach the court seeks to determine the specific way 

in which a crime is committed.  

Alternatively, the categorical approach does not assess the facts of the case; instead it looks 

at “whether 'the state statute defining the crime of conviction' categorically fits within the 'generic' 

federal definition of a corresponding aggravated felony." Moncrieffe v. Holder, 569 U.S. 184 

(2013). Furthermore, the state offense is a categorical match only when the facts of the case match 

the federal offense. Shepard v. United States, 544 U.S. 13, 24 (2005). 

In Dimaya, the Court determined that a categorical approach was required and could not 

be abandoned in light of an unconstitutionally vague residual clause. Sessions v. Dimaya, 138 S. 

Ct. 1204, 1209 (2018). The Supreme Court interpreted the ramifications of following the fact-

based approached and determined that if used, “would generate constitutional questions.” Id.  

Eerily similar to Dimaya, is the case at bar regarding Mendoza. The language contained in the 

residual clause 924(c)(3)(B) “involves a substantial risk that physical force against the person or 

property of another may be used in the course of committing the offense” (emphasis added) is the 
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exact same language that was found to be unconstitutionally vague in Dimaya. It would be a 

complete injustice and simply unmethodical to not follow the “categorical approach” precedent 

set by the Supreme Court ruling in Dimaya.  

 In another Supreme Court case, Johnson, the Court held that a “remand was warranted 

because… 18 U.S.C.S. §924(e)(2)(B)’s residual clause violated the Fifth Amendment’s guarantee 

of due process since the indeterminacy of the wide-raging inquiry required by the residual clause 

both denied fair notice to defendants and invited arbitrary enforcement by judges”. Johnson v. 

United States, 135 S. Ct. 2551, 2557 (2015). In Johnson, “the petitioner plead guilty to being a 

felon in possession of a firearm and the Government sought to enhance his sentence under the 

Armed Career Criminal Act (“ACCAA”)”. The Court determined that “imposing an increased 

sentence under ACCA’s residual clause violated due process.” Id. 

The statement “or otherwise involves conduct that presents a serious potential risk of 

physical injury to another” (emphasis added) attracts a subjective interpretation of what type of 

conduct is included under the statute. The Court explained that the Government in Johnson 

“violates the Due Process clause when it takes away someone’s life, liberty, or property under a 

criminal law so vague that it fails to give ordinary people fair notice of the conduct it punishes, or 

so standardless that it invites arbitrary enforcement.  Id. at 2554. Leaning to the understanding that 

residual clauses inevitably include two features that make it unconstitutionally vague (1) judicial 

assessment of an imagined risk versus statutory elements, and (2) exactly how much risk is 

required to constitute a violent felony. Id. The Court has refused to interpret residual clauses 

outside of the categorical approach. See Kolender v. Lawson, 461 U.S. 352, 357-358 (The courts 

must use a “categorical approach” when deciding if an offense can be considered a violent crime 

and this must be done using facts that the defendant has been convicted of but not facts about prior 
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convictions); see also, Taylor v. United States, 495 U.S. 575 (1990) (The categorical approach is 

required to assess whether an offense “is burglary, arson, extortion, involves use of explosives, or 

otherwise involves conduct that presents a serious potential risk of physical injury to another.”). 

In the case at bar, Mendoza is being charged with possession of a destructive device in 

furtherance of a crime of violence. This court must use a categorical approach in order to interpret 

whether the residual clause of 18 U.S.C.S. §924 holds constitutional muster to stand in court. 

Reviewing all the facts in the light most favorable to the non-moving party, the Government will 

not prevail on this issue. The residual clause is unconstitutionally vague and denies Mendoza of 

his Fifth amendment right to Due process because the vagueness of the statute encourages arbitrary 

judicial interpretation. Furthermore, the vagueness of the clause does not provide fair notice to 

those accused persons, such as Mendoza, who are faced with the arbitrary interpretation of the 

statute. As a citizen of the United States, Mendoza deserves, and justice demands that he be 

afforded a fair and impartial trial free of arbitrary rulings based on a vague statute. The only way 

to avoid the constitutional dilemma contained within the residual clause is to use the categorical 

approach in determining whether Mendoza has committed the offense the Government accuses 

him of doing. For the foregoing reasons, the categorical must be applied to the residual clause 

statute.  

I. MOTION TO SUPPRESS 

A. The warrantless forensic search of Mendoza’s phone is unconstitutional under the border 
exception to the Fourth Amendment. 

 
The border exception to the Fourth Amendment of the Constitution increases the breadth of 

authority for a warrantless search at points of entry to the United States.  The Fourth Amendment 

to the Constitution states:  
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The right of the people to be secure in their persons, houses, papers, and effects, 
against unreasonable searches and seizures, shall not be violated, and no Warrants shall 
issue, but upon probable cause, supported by Oath or affirmation, and particularly 
describing the place to be searched, and the persons or things to be seized.   
U.S. Const. amend. IV.  
 
The border-search exception is grounded in the recognized right of the United States to control, 

subject to substantive limitations imposed by the Constitution, who and what may enter the 

country. United States v. Ramsey, 431 U.S. 606, 620 (1977).  For the purpose of national security 

and government interests in preventing contraband entry, “routine searches of the persons and 

effects of entrants are not subject to any requirement of reasonable suspicion, probable cause, or 

warrant, and first-class mail may be opened without a warrant on less than probable cause.”  United 

States v. Montoya De Hernandez, 473 U.S. 531, 538 (1985).  Department of Homeland Security 

(DHS) authority to conduct searches at the border as a government interest is not disputed, however 

the scope, duration, and invasiveness is not unlimited under 19 C.F.R. § 162.6.  

A court must balance its promotion of a legitimate government interest against its intrusion on 

an individual's Fourth Amendment rights in determining whether a law enforcement practice is 

constitutional.  United States v. Montoya de Hernandez, 473 U.S. 531, 537 (1985).  The courts 

face the ever-evolving challenge of balancing government interests with a modern society’s 

individual personal privacy rights; especially those involving the evolution of technological 

advances.  In 2014 the Supreme Court stated that “modern cell phones, which are now such a 

pervasive and insistent part of daily life that the proverbial visitor from Mars might conclude they 

were an important feature of human anatomy.”  Riley v. California, 134 S. Ct. 2473, 2484 

(2014).  The recognition of the importance of the modern cellphone by the Riley court 

distinguishes cellphones from other personal effects, which have substantially less inclusion and 

influence on our daily lives.  The Supreme Court in Riley held that information on a cellphone is 
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not immune from search, but generally requires a search warrant, even when seized incident to 

arrest.  Id. at 47.  Analogizing the search incident to arrest exception, the Supreme Court has long 

held that “the "border search" exception is not based on the doctrine of "exigent circumstances" at 

all. It is a longstanding, historically recognized exception to the Fourth Amendment's general 

principle that a warrant be obtained, and in this respect, is like the similar "search incident to lawful 

arrest" exception.  United States v. Ramsey, 431 U.S. 606, 621 (1977).  The recent decision in Riley 

protected and excluded cellphones from the search incident to arrest exception to the Fourth 

Amendment. See Riley, 134 S. Ct. 2473 (2014). 

In Carpenter, the Supreme Court held that the third-party doctrine does not apply to cellphone 

data procured from cell towers.  See Carpenter v. United States, 138 S. Ct. 2206 (2018).  The third-

party doctrine allows warrantless access to information obtained from a third-party premised on a 

reduced expectation of privacy by voluntary disclosure.  Id.  In the 2018 Carpenter opinion, for 

the second time in recent history, the Supreme Court removed cellphone data from an exception 

doctrine to the Fourth Amendment by requiring a warrant to obtain cell tower information provided 

by a person’s cellphone. Id at 2221.  The Carpenter court, similar to Riley, noted the amount and 

the personal nature of data contained within the modern cellphone.  See Carpenter v. United States, 

138 S. Ct. 2206 (2018).  

When modern courts are not able to rely on precise guidance from the founding era, the 

determination of whether to exempt a given type of search from the warrant requirement is 

generally accomplished “by assessing, on the one hand, the degree to which it intrudes upon an 

individual’s privacy and, on the other, the degree to which it is needed for the promotion of 

legitimate governmental interests.”  Riley v. California, 134 S. Ct. 2473, 2484 (2014).  When 

considering new technology, especially in the current environment of rapid technological 
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evolution, the court must be vigilant to “tread carefully” and ensure they do not “embarrass the 

future” when making decisions. See Carpenter v. United States, 138 S. Ct. 2206, 2220 (2018). 

The Supreme Court stated in United States v. Flores-Montano, that personal dignity and 

privacy interests of a person being subjected to a highly invasive search at the border are reasons 

that justify a requirement for some level of suspicion. 541 U.S. 149, 152 (2004).  Applying Riley’s 

visitor from Mars “important feature of human anatomy” nexus between the modern cellphone 

and modern society, cellphones and the data they contain have been increasingly protected as an 

“evolutionary appendage” not different from a second brain attached to the body, by the Supreme 

Court.  See Riley; Carpenter.  A search as highly invasive as a forensic cellphone search is no 

different than a government used helmet that could access a person’s deepest and most personal 

knowledge by scanning their brain.  In Riley and Carpenter the Supreme Court removed cellphone 

data from two different exceptions to a search warrant requirement, which has effectively afforded 

Fourth Amendment protection to cellphone data to the same extent as the person.   

Here, the forensic search of Mendoza’s cellphone was highly invasive and significantly 

more intrusive than a routine search.  DHS officers sent Mendoza’s cellphone to an off-site Cyber 

Analyst who used a specialized Lantern Triage v. 1.1802.220 software for 30 days to recover 

corrupted or deleted files and examine the device’s contents. Exhibit 1 (Investigative 

Memorandum-Vic Sengupta). This protracted and highly invasive search using specialized 

software cannot reasonably be construed as “routine” in duration or scope. A forensic search of a 

cellphone, as evolutionary appendage of the person, is a highly invasive search of the individual, 

which affects the privacy and personal dignity of citizens. A highly invasive search affecting 

privacy and personal dignity justifies a requirement for some level of suspicion.  Flores-Montano, 

541 U.S. 149, 152 (2004). A forensic cellphone search occupies the category of “non-routine” in 
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nature, and would be justified with some level of suspicion to be conducted without a warrant. 

Flores-Montano, 541 U.S. 149, 152 (2004).  Moreover, “the uniquely sensitive nature of data on 

electronic devices carries with it a significant expectation of privacy and thus renders an exhaustive 

exploratory [forensic] search more intrusive than with other forms of property.”  United States v. 

Cotterman, 709 F.3d 952 (9th Cir. 2013). 

A warrantless forensic search, without individualized reasonable suspicion, of Mendoza’s 

cellphone was highly invasive and exceeded the scope of the border exception to the fourth 

amendment of the constitution.  

B. Law enforcement is required to have a level of individualized suspicion to conduct a 
search of a traveler’s cell phone at the border. 

 
A manual search of a cellphone at the border is considered “routine,” even if the device is 

password protected.  Riley; United States v. Jae Shik Kim, 103 F. Supp. 3d 32 (D.D.C. 2015). 

Warrantless routine searches do not require any individualized suspicion at the border. Id. 

However, a forensic cellphone search is non-routine when we apply the Supreme Court guidance 

in Riley and Carpenter concerning the pervasive nature and importance of modern cellphones in 

modern society.  See Riley; Carpenter.  A forensic cellphone search is highly invasive, protracted 

in duration, and generally requires specialized software to conduct.  Warrantless non-routine 

searches require individualized reasonable suspicion. The forensic search falls into the category of 

“non-routine” in nature and require some level of suspicion to be conducted without a 

warrant.  Flores-Montano, 541 U.S. 149, 152 (2004). 

Non-routine searches are only permitted without warrant when individualized, reasonable 

suspicion is present.  United States v. Kolsuz, 890 F.3d 133, 147 (4th Cir. 2018). In Riley, the court 

described reasonable suspicion as the minimum level of individualized suspicion necessary for the 

government to perform a warrantless, non-routine search at the border on individual citizens. Riley 
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v. California, 134 S. Ct. 2473, 2484 (2014).  Forensic searches of cell phones and computers are 

considered non-routine.  United States v. Kolsuz, 890 F.3d 133 (4th Cir. 2018).  In Kolsuz, the 

court began by considering the premise that a forensic search of cellphone data qualifies as a non-

routine border search, which requires some level of particularized suspicion. The Kolsuz court 

stated “[w]e agree with the district court that particularly in light of the Supreme Court's decision 

in Riley, forensic border search of a phone must be treated as non-routine, permissible only on a 

showing of individualized suspicion.”  United States v. Kolsuz, 890 F.3d 133, 144 (4th Cir. 

2018).  The Fourth Circuit determined, based on the Supreme Court’s reasoning in Riley, that 

individualized reasonable suspicion is necessary for a warrantless non-routine search at the border. 

See United States v. Kolsuz, 890 F.3d 133 (4th Cir. 2018). 

C. Mendoza displayed no suspicion justifying the forensic search and seizure of his 
cellphone. 

 
When Mendoza arrived in Stetson he was not suspected of any specific crime, and 

cooperated fully with DHS agents. Mendoza’s cell phone was “empty” and set to factory default 

settings, containing no data that could be suspicion of a crime. (Michaels Aff. ¶ 21).  Individualized 

reasonable suspicion can be formed in different ways. In Kolsuz, for example, an individualized 

reasonable suspicion was formed when illegal firearm parts were discovered in luggage during a 

routing border search, which justified the further investigation of Kolsuz’s cell phone.  See United 

States v. Kolsuz, 890 F.3d 133 (4th Cir. 2018). In Mendoza’s situation however, there was no 

collateral offense that led to specific, articulable individualized suspicion cited as a reason to 

perform a forensic search of Mendoza’s cell phone. In fact, the lack of data in Mendoza’s cellphone 

was never asserted as being a basis for reasonable suspicion of a crime that would threaten national 

borders. (Michaels Aff. ¶ 21).  Mendoza was not suspected of any specific crime on March 31, 

2018 and displayed no suspicious activity that justified a forensic search of Mendoza’s cellphone.  
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Mendoza’s cellphone was password protected, but Mendoza provided the password to 

DHS officers, which allowed officers access. (Michaels Aff. ¶ 20). Upon a manual search of 

Mendoza’s cellphone, officers found no data, encrypted files, or other indication of a crime related 

to Mendoza’s travel. (Michaels Aff. ¶ 21). Border Protection Agents did not have the needed 

suspicion to proceed from a manual routine search of Mendoza’s cellphone to a non-routine 

forensic search of Mendoza’s cellphone. 

The Fun and Friendly Skies Act (FFS) domestic surveillance program was initiated 

February 1, 2018 to aid domestic aviation security.  (Michaels Aff. ¶ 8). The FSS mitigates the 

threat of known and unknown terrorists during domestic travel.  (Michaels Aff. ¶ 8). FSS uses an 

algorithmic software, Justified Assessment and Notification Tracker (JANET), which monitors 

travel frequency, individual movement, and patterns of individual conduct in the airport. (Michaels 

Aff. ¶ 9). The FSS only monitors suspected travelers at non-international airports. (Michaels Aff. 

¶ 8). Travelers are added to the suspected traveler list and monitored is through manual input by 

Border Protections Agents. St. Claire Dep. 8:9. Travelers monitored by FSS are not under 

investigation by any agency and are not in the Terrorist Screening Database. (Michaels Aff. ¶ 9). 

There is no oversight for the inclusion of travelers on the “suspected” list and Border Protection 

Agents are awarded a $5,000 bonus if a traveler is subsequently charged with a crime.  St. Claire 

Dep. 7:15-9:7. Mendoza was manually added to the suspected traveler list on February 6, 2018, 

on a direct flight from Vancouver, Canada to Cape Adams, Stetson. (Michaels Aff. ¶ 13). 

Border Protection Agents flagged Mendoza for inclusion on the suspected traveler list only 

five days after FSS was implemented, on February 6, 2018.  On February 5-6, 2018, flight records 

indicate Mendoza was flying from Singapore to Los Angeles, CA, not from Vancouver, Canada 

as indicated by Agent Michaels in his affidavit. (Michaels Aff. ¶ 13). Mendoza did fly from 
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Vancouver, Canada on February 9-10, 2018. (Michaels Aff. ¶ 13). On both the flights, from 

Singapore to California and Vancouver to Stetson, Mendoza was in international airports, which 

the JANET system and FSS do not monitor.  (Michaels Aff. ¶ 8). Neither the JANET system or 

the FSS was the basis for suspicion of Mendoza because Mendoza was added to the suspected 

traveler list during flights from an international airport. Further, Mendoza was manually added to 

the suspected traveler list, for the purpose of mitigating threats of known and unknown terrorists, 

after only a single international flight.  (Michaels Aff. ¶ 13). There was no individualized suspicion 

of Mendoza based on JANET or FSS justifying a non-routine forensic search of Mendoza’s 

cellphone.  

In the facts of this case, Mendoza was not arrested at the airport and was allowed to leave; 

without his confiscated cellphone. (Michaels Aff. ¶ 22). Mendoza was not questioned about or 

accused of any particular crime by DHS officers while he was detained. (Michaels Aff. ¶ 15-17). 

No warrant was presented for the forensic search of Mendoza’s cellphone and Mendoza did not 

give consent to any invasive non- routine search. (Michaels Aff. ¶ 20). No individualized 

reasonable suspicion has been articulated to justify a warrantless non-routine search of Mendoza’s 

cellphone. 

CONCLUSION 

For the foregoing reasons, Defendant respectfully requests this court grant Defendant’s 

Motion to Dismiss Count 2 of Government’s indictment.  Further, Defendant respectfully requests 

this court grant Defendant’s motion to suppress and exclude all evidence obtained through the 

unlawful search and seizure of Defendant’s cellphone.  In the alternative to granting Defendant’s 

Motion to Suppress, Defendant requests an evidentiary hearing for the court to make a 

determination whether to grant Defendant’s Motion to Suppress.   
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