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GOVERNMENT’S MEMORANDUM IN OPPOSITION TO DEFENDANT’S MOTION 

TO DISMISS COUNT TWO OF THE INDICTMENT AND MOTION TO SUPPRESS 

EVIDENCE 

 

COMES NOW, the United States of America, by and through its attorneys of record 

respectfully requests this Court to deny Defendant’s Motion to Dismiss Count Two of the 

Indictment and Defendant’s Motion to Suppress Evidence seized during the Department of 

Homeland Security’s forensic search of Defendant’s iPhone 6.  The Government asserts that 18 

U.S.C. § 924(c)’s residual clause is distinguishable from the U.S. Supreme Court’s holdings in 

Johnson and Dimaya, passes constitutional muster, and that the Court is not bound to apply the 

categorical approach.  The Government further contends that all evidence recovered from the 

Defendant’s phone falls under the border exception to the warrant requirement of the Fourth 

Amendment.  For the reasons stated below, the Government respectfully requests that this Court 

deny Defendant’s Motion to Dismiss Count Two of the Indictment and to deny Defendant’s 

Motion to Suppress Evidence.  

MOTION TO DISMISS STATEMENT OF THE FACTS 

 Department of Homeland Security Special Agent Shawn Michaels (“Special Agent 

Michaels”) began his investigation into Jason Mendoza (”Defendant”) on March 31, 2018.  

Affidavit of Special Agent Shawn Michaels, ¶ 6 [hereinafter “Affidavit”].  Customs and Border 

Patrol Agent Eleanor Shellstrop asked Special Agent Michaels to interview Defendant at the Cape 

Adams International Airport.  Id.  During the interview with Defendant, Special Agent Michaels 

confiscated a phone for further investigation, and let Defendant leave the airport.  Affidavit, ¶¶ 23-

4. 

 On April 20, 2018, the Department of Homeland Security completed its investigation into 

the iPhone 6 and found hundreds of text messages that implicated Defendant in an international 
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drug trafficking gang known as 60-PDC.  Affidavit, ¶¶ 28-30.  Special Agent Michaels 

corroborated the text messages with security camera video from a camera located outside The 

Wing Dump.  Affidavit, ¶ 38.  The video shows Defendant leaving the meat locker of The Wing 

Dump at night with a red duffle bag.  Id.  Special Agent Michaels watched a fight between 

Defendant and Trevor Scott, a known lieutenant in the gang Immortal Beings.  Id.  The red duffle 

bag came open during the fight, displaying a kilogram of heroin to the camera.  Id.  Special Agent 

Michaels used the information uncovered in the investigation to establish probable cause to arrest 

Defendant.  Supplemental Affidavit of Special Agent Shawn Michaels, ¶ 1 [hereinafter “Supp. 

Aff.”]. 

 After filing the criminal complaint, Special Agent Michaels attempted to arrest Defendant 

at his home on April 30, 2018.  Supp. Aff., ¶ 2.  Defendant was not home, so Special Agent 

Michaels put an alert out on Defendant’s 2017 Tesla Model X with Stetson License Plate number 

80RT3LZ.  Id.  A Gordon County Sheriff’s Deputy located Defendant’s car in a parking lot on 99 

Scully Drive at 2:32 a.m. on April 31, 2018.  Supp. Aff., ¶ 4.  Special Agent Michaels immediately 

proceeded to the area and was notified en route of a 911 call from an anonymous caller that 

witnessed a person matching Defendant’s description hurl a flaming object into the Pie Hard 

Bakery located at 102 Scully Drive.  Supp. Aff., ¶ 5.  Trevor Scott’s wife, Paula Ouncerock, owns 

the Pie Hard Bakery.  Id. 

 Special Agent Michaels arrived at 3:02 a.m. and saw Defendant getting into his car.  Supp. 

Aff., ¶ 6.  He then arrested Defendant and found a green Bic lighter during the pat down search.  

Id.  Special Agent Michaels then proceeded to the bakery, where he noticed broken glass, a fire, 

and the strong smell of alcohol.  Supp. Aff., ¶ 7.  Defendant was then transported to jail, where he 

has since remained.  Supp. Aff., ¶ 8. 
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ARGUMENT 

I. The definition for a “crime of violence” under 18 U.S.C. § 924(c) is not unconstitutionally 

vague because it provides a determinable method to calculate risk. 

Under the Due Process Clause of the U.S. Constitution, “[n]o person shall . . . be deprived 

of life liberty, or property without due process of law.  U.S. CONST. AMEND. V.  Due Process 

recognizes that, “[t]he prohibition of vagueness in criminal statutes is a . . . requirement, consonant 

alike with ordinary notions of fair play and the settled rules of law, and a statute that flouts it 

violates the first essential of due process.”  Johnson v. U.S., 135 S.Ct. 2551, 2556-7 (2015) 

(additional citations omitted) (internal quotations omitted).  A criminal law that is “so vague that 

it fails to give ordinary people fair notice of the conduct it punishes, or so standardless that it 

invites arbitrary enforcement.”  Id. at 2556.  At its root, “[t]he void-for-vagueness doctrine . . . 

guarantees that ordinary people have ‘fair notice’ of the conduct a statute proscribes.”  Sessions v. 

Dimaya, 138 S.Ct. 1204, 1212 (2018).   

18 U.S.C. § 924(c) establishes a minimum sentence of thirty years for anyone that uses a 

firearm or destructive device “in relation to any crime of violence.”  18 U.S.C. § 924(c)(1)(A).  A 

“crime of violence” can be determined by the “elements clause” under 18 U.S.C. § 924(c)(3)(A) 

or the “residual clause” under § 924(c)(3)(B).  The residual clause defines a “crime of violence” 

as an offense “that by its nature, involves a substantial risk that physical force against the person 

or property of another may be used in the course of committing the offense.”  18 U.S.C. § 

924(c)(3)(B). 

The United States Supreme Court, in Johnson, held that 18 U.S.C. § 924(e)’s residual 

clause was unconstitutionally vague under the void-for-vagueness doctrine.  The Government 

requested enhanced sentencing under the Armed Career Criminals Act.  Johnson, 135 S.Ct. at 

2556.  The statute increased sentences for “violent felonies” and included a residual clause that 
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defined violent felonies as “burglary, arson, or extortion, involves use of explosives, or otherwise 

involves conduct that presents a serious potential risk of physical injury to another.”  18 U.S.C. § 

924(e)(2)(B)(ii).  The Court found indeterminacy in the statute by requiring the sentencing judge 

to imagine “an idealized ordinary case of the crime” rather than a specific fact-based approach.  

Johnson, 135 S.Ct. at 2557.  The Court reasoned that the statute failed to provide guidelines and 

left no settled way “to go about deciding what kind of conduct the ‘ordinary case’ of a crime 

involves.”  Id.  Next, the Court found more indeterminacy with the “serious potential risk” 

standard, particularly that the statute invited arbitrary judicial decision-making with its reliance on 

judicially-created abstractions.  Id.  While the statute contained four enumerated crimes meant to 

guide the sentencing court’s analysis, the Court found no connection “in respect to the degree of 

risk each poses,” thereby providing little guidance.  Id. at 2561.  These two issues, combined, 

“produce[d] more unpredictability and arbitrariness than the Due Process Clause tolerates.”  Id. at 

2558. 

The Court then transplanted the same reasoning to a similar residual clause in the 

Immigration and Nationality Act.  Like Johnson, § 16(b)’s residual clause defined a “crime of 

violence” as “any other offense that is a felony and that, by its nature, involves a substantial risk 

that physical force against the person or property of another may be used in the course of 

committing the offense.”  18 U.S.C. § 16(b).  The majority found similar issues in the uncertainty 

of a threshold standard of “substantial risk of physical force.”  Id. at 1214.  The Court reasoned 

that an abstract standard, absent statutory guiding principles, was doomed to promote arbitrary 

decisions that would violate the void-for-vagueness doctrine.  Id. at1215.  The Court reasoned that 

the residual clause required an “ordinary case” analysis because “the Government once again ‘has 

not asked us to abandon the categorical approach in residual-clause cases.”  Id. at 1217.  Finding 
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the § 16(b) residual clause to be substantively identical to the 18 U.S.C. § 924(e)’s residual clause, 

the Court the same reasoning as in Johnson, and held that the categorical approach failed to pass 

constitutional muster under the void-for-vagueness doctrine.  Id. at 1221. 

A. 18 U.S.C. § 924(c)’s “substantial risk of physical force” standard is applied in more 

narrow circumstances. 

 

A “crime of violence” under 18 U.S.C. § 924(c)’s residual clause is distinguishable from 

the Supreme Court’s holdings in Johnson and Dimaya.  18 U.S.C. § 924(c) requires a nexus 

between the predicate “crime of violence” and the use of a firearm, placing “temporal restriction[s] 

on the potential scope of the risk” by requiring that the risk be created while the defendant is 

actively committing a crime with a firearm.  United States v. Davis, 711 Fed.Appx. 605, 611 (11th 

Cir. 2017).  In Davis, the Defendant appealed his § 924(c) conviction under the residual clause, 

challenging the statute under the void-for-vagueness doctrine.  Id. at 610.  The Davis Court held 

that there are “significant differences” between § 924(c)’s residual clause and the Armed Career 

Criminals Act’s residual clause.  Id. at 611.  Namely, § 924(c)’s residual clause defined a crime of 

violence “more narrow[ly] than the definition of violent felony under the ACCA.”  Id.  The Davis 

Court reasoned that the residual clause in § 924(c) required the substantial risk of physical force 

to come from the use of the firearm during the crime, whereas the ACCA emphasized prior 

convictions.  Id.  This, in the Davis Court’s view, sufficiently narrowed the definition of a “crime 

of violence” to pass Constitutional muster under due process.  Id. 

The Court should adopt the Eleventh Circuit’s reasoning from Davis and hold that 18 

U.S.C. § 924(c) is constitutionally sound since the “requirement that risk occur while the defendant 

is committing the firearm offense places temporal restriction on the scope of the risk.”  Id. at 611.  

This establishes guidelines that judges can follow that are not arbitrary or abstract.  Id.  This 

requirement goes beyond the inquiry conducted by the Supreme Court in its residual clause 
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analysis in both Johnson and Dimaya.  Johnson focused on the prior convictions considered under 

the ACCA in § 924(e).  Johnson, 135 S.Ct. at 2562.  Dimaya centered on prior convictions under 

§ 16(b) that allowed the government to initiate deportation proceedings.  Dimaya, 138 S.Ct. at 

1213.   

Under 18 U.S.C. § 924(c), this is simply not the case.  This is not a prior conviction where 

the statute fails to give any guidance as in Johnson.  Johnson, 135 S.Ct. at 2558-59.  Rather, the 

Defendant is accused of using a destructive device to commit arson; the same crime alleged in the 

current indictment.  Supp. Aff. ¶ 9.  Since the residual clause in 18 U.S.C. § 924(c) requires that 

the Defendant used a destructive device in the commission of the crime, the significant risk of 

force should be assessed in that context.  Davis demonstrates that “the inquiry focuses on whether 

the defendant himself uses force while committing the offense, rather than on whether the 

defendant’s actions may produce a potential risk of physical injury.  Davis, 711 Fed.Appx. at 611.  

This reasoning narrows the “substantial risk of physical force standard” to comport with due 

process. 

II. The Court is not required to apply a “categorical approach” under a constitutional 

avoidance theory because the statute should be read to not conflict with the U.S. 

Constitution under an underlying-conduct approach. 

In Johnson and Dimaya, the Supreme Court required the categorical approach to determine 

what was the “ordinary case” of the offenses charged.  Under the categorical approach, “a court 

assesses whether a crime qualifies as a violent felony ‘in terms of how the law defines the offense 

and not in terms of how an individual offender might have committed it on a particular occasion.’”  

Johnson, 135 S.Ct. at 2557 (quoting Begay v. United States, 553 U.S. 137, 141 (2008)).  The 

Supreme Court requires courts to use the categorical approach when looking at a residual clause 

“even if that approach [cannot] in the end satisfy constitutional standards.”  United States v. Eshetu, 

898 F.3d 36, 37 (D.C. Cir. 2018) (quoting Dimaya, 138 S.Ct. at 1217). 



7 

 

A. The constitutional avoidance canons require the Court to abandon the categorical 

approach in favor of a constitutional approach. 

Constitutional avoidance stands for the simple principle that “where an otherwise 

acceptable construction of a statute would raise serious constitutional problems, the Court will 

construe the statute to avoid such problems unless such construction is plainly contrary to the 

intent of Congress.”  Edward J. DeBartolo Corp. v. Fla. Gulf Coast Bldg. & Constr. Trades 

Council, 485 U.S. 568, 575 (1988).  Under constitutional avoidance, “‘[t]he elementary rule is 

that every reasonable construction must be resorted to, in order to save a statute from 

unconstitutionality.’”  Civil Service Comm’n v. Letter Carriers, 413 U.S. 548, 571 (1973) 

(quoting Hooper v. CA, 155 U.S. 648, 657 (1895). 

Where the majority in Johnson and Dimaya believe that residual clause analysis required 

an “ordinary case” analysis by statute, Justice Thomas provided an argument to abandon the 

categorical approach in favor of an underlying-conduct approach.  Dimaya, 138 S.Ct. at 1254 

(THOMAS, J., dissenting).  Justice Thomas made it clear that “[w]ithout an ordinary case 

approach, the Court do[es] not doubt the constitutionality of [§ 16(b)’s residual clause].”  Id.  See 

also Johnson, 135 S.Ct. at 2578 (ALITO, J., dissenting) (noting that the residual clause under 18 

U.S.C. § 924(e) would have been held constitutional if not for the categorical approach).  Justice 

Thomas argued that the text of the statute did not require a categorical approach because “[i]t is 

entirely natural to use words like ‘nature’ and ‘offense’ to refer to an offender’s actual 

underlying conduct.”  Id.  In Justice Thomas’ view, both interpretations—the categorical 

approach and an underlying-conduct approach—were textually permissible.  Id. 

Both Justice Alito and Justice Roberts have made similar arguments.  Justice Alito 

provided an ample reasons to apply the constitutional avoidance canons in his dissent in 

Johnson.  Specifically, Justice Alito pointed out that the residual clause’s text in § 924(e) 
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centered on conduct, “specially conduct that presents a serious potential risk of physical injury to 

another.”  Johnson, 135 S.Ct. at 2578 (ALITO, J., dissenting).  Because conduct refers to actions 

taken during, but not included in the elements of an offense, “it is natural to interpret ‘conduct’ 

to mean real-world conduct, not the conduct involved in some Platonic ideal of the offense.”  Id.  

Justice Roberts further grounded the textual argument supporting constitutional avoidance in 

Dimaya.  In particular, Justice Roberts took issue with the majority’s assertion that the text of the 

residual failed to adequately define the “substantial risk of physical force” standard and provided 

twelve different cases in which the Supreme Court defined “substantial.”  Dimaya, 138 S.Ct. at 

1240 (ROBERTS, J., dissenting.) 

The Court should apply the constitutional avoidance canons to residual clause analysis 

under 18 U.S.C. § 924(c) because of the differing reasonable opinions in the Supreme Court.  

Justice Kagan, writing for a plurality on the issue, requires the categorical approach because the 

phrase “by its nature” suggests that Congress intended for sentencing courts to look at the 

abstract “ordinary case.”  Dimaya, 138 S.Ct. at 1217 (citing Taylor v. U.S., 495 U.S. 575, 601 

(1990)).  Justices Thomas, Roberts, and Alito all find other language in the same statute that 

demonstrate Congressional intent to apply an underlying-conduct approach.  Dimaya, 138 S.Ct. 

at 1254 (THOMAS, J., dissenting); Dimaya, 138 S.Ct. at 1240 (ROBERTS, J., dissenting.); 

Johnson, 135 S.Ct. at 2578 (ALITO, J., dissenting).  The Court’s different interpretations of 

residual clauses demonstrate that both constructions are acceptable and not “plainly contrary to 

the intent of Congress.’  Edward J. DeBartolo Corp., 485 U.S. at 575.  Therefore, the Court 

should apply the constitutional avoidance canons and adopt the underlying-conduct approach 

because it does not violate due process. 
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B. The underlying-conduct approach, as applied to 18 U.S.C. § 924(c), will comport with 

the Sixth Amendment. 

 

The Sixth Amendment guarantees the “right . . . to a speedy and public jury trial.”  U.S. 

CONST. AMEND. VI.  The Defendant’s Sixth Amendment rights apply when a fact enhances 

any sentence.  United States v. Robinson, 844 F.3d 137, 142 (3d. Cir. 2016) (citing Apprendi v. 

NJ, 530 U.S. 466, 476 (2000).  The Sixth Amendment requires that that “any fact other than prior 

conviction that increases the maximum penalty for a crime must be charged in an indictment, 

submitted to a jury, and proved beyond a reasonable doubt.”  Apprendi, 530 U.S. at 142. 

The Supreme Court in Dimaya used the Sixth Amendment as a centerpiece to foreclose 

Justice Thomas’ argument for an underlying-conduct approach.  Dimaya, 138 S.Ct. at 1217.  The 

Court contended that it “adopted the categorical approach in part to “avoid[ ] the Sixth 

Amendment concerns that would arise from sentencing courts’ making findings of fact that 

properly belong to juries.”  Id. (citing Descamps v. U.S., 570 U.S. 254, 267 (2013).  Normally, 

the existence of a prior conviction does not have to be alleged in an indictment.  Almendarez-

Torres v. U.S., 523 U.S. 224, 244 (1998).  The Court has expressed concern that the underlying-

conduct approach to residual clauses would create situations where the sentencing court will be 

forced to find facts beyond what had been decided by a jury in prior convictions.  Descamps, 570 

U.S. at 267. 

The Supreme Court’s Sixth Amendment concerns are inapplicable when applied to 18 

U.S.C. § 924(c) because the § 924(c) crime is contemporaneous and will be tried by the same 

jury as the underlying crime.  Robinson, 844 F.3d at 141.  The residual clauses in both Johnson 

and Dimaya were based on prior convictions.  Johnson, 135 S.Ct. at 2562; Dimaya, 138 S.Ct. at 

1213.  Where prior convictions may raise valid Sixth Amendment concerns, residual clause cases 

under 18 U.S.C. § 924(c) are not encumbered in the same way.  Where the Court is concerned 
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about the sentencing judge making findings of fact that the original jury did not in Johnson and 

Dimaya, the jury will ultimately make the findings of fact that determine the Defendant’s guilt.  

There is no Sixth Amendment issue with § 924(c) residual clause cases because the Defendant 

will still have the right to a trial where a jury will determine. 

MOTION TO SUPPRESS STATEMENT OF THE FACTS 

Defendant showed up on the Federal Air Marshall’s (hereinafter referred to as “FAMs”) 

radar after they noticed suspicious activity under the Fun and Friendly Skies and Justified 

Assessment and Notification Emergency Tracker programs (hereinafter referred to as “FFS” and 

“JANET”, respectively).  Affidavit of Special Agent Shawn Michaels, ¶11 [hereinafter 

“Affidavit”].  FFS is a program that seeks to “mitigate the threat of unknown or partially-known 

terrorists.”  Affidavit, ¶ 8.  JANET is the software used by FFS to track “travel history, behavior, 

and other criteria.”  Affidavit, ¶ 9.  JANET also tracks travel patterns, including “frequency of 

travel, span of time between travel, and known concerns or threats at the departure and arrival 

destinations, as well as the suspect traveler’s conduct within the airport.”  Affidavit, ¶ 10.  This 

monitored behavior within the airport includes “patterns of movement inside terminals, boarding 

times and methods, nature of luggage or other items located with or on the suspect traveler, 

eating or drinking patterns, physical observations, and interactions with other passengers.”  

Affidavit, ¶ 11. 

Defendant was identified as a potential suspect after being flagged by FFS and JANET on 

February 6, 2018.  Affidavit, ¶ 11.  Defendant was flagged because he traveled on thirty-four 

flights in matter of approximately two months; fifteen of these flights were international, and 

nineteen of these flights were domestic.  Affidavit, ¶ 13.  FFS and JANET flagged Defendant on 

his return flight from Vancouver.  Id. 
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Customs and Border Protection Agent Eleanor Shellstrop detained Defendant on March 

31, 2018.  Affidavit, ¶ 13.  Thirty minutes after receiving a phone call from Agent Shellstrop, 

Special Agent Shawn Michaels arrived at the airport and found Defendant in a room, scrolling 

through his Apple iPhone X.  Affidavit, ¶¶15-16.  Special Agent Shawn Michaels began 

questioning Defendant about his frequent international travel.  Affidavit, ¶ 17.  Defendant 

claimed that his employment as a distributor for The Wing Dump “required him to travel abroad 

to meet with vendors and suppliers, as well as to conduct quality control evaluations”.  Id.  

During his conversation with Defendant, Special Agent Michaels noticed that Defendant traveled 

with only a blue duffle bag; he emptied the duffle bag and “retrieve[d] the bag’s contents.”  

Affidavit, ¶ 18.   

A look inside Defendant’s duffle bag revealed “a MacBook Pro laptop, an Apple 

lightning charging cable, an Apple laptop charging cable, miscellaneous clothes, a toothbrush, 

toothpaste, and a notebook.”  Affidavit, ¶ 18.  Inside the notebook was a “handwritten calendar 

of international shipments to the United States dating back to March 2015, including a Port of 

Departure and domestic Port of Entry.”  Id.  As Special Agent Michaels was placing Defendant’s 

items back into the blue duffle bag, he felt a “hard rectangle” on the left side of the bag.  

Affidavit ¶ 19.  Special Agent Michaels retrieved an Apple iPhone 6 from “a small zipper inside 

the lining of the bag”.  Id.  The phone was turned off.  Id.  Special Agent Michaels turned the 

iPhone on, but the phone was “secured using an Advanced Password feature.”  Affidavit, ¶ 20.  

Defendant provided the password to the iPhone after being informed that his expectation of 

privacy at the border was diminished.  Id.  

 The Apple iPhone 6 had apparently been restored to factory settings; “[t]here was no call 

or message history, no internet browsing history, and no downloaded applications.”  Affidavit, ¶ 
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21.  Because the phone had been “restored”, Special Agent Michaels informed Defendant that 

the phone would need to be seized for “up to 30 days for a forensic search of its contents.”  

Affidavit, ¶ 22.  Special Agent Michaels told Defendant that he was “free to leave without his 

phone.”  Id.   

 The forensic search took approximately three and a half weeks to complete, and revealed 

that Defendant had used corruption software to delete the contents of his iPhone 6.  Affidavit, ¶ 

28.  The search revealed hundreds of text messages between Defendant and known members of 

the gang 60-PDC, including conversations with Seth Pillboi, a representative for Russian-based 

international drug kingpin Tahani.  Affidavit, ¶ 30.  Defendant was subsequently charged with 

Distribution of a Controlled Substance, to wit: more than one kilogram of Heroin.  Indictment, 1.  

ARGUMENT  

I. The forensic search of Mr. Mendoza’s iPhone 6 was a border search under the 

Fourth Amendment exception to the warrant requirement. 

The United States of America contends that the forensic search of Mr. Mendoza’s Apple 

iPhone 6 falls under the border search exception to the otherwise settled warrant requirement of 

the Fourth Amendment.  The Fourth Amendment States that:  

The right of the people to be secure in their persons, houses, papers, and effects, 

against unreasonable searches and seizures, shall not be violated, and no Warrants 

shall issue, but upon probable cause, supported by Oath or affirmation, and 

particularly describing the place to be searched, and the person or things to be 

seized. 

 

U.S. CONST. AMEND IV.  

 

There are, of course, several exceptions to the warrant requirement found within the 

Fourth Amendment.  The border exception is a well-established exception to the otherwise well 

settled warrant requirement that diminishes an individual’s expectation of privacy as he or she 

crosses the borders into the United States.  United States v. Ramsey, 431 U.S. 606, 621 (1977)  
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The Executive Branch has been granted by Congress “plenary authority to conduct routine 

searches … at the border, without probable cause or a warrant, in order to regulate the collection 

of duties and to prevent the introduction of contraband into this country.”  United States v. 

Montoya de Hernandez, 473 U.S. 531, 537 (1985).   

While this may seem inconvenient or intrusive to international travellers, “...the Fourth 

Amendment does not guarantee the right to travel without great inconvenience, even within our 

borders.” United States v. Touset, 890 F.3d 1227,1235 (11th Cir. 2018) (citing Corbett v. Transp. 

Sec. Admin., 767 F.3d 1171, 1179 (11th Cir. 2014)).  See also United States v. Kolsuz, 890 F.3d 

133,152 (4th Cir. 2018), as amended (May 18, 2018) (stating that “[o]ur new world has brought 

inconvenience and intrusions on an indiscriminate basis, which none of us welcome, but which 

most of us undergo in the interest of assuring a larger common good”). 

The Government has good cause for utilizing this border exception because of its 

“sovereign interest . . . in monitoring what enters and exits the country.”  United States v. Flores-

Montano, 541 U.S. 149, 152-53 (2004).  In Flores-Montano, the defendant was traveling to the 

United States-Mexico border in his vehicle.  Id. at 151.  During a stop at the border, federal law 

enforcement tapped the defendant’s gas tank with a screwdriver and noticed that the tank 

sounded solid.  Id.  A drug dog was ordered to search around the vehicle and alerted to the gas 

tank, where federal law enforcement found 37 kilograms of marijuana bricks.  Id.  The defendant 

moved to have this evidence suppressed because the search was not routine.  Id.  The district 

court obliged this request to suppress and the Ninth Circuit Court of Appeals affirmed, holding 

that reasonable suspicion was necessary before the search.  Id.  The United States Supreme Court 

reversed, holding that the search conducted on the defendant’s gas tank was “justified by the 

government’s interest in protecting the border.”  Id. at 155.  
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This is not to say the Government’s authority at the border is without limits.  United 

States v. Vergara, 884 F.3d 1309. 1315 (11th Cir. 2018).  For example, the Government cannot 

hold a person for an unreasonable amount of time at the border beyond the scope of a routine 

border search without reasonable suspicion.  Montoya de Hernandez, 473 U.S. at 541.  In 

Montoya de Hernandez, customs officials at the Los Angeles International Airport stopped the 

defendant due to suspicious travels on her passport.  Id. at 533.  After agents had questioned the 

defendant, they determined that she might be smuggling drugs in her alimentary canal.  Id. at 

534.  Agents detained the defendant for approximately sixteen hours, during which time she 

neither spoke nor used the bathroom.  Id. at 535.  Agents obtained a court order for x-rays of the 

defendant’s alimentary canal, and at the hospital, doctors removed a balloon filled with cocaine 

from the defendant’s rectum.  Id.  Over the next several days, the defendant passed 

approximately eighty-eight balloons filled with cocaine in the hospital.  Id. at 536.  At trial, the 

defendant moved to suppress evidence obtained as a result of her detention that occurred over the 

course of several days.  Id.  The United States Supreme Court held that suppression of evidence 

was proper because the defendant was detained for an unreasonable amount of time.  Id. at 544.  

A detention of this magnitude is only justified if agents “reasonably suspect” that the traveler is 

smuggling something across the borders into the United States. Id. at 541.  

II. The forensic search of Mr. Mendoza’s iPhone 6 was routine and did not require 

individualized suspicion. 

The Government contends that this was a reasonable search under the Fourth Amendment 

border search exception to the warrant requirement, rendering individualized suspicion 

unnecessary.  Courts across the United States have consistently held that routine border searches 

fall within the exception to the warrant requirement and are per se reasonable, regardless of how 

long it took to conduct the search.  See Ramsey, 431 U.S. at 616 (1977) (opining that “...searches 
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made at the border...are reasonable simply by virtue of the fact that they occur at the border”).  

See generally Chambers v. Maroney, 399 U.S. 42 (1970) (holding that even though the search of 

a defendant’s vehicle was delayed and moved to a stationhouse, there is no constitutional 

difference if the circumstances are exigent). ...”).  See also Kolsuz, 890 F.3d at 140 (4th Cir. 

2018) (noting that “...it is well established that a search initiated at the border may fall under the 

border exception even if it ultimately is conducted off-site and over a long period of time”).  

The underlying rationales of the border exception apply to the forensic search of the 

defendant’s iPhone 6.  Vergara, 884 F.3d at 1317 (Pryor J., dissenting).  The Defendant has a 

diminished expectation of privacy at the border, even though the iPhone 6 itself does not contain 

the physical contraband the government wishes to prevent from crossing the border.  Reliance 

upon Riley v. California is misplaced.  In Riley, the Court focuses specifically on the “search 

incident to arrest” exception to the warrant requirement.  Riley v. California, 134 S.Ct. 2473, 

2484 (2014).  The facts presented to this court are distinguishable because the search occurred at 

the Cape Adams International Airport under the border exception and in the interest of keeping 

drugs out of the United States.  The search that occurred in Riley was incident to arrest and was 

incredibly invasive.  Id. at 2481-2482.  The United States Supreme Court held that there is a 

heightened expectation of privacy in cell phones, but if the government has a compelling interest, 

the warrantless search of a cell phone may still be considered reasonable.  See id. at 2480 

(outlining facts where an officer searched all records on the defendant’s cell phone) (emphasis 

added).  Here, the Government has a compelling interest in keeping drugs from entering its 

borders.  See Employement Division v. Smith, 494, U.S. 872, 885 (1990) (arguing that generally 

prohibiting criminal conduct constitutes a compelling governmental interest). 
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The facts in Carpenter are also drastically different from the case at bar, therefore the 

holding in Carpenter should not be applied to these facts. See Carpenter v. United States, 585 

U.S. ____ (2018) (holding that a warrantless search of all cellular phone records, including the 

locations and movements of the defendant are in violation of the Fourth Amendment).  The 

Court in Carpenter expressly stated that the holding applies exclusively to the “third party 

doctrine.”  Id.  In this case, the Government already has an idea of the Defendant’s movements 

and locations from programs like FFS and JANET.  Because the holding in Carpenter should be 

narrowly applied, it has no bearing on the forensic search of the Defendant’s iPhone 6 at the 

border. 

Contrasting Montoya de Hernandez with the present case, an individual’s physical 

property is treated differently than his or her person with respect to expectations of privacy.  In 

Montoya de Hernandez, the United States Supreme Court held that reasonable suspicion was 

required for the prolonged detention and border search of a person.  Montoya de Hernandez, 473, 

U.S. at 541.  This case is distinguishable because Special Agent Michaels requested only a 

forensic search of the Defendant’s iPhone—not his person.  A search of an object at the border 

does not require reasonable suspicion because “[p]roperty and persons are different.”  See 

Flores-Montano 541 U.S. at 152 (holding that “[c]omplex balancing tests to determine what is a 

‘routine’ search . . .  as opposed to a more ‘intrusive’ search of a person, have no place in border 

searches . . . ).  

The idea that a border search without a warrant requires individualized suspicion on the 

part of the Government is without justification.  In border exception cases across the United 

States, courts have held that the level of suspicion required is reasonable suspicion, if 

individualized suspicion is needed at all.  See generally Montoya de Hernandez, 473 U.S. 531 
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(1985) and United States v. Cotterman, 709 F.3d 952 (9th Cir. 2013) (holding generally that 

invasive searches at the border require reasonable suspicion to search without a warrant).  

CONCLUSION 

 For the aforementioned reasons, the Government respectfully requests that the Court: 

1) Deny Defendant’s Motion to Dismiss Count Two of the Indictment; and 

2) Deny Defendant’s Motion to Suppress Evidence. 

Dated this 13th Day of September, 2018. 
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