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MEMORANDUM IN SUPPORT OF DEFENDANT’S MOTION TO DISMISS COUNT 

TWO OF THE INDICTMENT AND MOTION TO SUPPRESS EVIDENCE 

 

COMES NOW, the Defendant, Jason Mendoza, by and through his attorneys of record 

respectfully moves this Honorable Court to dismiss Count Two of the Indictment alleging Mr. 

Mendoza possessed a destructive device, specifically a “Molotov Cocktail,” in furtherance of a 

crime of violence, Arson, in violation of 18 U.S.C. § 844(i), all in violation of 18 U.S.C § 

924(c)(1)(B)(ii).  

Mr. Mendoza further moves this Honorable Court directing the suppression of all of the 

evidence obtained by law enforcement officers as a result of an illegal forensic search of Mr. 

Mendoza’s cell phone for and upon that Mr. Mendoza is charged by way of indictment with 

Distribution of a Controlled Substance, to wit: more than one kilogram of heroin, in violation of 

21 U.S.C. § 841(a)(1) beginning on December 1, 2015, and through March 25, 2018, in the Southern 

District of Stetson, the penalty for which is set forth in 21 U.S.C. § 841(b)(1)(A).  Additionally, any 

and all evidence procured as a result of the illegal search of Mr. Mendoza’s cell phone was 

procured in violation of Mr. Mendoza’s rights under the Fourth Amendment to the Constitution of 

the United States, and does not fall within the border exception to the Fourth Amendment. 

MOTION TO DISMISS STATEMENT OF THE FACTS 

 

  On March 31, 2018, Special Agent Shawn Michaels of the Department of Homeland 

Security received a telephone call from Customs and Border Protection Agent Eleanor Shellstrop, 

at the Cape Adams International Airport, informing Special Agent Michaels that Jason Mendoza 

was being held at the border for investigation.  Affidavit of Special Agent Shawn Michaels, ¶ 6 

[hereinafter “Affidavit”].  Since February 6, 2018, Mr. Mendoza had been under the surveillance 

of the Department of Homeland Security’s Fun and Friendly Skies (FFS) domestic surveillance 
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program.  Affidavit, ¶ 13.  FFS had identified Mr. Mendoza as a suspected traveler based on the 

thirty-four flights Mr. Mendoza took between February 5th and March 31st of 2018.  Id. 

 During the investigation, Mr. Mendoza explained he traveled for work as a food and 

beverage distributor for The Wing Dump.  Affidavit, ¶ 16.  The Wing Dump is a restaurant and 

sports bar chain that serves chicken wings and other fried foods with sixty-eight locations 

nationwide and two in Vancouver.  Id.  Mr. Mendoza also indicated The Wing Dump is in the 

process of expanding its franchise overseas.  Id.  After Special Agent Michaels conducted a search 

of Mr. Mendoza’s blue duffle bag and seized an old iPhone 6 found within, Mr. Mendoza was 

allowed to leave.  Affidavit, ¶ 18.  Special Agent Michaels then returned to his office and opened 

an investigative file into Mr. Mendoza.  Affidavit, ¶ 24.  Subsequent investigation led Special 

Agent Michaels to believe Mr. Mendoza was connected to the 60-PDC gang and was distributing 

a controlled substance within The Wing Dump food shipments.  Affidavit, ¶¶ 30-32.   

 On April 23, 2018, Special Agent Michaels obtained the outdoor security footage for the 

Stetson Wing Dump location, dating back to November 4, 2015, and he reviewed the footage with 

two other DHS Special Agents.  Affidavit, ¶¶ 35-36.  The videos appeared to show Mr. Mendoza 

arriving at The Wing Dump the night of the weekly food deliveries, being paid for his services, 

and leaving the restaurant’s meat locker with a red duffle bag.  Affidavit, ¶ 36.  On multiple 

occasions Special Agent Michaels claimed to have observed Mr. Mendoza retrieving a small item 

from the red duffle bag and exchanging the item with another staff member at The Wing Dump.  

Affidavit, ¶ 37.   

 During the March 25, 2018 food shipment, the video appears to show Mr. Mendoza leaving 

the meat locker at 11:42 p.m. with a red duffle bag.  Affidavit, ¶ 38.  Special Agent Michaels 

claims to have seen a physical altercation between Mr. Mendoza and another person, which led to 
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the red duffle bag coming open and a substance Special Agent Michaels believed to be heroin 

visible in the footage.  Id.   

On April 30, 2018, the Honorable Erin Engle entered a Criminal Complaint establishing 

probable cause to arrest Jason Mendoza for the unlawful distribution of Heroin, in violation of 21 

U.S.C. § 841(a)(1).  Supplemental Affidavit of Special Agent Shawn Michaels, ¶ 1 [hereinafter 

“Supp. Aff.”].  Special Agent Michaels subsequently left the federal courthouse to arrest Mr. 

Mendoza at his home.  Supp. Aff., ¶2.  Special Agent Michaels arrived at Mr. Mendoza’s home at 

6:42 p.m.  Id.  He then contacted the Gordon County Sheriff’s Office to ask that patrol units be on 

alert for Mr. Mendoza or his 2017 Tesla Model X, Stetson License Plate No. 80RT3LZ.  Supp. 

Aff., ¶ 3.   

 At 2:32 a.m. the following morning, Special Agent Michaels received a phone call from 

Gordon County Deputy Toddrick Kemple, who informed him that Mr. Mendoza’s vehicle was 

spotted at 99 Scully Drive in a commercial lot.  Supp. Aff., ¶ 4.  Special Agent Michaels then 

received a follow up call from Deputy Kemple indicating an anonymous caller had observed an 

individual matching Mr. Mendoza’s description throwing an unknown flaming object into the Pie 

Hard Bakery located at 102 Scully Drive.  Supp. Aff., ¶5.  The bakery is owned by Paula 

Ouncerock.  Id.  Mrs. Ouncerock is the spouse of the individual Special Agent Michaels claimed 

to have observed in a physical altercation with Mr. Mendoza.  Id.   

 At 3:02 a.m., Special Agent Michaels arrived at 99 Scully Drive to locate Mr. Mendoza’s 

vehicle; he observed Mr. Mendoza entering the vehicle.  Supp. Aff., ¶ 6.  Special Agent Michaels 

placed Mr. Mendoza in handcuffs and read him his Miranda Rights.  Id.  Mr. Mendoza complied 

with Special Agent Michaels’ command.  Id.  A pat-down search conducted by Deputy Kemple 
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yielded a BIC lighter found in Mr. Mendoza’s front pants pocket and he was placed inside the 

patrol vehicle.  Id.  No drugs or weapons were found on Mr. Mendoza.  Id.   

 As Deputy Kemple searched Mr. Mendoza, Special Agent Michaels walked down the road 

to Pie Hard Bakery.  Supp. Aff., ¶ 7.  He saw a small controlled fire inside the bakery.  Id.  Special 

Agent Michaels and Deputy Kemple then transported Mr. Mendoza to the Gordon County Jail for 

processing where Mr. Mendoza has remained since.  Supp. Aff., ¶ 8.  Mr. Mendoza was later 

indicted on one count of distribution of a controlled substance and one count of possession of a 

destructive device in furtherance of a crime of violence.  Indictment, 1.   

ARGUMENT 

 

I. The Court should dismiss Count Two of the Indictment because the residual clause 

of 18 U.S.C. § 924(c) fails to satisfy Due Process under the void-for-vagueness 

doctrine.   

 

As the Government, has previously conceded, they must use § 924(c)’s residual clause to 

“pass constitutional muster to go forward on Count Two” of the indictment charging that Mendoza 

violated 18 U.S.C. § 924(c)(1)(B)(ii) by committing a crime violence, arson.  Status Hearing ¶ 5.  

Section 924(c)’s residual clause defines a “crime of violence” as a felony offense “that by its 

nature, involves a substantial risk that physical force against the person or property of another may 

be used in the course of committing the offense.”  18 U.S.C. § 924(c)(3)(B).  But after applying 

the Supreme Court’s recent decisions in Dimaya and Johnson, Mendoza’s § 924(c) charge should 

be dismissed because the clause is unconstitutionally vague and violates Mendoza’s due process 

rights.   

 The Fifth Amendment states that “[n]o personal shall…be derived of life, liberty, or 

property without due process of law.”  U.S. CONST. AMEND. V.  Criminal laws that are so vague 

that they fail to “give ordinary people fair notice of the conduct it punishes, or so standardless that 
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it invites arbitrary enforcement” are a violation of due process.  Johnson v. United States, 135 S.Ct. 

2551, 2556 (2015).  In keeping with “ordinary notions of fair play and the settled rules of law,” 

vagueness in criminal statutes is prohibited “and a statute that flouts it ‘violates the first essential 

of due process.’”  Id. at 2557 (quoting Connally v. General Constr. Co., 269 U.S. 385, 391 (1926)) 

The void-for-vagueness doctrine is a constitutional guarantee that “ordinary people have “fair 

notice” of the conduct a statute proscribes.”  Sessions v. Dimaya, 138 S.Ct. 1204, 1212 (2018).  

These principles also apply to statutes fixing sentences.  Johnson, 135 S.Ct. at 2557 (citing United 

States v. Batchelder, 442 U.S. 114, 123 (1979)). 

A. Section 924(c)’s residual clause defining a “crime of violence” is unconstitutionally 

vague.  

 

The void-for-vagueness doctrine “guards against arbitrary or discriminatory law 

enforcement by insisting that a statute provide standards to govern the actions of police officers, 

prosecutors, juries, and judges.”  Dimaya, 138 S.Ct. at 1212.  By only using the conduct described 

in the statute, it requires Congress to “define what conduct is sanctionable and what is not.”  Id. 

(citing Kolender v. Lawson, 461 U.S. 352, 358 (1983)).  When the statute does not provide such 

guidance, a court must “identify the ‘kind of conduct the “ordinary case” of a crime involves.’”  

Id. (quoting Johnson, 135 S.Ct. at 2554).  But as the Court first asked in Johnson and reiterated in 

Dimaya, how is a court supposed to figure that out?  Is the Court supposed to use a “statistical 

analysis of the state reporter?  A survey?  Expert evidence?  Google?  Gut instinct?”  Id. at 1214 

(quoting Johnson, 135 S.Ct. at 2557).   

The residual clause in 18 U.S.C. § 924(c) also fails to answer the Court’s common-sense 

questions, providing no discernable standards or worthwhile guidance to a sentencing judge and 

“create[s] grave uncertainty about how to estimate the risk posed by a crime because it tie[s] the 

judicial assessment of risk to a hypothesis about the crime’s ‘ordinary case.’”  Dimaya, 138 S.Ct. 
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at 1213 (citations omitted).  This uncertainty opens the door for judges to arbitrarily determine 

what the “ordinary case” of a crime is and wrongly attach a mandatory thirty-year sentence to an 

undeserving defendant.   

The Supreme Court has previously found grave constitutional concerns with substantially 

similar residual clauses in Johnson and Dimaya.  In Johnson, the Court looked at 18 U.S.C. § 

924(e)’s residual clause which defined a “violent felony” as “burglary, arson, or extortion, involves 

use of explosives, or otherwise involves conduct that presents a series potential risk of physical 

injury to another.”  18 U.S.C. § 924(e)(2)(B).  The Court in Dimaya examined 18 U.S.C. § 16’s 

residual clause which defined a “crime of violence” as a felony “that, by its nature, involves a 

substantial risk that physical force against the person or property of another may be used in the 

course of committing the offense.”  18 U.S.C. § 16(b).   

In both cases, the Court determined each statute’s residual clause violated the defendant’s 

due process rights for being unconstitutionally vague.  Johnson, 135 S.Ct. at 2557; Dimaya, 138 

S.Ct. at 1224.  The Court highlighted two main features on why it found the residual clauses 

unconstitutional.  First, each clause “created grave uncertainty about how to estimate the risk posed 

by a crime” because it “requires a court to picture the kind of conduct that the crime involves in 

‘the ordinary case’” and second, they required a court “to judge whether that abstraction presents 

some not-well-specified-yet-sufficiently-large degree of risk.”  Dimaya, 138 S.Ct. at 1216.  As the 

Court stated in Johnson, a residual clause “produces more unpredictability and arbitrariness than 

the Due Process Clause tolerates” when it combines “indeterminacy about how to measure the risk 

posed by a crime with indeterminacy about how much risk it takes for the crime to qualify as a 

violent felony,” the functional equivalent of a “crime of violence.”  Johnson, 135 S.Ct. at 2558.  
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In Johnson, the uncertain risk measure was “serious potential risk.”  Id. at 2554.  While in Dimaya, 

the Court looked at the uncertain risk measure “substantial risk.”  Dimaya, 138 S.Ct. at 1211. 

Specifically, the holding in Dimaya, determining § 16(b)’s residual clause defining a 

“crime of violence” was unconstitutionally vague, should also apply to § 924(c)’s residual clause 

because its definition of a “crime of violence” is identical to § 16(b)’s definition and they both 

contain the same uncertain risk measure— “substantial risk.”  See Dimaya, 138 S.Ct. at 1213 

(comparing the residual clauses of § 16(b) and § 924(e) and rejecting the governments’ arguments 

textually distinguishing the statutes).  Section 924(c)’s residual clause also contains the same two 

features highlighted in Johnson and Dimaya, and creates a situation requiring a court to make an 

arbitrary determination on what the hypothetical “ordinary case” of arson looks like.  This, like 

the residual clauses of § 16(b) and § 924(e), does not meet constitutional standards.   

 Johnson and Dimaya laid the foundation for the courts to reject § 924(c)’s residual clause 

under the void-for-vagueness doctrine.  See generally United States. v. Cardena, 842 F.3d 959, 

996 (7th Cir. 2016) (applying Johnson and finding 18 U.S.C. § 924(c)(3)(b)’s residual clause 

unconstitutionally vague).  The Tenth Circuit Court of Appeals in Salas looked at the rationales of 

Johnson and Dimaya and determined that § 924(c)’s definition of a “crime of violence” was 

unconstitutionally vague because it contains the same two features the Supreme Court reasoned 

invalidated § 16(b) and § 924(e);  it “require[s] a court to picture the kind of conduct that the crime 

involves in ‘the ordinary case,’ and to judge whether that abstraction presents’ some not-well-

specified-yet-sufficiently-large degree of risk.”  United States v. Salas, 889 F.3d 681, 684-85 (10th 

Cir. 2018) (quoting Dimaya, 138 S.Ct. at 1216).  Therefore, this court should apply the same 

reasoning from Johnson, Dimaya, and Salas to dismiss Count Two of Mr. Mendoza’s indictment 

because § 924(c) is unconstitutionally vague and violates his Due Process rights.   
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II. The Court should dismiss Count Two of the Indictment because the residual clause 

does not provide fair notice and is applied arbitrarily under the categorical approach. 

 

Since the Government has charged Mendoza in violation of § 924(c) and must base its 

conviction on the statutes’ residual clause, the court must apply the categorical approach to 

determine whether arson is a “crime of violence.”  In Johnson and Dimaya, the Supreme Court 

required the categorical approach to determine the “ordinary case” of the offenses charged, which 

contributed to the Court invalidating the residual clause in each case.  The Supreme Court has 

required using the categorical approach when looking at a residual clause “even if that approach 

[cannot] in the end satisfy constitutional standards.”  United States v. Eshetu, 898 F.3d 36, 37 (D.C. 

Cir. 2018) (quoting Dimaya, 138 S.Ct. at 1217).  Because the court is required to apply the 

categorical approach to determine the “ordinary case” of arson, and the categorical approach 

invites arbitrary enforcement, and fails to provide fair notice,” the residual clause is 

unconstitutionally vague and Count Two of Mendoza’s indictment should be dismissed.  Johnson, 

135 S.Ct. at 2559.   

The Supreme Court applies the categorical approach for situations where the statute’s text 

make it utterly impracticable to use a fact-based inquiry.  Dimaya, 138 S.Ct. at 1216-17 (citing 

Johnson, 135 S.Ct. at 2562).  Courts use the categorical approach to determine whether a person’s 

conviction “falls within the ambit” of a statute’s residual clause.  Dimaya, 138 S.Ct. at 1211.  

“Simple references to a ‘conviction,’ ‘felony,’ or ‘offense,’…are ‘read naturally’ to denote the 

‘crime as generally committed.”  Dimaya, 138 S.Ct. at 1217 (quoting Nijhawan v. Holder, 557 

U.S. 29, 34 (2009)).  When a statute directs courts to “consider whether an offense, by its nature, 

poses the requisite force,” “‘nature’ means its ‘normal and characteristic quality.’”  Id. (citing 

Webster’s Third New International Dictionary 1507 (2002)).   
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A. The Court is bound by Supreme Court precedent to apply the categorical approach 

when determining what constitutes a “crime of violence” pursuant to the residual 

clause of 18 U.S.C. § 924(c).  

 

The text of § 924(c)’s residual clause makes it utterly impracticable to use a fact-based 

inquiry, thereby requiring the court to use the categorical approach.  Johnson, 135 S.Ct. at 2562.  

As the Court reiterated in Dimaya, [i]f Congress had wanted judges to look into a felon’s actual 

conduct, it presumably would have said so…”  Dimaya, 138 S.Ct. at 1218.  The residual clause 

defines a “crime of violence” as a felony offense “that by its nature, involves a substantial risk that 

physical force against the person or property of another may be used in the course of committing 

the offense.”  18 U.S.C. § 924(c)(3)(B) (emphasis added).  Dimaya explains that the language, “by 

its nature,” “tells courts to figure out what an offense normally—or … ‘ordinarily’—entails, not 

what happened to occur on one occasion.”  Dimaya, 138 S.Ct. at 1218.  In fact, “[t]he reason 

[courts] do not consider the underlying facts is clear: either a crime is violent ‘by its nature’ or it 

is not. It cannot be a crime of violence ‘by its nature’ in some cases, but not others, depending on 

circumstances.”  United States v. Vigil, 334 F.3d 1215, 1223 (10th Cir. 2003) (quoting United 

States v. Velasquez-Overa, 100 F.3d 418, 420-21 (5th Cir. 1996)).   

In Johnson, the Court reasoned that there was no other alternative but to apply the 

categorical approach.  Johnson, 135 S. Ct. at 2557.  It acknowledged how the approach requires 

“the judicial assessment of risk to a judicially imagined ‘ordinary case’ of a crime, not the real-

world facts or statutory elements.”  Id.  And how there is no settled way to decide “what kind of 

conduct the ‘ordinary case’ of a crime involves.”  Id.  The Court further explained in Dimaya how 

abandoning the categorical approach would create 6th Amendment concerns as judges would be 

making findings the jury should be making and how the text of the residual clause does not provide 

for a “fact based reading.”  Dimaya, 138 S.Ct. at 1217-18.   
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The concerns raised in Johnson and Dimaya if the categorical approach were abandoned 

fully apply when looking at § 924(c)’s residual clause.  Even though applying the categorical 

approach to § 924(c) renders the clause unconstitutionally vague, it must be done according to 

Supreme Court precedent.  The residual clause contains the language “by its nature.”  This 

language forecloses any possibility of a court making a fact-based inquiry into the crime.  Federal 

courts since Dimaya have not accepted any other method for evaluating a statute’s residual clause.  

See Salas, 889 F.3d at 686 (applying the categorical approach to determine whether § 924(c)’s 

residual clause is a “crime of violence”); Eshetu, 898 F.3d at 37 (indicating D.C. circuit precedent 

requires the categorical approach when analyzing a statute’s residual clause).  Following 

established precedent, this court should apply the categorical approach to § 924(c)’s residual clause 

to determine whether arson is a “crime of violence.”  Because applying the categorical approach 

requires the court to determine the “ordinary case” of arson, the residual clause is 

unconstitutionally vague and Count Two of the indictment should be dismissed.   

MOTION TO SUPRESS STATEMENT OF THE FACTS 

 On February 6, 2018 Jason Mendoza was identified as a suspected traveler under Fun and 

Friendly Skies domestic surveillance program (FFS).  Affidavit of Special Agent Shawn Michaels 

[hereinafter “Affidavit”], ¶ 13.  FFS, an additional measure of support for aviation monitoring, 

utilizes a propriety algorithm and software program known as the Justified Assessment and 

Notification Emergency Tracker (JANET).  Affidavit, ¶¶ 7, 9.  Travelers are identified by JANET 

based on their “travel history, behavior, and other criteria.”  Affidavit, ¶ 9.  FFS automatically 

screens all United States citizens entering the country through a Port of Entry.  Id.   

 JANET compiles information regarding “travel patterns, including frequency… span of 

time between travel, and known concerns or threats at the departure and arrival destinations,” 
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including the traveler’s conduct within the airport.  Affidavit, ¶ 10.  The monitored conduct 

includes:  “patterns of movement inside terminals, boarding times and methods, nature of luggage 

or other items located with or on the suspected traveler, eating and drinking patterns, physical 

observations, and interactions with other passengers.”  Affidavit, ¶ 11.  JANET stores data for 

relating to suspect traveler’s certain movements, mode of transportation to and from the airport, 

and changes in their physical appearance.  Id.   

 JANET collects information on travelers and supplies this information to Federal Air 

Marshals (FAMs).  Affidavit, ¶ 12.  If an individual is selected as a suspect passenger, a group of 

FAM’s will be placed on that individual’s next flight.  Id.  FAMs monitor the suspect traveler’s 

conduct on the flight, including “timing of movements, sleep patterns, and conversations with 

other passengers and crew members.”  Id.  FAMs document the information they observe into 

JANET.  Id.   

 Mr. Mendoza’s record indicated that between February 5, 2018, and March 31, 2018, he 

traveled on thirty-four different flights – fifteen international and nineteen domestic.  Affidavit, ¶ 

13.  His JANET record indicated that he traveled alone, changed clothes on international flights, 

traveled with only a blue duffle bag, was aware of his surroundings when making a phone call at 

the airport, used a privacy screen on his laptop and phone, and never drank alcohol at the airport 

or while flying.  Affidavit, ¶ 14.   

 On March 31, 2018, Customs and Border Protection Agent Eleanor Shellstrop detained 

Mr. Mendoza at Cape Adams International Airport.  Affidavit, ¶ 6.  Agent Shellstrop called Special 

Agent Shawn Michaels, from the Department of Homeland Security, to interrogate Mr. Mendoza 

based on his FFS record.  Affidavit, ¶¶ 6-7.  Mr. Mendoza waited in the interrogation room for 

forty-five minutes while Special Agent Michaels traveled to the airport.  Id.   
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Upon arrival, Special Agent Michaels asked Mr. Mendoza if he knew why he was being 

detained; Mr. Mendoza responded, “No.”  Affidavit, ¶ 15.  Mr. Mendoza countered Special Agent 

Michaels assumptions based on the FFS records by explaining he traveled for work as a food and 

beverage distributor for The Wing Dump.  Affidavit, ¶ 16.  The Wing Dump is a restaurant and 

sports bar chain that serves chicken wings and other fried foods with sixty-eight locations 

nationwide and two in Vancouver.  Id.  Mr. Mendoza also indicated The Wing Dump is in the 

process of expanding its franchise overseas.  Id.  Part of Mr. Mendoza’s employment required him 

to “travel abroad to meet with vendors and suppliers, as well as to conduct quality control 

evaluations” as part of The Wing Dump’s expansion process.  Affidavit, ¶ 17.   

 During the interrogation, Special Agent Michaels noticed Mr. Mendoza’s “blue duffle bag 

placed next to his chair.”  Affidavit, ¶ 18.  Special Agent Michaels dumped the contents of the bag 

onto the table, and riffled through Mr. Mendoza’s “Apple MacBook Pro laptop, an Apple lightning 

charging cable, and Apple laptop charging cable, miscellaneous clothes, a toothbrush, toothpaste, 

and a notebook.”  Id.   

 Special Agent Michaels opened the notebook and found a “handwritten calendar of 

international shipments to the United States dating back to March 2015, including a Port of 

Departure and a domestic Port of Entry” and had the contents copied.  Id.  After riffling through 

Mr. Mendoza’s possessions, Special Agent Michaels began returning the items to the duffle bag.  

Affidavit, ¶ 19.  As Special Agent Michaels was doing this, he noticed a hard-rectangular item 

located on the inside of the bag, an iPhone 6.  Id.  Mr. Mendoza said that it was his business phone.  

Id.  Special Agent Michaels turned the phone on and demanded the password.  Affidavit, ¶ 20.  

Only after Special Agent Michaels declared Mr. Mendoza “had no privacy while at the border in 

to his county” did Mr. Mendoza provide the password.  Id.   
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 After entering the password, Special Agent Michaels noticed that the phone had recently 

been restored to factory settings.  Affidavit, ¶ 21.  Mr. Mendoza explained that the phone “became 

corrupted when he used the Wi-Fi at an internet café while in Vancouver on March 29, 2018”, and 

a friend told him that he should restore the phone to factory settings.  Id.  Special Agent Michaels 

explained to Mr. Mendoza that he would be “seizing the phone for up to 30 days for a forensic 

search of its contents.”  Affidavit, ¶ 22.  Mr. Mendoza objected and asked Special Agent Michaels 

to call his lawyer.  Id.  Because he “did not believe [he] had any basis to continue to detain” Mr. 

Mendoza, Special Agent Michaels informed Mr. Mendoza that he was free to leave without his 

phone.  Id. 

Once Mr. Mendoza left, Special Agent Michaels “opened an investigative file” on Mr. 

Mendoza and took his iPhone 6 to DHS so they could perform “a full forensic search.”  Affidavit, 

¶¶ 24-25.  On April 20, 2018, Special Agent Michaels received the results of the full forensic 

search performed on Mr. Mendoza’s phone.  Affidavit, ¶ 28.  The search revealed that: (1) the 

contents of the phone were wiped in Vancouver on March 29, 2018 and remained off until Special 

Agent Michaels turned it back on during Mr. Mendoza’s detainment; (2) Mr. Mendoza allegedly 

used the alias “JIANYU LI; (3) numerous messages were exchanged between JIANYU LI and “a 

known lieutenant for international Russian-based drug kingpin Tahani,” Seth “Pillboi” Oliver; (4) 

the two had planned international meetings and discussed international shipments of products for 

The Wing Dump through a Tahani corporation; (5) other messages dating back to 2015 between 

Mr. Mendoza and Derek Hofstetler regarding Mr. Mendoza’s conversations with Oliver, allegedly 

referencing illicit substances as “drumsticks,” and international transfers “of funds to shell 

corporations”; (6) Hofstetler was a district manager for The Wing Dump and “alleged member of 
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the gang 60-PDC”: and (7) a message stating they needed to find a new distributor of drumsticks.  

Affidavit, ¶¶ 28-31.   

 Based on what the forensic phone search uncovered, Special Agent Michaels believed Mr. 

Mendoza was “likely” affiliated with 60-PDC and “distributing a controlled substance in The Wing 

Dump’s international food shipments.”  Affidavit, ¶ 33.  Further investigation led Special Agent 

Michaels to believe there was probable cause to find that Mr. Mendoza “unlawfully distributed 

Heroin.”  Affidavit, ¶ 39.  On April 30, 2018, Honorable Erin Engle entered a Criminal Complaint 

“establishing probable cause to arrest [Mr.] Mendoza for the unlawful distribution of Heroin, in 

violation of 21 U.S.C. § 841(a)(1).  Supplemental Affidavit of Special Agent Shawn Michaels, ¶ 

1 [hereinafter “Supp. Aff.”].  The following day Mr. Mendoza was located and placed under arrest.  

Supp. Aff., ¶ 6.   

ARGUMENT 

I. The Court should suppress all evidence obtained from the forensic search of Mr. 

Mendoza’s cell phone because the border exception applies to routine searches 

and seizures. 

 

 The Fourth Amendment provides that:  

The right of the people to be secure in their persons, houses, papers, 

and effects, against unreasonable searches and seizures, shall not be 

violated, and no Warrants shall issue, but upon probable cause, 

supported by Oath or affirmation, and particularly describing the 

place to be searched, and the persons or things to be seized. 

 

 U.S. CONST. AMEND IV.  

 There are limited exceptions to this rule.  One of those exceptions are our nation’s borders 

where "government agents may conduct ‘routine’ searches and seizures of persons and property 

without a warrant or any individualized suspicion.”  United States v. Kolsuz, 890 F.3d, 133, 137 

(4th Cir. 2018) (as amended May 18, 2018) (quoting Almeida-Sanchez v. United States, 413 U.S. 
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266, 272-73 (1973) and United States v. Montoya de Hernandez, 473 U.S. 531, 538 (1985)).  The 

United States Supreme Court has held that “ordinary pat-downs, frisks, removal of outer clothing 

or shoes, and emptying of pockets, wallets, or purses are all routine searches[.]”  United States v. 

Kelly, 302 F.3d 291, 294 (5th Cir. 2002) (citing United States v. Vega-Barvo,729 F.2d 1341, 1345 

(11th Cir.1984) (noting that a luggage search, a pat-down, and a frisk are routine searches because 

they “intrude only slightly on a person's privacy”)).  Consequently, the Supreme Court recognizes 

nonroutine border searches that are reasonable if such searches are based on individualized 

suspicion.  Kolsuz, 890 F.3d at 138.   

 Special Agent Shawn Michaels of the Department of Homeland Security violated Mr. 

Mendoza’s Fourth Amendment rights for two reasons:  First, this was a nonroutine search, and the 

border exception applies only to routine searches without a warrant or any individualized 

suspicion.  Because this was a nonroutine search, it does require a level of individualized suspicion 

to conduct a search of Mr. Mendoza’s cell phone. Special Agent Michaels lacked such suspicion.  

Second, because Special Agent Michaels lacked any level of individualized suspicion, Mr. 

Mendoza’s cell phone was illegally seized.  The warrantless forensic search of Mr. Mendoza’s cell 

phone does not fall within the border exception to the Fourth Amendment.   

A. Because this was a nonroutine search, Special Agent Michaels must have 

individualized suspicion to conduct a forensic search of Mr. Mendoza’s iPhone 6.  

 

 Generally, a “suspicionless” border search is reasonable simply because it happened at the 

border.  United States v. Ramsey, 431 U.S. 606, 616 (1977).  Government agents may conduct 

“suspicionless” routine searches, but may not conduct nonroutine searches without reasonable 

suspicion.  Kolsuz, 890 F.3d at 144.  Searches at the border of baggage, “outer clothing, and 

personal effects” are typically considered routine searches.  Id.  Conversely, “strip searches, 

alimentary-canal searches, x-rays, and the like—are deemed nonroutine and permitted only with 
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reasonable suspicion,” and are most invasive of privacy.  Id.  In Kolsuz, the Fourth Circuit Court 

of Appeals concluded that searching a cell phone is the most intrusive form of search.  Id. at 140.  

The court compared the digital search of a cell phone to the intrusive and invasive nature of a body 

cavity search.  Id.   

 Nonroutine border searches are highly intrusive because they implicate “dignity and 

privacy interests.”  United States v. Flores-Montano, 541 U.S. 149, 152 (2004).  After Riley v. 

California, the Fourth Circuit Court of Appeals determined that searching cell phones constitutes 

nonroutine searches, and that cell phones can no longer be subject to ordinary searches at the 

border, such as luggage or container searches, because of the depth of sensitive and private 

information stored on them.  Kolsuz, 890 F.3d at 140 (citing United States v. Saboonchi, 990 F. 

Supp. 2d, 536, 569 (D. Md. 2014).  Forensic searches of electronic devices are treated as 

nonroutine border searches, they may only be conducted with reasonable suspicion in violation of 

customs laws or if suspected activity raises national security concerns.  Id at 146. 

 Special Agent Michael’s search of Mr. Mendoza’s duffle bag was routine.  Even turning 

Mr. Mendoza’s iPhone 6 on and looking at it still constituted a routine search.  However, Special 

Agent Michaels crossed the line into a nonroutine search when he seized Mr. Mendoza’s iPhone 

6 for a forensic search of its contents.   

B. Because Special Agent Michaels did not have individualized suspicion, he did not 

have authority to seize Mr. Mendoza’s iPhone 6.  

 

 The standard to conduct a nonroutine search is individualized or reasonable suspicion.  See 

Kolsuz, 890 F.3d at 148 (opining that nonroutine searches performed by federal law enforcement 

officers at the border require at least reasonable suspicion).  Reasonable suspicion has been used 

in many different contexts.  For example, reasonable suspicion can be defined as “a particularized 

and objective basis for suspecting the particular person stopped of criminal activity.”  United States 
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v. Cortez, 449 U.S. 411, 417–18 (1981).  See also People v. Johnson, 50 N.Y.S.3d 543, 545 (N.Y. 

App. Div. 2017) (defining reasonable suspicion as “that quantum of knowledge sufficient to induce 

an ordinarily prudent and cautious [person] under the circumstances to believe criminal activity is 

at hand[.]”);  United States v. Sanders, 95 F. Supp. 3d 1274, 1281 (D. Nev. 2015) (holding that 

reasonable suspicion is “a particularized and objective basis for suspecting the particular person 

stopped of breaking the law.”, and; United States v. Lopez–Soto,205 F.3d 1101, 1105 (9th Cir. 

2000) (opining that reasonable suspicion means “specific, articulable facts which, together with 

objective and reasonable inferences, form the bases for suspecting that the particular person 

detained is engaged in criminal activity.”). 

 The Government listed Mr. Mendoza as a suspect traveler because of his flight history as 

a result of the data gathered by its program, FFS.  Federal Air Marshals never observed Mr. 

Mendoza participating in illegal activities-- even after following him-- and logging his movements 

into JANET.  Special Agent Michaels possessed no “particularized, objective basis” for believing 

Mr. Mendoza committed a crime.  He failed to acquire any “quantum knowledge” that would lead 

an “ordinarily prudent and cautious person” to believe Mr. Mendoza was participating in criminal 

activity.  Special Agent Michaels had no real basis for suspecting Mr. Mendoza had broken any 

laws.  He formed no “specific, articulable facts which, together with objective and reasonable 

inferences, form the bases for suspecting that the particular person detained is engaged in criminal 

activity”.  See supra pages 16-17, ¶ 3,1 (defining reasonable suspicion several different ways by a 

number of courts).  Despite the fact that Special Agent Michaels has twenty-two years of law 

enforcement experience with DHS, his fundamentally misguided approach to Mr. Mendoza’s case 

flaunted guaranteed constitutional protections under the Fourth Amendment.  Affidavit ¶ 1.   
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 In United States v. Cotterman, agents seized the defendant’s laptop at the Mexican border 

because of the defendant’s previous criminal history and his potential involvement in child sex 

tourism.  United States v. Cotterman, 709 F.3d 952, 957 (9th Cir. 2013).  Although criminal history 

alone does not amount to reasonable suspicion, the fact that the defendant had a previous history 

of sex crimes against children, coupled with him potentially being involved in child sex tourism, 

does relate to reasonable suspicion as he traveled frequently to Mexico.  Id. at 968. 

 In United States v. Ramos, the United States District Court in the Southern District of 

California held that because meth was found in the defendant’s car, law enforcement had 

reasonable suspicion to conduct a forensic search of the defendant’s cell phone at the border.  

United States v. Ramos, 190 F. Supp. 3d 992, 1001 (S.D. Cal. 2016).  This constituted a border 

search and falls within the border exception to the warrant requirement.  Id. at 1003.  The Ramos 

Court reasoned that absent facts amounting to individualized suspicion law enforcement cannot 

conduct a forensic examination of a cell phone simply because it crosses the border.  Id.   

 In Kolsuz, the agents searching the defendant’s phone reasonably believed their search 

would reveal both evidence of the export violation that they were currently investigating and 

“information related to other ongoing attempts to export illegally various firearms parts.”  Kolsuz, 

890, F.3d at 143.  The agents conducted a forensic search of the defendant’s cell phone to discover 

information regarding current criminal activity— “particular[ly], information about additional 

illegal firearms exports already underway.”  Kolsuz, 890 F.3d at 143.  The court determined that 

the agents’ motive behind the forensic search ‘fits within the core of the rationale’ underlying the 

border search exception.”  Id.  

 These three cases outlined, supra, are distinguishable from Mr. Mendoza’s case because 

each defendant actively participated in criminal activity at the border.  See supra page 18, ¶¶1-3 
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(outlining three distinguishable cases).  The defendant in Cotterman was a convicted sex offender 

who officials had reason to believe was participating in child sex tourism; the defendant in Ramos 

was found with meth; and the defendant in Kolsuz had illegal firearms in his luggage.  See supra 

page 18, ¶¶1-3 (highlighting different fact patterns at the border).  Contrary to all three cases, 

Special Agent Michaels had no factual basis to develop the individualized suspicion necessary to 

conduct a forensic search of Mr. Mendoza’s cell phone under the border exception.  Mr. Mendoza 

was put on a watch list because of the amount of time he traveled.  Traveling is not an illegal 

activity.  Because the Government cannot point to any material facts that created individualized 

suspicion, Special Agent Michaels seized Mr. Mendoza’s iPhone 6 to conduct a forensic search in 

flagrant violation of Mr. Mendoza’s Fourth Amendment protection from unlawful search and 

seizure. 

 In United States v. Kim, the defendant was charged with violating export laws, and his 

laptop was seized and searched by DHS.  United States v. Kim, 103 F. Supp. 3d 32, 34 (D.D.C. 

2015).  The defendant subsequently filed a motion to suppress the evidence obtained by DHS as a 

result of the search.  Id. at 35.  The court granted motion to suppress the search because the search 

“was supported by so little suspicion of ongoing or imminent criminal activity, and that it was so 

invasive of [the defendant’s] privacy that it was unreasonable.”  Id. at 59.  It was so invasive that 

the information retrieved by the Government was “predicated” on criminal activities that did not 

occur in the United States.  Id. at 58. 

 Just like in Kim, the seizure and extensive forensic search of Mr. Mendoza’s cell phone 

was so invasive that it violated his Fourth Amendment rights.  Special Agent Michaels had so little 

suspicion of ongoing criminal activity—at the border or otherwise—that the forensic search of Mr. 

Mendoza’s iPhone was intrusive and without proper suspicion.  Two months of frequent 
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international travel—easily explained by Mr. Mendoza’s job as a distributor for The Wing 

Dump—supplies “so little suspicion of ongoing or imminent criminal activity” that it fails to 

establish any modicum of individualized suspicion.  Kim, 103 F.Supp. at 59.  Absent any 

individualized suspicion the court should suppress all evidence obtained from Special Agent 

Michaels’ unconstitutional forensic search of Mr. Mendoza’s iPhone 6.   

II. The Court should suppress all evidence obtained from the forensic search of Mr. 

Mendoza’s iPhone 6 because the forensic search violated his Fourth Amendment 

right as cell phones have a higher expectation of privacy. 

 

 A heightened expectation of privacy exists for cellular phones because of the intimate 

nature of the content contained in the phone.  Searching a suspect’s phone involves “more 

substantial privacy interests” and amounts to an “additional intrusion on privacy beyond the arrest 

itself” because of the phone’s digital data.  Riley v. California, 134 S. Ct. 2473, 2478 (2014).  

Before cell phones, a physical search of a person or their belongings was only a slight intrusion, 

but cell phones can store all kinds of electronic information, such as pictures, texts, and videos.  

Id. at 2478-79.  Because of the amount of information stored, and the different types of 

information, there are several “interrelated privacy concerns.”  Id. 

 The scope of the privacy interests at stake is further complicated by the fact that the 

data viewed on many modern cell phones may in fact be stored on a remote server. 

Thus, a search may extend well beyond papers and effects in the physical proximity 

of an arrestee, a concern that the United States recognizes but cannot definitively 

foreclose. 

 

Id. at 2479. 

 

 Mr. Mendoza enjoyed a heightened expectation of privacy to the contents of his iPhone 

because of the private nature of the digital contents within.  Special Agent Michaels ignored this 

expectation when he seized the iPhone and conducted a forensic search of the contents without 

any reasonable grounds or exigent circumstances. 
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A. Mr. Mendoza had a higher expectation of privacy in regards to the contents of his 

cell phone. 

 

 Due to the “vast quantities of personal information” placed “literally in the hands of 

individuals”, a warrant must generally be secured before searching information found on a cell 

phone.  Riley, 134 S.Ct. at 2485.  Cell phones can store and access highly sensitive personal 

information that would never be available on a person in “hard-copy” form.  Riley, 134 S. Ct. at 

2496–97 (ALITO, J., concurring in judgment).  The information found during the search of a cell 

phone “bears little resemblance” to the type of information uncovered during a brief physical 

search of a person because digital data does not pose the same risks that unknown physical objects 

do.  Id. at 2485.  The Court explained: 

 Law enforcement officers remain free to examine the physical aspects of a phone 

to ensure that it will not be used as a weapon, to determine whether there is a razor 

blade hidden between the phone and its case. Once an officer has secured a phone 

and eliminated any potential physical threats, however, data on the phone can 

endanger no one. 

  

Id. 

 This is not to say that police are always required to obtain a warrant before seizing and 

searching the contents of a suspect’s phone.  Id. at 2494.  The Riley Court recognized that the 

exigent circumstances exception was available to officers in extreme situations.  Id.   For example, 

if “a suspect texting an accomplice who, it is feared, is preparing to detonate a bomb, or a child 

abductor who may have information about the child’s location on his cell phone.”  Id.   

Cell phones have become such an important feature in society that “the proverbial visitor 

from Mars might conclude they were an important feature of human anatomy.”  Id. at 2484.   

Because of the function that cell phones play in daily life, Mr. Mendoza had a higher expectation 

of privacy as it applies to the contents of his cell phone.  Additionally, Special Agent Michaels did 

not obtain a search warrant before seizing and searching the private contents of his phone.  No 
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exigent circumstances were present to allow Special Agent Michaels to bypass Mr. Mendoza’s 

constitutional guarantee against being subjected to a warrantless, unreasonable, search and seizure 

of his property.  Thus, all information that Special Agent Michaels obtained should be suppressed. 

B. Special Agent Michaels did not have reasonable grounds to seize Mr. Mendoza’s 

cell phone. 

 

 The Fourth Amendment does not require a search warrant when the border exception 

applies.  However, the Government still must show they had reasonable grounds to believe the 

information sought will further the investigation.  Special Agent Michaels did not have reasonable 

grounds to seize and search Mr. Mendoza’s cell phone records because cell phones have a higher 

expectation of privacy. 

 In Carpenter v. United States, the Court held that the “ultimate measure of the 

constitutionality of a governmental search is ‘reasonableness[.]” Carpenter v. United States, 138 

S. Ct. 2206, 2221 (2018).  The Government obtained the cell-site records based on a court order 

issued under the Stored Communications Act, which required the Government to show “reasonable 

grounds” for believing that the records were “relevant and material to an ongoing investigation.”  

Id. at 2209 (citing 18 U.S.C. § 2703(d)).  This directly contrasts the Court’s usual requirement that 

“‘some quantum of individualized suspicion’[exists] before a search or seizure may take place.”  

Id. at 2206 (quoting United States v. Martinez–Fuerte,428 U.S. 543, 560–561 (1976)).  

 Under Carpenter, the search of Mr. Mendoza’s cell phone falls incredibly short of the 

individualized suspicion requirement because there were no reasonable grounds for the search.  

Mr. Mendoza simply traveled a lot.  Federal law requires that the records are “relevant and material 

to an ongoing investigation.”  18 U.S.C. § 2703(d).  However, the investigation did not take place 

until after the phone was seized, without any evidence of criminal wrongdoing.  If the Government 

wants to “compel[] a wireless carrier to turn over [cell phone records], the Government's obligation 
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is a familiar one—get a warrant.”  Carpenter, 138 S. Ct. at 2221.  Due to “recent technological 

advances…obtaining a warrant itself more efficient.”  Riley, 134 S.Ct. at 2493.  The forensic search 

of the phone by DHS is different than having a phone carrier turn over information like in 

Carpenter, but the concept is nonetheless the same.  Special Agent Michaels took private 

information from Mr. Mendoza’s cell phone without a warrant or probable cause or reasonable 

suspicion, and is therefore unconstitutional. 

CONCLUSION 

 For the foregoing reasons, the Defendant respectfully requests this Court to: 

1. Grant Defendant’s Motion to Dismiss Count Two of the Indictment, and 

2. Court to suppress all evidence obtained as a result of the unlawful forensic search of 

Defendant’s cell phone. 

Dated this 13th day of September 2018.    

         

/s/ Team 1861 

Team 1861, Esq. 

Bar No. 01861 

Gordon, Stetson 86753 

Email: Team1861@team.com 

Phone: (186)-186-1861 

Facsimile: (168)-116-8161 

 

Counsel for Jason Mendoza. 
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UNITED STATES DISTRICT COURT 

SOUTHERN DISTRICT OF STETSON 

METTS CITY DIVISION 

 

 

UNITED STATES OF AMERICA, 

CASE NO.: 15:18 -my-01452-EE 

v. 

 

JASON MENDOZA 

 

 Defendant. 

________________________________/ 

 

ORDER GRANTING DEFENDANT’S MOTION TO DISMISS AND MOTION TO 

SUPPRESS 

 

 THIS CAUSE comes before the Court on Defendant’s Motion to Dismiss Count Two of  

Plaintiff’s Indictment, filed June 15, 2018, and Plaintiff’s Response to Defendant’s Motion filed  

June 15, 2018, and Defendant’s Motion to Suppress Evidence resulting from the forensic search 

of Mr. Mendoza’s phone filed June 15, 2018, and Plaintiff’s Response to Defendant’s Motion 

filed June 15, 2018.  The Court having considered the memoranda filed by the parties, having 

heard argument and being fully advised, and good cause appearing therefor, it is  

 ORDERED that the motion to dismiss count two of the indictment be, and the same 

hereby is GRANTED without further leave to amend; and it is further  

 ORDERED, ADJUDGED and DECREED that Count Two of Indictment be, and the 

same hereby is, DISMISSED WITH PREJUDICE, and it is further 

 ORDERED that the motion to suppress be, and the same hereby is, GRANTED in its 

entirety without further leave to amend.  

DONE AND ORDERED in Chambers in Metts City, Stetson, this 12th day of October, 

2018.  
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___________________________  

Nicholas Byrne    

Chief United States District Judge  

Southern District of Stetson   

Copies to: 

 

United States Attorney’s Office – Criminal Division 

Federal Public Defender’s Office 
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