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INTRODUCTION 
 
 The United States of America respectfully files this memorandum of law in opposition to 

the Defendant’s motions to (1) dismiss Count Two of the indictment for violation of 18 U.S.C. 

§ 924(c)(1)(B)(ii), and (2) suppress evidence obtained via a search of the Defendant’s cell phone.  

 Upon his arrival at the Cape Adams International Airport, United States Customs and 

Border Patrol (“Customs”) agents searched the Defendant at a border checkpoint. Customs 

agents released the Defendant but detained his cell phone for further review due to the unusual 

circumstances surrounding the initial cell phone search. A Special Agent with the Department of 

Homeland Security (“Homeland Security”) forensically searched the Defendant’s cell phone and 

found evidence that the Defendant was actively involved in the importation of narcotics. When 

Homeland Security later attempted to arrest the Defendant, they obtained additional evidence 

that he used a Molotov cocktail in attempt to commit arson. 

 The Defendant was arrested and indicted for distributing a controlled substance in 

violation of 21 U.S.C. § 841(a)(1) and possessing a Molotov cocktail in violation of 18 U.S.C. 

§ 924(c)(1)(B)(ii). He now challenges the search executed by Customs agents and moves to 

suppress all evidence revealed in the search. Additionally, the Defendant has moved to dismiss 

Count Two of the government’s indictment arguing that the statute is void for vagueness. The 

United States respectfully requests that this Court deny both motions. 

STATEMENT OF FACTS 
 
 The Initial Detainment. On March 31, 2018, Customs agents made contact with the 

Defendant after he arrived at the Cape Adams International Airport via an international flight. 

(Michaels Aff. ¶ 6–7.) When the Defendant presented himself at border security, Customs agents 
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ran his information and learned that he was listed in a national security surveillance program that 

monitors individuals who are potentially involved in terrorist activity. (Michaels Aff. ¶ 7–8.) 

 The Forensic Search. Special Agent Shawn Michaels, Homeland Security’s liaison to 

Customs at the Cape Adams International Airport, was dispatched and conducted an 

interrogation and search of the Defendant’s belongings due to the surveillance alert. (Michaels 

Aff. ¶ 15–18.) Before meeting with the Defendant, Michaels reviewed surveillance records and 

found that the Defendant regularly traveled to international destinations and exhibited unusual 

behavior while doing so. (Michaels Aff. ¶ 14.) After questioning the Defendant, Michaels found 

him in possession of “a handwritten calendar of international shipments to the United States.” 

(Michaels Aff. ¶ 18.) Additionally, Michaels located a cell phone in the interior lining of the 

Defendant’s duffle bag. (Michaels Aff. ¶ 19.) After the Defendant provided the cell phone’s 

password, Michaels reviewed its contents. (Michaels Aff. ¶ 20–21.) The phone contained no data 

and appeared to have been recently reset to factory settings. (Michaels Aff. ¶ 21.) The lack of 

data on the phone and the Defendant’s explanation thereof prompted Michaels to confiscate the 

cell phone and order it forensically examined. (Michaels Aff. ¶ 21–22.) Michaels explained that 

the Defendant was free to leave without his phone, after which Michaels sent the phone to 

Homeland Security for further review. (Michaels Aff. ¶ 22, 24–25.) 

 The Forensic Search Results. A Homeland Security technology specialist concluded that 

the cell phone had been intentionally erased during the time that the Defendant was abroad. 

(Michaels Aff. ¶ 28.) Additionally, the specialist successfully recovered the phone’s erased 

contents. (Michaels Aff. ¶ 28.) Among the information retrieved were text messages indicating 

that the Defendant traveled internationally to coordinate the importation of narcotics into the 

United States. (Michaels Aff. ¶ 29–32.) The text messages appeared to be sent and received by 
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the Defendant and were directed at two individuals known to authorities for their active 

involvement in gang and drug activity. (Michaels Aff. ¶ 29–30.) Michaels determined that based 

on the information obtained in the search, the Defendant was likely a gang member and utilized 

his international travels to facilitate narcotic distribution. (Michaels Aff. ¶ 32.) 

 The Investigation. Michaels began to further investigate the Defendant’s narcotics 

dealings in coordination with the Gordon County Sherriff’s Office. (Michaels Aff. ¶ 33.) Starting 

with the Defendant’s place of employment, Michaels requested and was given surveillance 

footage by the restaurant’s security provider which depicted the goings-on inside the business. 

(Michaels Aff. ¶ 34.) Michaels reviewed the security footage and observed the Defendant unpack 

drugs from what appeared to be food shipments. (Michaels Aff. ¶ 36.) The videos also showed 

the Defendant engaged in drug dealings with known gang members while in possession of large 

amounts of cash. (Michaels Aff. ¶ 37.)  

 The Moltov Cocktail. Michaels filed a criminal complaint in the Southern Stetson 

Federal District Court alleging the Defendant distributed a controlled substance (heroin) between 

December 2015 and March 2018 in violation of 21 U.S.C. § 841(a)(1). (Compl.) Michaels 

attempted to serve an arrest warrant on the Defendant and enlisted the assistance of the Gordon 

County Sherriff’s office to help pinpoint his location. (Michaels Supp. Aff. ¶ 2–3.) The Sheriff’s 

office discovered the Defendant’s vehicle and informed Michaels that the Defendant was not 

there. (Michaels Supp. Aff. ¶ 4.) Michaels proceeded to the location and while in route, he was 

notified that an individual matching the Defendant’s description was spotted in the area. 

(Michaels Supp. Aff. ¶ 5.) Additionally, the individual had been seen throwing a flaming object 

into a local business in an apparent arson attempt. (Michaels Supp. Aff. ¶ 5.) 
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 The Arrest. When Michaels arrived on location, he observed the Defendant entering the 

vehicle and placed him under arrest. (Michaels Supp. Aff. ¶ 6.) At that time, the Defendant was 

found in possession of a lighter. (Michaels Supp. Aff. ¶ 6.) After arresting the Defendant, 

Michaels walked to the location of the fire, and observed evidence of arson. (Michaels Supp. 

Aff. ¶ 7.) Near the building, Michaels located the makings of a Molotov cocktail in the form of 

broken glass and the smell of alcohol. (Michaels Supp. Aff. ¶ 7.) Based on the Defendant’s 

whereabouts, his matching the arson suspect’s description, and his possession of a lighter, 

Michaels found probable cause that the Defendant used a Molotov cocktail to intentionally set 

the building ablaze. (Michaels Supp. Aff. ¶ 9.) Accordingly, the Defendant was also indicted for 

Arson (18 U.S.C. § 844(i)) all in violation of 18 U.S.C. § 924(c)(1)(B)(ii)—Possession of a 

Destructive Device in Furtherance of a Crime of Violence (Indictment.)  

ARGUMENT 

I. This Court should deny the motion to dismiss because the fact-specific approach 
applies to the residual clause of § 924(c)—making the clause constitutional.  

 
The Defendant is eligible for a thirty-year sentence enhancement under § 924(c)(1)(B)(ii) 

if the government can show that the arson of which he has been charged (“companion” offense) 

is a “crime of violence.” 18 U.S.C. § 924(c)(1)(A). The definition of crime of violence contains 

two clauses: the “elements” clause and the “residual” clause. See, e.g., United States v. Salas, 

889 F.3d 681, 684 (10th Cir. 2018) (discussing the naming conventions of the crime of violence 

definition under § 924(c)(3)). However, the government is willing to concede the elements 

clause because it is confident the residual clause applies. See (Status Conf. Trans. June 13, 2018, 

at 5 ¶ 8–13.)  

Under the residual clause, crime of violence is defined in § 924(c)(3) as “any offense . . . 

that by its nature, involves a substantial risk that physical force against the person or property of 
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another may be used in the course of committing the offense.” The Defendant is expected to file 

a motion to dismiss on the grounds that he believes the clause itself is void for vagueness. C.f. 

Johnson v. United States, 135 S. Ct. 2551 (2015) (holding the residual clause of the Armed 

Career Criminals Act (ACCA) void for vagueness); Sessions v. Dimaya, 138 S. Ct. 1204 (2018) 

(holding a residual clause applicable to the Immigration and Nationality Act (INA) void for 

vagueness). However, this conclusion calls for the unwarranted and inadvisable extension of 

Johnson and Dimaya to the substantially distinct statute, § 924(c). 

The Defendant’s expected position requires this Court to find that the categorical 

approach applies to the residual clause of § 924(c) and that the clause is thus unconstitutionally 

vague. These conclusions are inappropriate for two reasons: (1) the categorical approach is not 

necessary to construe the residual clause and (2) application of the fact-specific approach is 

consistent with the principle of Constitutional Avoidance. 

A. The categorical approach is not necessary to construe “crime of violence” under 
the residual clause. 

 
The “categorical” approach (as opposed to the “fact-specific” approach) requires the 

court to look “only to the statutory definitions of the prior offenses, and not to the particular facts 

underlying those convictions.” Taylor v. United States, 495 U.S. 575, 600 (1990). This approach 

is a judicial construct first recognized by the Supreme Court in Taylor v. United States. Id.; See 

also Leocal v. Ashcroft, 543 U.S. 1, 7 (2004).  

In Taylor, the Court was dealing with an enumerated offense within the definition of 

“violent felony” supplied by the ACCA in § 924(e)(2)(B). See 18 U.S.C. § 924(e)(1). The ACCA 

provides for enhanced sentences when the defendant has been convicted previously of certain 

types of crimes. See id. When the Court ultimately concluded that “burglary” in the statute 

defining violent felonies means “generic burglary” rather than state-specified crimes that happen 
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to be labeled burglary, it was faced with a new problem: how to determine whether a previous 

conviction was for generic burglary. 

After considering the language of the statute, the legislative history, fairness, and 

practicality, the Court adopted the categorical approach—the analysis that was already being 

applied by the courts of appeal. Taylor, 495 U.S. at 600–02 (citing United States v. Chatman, 

869 F.2d 525, 529 (9th Cir. 1989); United States v. Headspeth, 852 F.2d 753, 758–59 (4th Cir. 

1988); United States v. Vidaure, 861 F.2d 1337, 1340 (5th Cir. 1988); United States v. 

Sherbondy, 865 F.2d 996, 1006–10 (9th Cir. 1988)).  

1. Recent Supreme Court precedent holding that the categorical approach 
applies to the residual clauses of the ACCA and INA does not compel this 
Court to apply the approach to § 924(c). 

 
The Court has reluctantly extended the reasoning of Taylor to apply the categorical 

approach to the residual clauses of both the ACCA and the INA. See Johnson, 135 S. Ct. 2551; 

Dimaya, 138 S. Ct. at 1211. But it does not follow that the same result must be reached for 

§ 924(c). First, the Court in Johnson held that the categorical approach applies to the residual 

clause of the ACCA just as it does to the enumerated clause. 135 S. Ct. at 2561–62. In doing so, 

it pointed out that two key reasons for this conclusion in both Taylor and Johnson were (1) the 

impracticability and associated inequities involved in attempting to recreate the facts of unrelated 

crimes that occurred in the past and (2) the language of the statute. Id. Next, in Dimaya, this time 

a plurality reiterated and extended the reasoning of Taylor and Johnson, over vehement dissent, 

that the categorical approach is the appropriate vehicle for construing clauses of this ilk. Dimaya, 

138 S. Ct. at 1216–18 (plurality opinion) (construing 18 U.S.C. § 16(b)). The opinion again 

noted the impracticability and unfairness of a sentencing court reconstructing events and finding 

facts long after the predicate offense has been charged and litigated as well as the textual factors 
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that favor the categorical approach. Id. at 1217–18. The plurality further argued that the language 

“by its nature” makes the meaning—that the residual clause refers to the crime generally and not 

the specific facts—“all the clearer.” Id. at 1217. 

But Justice Gorsuch concurred in Dimaya, forcing the reasoning on the categorical 

approach into a plurality. 138 S. Ct. at 1223–34 (Gorsuch, J., concurring). While he admitted that 

the Court’s precedent appeared to require application of the categorical approach, he put at least 

as much stock in unwillingness to raise a challenge to the categorical approach to save the 

government from its concession, explicitly inviting the challenge in another case for “the 

crucible of adversarial testing.” Id. at 1232–33. The government seeks to answer this invitation.  

Justice Gorsuch is right to be hesitant to enshrine in precedent extension of the 

categorical approach to cases like Dimaya, and the arguments by the Defendant here illustrate 

exactly the slippery slope the dissent was warning about. See id. at 1242 (Thomas, J., dissenting) 

(warning that by extending Johnson to dissimilar cases, “the Court jettisons Johnson’s assurance 

that its holding would not jeopardize ‘dozens of federal and state criminal laws.’”). The bottom 

line is that the Dimaya plurality expressly does not bind this Court to a conclusion that the reason 

of Johnson must be extended to every statute that looks like 18 U.S.C. § 16(b). 

Further, the persuasive precedent is wholly unhelpful as only a few circuits have 

concluded that the pure categorical approach applies, and those that have done so have not 

discussed the merits of extending Johnson but have merely concluded that Dimaya compels that 

result and have left it to the Supreme Court to reconsider at its leisure. See, e.g., United States v. 

Davis, No. 16-10330, 2018 WL 4268432, at *1 (5th Cir. Sept. 7, 2018) (concluding that Dimaya 

requires the application of the categorical approach to § 924(c) because the language is nearly 

identical); Cross v. United States, 892 F.3d 288 (7th Cir. 2018) (expressing reluctance to apply 
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the categorical approach but doing so in light of Johnson and Dimaya); Lopez v. Sessions, No. 

15-72747, 2018 WL 4000256 at *1 (9th Cir. Aug. 22, 2018) (resorting to the modified 

categorical approach, a less controversial alternative to the categorical approach when the 

companion offense is divisible). And the Second Circuit recently rejected the categorical 

approach, finding that it is not necessary. See United States v. Barrett, No. 14-2641, 2018 WL 

4288566 (2d Cir. Sept. 10, 2018). 

2. The reasoning that led the Supreme Court to apply the categorical approach 
in Taylor and Johnson does not apply to § 924(c). 

 
The Court in Taylor discussed several factors to discern whether to apply the categorical 

approach, but subsequent cases have boiled them down to two: (1) the language itself and (2) the 

practical difficulties and potential unfairness of the factual approach. 495 U.S. 575. The Court in 

Johnson applied the Taylor factors to determine whether application of the categorical approach 

was appropriate. 135 S. Ct. 2551. The Court in Dimaya concluded (and admittedly, the 

government conceded) that because the language was like the clause in Johnson, the same result 

must be called for. 138 S. Ct. at 1217. A more critical analysis is needed. 

a. The language of § 924(c) does not call for application of the categorical 
approach the way the language of the ACCA does.  

 
First, the Taylor and Johnson Courts both found significant the ACCA’s emphasis on the 

“conviction” rather than the “commission” of the predicate offense. See Johnson, 138 S. Ct. at 

2562; Taylor, 135 S. Ct. at 600–01. Likewise, the plurality in Dimaya argued that “references to 

a conviction, felony, or offense . . . are read naturally to denote the crime as generally 

committed.” 138 S. Ct. at 1217 (citing Nijhawan v. Holder, 557 U.S. 29, 34 (2009) (internal 

quotation marks omitted)). Next, the Dimaya plurality pointed to the lack of terms such as those 

“alluding to a crime’s circumstances, or its commission” as evidence that the legislature did not 
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want the courts to look to them. Id. (citing Descamps v. United States, 570 U.S. 254, 267 (2013); 

United States v. Hayes, 555 U.S. 415 (2009)). Last, the plurality in Dimaya noted language 

contained in § 16(b) that was absent in the ACCA provision—the phrase “by its nature.” Id. at 

1217–18 (citing Webster’s Third New International Dictionary 1507 (2002)). 

But § 924(c) never uses the word conviction. Rather, the predicate provision 

of § 924(c)(1)(A) asks whether the defendant used a firearm “during and in relation” to a violent 

crime. 18 U.S.C. § 924(c)(1)(A). To be sure, it goes on to require that the violent crime is one 

“for which the person may be prosecuted,” but a statute that requires that the person be capable 

of prosecution is hardly the same as a statute that applies by the virtue of the conviction itself. Id. 

And it is a sizeable leap to conclude that because the legislature defined the relevant companion 

offense as capable of prosecution, it intended courts only to consider the fact of prosecution in 

determining whether the crime was one “of violence.” The clause does, however, contain 

language discussing “committing” the offense. “Committing” shares a common root with 

“commission,” the word the Taylor and Johnson Courts noted to be critically absent from the 

ACCA. See Johnson, 135 S. Ct. at 2557; Taylor, 495 U.S. at 600–01. If under Taylor and 

Johnson, the presence of the word “conviction” and the absence of the word “commission” are 

evidence that the categorical approach applies, the reverse must mean the opposite. See id.  

Further, while § 924(c) does include the terms “offense” and “felony,” they are used in a 

way that is wholly different than in the ACCA. First, the word “offense” is used only in parallel 

portions of the ACCA, not the portion Johnson examined. See 18 U.S.C. § 924(e). The ACCA 

discusses violent felony to “mean . . . any crime . . . .” See id. But § 924(c) defines a crime of 

violence as both “a felony” and “involv[ing] a substantial risk [of] physical force.” While the 

word felony may naturally lead courts to look only to the fact of conviction to determine whether 
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the offense was a crime of violence, the legislature included a buffer between felony and the 

residual clause, suggesting that it did not intend the courts to read the nature of the word felony 

onto the clause. 

Last, the Dimaya plurality’s discussion of the terms “by its nature” is weak. Not only is it 

followed by the problematic language “committing,” it also is no more obviously modifying 

“felony” or the statutory offense as it is modifying the specific offense as committed. The 

plurality’s dictionary cite, evincing that nature means “normal and characteristic quality” is thus 

to no avail; statutory violations are not the only activities that have normal and characteristic 

quality. For example, a bank robbery may be stealthy or violent. Contrary to the assertions of the 

Dimaya plurality, it is not clear from the statute that the legislature wanted courts to inquire into 

the normal and characteristic qualities of the crime as defined in the statute rather than the means 

with which the instant criminal committed it. 

b. The fairness and practicality concerns surrounding application of the 
fact-specific approach in Johnson do not apply to § 924(c). 

 
To be sure, enhancement statutes are unique in that they punish the defendant based on 

convictions under often unrelated statutes, called “predicate” or “companion” offenses. The 

Court in Taylor noted, and Johnson and Dimaya reiterated, that some practical difficulties do 

arise when a sentencing court attempts to apply the fact-specific approach to such enhancement 

statutes. Taylor, 495 U.S. at 601–02; see also Dimaya, 138 S. Ct. at 1218; Johnson, 135 S. Ct at 

2562. However, those difficulties do not arise under § 924(c). 

First, the Johnson and Dimaya Courts discussed that it is often utterly impractical to 

reconstruct the facts underlying a conviction, especially when those convictions occurred long 

ago. See Johnson, 135 S. Ct. at 2562; Descamps, 570 U.S. at 270; Taylor, 495 U.S. at 601–02. 

But § 924(c) is unique in that, unlike predicate offenses in the ACCA and the INA, § 924(c) 



 

11 
 

companion offenses are contemporaneous with the enhancement. See 18 U.S.C. § 924(c). 

Therefore, there is no time-delay problem. In fact, the contemporaneous nature means that the 

companion offense and the enhancement are almost always tried together anyway, as in this case.  

The second grievance against the fact-specific approach in Johnson and Dimaya is really 

a question of evidence; what facts may the sentencing court consider and where may those facts 

come from? And what about in the case of a guilty plea where no facts are developed? In light of 

the fact that the offense and enhancement are being tried together, these arguments are irrelevant. 

The possibility that evidence may be presented improperly is not an independent reason to read 

the clause as not requiring any evidence. At best it could be grounds for an evidentiary objection 

at trial. Likewise, because the prosecutor in these cases will almost always be the same for the 

offense and the enhancement, the courts need not protect the government from plea-bargaining 

away the ability to put on evidence sufficient to establish the enhancement. Every problem with 

the fact-specific approach in Johnson and Dimaya is either a non-issue or substantially less 

problematic thanks to the contemporaneous nature of § 924(c).  

B. Applying the fact-specific approach instead of the categorical approach is 
consistent with the principle of Constitutional Avoidance. 

 
The principle of Constitutional Avoidance explains that it is the plain duty of the courts 

when faced with two reasonable interpretations of a statute, one of which will cause the statute to 

be held unconstitutional, to adopt the interpretation which does not run afoul of the Constitution. 

See United States ex rel. Attorney Gen. v. Delaware & Hudson Co., 213 U.S. 366, 407–08 (1909) 

(citing Knights Templar’s & M. Life Indem. Co. v. Jarman, 187 U.S. 197, 205 (1902); Harriman 

v. Interstate Commerce Comm’n, 211 U.S. 407 (1908)). The Defendant himself argues that the 

categorical approach makes the statute unconstitutional. Because the fact-specific approach has 

been demonstrated above to be workable, if the court is satisfied that this approach will itself be 
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constitutional, the principle compels its application. See id. 

First, the statute is not impermissibly vague under the fact-specific approach. A statute is 

facially invalid only if it is impermissibly vague in all its applications. See Vill. of Hoffman 

Estates v. Flipside, Hoffman Estates, Inc., 455 U.S. 489, 495, 497 (1982) (citing Grayned v. City 

of Rockford, 408 U.S. 104, 108–09 (1972)). It is not imprecision in a statute’s proscription that 

makes it impermissibly vague—it is that the standard of conduct demanded by the statute is 

unascertainable. See Smith v. Goguen, 415 U.S. 566, 578 (1974) (citing Coates v. Cincinnati, 402 

U.S. 611, 614 (1971)). Neither requiring the court to imagine the ordinary case of a crime nor 

asking it to apply an indefinite qualitative standard like “substantial risk” alone gives rise to 

unconstitutional vagueness. See, e.g., Taylor, 495 U.S. 575 (discerning the ordinary case of a 

crime and applying it to an enumerated clause); Johnson, 135 S. Ct. at 2561. Johnson 

specifically “d[id] not doubt the constitutionality of laws that call for the application of a 

qualitative standard such as ‘substantial risk’ to real-world conduct.” Id. Rather, it is the two 

together that can “conspire to make [a statute] unconstitutionally vague.” Id. Fortunately, the 

application of the qualitative standard “substantial risk” to real-world conduct is exactly what the 

fact-specific approach causes the § 924(c) analysis to become.  

 Second, the statute does not raise independent constitutional problems. While the 

Defendant is likely to argue, like the Dimaya plurality, that although the categorical approach 

does lead to a statute being found unconstitutional, adopting the fact-specific approach is not 

Constitutional Avoidance because it merely “ping-pong[s] us from one constitutional issue to 

another.” 138 S. Ct. at 1217 (plurality opinion) (citing Sixth Amendment concerns with the fact-

specific approach). But the Dimaya plurality’s Sixth Amendment worries are unfounded, 

especially in light of § 924(c)’s contemporaneousness with the companion offense. There is 
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nothing constitutionally problematic about the fact-specific approach if the government includes 

the defendant’s conduct in the indictment, tries it to a jury, and proves it beyond a reasonable 

doubt. See Dimaya, 138 S. Ct. at 1257 (Thomas, J., dissenting) (citing Johnson, 135 S. Ct. at 

2580 (Alito, J., dissenting)). This is a hurdle the government is ready and equipped to handle.  

II. This Court should deny the motion to suppress because the Fourth Amendment’s 
border search exception allowed government agents to lawfully search the 
Defendant’s cell phone. 

 
American citizens have a constitutionally protected right to be free from unreasonable 

searches and seizures under the Fourth Amendment, but that protection is “subject to certain 

reasonable exceptions.” Kentucky v. King, 563 U.S. 452, 459 (2011); see U.S. CONST. amend. IV. 

One such exception arises at United States borders. See United States v. Ramsey, 431 U.S. 606, 

616 (1977). When an individual crosses one of the sovereign’s borders, the border search 

exception allows law enforcement agents to search the individual and the items in her 

possession. Id. It has long been held that “searches made at the border . . . are reasonable simply 

by virtue of the fact that they occur at the border[.]” Id. The right to privacy is less at the border 

and “the Fourth Amendment balance between the interests of the Government and the privacy 

right of the individual is also struck much more favorably to the Government at the border.” 

United States v. Montoya de Hernandez, 473 U.S. 531, 539–40 (1985); United States v. 12-200 

Foot Reels of Super 8mm. Film, 413 U.S. 123, 125 (1973). 

The Supreme Court has repeatedly recognized that “[t]he Government's interest in 

preventing the entry of unwanted persons and effects is at its zenith at the international border.” 

United States v. Flores-Montano, 541 U.S. 149, 152 (2004). Further, the Court has been hesitant 

to condemn the means law enforcement agents use to conduct border searches even when search 

tactics are extensive and thorough. See id. at 153; Montoya de Hernandez, 473 U.S. at 542 
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(noting “that courts should not indulge in ‘unrealistic second-guessing’” of the methods law 

enforcement agents use when conducting a border search) (quoting United States v. Sharpe, 470 

U.S. 675, 686 (1985)). 

A. The border search exception applies to searches of electronic devices. 
 

The practice of searching electronic devices at United States borders is not a new 

phenomenon. Federal appellate courts have addressed constitutional challenges to searches of 

electronics at the border, and have continuously found that such searches are constitutionally 

acceptable. See United States v. Molina-Gomez, 781 F.3d 13, 21 (1st Cir. 2015) (holding a 

twenty-two-day detainment and search of the defendant’s laptop “did not violate his Fourth 

Amendment rights.”); United States v. Stewart, 729 F.3d 517, 526 (6th Cir. 2013) (holding “the 

government's border search” of the defendant’s computer “did not violate his Fourth Amendment 

rights.”); United States v. Arnold, 533 F.3d 1003, 1008 (9th Cir. 2008) (holding “that reasonable 

suspicion is not needed for customs officials to search a laptop or other personal electronic 

storage devices at the border.”); United States v. Linarez-Delgado, 259 F. App’x 506, 508 (3d 

Cir. 2007) (holding “[d]ata storage media and electronic equipment, such as films, computer 

devices, and videotapes, may be inspected and viewed” by border agents); United States v. 

Romm, 455 F.3d 990, 997 (9th Cir. 2006) (holding a border search of defendant’s laptop was 

permissible); United States v. Ickes, 393 F.3d 501, 507–08 (4th Cir. 2005) (holding defendant’s 

electronics were lawfully searched).  

Though the Supreme Court has addressed Fourth Amendment limits pertaining to 

searches of cell phones in the domestic setting, the Court’s opinions have not altered the 

government’s ability to search electronics at the border. See Carpenter v. United States, 138 S. 

Ct. 2206, 2211 (2018); Riley v. California, 134 S. Ct. 2473 (2014). For instance, in Riley v. 
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California the Court addressed whether “police may, without a warrant, search digital 

information on a cell phone seized from an individual who has been arrested.” 134 S. Ct. at 

2480. The Court held that a warrant is typically needed for a cell phone search but noted that 

“case-specific exceptions to the warrant requirement” remain constitutional. Id. at 2486. More 

recently, the Court held in Carpenter that “case-specific exceptions may support a warrantless 

search of an individual's cell-site records under certain circumstances.” 138 S. Ct. at 2222. Both 

opinions suggest the Court did not intend to strike down all electronic device searches as 

unconstitutional; instead, the Court explicitly limited its holdings to the cases at issue.  

1. A forensic search is treated the same as a standard border search. 
 

The question of whether government agents violate the Fourth Amendment by using 

forensic technology to search electronic devices at the border has started to become prevalent in 

federal courts. In two opinions, the Eleventh Circuit upheld the government’s use of forensic 

technology at the border. See United States v. Touset, 890 F.3d 1227, 1229 (11th Cir. 2018); 

United States v. Vergara, 884 F.3d 1309, 1311 (11th Cir. 2018). 

For example, in Vergara, the defendant attempted to enter the United States while in 

possession of three cell phones. Vergara, 884 F.3d at 1311. A Customs agent searched the 

defendant’s phone and found what appeared to be child pornography. Id. The agent then 

forensically examined the defendant’s phone and unearthed additional child pornography. Id. 

After the defendant was charged with possession of child pornography, he moved to have 

evidence captured in the forensic search suppressed on Fourth Amendment grounds. Id. The 

district court denied the defendant’s motion, and the Eleventh Circuit affirmed. Id. at 1313. 

Notably, the Eleventh Circuit distinguished the Supreme Court’s holding in Riley. Id. at 

1312. In doing so, the court noted that Riley only addressed whether police may acquire evidence 
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of a crime by searching a suspect’s cell phone without a warrant. Id. Comparing a domestic 

search to a border search, the court reasoned that “[b]order searches ‘never’ require probable 

cause or a warrant.” Id. The Eleventh Circuit relied on Supreme Court precedent addressing 

border searches and took particular note of the border search exception’s underlying purpose. Id. 

Ultimately, the court’s primary justification for upholding the forensic search was that “[b]order 

searches have long been excepted from warrant and probable cause requirements, and the 

holding of Riley does not change the rule.” Id. at 1312–13. 

The Eleventh Circuit’s decision in Touset reiterated its holding in Vergara. See Touset, 

890 F.3d at 1229. There, the defendant’s phone was forensically searched after Customs agents 

identified the defendant in security databases as being possibly affiliated with child pornography 

distribution. Id. at 1230. A forensic search revealed child pornography on the defendant’s 

electronic devices and led to an indictment. Id. Claiming that the Fourth Amendment prohibited 

the forensic search, the defendant moved to suppress the forensic search evidence. Id. at 1231. 

The district court denied the defendant’s motion but suggested that forensic searches at the 

border should be supported by reasonable suspicion before they are conducted. Id. 

The Eleventh Circuit did not agree with the district court’s position on reasonable 

suspicion. Id. at 1231–32. As in Vergara, the court reasoned that “[t]he Supreme Court has never 

required reasonable suspicion for a search of property at the border, however non-routine and 

intrusive” the search may be. Id. at 1233. Further, the court distinguished cases where the 

Supreme Court suggested that reasonable suspicion must be met before an intrusive border 

search is permitted. Id. The court noted that those cases involved the physical search of a person 

and the Supreme Court “has never applied this requirement to property.” Id. Ultimately, the court 

held that there is “no reason why the Fourth Amendment would require suspicion for a forensic 
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search of an electronic device when it imposes no such requirement for a search of other personal 

property.” Id. 

The Eleventh Circuit’s posture on forensic searches is consistent with the Supreme 

Court’s long-standing position that border searches are unique, and therefore, government agents 

have substantial latitude to conduct border searches to protect the sovereign’s interests. Federal 

district courts have used the same logic to uphold law enforcement’s ability to examine 

electronics at the border. See United States v. Vallerius, No. 17-CR-20648, 2018 WL 2325729, at 

*1, *7 (S.D. Fla. May 1, 2018), report and recommendation adopted, No. 17-20648-CR, 2018 

WL 2324059, at *1 (S.D. Fla. May 22, 2018) (noting that “a search of an individual’s belongings 

at an airport is unaffected by the fact that the search is prompted by other law enforcement 

agents or an investigative motive.”); United States v. Bunty, 617 F. Supp. 2d 359, 365 (E.D. Pa. 

2008) (holding that a government agent’s examination of the defendant’s computer did not 

violate the Fourth Amendment).  

2. Government agents performed a standard border search by forensically 
searching the Defendant’s cell phone. 

 
Here, the Defendant was detained after he was flagged for further investigation in a 

national security program. See (Michaels Aff. ¶ 7.) The program under which the Defendant was 

flagged is known as the “Justified Assessment and Notification Emergency Tracker” (“JANET”). 

(Michaels Aff. ¶ 9.) The Defendant’s JANET record alerted Michaels, the investigating agent, 

that the Defendant needed to be further questioned and examined about his frequent international 

travel and suspicious behavior while in airports. See (Michaels Aff. ¶ 14.) 

Michaels proceeded to question the Defendant and search his belongings in accordance 

with standard procedure. (Michaels Aff. ¶ 15–19.) During a search of the Defendant’s duffle bag, 

Michaels located the cell phone at issue. (Michaels Aff. ¶ 19.) After the Defendant provided the 
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phone’s password, Michaels searched the phone and observed that it had been reset thereby 

erasing its contents. (Michaels Aff. ¶ 21.) Agent Michaels determined that a forensic search of 

the phone was necessary. (Michaels Aff. ¶ 22–24.) The forensic search uncovered hundreds of 

text messages that substantiated Michaels’ concerns and shed light as to why the phone had been 

erased. (Michaels Aff. ¶ 29–32.) 

Michaels learned that the Defendant had been meeting with “a known lieutenant for 

international, Russian-based drug kingpin Tahani” at various international locations. (Michaels 

Aff. ¶ 29). Further, the messages revealed that the Defendant was discussing his international 

meetings with a person who is “an alleged member of the gang 60-PDC.” (Michaels Aff. ¶ 30.)  

It appeared that the Defendant’s discussions with the gang member were referencing “illicit 

substances referred to as ‘drumsticks’; and . . . the international transfer of funds to shell 

corporations.” (Michaels Aff. ¶ 30.) Additionally, Michaels learned that the shell corporations 

were tied to the Russian drug kingpin, Tahani, and that the three men had coordinated multiple 

international shipments. (Michaels Aff. ¶ 29.) The information obtained via the forensic search 

led Michaels to conclude that the Defendant was traveling internationally to orchestrate the 

importation of illegal narcotics into the United States. (Michaels Aff. ¶ 32.)  

Michaels’ investigation fit squarely within the rationale on which the border search 

exception is premised. See Montoya de Hernandez, 473 U.S. at 537 (noting one of the purposes 

of border searches is “to prevent the introduction of contraband into this country.”). Customs 

agents are “charged . . . with protecting this Nation from entrants who may bring anything 

harmful into this country, whether that be communicable diseases, narcotics, or explosives.” Id. 

By persisting in his investigation, Michaels likely halted the future importation of illegal 

narcotics into the United States—one of the very purposes of the border search exception. See id. 
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at 537 (“Since the founding of our Republic, Congress has granted the Executive plenary 

authority to conduct routine searches and seizures at the border, without probable cause or a 

warrant, in order to regulate the collection of duties and to prevent the introduction of contraband 

into this country.”). Therefore, this Court should deny the Defendant’s motion to suppress 

evidence obtained through the forensic search. 

B. If instead this Court finds that the government agents needed reasonable 
suspicion before forensically searching the Defendant’s cell phone, the facts and 
circumstances in this case support a reasonable suspicion finding. 

 
Some federal courts have taken the position that there is a distinction between “routine” 

and “nonroutine” searches at the border. See United States v. Kolsuz, 890 F.3d 133, 146 (4th Cir. 

2018) (holding that “a forensic search of a digital phone must be treated as a nonroutine border 

search, requiring some form of individualized suspicion.”); United States v. Kelly, 302 F.3d 291, 

294 (5th Cir. 2002) (“Non-routine border searches, on the other hand, are more intrusive and 

require a particularized reasonable suspicion before a search can be conducted.”); United States 

v. Cotterman, 709 F.3d 952, 968 (9th Cir. 2013) (holding that the nonroutine “forensic 

examination of [the defendant’s] computer required a showing of reasonable suspicion”). 

Reasonable suspicion requires that law enforcement “have a particularized and objective 

basis for suspecting the particular person stopped of criminal activity.” See United States v. 

Cortez, 449 U.S. 411, 417–18 (1981). To support reasonable suspicion, law enforcement may 

rely on “the totality of the circumstances” in addition to their training and experience. Id. at 417. 

Here, Michaels had reasonable suspicion to justify the forensic search of the Defendant’s 

cell phone. See (Michaels Aff.) Customs initially identified [the Defendant] as a suspect traveler 

under the Fair and Friendly Skies surveillance program. (Michaels Aff. ¶ 13.) After the 

Defendant was detained, Michaels reviewed the Defendant’s JANET record and determined that 
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the record was suspicious. (Michaels Aff. ¶ 13–14.) Michaels questioned the Defendant about his 

international travels and found handwritten records of international shipments in the Defendant’s 

possession. (Michaels Aff. ¶ 17–18.) Additionally, Michaels located the cell phone at issue and 

was concerned by the lack of data on the cell phone and the Defendant’s explanation thereof. 

(Michaels Aff. ¶ 20–22.) Taken all together, the forensic search was supported by reasonable 

suspicion in light of (1) the Defendant’s JANET record; (2) his being flagged by the Fair and 

Friendly Skies program; (3) his possession of handwritten international shipping records; and (4) 

his explanation of why the phone had been erased. See Cortez, 449 U.S. at 417–18.  

When compared to federal courts that have found reasonable suspicion in a nonroutine 

border search, Michaels’ investigation fits within the realm of reasonable suspicion. See Kolsuz, 

890 F.3d at 144 (finding reasonable suspicion due to the defendant being watched by federal 

authorities due to his international travels and conduct during travel); Cotterman, 703 F.3d at 966 

(finding reasonable suspicion when the defendant was flagged in a government database, the 

defendant frequently traveled to areas known for child exploitation, and suspicious content on 

the defendant’s computer). Therefore, this Court should find that Michaels’ decision to 

forensically search the Defendant’s phone was supported by reasonable suspicion and deny the 

Defendant’s motion to suppress. 

CONCLUSION 
 
 For the foregoing reasons, the United States of America respectfully requests that this 

Court deny both the Defendant’s motion to dismiss count two of the indictment and motion to 

suppress evidence obtained through the search of the Defendant’s cell phone. 

 
Respectfully submitted, 
 
/s/ Team 1860                   


