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INTRODUCTION 

 The United States of America respectfully requests this Court to: (1) deny Defendant 

Jason Mendoza’s motion to dismiss the 18 U.S.C. § 924(c)(1)(B)(ii) count against him since the 

definition of “crime of violence” in 18 U.S.C. § 924(c)(3)(B) is not unconstitutionally vague; and 

(2) deny Defendant Jason Mendoza’s motion to suppress any and all evidence discovered under 

the forensic search of his iPhone 6 since it was constitutional. 

STATEMENT OF FACTS 

I. Background 

 On February 6, 2018, Defendant Jason Mendoza (“Mendoza”) was identified as a 

suspected traveler under the Fun and Friendly Skies (“FFS”), a domestic surveillance program. 

Michaels Aff. ¶ 13. FFS monitors potential threats flagged by the Justified Assessment and 

Notification Emergency Tracker (“JANET”), a proprietary algorithm and software program. Id. 

at ¶ ¶ 8, 9. JANET flags travelers based on their travel history, behavior, and other criteria. Id. at 

¶ 9. Since launched, FFS has monitored approximately 7,500 citizens in an effort to mitigate the 

threat of unknown terrorists. Id. at ¶ 8. 

 Since being identified as a suspected traveler, Mendoza traveled on 34 flights in just 55 

days. Id. at ¶ 13. Of these flights, fifteen were international and nineteen were domestic. Id. On 

each of these flights, Mendoza traveled alone with only a blue duffle bag, used a privacy 

protector on his laptop screen and phone, and observed his surroundings before making any 

phone calls in the airport. Id. at ¶ 14. 
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II. Mendoza’s Detention at Cape Adams Airport  

 On March 31, 2018, Mendoza was detained at the Cape Adams Airport after returning 

from Vancouver, Canada, due to his suspected traveler status under FFS. Id. at ¶ 13. During the 

detention, Special Agent Michaels of the Department of Homeland Security (“DHS”) asked 

Mendoza about his frequent travel. Id. at ¶ 17. Mendoza stated that he was the food and beverage 

distributor for The Wing Dump, a restaurant planning to expand its franchise domestically and 

internationally. Id. at ¶ 16. Mendoza claimed his frequent travel was due to meetings with his 

employers’ vendors and suppliers and conducting quality control evaluations for his employer. 

Id. at ¶ 17. 

 During the investigation, Agent Michaels also searched Mendoza’s luggage. Id. at ¶ 19. 

He found an Apple iPhone 6 in the lining of Mendoza’s blue duffle bag. Id. at ¶ 19. Finding 

Mendoza’s iPhone 6 password protected, Agent Michaels requested the password from 

Mendoza. Id. at ¶ 20. At first Mendoza protested, but he eventually provided Agent Michaels 

with the password. Id. Agent Michaels inputted the provided password and found the phone 

completely “empty.” Id. at ¶¶ 20, 21. The phone had no call or message history, no internet 

browsing history, and no downloaded applications. Id. Mendoza claimed he restored the phone to 

factory settings after it became corrupted in Vancouver. Id. at ¶ 21. Agent Michaels, then, seized 

Mendoza’s phone for a forensic search of its contents. Id. at ¶ 22. At this point, Mendoza was 

released. Id. 

III. The Forensic Search of Mendoza’s iPhone 6 

 Mendoza’s iPhone 6 was brought to DHS Cyber Analyst Vic Sengupta to conduct a full 

forensic search of the phone. Id. at ¶ 25. Sengupta’s search revealed that on March 29, 2018, 
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Mendoza used corruption software to delete the contents of his iPhone 6. Id. at ¶ 28. However, 

Sengupta was able to retrieve the phone’s contents. Id. 

 Sengupta’s forensic search revealed hundreds of text messages between Mendoza and 

Seth “Pillboi” Oliver, an associate of the Russian-based drug kingpin Tahani. Id. at ¶ 29. The 

messages revealed planned international meetings between Mendoza and Oliver and discussed 

the shipment of The Wing Dump’s meat through a corporation associated with Tahani. Id. 

Sengupta’s search also uncovered hundreds of text messages between Mendoza and Derek 

Hofstetler, The Wing Dump’s district manager and a member of the criminal gang 60-PDC. Id. 

at ¶ 30. The messages between Mendoza and Hofstetler discussed Mendoza’s meetings with 

Oliver, illicit substances referred to as “drumsticks,” and the international transfer of money to 

shell corporations. Id. The last message Mendoza sent to Hofstetler using his iPhone 6 was on 

March 29, 2018. Id. at ¶ 31. The message stated, “Tahani learned from Trevor that WD is with 

60-PDC. No more drumsticks. Need new hens. We will need to clean the coop.” Id. 

 Based on the retrieved messages, Agent Michaels requested and received The Wing 

Dump’s outdoor security footage for roughly the past three years. Id. at ¶ 35. The security 

footage showed that starting on December 1, 2015, Mendoza came to The Wing Dump on the 

same night as the weekly food deliveries. Id. at ¶ 36. On nearly two-dozen occasions, the footage 

shows Hostetler paying Mendoza large sums of cash in a folded envelope. Id. Mendoza would 

then enter the meat locker and return with a red duffle bag. Id. The footage also showed 

Mendoza retrieving a small bag from the red duffle bag that he sold to a The Wing Dump staff 

member on ten occasions. Id. at ¶ 37. Based on his knowledge of narcotics, Agent Michaels 

believed that the bags contained “100 milligrams of pure Heroin.” Id. 
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 The footage also showed that on March 25, 2018, Trevor Scott, a lieutenant in the 

Immortal Beings gang, confronted Mendoza after exiting The Wing Dump meat locker with the 

red duffle bag. Id. at ¶ 38. Mendoza and Scott became violent. Id. The red duffle bag opened and 

exposed at least one kilogram of an off-white powdery substance believed to be Heroin. Id. 

IV. The Arson at the Pie Hard Bakery and Mr. Mendoza’s Arrest 

 On April 30, 2018, a criminal complaint was filed in the Southern District of Stetson, 

establishing probable cause to arrest Mendoza for unlawfully distributing heroin. Michaels 

Suppl. Aff. ¶ 1. After the criminal complaint was entered, Agent Michaels attempted to arrest 

Mendoza at his home, but he was not there. Id. at ¶ 2. On April 31, 2018 at 2:32 a.m., Agent 

Michaels received a call that Mendoza’s vehicle was located at 99 Scully Drive. Id. at ¶ 4. As 

Agent Michaels drove to Mendoza’s vehicle, he received another call that a man resembling 

Mendoza had been seen launching a flaming object into the Pie Hard Bakery located at 102 

Scully Drive, just blocks from Mendoza’s parked car. Id. at ¶ 5. Pie Hard Bakery was owned by 

Paula Ouncerock—the wife of Immortal Beings gang member Trevor Scott. Id.  

 At 3:02 a.m., Agent Michaels arrived at 99 Scully Drive and saw Mendoza entering his 

vehicle. Id. at ¶ 6. Agent Michaels then asked Mendoza to step out of his car and proceeded to 

arrest him and read him his Miranda Rights. Id. During a pat-down search, a green BIC lighter 

was found in Mendoza’s front pants pocket. Id.  

 After arresting Mendoza, Agent Michaels investigated the Pie Hard Bakery. Id. at ¶ 7. He 

found a dark grey smoke and a strong odor of alcohol emanating from the bakery and a small, 

contained fire inside the building. Id. He also noticed pieces of glass scattered on the sidewalk 

directly in front of the bakery. Id.  
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ARGUMENT 

I. MENDOZA’S MOTION TO DISMISS SHOULD BE DENIED BECAUSE 
§ 924(c)(3)(B)’S DEFINITION OF “CRIME OF VIOLENCE” IS CONSTITUTIONAL 
SINCE IT CAN BE INTERPRETED USING A NON-CATEGORICAL APPROACH  

 
 This Court should not dismiss the 18 U.S.C. § 924(c)(1)(B)(ii) against Mendoza. Section 

924(c)(1)(B)(ii), Possession of a Destructive Device in furtherance of a Crime of Violence, states 

that any person who “during and in relation to any crime of violence” uses, carries, or possesses 

a destructive device will be sentenced to thirty years imprisonment. 18 U.S.C. § 924(c)(1)(B)(ii) 

(2006). Within 18 U.S.C. § 924(c), “crime of violence” is defined as “a felony . . . (A) [that] has 

as an element the use, attempted use, or threatened use of physical force against the person or 

property of another, or (B) that by its nature, involves a substantial risk that physical force 

against the person or property of another may be used in the course of committing the offense.” 

18 U.S.C. § 924(c)(3). Section (A) is known as the “elements clause” and Section (B) is known 

as the “residual clause.” Here, the only clause at issue is the residual clause, 18 U.S.C. § 

924(c)(3)(B). See Status Conference on June 13, 2018, 5:8-13. 

 Under the recent Supreme Court decisions of Johnson and Dimaya, Defendant Mendoza 

seeks a way out from the thirty-year sentence that Congress requires this Court to impose. See 18 

U.S.C. 924(c)(1)(B)(ii) (2006).1 Johnson and Dimaya held that the definitions of “violent felony” 

in the residual clause of the Armed Career Criminal Act (“ACCA”) and “crime of violence” in 

the residual clause of the Immigration and Nationality Act (“INA”), respectively, were 

unconstitutionally vague solely because they required a categorical approach. Johnson, 135 S. 

																																																													
1 The defendant was charged with 18 U.S.C. § 924(c)(3)(B) (2006) which contains statutory 
language materially similar to the residual clauses rendered unconstitutionally vague in Johnson 
v. United States, 135 S. Ct. 2551 (2015) and Sessions v. Dimaya, 138 S. Ct. 1204 (2018).  
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Ct. at 2563; Dimaya, 138 S. Ct. at 1207.2 However, the aforementioned cases do not require this 

Court to find the definition of “crime of violence” in § 924(c)(3)(B) unconstitutional. Instead, 

§ 924(c)(3)(B) is constitutional because it does not require a categorical approach. But see 

United States v. Salas, 889 F.3d 681, 686 (10th Cir. 2018) (finding § 924(c)(3)(B) 

unconstitutionally vague, but failing to address the applicability of a non-categorical approach). 

 Furthermore, under the principles of constitutional avoidance—which require courts to construe 

a statute to avoid serious constitutional problems—§ 924(c)(3)(B) must be construed as requiring 

a non-categorical approach that considers the specific conduct of the defendant. Applying a non-

categorical approach to § 924(c)(3)(B) is consistent with the statute’s text, context, and 

application.  

A. The Unconstitutionality of the ACCA and INA’s Residual Clauses does not Render 
§ 924(c)(3)(B) Void for Vagueness since it is applied in a Different Context than the 
Aforementioned Statutes  

 Section 924(c)(3)(B) is not vague. Under the Fifth Amendment, a criminal law is only 

unconstitutionally vague if it is “so vague that it fails to give ordinary people fair notice of the 

conduct it punishes, or [is] so standardless that it invites arbitrary enforcement.” Kolender v. 

Lawson, 461 U.S. 352, 357-58 (1983) (emphasis added). This high standard for vagueness is 

coupled with the principles of constitutional avoidance, in which courts are “obligated to 

construe [a] statute to avoid” any “serious constitutional problems” as long as “an alternative 

interpretation of the statute is fairly possible.” INS v. St. Cyr, 533 U.S. 289, 299-300 (2001) 

(internal quotation omitted); see also United States ex rel. Attorney General v. Delaware & 

																																																													
2 INA incorporates 18 U.S.C. § 16(b)’s definition of “crime of violence.” Thus, this 
Memorandum of Points and Authorities often directly refers to § 16(b). 
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Hudson Co., 213 U.S. 366, 407 (1909) (“[It is the courts’] plain duty to adopt that construction 

which will save [a] statute from constitutional infirmity.”). 

 In Johnson and Dimaya the Supreme Court held that the residual clauses of the ACCA 

and the INA, which defined “violent felony” and “crime of violence,” respectively, were 

unconstitutionally vague. Johnson, 135 S. Ct. at 2563; Dimaya, 138 S. Ct. at 1207 (plurality 

opinion).3 The Court isolated two features found in both clauses that rendered them 

unconstitutionally vague: (1) they required a categorical approach which forced the judge to 

consider an imagined “ordinary case” of the offense—rather than the case-specific facts 

underlying the prior convictions—when determining if the prior offense was a “violent felony” 

or “crime of violence”;4 and (2) the clauses’ included an ill-defined “risk” standard that failed to 

clearly outline the amount of “risk” needed to qualify as a “violent felony” or “crime of 

violence.” See Dimaya, 138 S. Ct. at 1207 (plurality opinion) (“Section 16(b) has the same two 

features as ACCA’s residual clause—an ordinary-case requirement and an ill-defined risk 

threshold—combined in the same constitutionally problematic way.”). However, the Supreme 

																																																													
3 Johnson found the definition of “violent felony” in the ACCA’s residual clause 
unconstitutionally vague. Johnson, 135 S. Ct. at 2563. The ACCA’s residual clause defined a 
“violent felony” as “burglary, arson, or extortion, involves use of explosives, or otherwise 
involves conduct that presents a serious potential risk of physical injury to another.” 18 U.S.C. § 
924(e)(2)(B). Under the ACCA, a recidivist sentencing enhancement, defendants convicted of 
being a felon in possession of a firearm faced more severe punishments if he or she had three or 
more previous convictions of a “violent felony.” Johnson, 135 S. Ct. at 2555.  
 Dimaya found the definition of “crime of violence” in § 16(b)’s residual clause, 
incorporated into the INA unconstitutionally vague. Dimaya, 138 S. Ct. at 1207. Section 16(b)’s 
residual clause defined a “crime of violence” as “any other offense that is a felony and that, by 
its nature, involves a substantial risk that physical force against the person or property of another 
may be used in the course of committing the offense.” 18 U.S.C § 16(b) (1984). Under the INA, 
any alien convicted of a “crime of violence” under § 16(b), for which the term of imprisonment 
is at least one year, is subject to deportation. Dimaya, 138 S. Ct. at 1210. 
4 In other words, under the categorical approach, the court had to identify the “kind of conduct 
the ‘ordinary case’ involves” Johnson, 135 S. Ct. at 2557, “but [the statutes] ‘offer[ed] no 
reliable way’ to discern what the ordinary version of any offense looks like.” Dimaya, 138 S. Ct. 
at 1208. 
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Court’s main issue was the categorical approach requirement: “As a general matter, we do not 

doubt the constitutionality of laws that call for the application of a qualitative standard such as 

‘substantial risk’ to real-world conduct.” Johnson, 135 S. Ct. at 2561 (emphasis added). Thus, 

the ill-defined risk threshold in the ACCA and § 16(b) would not alone render the statutes 

unconstitutionally vague. See Dimaya, 138 S. Ct. at 1214 (plurality opinion) (“Many perfectly 

constitutional statutes use imprecise terms like ‘serious potential risk’ . . . or ‘substantial risk’ . . . 

.”). Instead, the categorical approach requirement rendered the statutes vague.  

 Here, § 924(c)(3)(B) is not unconstitutionally vague because, unlike the ACCA and 

§ 16(b), an alternative interpretation of the statute is fairly possible: interpreting § 924(c)(3)(B) 

to require a non-categorical approach that considers the specific conduct of the defendant.5 This 

conduct-specific approach, according to both Johnson and Dimaya remedies the issue of 

unconstitutional vagueness. See Royer v. United States, No. 1:03-cr-296-1 (LMB), 2018 WL 

3676905, at *12 (E.D. Va. Aug. 2, 2018) (“Under this conduct-specific approach, § 924(c)(3)(B) 

would avoid the vagueness and uncertainty concerns underlying the Johnson and Dimaya 

decisions.”). Further, requiring a non-categorical approach under § 924(c)(3)(B) is a “fairly 

possible” interpretation of the statute since the statute’s text, context, and application all support 

a non-categorical approach. Thus, “the doctrine of constitutional avoidance compels [this] Court 

to reinterpret § 924(c)(3)(B) as adopting the conduct-specific approach.” Royer, 2018 WL 

3676905, at *14 (emphasis added). 

 

 

																																																													
5 While in the past many courts and the government itself argued for a categorical approach 
under § 924(c)(3)(B), such approach is not longer tenable under Dimaya and Johnson. Instead, 
the better interpretation is to construe § 924(c)(3)(B) as adopting a case-specific approach.  
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1. Section 924(c)(3)(B)’s Text Supports the Adoption of a Non-Categorical Approach 
  
 The very language of § 924(c)(3)(B) is consistent with applying a non-categorical 

approach. Section 924(c)(3)(B) defines “crime of violence” as any “offense that is a felony” and 

“that by its nature, involves a substantial risk that physical force against the person or property of 

another may be used in the course of committing the offense.” 18 U.S.C. § 924(c)(3)(B). The 

language of the statute, specifically the words “offense” and “involves,” support a non-

categorical approach which would consider the defendant’s specific conduct at issue in the 

prosecution. 

 For example, the Supreme Court has already recognized that the term “offense” may refer 

to the specific acts of the offender. Nijhawan v. Holder, 557 U.S. 29, 33-34 (2009). In Nijhawan, 

the Supreme Court stated that “in ordinary speech words such as ‘crime,’ ‘felony,’ ‘offense,’ and 

the like . . . sometimes refer to the specific acts in which an offender engaged on a specific 

occasion.” Id. In fact, in that case, the Supreme Court interpreted 8 U.S.C. § 1101(a)(43)(M)(i), 

which defines an “aggravated felony” as “an offense that . . . involves fraud or deceit” to call for 

a conduct-specific approach that considers “the specific circumstances surrounding an offender’s 

commission of a fraud [or deceit]” rather than a categorical approach. Id. at 36, 40; see also 

United States v. Hayes, 555 U.S. 415, 426 (2009) (applying a non-categorical approach to a 

“misdemeanor crime of domestic violence” defined as “an offense . . . committed by a current or 

former spouse, parent, or guardian of the victim”). Thus, § 924(c)(3)(B)’s inclusion of the term 

“offense” can reasonably be interpreted as requiring a conduct-specific approach that refers to 

the specific criminal conduct at issue in the § 924(c) prosecution. 

 Additionally, the term “involves” also supports the application of a non-categorical 

approach. For example, Congress, throughout other provisions of the Comprehensive Crime 
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Control Act of 1984—the very Act that put forth the original “crime of violence” definition for 

§ 924(c)—used the term “involves” in statutes to require courts to consider the defendant’s 

specific conduct. See, e.g., Pub. L. No. 98-473, § 1952B, 98 Stat. 2137 (1984). Thus, since 

“identical terms within an Act bear the same meaning,” § 924(c)(3)(B), like its sister provisions, 

must apply a non-categorical approach. See Estate of Cowart v. Nicklos Drilling Co., 505 U.S. 

469, 479 (1992). This interpretation is bolstered by the Supreme Court’s finding that the absence 

of the word “involves” indicates that a categorical approach is required. See Taylor v. United 

States, 495 U.S. 575, 600 (1990).6  

 Further, the term “by its nature” is consistent with a non-categorical, case-specific 

approach. Cf. Dimaya, 138 S. Ct. at 1217 (plurality opinion) (stating that “the words ‘by its 

nature’ in §16(b)” indicates the application of a categorical approach because “‘nature’ means its 

‘normal and characteristic quality’”); but see Royer, 2018 WL 3676905, at *14 (noting that the 

phrase “by its nature” “does not foreclose the conduct-specific approach”). In fact, while “by its 

nature” can reasonably indicate a categorical approach, Congress and the Supreme Court have 

interpreted such language as referring to an offender’s specific conduct. See Dimaya, 138 S. Ct. 

at 1254 n.7 (Thomas, J., dissenting) (citing multiple examples where “by its nature” and “nature” 

refers to an offender’s specific conduct). For example, Congress, under 18 U.S.C. § 3553(a)(2), 

directs sentencing judges to consider “the nature and circumstances of the offense,” which is 

understood to mean the defendant’s specific conduct. Additionally, the Supreme Court has also 

described the “nature of [an] offense” in terms of the actual conduct of the offender. See 

Schware v. Bd. of Bar Exam’rs of N.M., 353 U.S. 232, 242–243 (1957).  

																																																													
6 While, the ACCA and § 16(b) both contain the term “involves.” See Dimaya, 138 S. Ct. at 
1216-17 (plurality opinion), the Supreme Court has never focused on this term as justification for 
a categorical approach.  
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 Thus, while the text of § 924(c)(3)(B) can reasonably be read to support both a 

categorical and non-categorical approach, the non-categorical approach must apply due to the 

principles of constitutional avoidance. While the ACCA’s and INA’s residual clauses required a 

categorical approach for other constitutional reasons discussed below. Here, applying the non-

categorical approach is not only appropriate, but it saves § 924(c)(3)(B) from the vagueness that 

plagued the residual clauses of the ACCA and INA.  

2. This Court is not Required to Apply a Categorical Approach to Interpret § 924(c)(3)(B) 
 
 Section 924(c)(3)(B)’s application to specific conduct renders a categorical approach 

unnecessary. The Supreme Court required a categorical approach under the ACCA and § 16(b) 

only because those statutes determined the impact of prior convictions—not specific conduct. 

Dimaya, 138 S. Ct. at 1209 (finding that the residual clauses of the ACCA and § 16(b) refer to 

“‘the statute of conviction, not to the facts of each defendant’s conduct’” (internal citation 

omitted)). In the context of the ACCA and § 16(b), the categorical approach was necessary for 

judicial efficiency and, most importantly, to avoid potential Sixth Amendment issues stemming 

from analyzing prior convictions. In short, while the ACCA and INA’s residual clauses required 

a categorical approach to “avoid the Scylla of the Sixth Amendment” which inevitably “steered 

[them] straight into the Charybdis of the Fifth”—§ 924(c)(3)(B) can avoid both. See Dimaya, 

138 S. Ct. at 1254 (Thomas, J., dissenting). 

 For the ACCA and § 16(b), adopting the categorical approach avoided the “utter 

impracticability” of “accurately reconstructing, often many years later, the conduct underlying a 

conviction.” Johnson, 135 S. Ct. at 2562. For example, prior convictions considered under the 

ACCA’s residual clause “[were] often adjudicated by different courts in proceedings that 

occurred long before the defendant’s sentencing.” United States v. Robinson, 844 F.3d 137, 142 
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(2016). In fact, in Taylor, where the Supreme Court first endorsed the “categorical approach” 

interpretation of the ACCA, the two prior convictions at issue had been adjudicated in state court 

over seventeen years before the federal proceeding. Taylor, 495 U.S. at 578 n.1. Thus, applying 

the categorical approach to the ACCA and § 16(b) served a practical purpose: it avoided the 

relitigation of past convictions long after the fact. Moncrieffe v. Holder, 569 U.S. 184, 200 

(2013). 

 Furthermore, the ACCA and § 16(b) required the categorical approach to avoid potential 

Sixth Amendment issues. See CONST. amend. VI. Under the ACCA and § 16(b), “Sixth 

Amendment concerns would arise [from courts] making findings of fact that properly belong to 

juries.” Dimaya, 138 S. Ct at 1217 (plurality opinion); see also Apprendi v. New Jersey, 530 U.S. 

466, 490 (2000) (“Other than the fact of a prior conviction, any fact that increases the penalty for 

a crime beyond the prescribed statutory maximum must be submitted to a jury, and proved 

beyond a reasonable doubt.”). Thus, allowing courts to consider the specific conduct underlying 

the convictions would look “too much like” the fact-finding reserved to juries under the Sixth 

Amendment. Shepard v. United States, 544 U.S. 13, 25 (2005). As Justice Thomas noted, “the 

categorical approach was never really about the best reading of the text” but was adopted “to 

avoid a potential Sixth Amendment problem with sentencing judges conducting minitrials to 

determine a defendant’s past conduct.” Dimaya, 138 S. Ct. at 1256 (Thomas, J., dissenting). 

Therefore, under these statutes, the categorical approach was required to comply with the 

doctrine of constitutional avoidance—“the rule of reading statutes to avoid serious risks of 

unconstitutionality.” Shepard, 544 U.S. at 25.  

 The aforementioned practical and constitutional concerns do not apply to § 924(c)(3)(B). 

Unlike the ACCA and § 16(b), in § 924(c) cases, “the predicate offense and the § 924(c) offense 
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are companion contemporaneous crimes, charged in the same indictment before the same [fact-

finder].” United States v. St. Hubert, 883 F.3d 1319, 1335 (11th Cir. 2018) (emphasis added). In 

short, all necessary facts are before the fact-finder in one proceeding. See Shuti v. Lynch, 828 

F.3d 440, 449 (6th Cir. 2016) (noting that unlike the ACCA and § 16(b), “which require[d] a 

categorical approach to stale predicate convictions, 18 U.S.C. § 924(c)[(3)(B)] is a criminal 

offense that requires an ultimate determination of guilt beyond a reasonable doubt—by a jury, in 

the same proceeding. This makes all the difference”) (emphasis added). Further, if the case 

proceeds to trial, “both the predicate ‘crime of violence’ and the § 924(c) offense are before the 

fact-finder.” Royer, 2018 WL 3676905, at *14. With a full factual record before them, the fact-

finder can evaluate the defendant’s specific conduct and determine whether the predicate offense 

qualifies as a “crime of violence.” Moreover, “any fact that increases the penalty for a crime” 

under § 924(c) is submitted to a jury, and proved beyond a reasonable doubt.” Cf. Apprendi, 530 

U.S. at 490. Thus, there is no Sixth Amendment concern under § 924(c)(3)(B) because both the 

predicate offense and the § 924(c) offense are submitted to the fact-finder in one proceeding. 

Therefore, distinct from the ACCA and § 16(b), where the doctrine of constitutional avoidance 

compelled the categorical approach, here, the doctrine of constitutional avoidance compels the 

adoption of a non-categorical approach to § 924(c)(3)(B) in which the fact-finder can assess if 

the defendant’s specific conduct qualified as a “crime of violence.” Thus, there is no issue of 

arbitrary enforcement because the fact-finder considers and applies the defendant’s specific 

conduct. 
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B. Defendant Mendoza’s Specific Conduct Qualifies as a “Crime of Violence” Under 
§ 924(c)(3)(B) 

	 Under a non-categorical approach, Mendoza’s destructive conduct in violation of 18 

U.S.C. § 844(i) qualifies as a crime of violence under § 924(c)(3)(B), because it is a felony that 

“involves a substantial risk that physical force against person or property of another may be used 

in the course of committing the offense.” 18 U.S.C. § 924(c)(3)(B). 

 As the evidence at trial will demonstrate, Mendoza threw a Molotov cocktail into Pie 

Hard Bakery. This violent action involved a “substantial risk that physical force against person 

or property of another” would be used. In fact, Mendoza actually used force against the property 

of another by smashing the bakery’s window and causing a fire within the building. Thus, 

Mendoza’s conduct—hurling a Molotov cocktail at a business—qualifies as a “crime of 

violence” under a non-categorical, conduct-specific approach. 

II. MENDOZA’S MOTION TO SUPPRESS SHOULD BE DENIED BECAUSE THE 
FORENSIC SEARCH OF HIS iPHONE 6 AT CAPE ADAMS INTERNATIONAL 
AIRPORT DID NOT VIOLATE THE FOURTH AMENDMENT 

 
Mendoza’s motion to suppress should be denied because the warrantless forensic search 

of his iPhone 6 was constitutional under the border exception to the Fourth Amendment. The 

Fourth Amendment states that “the right of the people to be secure in their persons, houses, 

papers, and effects, against unreasonable searches and seizures, shall not be violated, and no 

Warrants shall issue, but upon probable cause…” CONST. amend. IV. However, searches 

conducted at the border are different. See United States v. Touset, 890 F.3d 1227, 1232 (11th Cir. 

2018). 

 Under the border exception to the Fourth Amendment, law enforcement is ordinarily 

authorized to conduct a warrantless search of any person or property seeking entry into the 
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United States. United States v. Ramsey, 431 U.S 606, 619 (1977). This exception is rooted in the 

government’s interest to prevent contraband from entering the country, which is paramount at the 

border. See United States v. Flores-Montano, 541 U.S. 152, 155 (2004). In fact, the Supreme 

Court has held that routine border searches require no individualized suspicion. United States v. 

Montoya de Hernandez, 473 U.S. 531, 538, 542 (1985). Routine border searches include “pat-

down search[es] or frisk[s],” searches of “[a] traveler’s luggage,” “[i]ncoming international 

mail,” and “[v]ehicles.” United States v. Alfaro-Moncada, 607 F.3d 720, 728 (11th Cir. 2010).  

Here, the warrantless search of Mendoza’s iPhone 6 at Cape Adams International Airport 

was constitutional because it was a routine search of personal property at the border, and, thus, 

required no suspicion. See United States v. Romm, 455 F. 3d 990, 996 (9th Cir. 2006) (holding 

that international airport terminals are the “functional equivalent” of a border for Fourth 

Amendment purposes). However, even if this Court finds that suspicion is required for a forensic 

search at the border, Agent Michael’s search was justified because he had reasonable suspicion. 

A. The Fourth Amendment’s Border Exception Authorizes Law Enforcement to 
Conduct Warrantless Forensic Searches at the Border Without any Level of 
Suspicion 

 The Supreme Court has “never required reasonable suspicion for a search of property at 

the border”—this does not change when the property is an electronic device. See Touset, 890 

F.3d at 1233. As the Eleventh Circuit makes clear there is “no reason why the Fourth 

Amendment would require any level of suspicion for a forensic search of an electronic device 

when it imposes no such requirement for a search of other personal property” at the border. Id. 

(noting that the border exception has allowed the government to disassemble a vehicle’s fuel 

tank as well as search the private living quarters of a ship’s crew member—all without 

suspicion); but see, e.g., United States v. Koulz, 890 F.3d 133, 141 (4th Cir. 2018). Thus, no 
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suspicion is required for forensic searches of electronic devices at the border because electronic 

devices are property. They do not receive special treatment at the border merely because of their 

ability to hold vast information. See Touset, 890 F.3d at 1233. 

1. No Level of Individualized Suspicion is required to Conduct a Cell Phone Search at the 
Border since it is a Routine Search 

 
Here, Agent Michaels did not need reasonable suspicion for the forensic search of 

Mendoza’s cell phone because it was a routine border search. See Montoya de Hernandez, 473 

U.S. at 538. The circuits are spilt on whether a forensic search of a cell phone is categorized as a 

routine or nonrountine search. The Fourth and Ninth Circuits view a forensic search of a cell 

phone as a nonroutine search requiring reasonable suspicion because of the intrusive nature of 

the forensic search. United States v. Cotterman, 709 F.3d 952, 968 (9th Cir. 2013); Kolsuz, 890 

F.3d at 144. Conversely, the Third and Eleventh Circuits view a forensic search of a cell phone at 

the border as a routine search of property requiring no individualized suspicion. United States v. 

Linarez-Delgado, 259 Fed. Appx. 506, 508 (3d Cir. 2007); Touset, 890 F.3d at 1233. This Court 

should find that a forensic search of a cell phone at the border is a routine search requiring no 

level of suspicion because the Supreme Court has never required suspicion for searches of 

property at the border—even intrusive searches. See Touset, 890 F.3d at 1233; United States v. 

Alfaro-Moncada, 607 F.3d 720, 729 (11th Cir. 2010) (noting that reasonable suspicion at the 

border has only been required “for highly intrusive searches of a person’s body”). 

In divided decisions, the Fourth and Ninth Circuits held that forensic searches of 

electronic devices require at least reasonable suspicion because of the intrusive nature of a 

forensic search. Cotterman, 709 F.3d at 968; Kolsuz, 890 F.3d at 144. In Cotterman, the Ninth 

Circuit analogized the forensic search to “a computer strip search,” divulging the “most intimate 

details of one’s life.” Cotterman, 709 F.3d at 966, 968. In Kolsuz, the Fourth Circuit relied 
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heavily on Riley v. California, in which the Supreme Court found that the forensic search of a 

cell phone incident to arrest generally required probable cause due to intimate information stored 

on cell phones. See Riley v. California, 134 S. Ct. 2473, 2477 (2014). However, Riley, as will be 

further explained below, only applies to searches incident to arrest. It does not apply to searches 

at the border. See Touset, 890 F.3d at 1234. In short, both the Fourth and Ninth Circuits focused 

on the highly personal information stored on electronic devices, but failed to realize that the 

border exception allows for the intrusion of property during border searches. For example, in 

Cotterman, the court cited Montoya de Hernandez to support its view that an intrusive search at 

the border requires reasonable suspicion. See United States v. Montoya de Hernandez, 473 U.S. 

531, 541 (1985). But Montoya de Hernandez only required reasonable suspicion in the context of 

a highly intrusive search of a person, not property. Id. (holding that reasonable suspicion was 

required because border agents detained a person until she excreted potential evidence of 

contraband). But, under the Fourth Amendment’s border exception, “[p]roperty and persons are 

different.” See Touset, 890 F.3d at 1234. In fact, the border exception even allows for “the 

suspicionless search of a home at the border.” Id. (emphasis added).  

Here, this court should adopt the Eleventh Circuit’s reasoning and find that the forensic 

search of a cell phone does not require any level of suspicion. Id. at 1233. Such view respects the 

government’s high interest in preventing contraband from entering the country—the main goal of 

the border exception—which cannot be thwarted just because the evidence is digitally stored 

instead of physically. Id. at 1235. In fact, “[i]f anything, the advent of sophisticated technological 

means for concealing contraband only heightens the need of the government to search property at 

the border” in an unencumbered manner. Id. Furthermore, not requiring suspicion for a forensic 
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search is consistent with Supreme Court precedent, which has never required individualized 

suspicion for the search of property. Id. at 1233.  

2. The Probable Cause Requirement to Search a Cell Phone Incident to Arrest is 
Inapplicable to the Border Exception 
 
There is no authority that requires law enforcement to have probable cause or a warrant 

when conducting any search at the border, especially a search of property. See Ramsey, 431 U.S 

at 619. Despite this lack of authority, Mendoza may cite Riley to support his contention that the 

forensic search of his iPhone 6 was unconstitutional because the search was not supported by 

probable cause. See Riley v. California, 134 S. Ct. 2473, 2477 (2014). In Riley, the Court 

established that a warrant based on probable cause is generally needed to conduct a cell phone 

search incident to a lawful arrest. Id. The arrestee in Riley was arrested on weapons charges, 

when law enforcement searched his cell phone without a warrant. Id. The Court held that the 

search of the arrestee’s cell phone was unreasonable because law enforcement did not have 

probable cause to search his cell phone. Id. at 2479. The Court reasoned that due to technological 

advancements, the average cell phone user keeps, on their person, a digital record of nearly every 

aspect of their lives. Id. As a result, the Court found that there was an increased privacy interest 

in the digital content on a user’s cell phone which generally requires probable cause and a 

warrant to search. Id. at 2478.  

However, Riley’s holding is inapplicable to a warrantless search at the border. See id. In 

Riley, the Court specifically limited its holding to a cell phone searched incident to arrest. Id. at 

2479 (“Our holding, of course, is not that the information on a cell phone is immune from a 

search.”). Unlike the cell phone search in Riley, the search of Mendoza’s iPhone 6 was not a 

search incident to arrest. Here, Mendoza’s iPhone 6 was searched at the border after arriving 

from Vancouver, Canada. This context makes all the different. As a traveler at the border, 
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Mendoza’s interest in privacy was outweighed by the government’s “‘paramount interest in 

protecting . . . its territorial integrity. Touset, 890 F.3d at 1235 (internal citation omitted). 

Therefore, Riley’s probable cause and warrant requirement does not apply here.  

B. Even if Reasonable Suspicion was necessary, the Totality of the Circumstances gave 
rise to Reasonable Suspicion to Search Defendant Mendoza’s iPhone 6  

 Even if this court finds that suspicion was required to conduct a forensic search of 

Mendoza’s iPhone 6, Agent Michaels search was supported by reasonable suspicion. Reasonable 

suspicion is defined as a “fact-based test based on the totality of the circumstances.” Montoya de 

Hernandez, 473 U.S. at 541-42. Here, Agent Michaels understanding of the objective facts is the 

baseline for determining reasonable suspicion. See Cotterman, 709 F.3d at 969. 

Reasonable suspicion can be supported by the DHS’ national surveillance programs, such 

as the FFS. See id. at 952. For example, in Cotterman, the defendant was flagged by the Treasury 

Enforcement Communications system (“TECS”)7 at a port of entry into the country. Id. The 

TECS indicated that the defendant was a sex offender with a prior record of sexual misconduct. 

Id. at 958. Upon stopping the defendant at the border due to the TECS alert, border agents 

searched the defendant’s vehicle and seized two laptops with password-protected files. Id. A 

forensic search of the defendant’s laptops revealed images of child pornography. Id. at 959. The 

Cotterman court determined that the TECS alert, the defendant’s frequent travel across the 

border, and the password protection of electronic content were all factors that gave rise to 

reasonable suspicion to search the defendant’s laptop hard drives. Id. 

																																																													
7	TECS is an investigative tool of the Department of Homeland Security that tracks individuals 
entering and exiting the country. Cotterman, 709 F.3d at 952. It also tracks individuals involved 
in or suspected to be involved in crimes. Id. All individuals who travel internationally are stored 
into the TECS database. U.S. Customs and Border Protection, TECS, Privacy Impact Assessment 
for the TECS System: CBP Primary and Secondary Processing (2010).	
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 Similarly, the totality of the circumstances, here, indicates that Agent Michaels had 

reasonable suspicion to submit Mendoza’s iPhone 6 for a forensic examination. Like the TECS 

surveillance program, the FFS program alerted Agent Michaels and other DHS members that 

Mendoza may be potential threat to the United States. The FFS alert, coupled with the high 

frequency of Mendoza’s travel—34 flights in just 55 days—all support reasonable suspicion. 

Furthermore, the physical inspection of Mendoza’s iPhone 6 furthered Agent Michaels’ 

suspicion. Here, Mendoza’s iPhone 6 was not only hidden in his blue duffle bag, it was password 

protected and wiped clean of all its digital data. From these facts, Agent Michaels could make a 

rational inference that criminal activity was afoot. See United States v. Arvizu, 534 U.S. 266, 274 

(2002) (holding that the Fourth Amendment is satisfied if the officer’s action is supported by 

reasonable suspicion to believe that criminal activity is afoot); see also Liberal v. Estrada, 632 

F.3d 1064, 1077 (9th Cir. 2011) (“Even if an officer makes a mistake of fact, that mistake ‘will 

not render a stop illegal, if the objective facts known to the officer gave rise to a reasonable 

suspicion that criminal activity was afoot.’” (internal citation omitted)). Therefore, the totality of 

the circumstances gave rise to reasonable suspicion and justified Agent Michaels’ forensic search 

of Mendoza’s iPhone 6. Given Agent Michaels’ reasonable suspicion, Mendoza’s motion to 

suppress should be denied.  

CONCLUSION 

 For the foregoing reasons, this Court should deny Defendant Mendoza’s motion to 

dismiss and motion to suppress.  

Respectfully submitted, 
/s/ Team 1859 
Attorneys for the United States of America 


