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INTRODUCTION 
 

Jason Mendoza (“Mr. Mendoza”) first respectfully requests that this Court dismiss the 

second count against him, Possession of a Destructive Device in furtherance of a Crime of 

Violence under 18 U.S.C. § 924(c)(1)(B)(ii), because the definition of a “crime of violence” in 

the residual clause of 18 U.S.C. § 924(c)(3) is unconstitutionally vague. Second, Mr. Mendoza 

respectfully requests that the Court suppress any and all evidence discovered through the manual 

and forensic searches of Mr. Mendoza’s iPhone 6 because both searches violated Mr. Mendoza’s 

Fourth Amendment rights. 

STATEMENT OF FACTS 
 
I. Background  

Mr. Mendoza is a food and beverage distributor for restaurant chains throughout the 

United States. Special Agent Shawn Michaels Aff. ¶ 16. As a food and beverage distributor, Mr. 

Mendoza travels throughout the United States and abroad to meet with various vendors and 

suppliers. Id. at ¶ 17. In Stetson, Mr. Mendoza represents The Wing Dump. Id.  The Wing Dump 

has locations throughout the United States, two locations in Canada, and plans to expand its 

franchise to European and Asian markets. Id. 

On February 1, 2018, the Department of Homeland Security (“DHS”) launched a 

domestic surveillance program known as Fun and Friendly Skies (“FFS”).  Id. at ¶ 7. FFS 

monitors travelers flagged by a software program known as the Justified Assessment and 

Notification Emergency Tracker (“JANET”). Id. at ¶ 9. JANET flags travelers based on their 

travel patterns (including travel frequency), known concerns or threats at their departure and 

arrival destinations, and their conduct within an airport (including luggage appearance and 

personal appearance changes). Id. at ¶ 10-11. JANET flagged travelers are not considered under 
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investigation by any agency, nor are put into the Terrorist Database. Id. at ¶ 9. Since launched, 

FFS has monitored approximately 7,500 travelers. Id. at ¶ 8. 

Five days after FFS launched, on February 6, 2018, JANET flagged Mr. Mendoza after 

he landed in Cape Adams, Stetson from an overnight flight that departed from Vancouver, 

Canada. Id. at ¶ 13. FFS then monitored Mr. Mendoza’s travels for the next 53 days. Id. FFS 

monitoring revealed that Mr. Mendoza traveled on 34 flights between February 5, 2018 and 

March 31, 2018, 15 of which were international flights. Id.  

II. Mr. Mendoza’s Airport Detention, including Agent Michaels’s Manual Search of Mr. 
Mendoza’s Blue Duffle Bag and iPhone 6 
 

On March 31, 2018, Customs and Border Protection (“CBP”) detained Mr. Mendoza for 

the first time at Cape Adams International Airport and called DHS Agent Shawn Michaels for 

back-up. Id. ¶ 6. CBP Agent Eleanor Shellstrop detained Mr. Mendoza for further questioning 

based solely on his JANET flag and his FFS travel monitoring for the previous 53 days. Id. at ¶ 

7. This is the only information Agent Michaels knew before he entered the detention room. Id. 

Agent Michaels’s affidavit does not mention that either he or Agent Shellstrop suspected Mr. 

Mendoza of a customs violation or crime on March 31, 2018. Id. 

After entering the detention room, Agent Michaels searched Mr. Mendoza’s luggage, a 

blue duffle bag. Id. at ¶ 18. Agent Michaels found, amongst other personal items, an Apple 

MacBook Pro within the main pocket and an Apple iPhone 6 zipped in the bag’s lining. Id. at ¶ 

18-19. Mr. Mendoza readily told Agent Michaels that the iPhone 6 was his business phone. Id. 

The iPhone 6 was password protected when Agent Michaels turned the cellphone on. Id. at ¶ 20. 

At this point, Agent Michaels requested Mr. Mendoza’s password to unlock the iPhone 6. Id. 

When Mr. Mendoza protested, Agent Michaels told Mr. Mendoza that Mr. Mendoza had no 

privacy at the border, and so, Mr. Mendoza provided his password to Agent Michaels. Id.  
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Once Agent Michaels unlocked the iPhone 6, Agent Michaels observed that the cellphone 

had been restored to its factory settings and contained no call or message history. Id. at ¶ 21. 

When Agent Michaels asked Mr. Mendoza why his phone was “empty,” Mr. Mendoza explained 

that his iPhone 6 was corrupted after connecting to an Internet Café’s Wi-Fi in Vancouver, 

Canada. Id. Mr. Mendoza told Agent Michaels that he restored the iPhone 6’s factory settings 

before he left Vancouver. Id. Agent Michaels then told Mr. Mendoza that he would be seizing 

the iPhone 6, and Mr. Mendoza was free to leave without his iPhone 6. Id. at ¶ 23. Mr. Mendoza 

then left the airport with only his blue duffle bag and his personal cellphone, an iPhone X. Id.  

III. Agent Michaels’s Secondary, Forensic Search of Mr. Mendoza’s iPhone 6 

After leaving the airport on March 31, 2018, Agent Michaels gave Mr. Mendoza’s iPhone 

6 to DHS Cyber Analyst Vic Sengupta for a forensic search. Id. at ¶ 23.  

On April 20, 2018, Analyst Sengupta informed Agent Michaels that, while in Vancouver, 

Mr. Mendoza used corruption software to delete the contents of his iPhone 6. Id. at ¶ 28. 

However, Agent Sengupta still recovered several hundred text messages from the iPhone 6. Id. at 

¶ 29. The first set of text messages were between Mr. Mendoza and Seth “Pillboi” Oliver, a 

known lieutenant for the Russian drug kingpin, Tahani. Id. In these text messages, Mr. Mendoza 

allegedly planned meetings with Pillboi across the globe and allegedly coordinated international 

shipments of illicit items for Tahani. Id. The second set of text messages was between Mr. 

Mendoza and Derek Hofstetler, the district manager for The Wing Dump and an alleged member 

of the criminal gang 60-PDC. Id. at ¶ 30. In these text messages, Mr. Mendoza discussed the 

meetings he held with Pillboi, referenced allegedly illicit substances known as “drumsticks,” and 

allegedly discussed international transfers of funds to shell corporations. Id. Agent Michaels then 

conducted further investigation into Mr. Mendoza, including reviewing The Wing Dump’s video 
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surveillance tapes. Id. at ¶ 34-38. These tapes show Mr. Mendoza retrieving a red duffle bag, 

which allegedly contains bags of pure Heroin, from The Wing Dump on a weekly basis. Id. at ¶ 

36-37.  Based on this evidence, Agent Michaels filed a criminal complaint alleging that Mr. 

Mendoza distributed a controlled substance using The Wing Dump’s international food 

shipments. Compl.; Id. at ¶ 31. 

IV. The Fire at the Pie Hard Bakery and Mr. Mendoza’s Arrest 

On April 30, 2018, Agent Michaels set out to arrest Mr. Mendoza at his home. Suppl. 

Aff. of DHS Special Agent Shawn Michaels ¶ 2. However, an anonymous 911 call informed 

police that a person matching Mr. Mendoza’s description was observed throwing a flaming 

object into the Pie Hard Bakery, located at 102 Scully Drive in Stetson. Id. at ¶ 5. The Pie Hard 

Bakery is owned by a man named Trevor Scott and his wife. Id. Trevor Scott is a member of a 

criminal gang known as the Immortal Beings, and he had allegedly argued with Mr. Mendoza on 

March 25, 2018. Id.; Michaels Aff. ¶ 38. Based on the 911 call, Agent Michaels proceeded 

Scully Drive and arrested Mr. Mendoza near his car parked down the street from the bakery. 

Suppl. Aff. of Agent Michaels ¶ 6. The search of Mr. Mendoza incident to his arrest only yielded 

a green BIC lighter in the front pocket of his pants. Id. Agent Michaels then approached the 

bakery and observed a smashed front window, a small fire, some broken glass, grey smoke, and 

smelled a strong scent of alcohol. Id. at ¶ 7. No person was located within the bakery nor found 

injured at the scene. Id. Based off these observations, Agent Michaels concluded that Mr. 

Mendoza unlawfully possessed a destructive device, specifically a “Molotov Cocktail,” to 

commit arson. Id. at ¶ 9. Mr. Mendoza was subsequently indicted on two charges: (1) 

distribution of a controlled substance under 21 U.S.C. § 841(a)(1); and (2) Possession of a 

Destructive Device in furtherance of a Crime of Violence under 18 U.S.C. § 924 (c)(1)(B)(ii). 
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ARGUMENT 
 
I. THE SECOND COUNT AGAINST MR. MENDOZA SHOULD BE DISMISSED 
BECAUSE THE DEFINITION OF A “CRIME OF VIOLENCE” IN 18 U.S.C.                   
§ 924(c)(3)(B) IS UNCONSTITUTIONALLY VAGUE 
 
 The court should dismiss the second count against Mr. Mendoza, Possession of a 

Destructive Device in furtherance of a Crime of Violence under 18 U.S.C. § 924(c)(1)(B)(ii). 

This statute states that any person who, during and in relation to a “crime of violence,” possesses 

a destructive device will be sentenced to 30 years in addition to the punishment required by the 

underlying crime of violence. 18 U.S.C. § 924(c)(1)(B)(ii) (West 1968). The underlying crime in 

the second count against Mr. Mendoza is Arson, under 18 U.S.C. § 844(i). The possible sentence 

for Arson under § 844(i) is a minimum of five years and a maximum of 20 years, provided no 

person was injured in the commission of the crime. 18 U.S.C. § 844(i) (West 1970). 

A “crime of violence” within 18 U.S.C. § 924(c) is defined as “a felony . . . (A) [that] has 

as an element the use, attempted use, or threatened use of physical force against the person or 

property of another, or (B) that by its nature, involves a substantial risk that physical force 

against the person or property of another may be used in the course of committing the offense.” 

18 U.S.C. § 924(c)(3) (West 1968). Subsection (A) is known as the “elements clause” and 

subsection (B) is known as the “residual clause.” The prosecution intends to proceed in the 

second count against Mr. Mendoza solely on the “residual clause.” Status Conf. on June 13, 

2018, 5:8-13. If found guilty of § 924(c)(1)(B)(ii), Mr. Mendoza automatically faces a 

mandatory minimum of 30 years in prison. 18 U.S.C. § 924(c)(1)(B)(ii).1  

																																																								
1 And, a potential maximum of 50 years: 30 years under § 924(c)(1)(B)(ii) and up to 20 years 
under § 844(i). 
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 The residual clause of § 924(c)(3)(B) is unconstitutionally vague. The void-for-vagueness 

doctrine “requires that a penal statute define the criminal offense with sufficient definiteness that 

ordinary people can understand what conduct is prohibited and in a manner that does not 

encourage arbitrary and discriminatory enforcement.” Kolender v. Lawson, 461 U.S. 352, 357 

(1983). The language in § 924(c)(3)(B) is not sufficiently definite to provide fair notice to 

ordinary citizens and, therefore, has led to arbitrary application in Mr. Mendoza’s case to 

increase his possible minimum sentence from five years to 30 years in prison.  

As such, the second count against Mr. Mendoza should be dismissed. There are two 

recent precedents from the Supreme Court of the United States that held that similar federal 

statutes to § 924(c)(1)(B)(ii) were unconstitutionally vague. The Supreme Court in Johnson v. 

United States found the residual clause of the definition of a violent felony under 18 U.S.C.        

§ 924(e)(2)(B)(ii) was unconstitutionally vague; in Sessions v. Dimaya the Supreme Court found 

18 U.S.C. § 16(b), the residual clause in the general definition for a “crime of violence,” was 

unconstitutionally vague. Not only is § 924(c)(3)(B)’s language like the two unconstitutional 

statutes in those Supreme Court cases, but also § 924(c)(3)(B) requires a court to apply a 

categorical approach to interpret the statute – and this approach does not clarify the statute’s 

inherent vagueness. Thus, the second count against Mr. Mendoza contains a statute that is 

unconstitutionally vague, and therefore, the second count must be dismissed. 

A. 18 U.S.C. § 924(c)(3)(B) has the Same Two Features that the Supreme Court of 
the United States has ruled make a statute Unconstitutionally Vague 
 

 The Supreme Court of the United States has found two statutes similar to § 924(c)(3)(B) 

unconstitutionally vague.  Section 924(c)(3)(B) has the same two features that struck those 

similar statutes down. Accordingly, this court must find that the residual clause definition for a 

“crime of violence” in § 924(c)(3)(B) is unconstitutionally vague. 
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In 2015, the Supreme Court struck down the residual clause in 18 U.S.C. § 924(e), a 

sentencing enhancement statute commonly known as Armed Career Criminal Act (“ACCA”). 

Johnson v. United States, 135 S.Ct. 2551 (2015) (“Johnson 2015”). The ACCA’s language 

defines a “violent felony” as “any crime . . . involving the use or carrying a firearm, knife, or 

destructive device that . . . is burglary, arson, extortion, involves use of explosives, or otherwise 

involves conduct that presents a serious potential risk of physical injury to another.” 18 U.S.C.  

§ 924(e)(2)(B)(ii) (West 1968) (emphasis on the residual clause of the statute). In Johnson 2015, 

the defendant was convicted of felony possession of a firearm. Johnson 2015, 135 S.Ct. at 2556. 

The district court applied the residual clause in the ACCA’s sentencing enhancement to sentence 

the defendant to 15 years in prison. Id. The Supreme Court held that the ACCA’s residual clause 

was unconstitutionally vague and that imposing the sentencing enhancement violated the 

defendant’s due process. Id. at 2560, 2563. In doing so, the Supreme Court identified that the 

ACCA’s residual clause demanded that the Court use a categorical approach to interpret the 

statute’s applicability. Id. at 2557. After using the categorical approach, the Court identified two 

problematic features within the statute. 

First, the Supreme Court reasoned that “the residual clause [in the ACCA] leaves grave 

uncertainty about how to estimate the risk posed by a crime.” Id. Essentially, “[i]t ties the 

judicial assessment of risk to a judicially imagined ‘ordinary case’ of a crime, not to real-world 

facts or statutory elements.” Id. Imagining an ordinary case would ask a judge to engage in a 

highly speculative and detached analysis of whether a crime poses a high enough potential risk. 

Id. at 2557-58. This feature can be defined as the “ordinary case requirement.” 

Second, the Supreme Court reasoned that “the residual clause leaves uncertainty about 

how much risk it takes for a crime to qualify as a violent felony.” Id. at 2558. As the Court 
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stated, “[i]t is one thing to apply an imprecise ‘serious potential risk’ standard to real-world facts; 

it is quite another to apply it to a judge-imagined abstraction.” Id. Essentially, the Court 

articulated that the ACCA’s phrase, “otherwise involves conduct that presents a serious potential 

risk” required the Court to think in abstractions to determine the degree of risk a crime could 

pose. Id. This feature can be defined as the “potential risk standard.” 

Ultimately, the Supreme Court held that these two indeterminate features, the ordinary 

case requirement and the potential risk standard, made the ACCA’s residual clause “produce 

more unpredictability and arbitrariness than the Due Process Clause tolerates.” Id. These two 

features identified in Johnson 2015 were further explained in Sessions v. Dimaya in 2018. 

 In April of 2018, the Supreme Court also struck down the residual clause of 18 U.S.C.    

§ 16(b) in Sessions v. Dimaya, 138 S.Ct. 1204 (2018) (“Dimaya”). The residual clause of § 16(b) 

is incredibly similar to § 924(c)(3)(B). Section 16(b) defines a “crime of violence” as any offense 

“that is a felony and that, by its nature, involves a substantial risk that physical force against the 

person or property of another may be used in the course of committing the offense.” 18 U.S.C. § 

16(b) (West 1984). The defendant in Dimaya was a lawful permanent resident who was 

convicted of burglary under California law. Dimaya, 138 S.Ct. at 1207. After his convictions, the 

United States government sought to deport the defendant under the Immigration and Nationality 

Act (“INA”). The INA allows the U.S. government to deport lawful permanent residents if they 

are convicted of a crime of violence as defined in § 16(b). Id. The Supreme Court held that § 

16(b) was unconstitutionally vague because it contained the same two features identified in 

Johnson 2015: “the ordinary case requirement and the fuzzy risk standard.” Id. at 1216, 1221. 

The Supreme Court reasoned § 16(b)’s language required the Court to use a categorical 

approach to interpret the statute. Id. at 1211. In doing so, the Court articulated that § 16(b)’s 
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phrase “by its nature” specifically required the Court “to identify a crime’s ‘ordinary case’ in 

order to measure the crime’s risk . . . [and] precious few crimes (of thousands that fill the statute 

books) have [an] obvious, non-speculative – and therefore undisputed – ‘ordinary case’.” Id. at 

1215-16. Additionally, the Court reasoned that assessing the potential risk standard of an 

“ordinary case” would not help determine whether a crime was a “crime of violence.” Id. at 

1221. The Court reasoned as such because “[a]ll the same crimes might – or, then again, might 

not – satisfy both [the ordinary case and potential risk] requirements.” Id. To determine the 

potential risk standard, a court would need to “not only identify the conduct typically involved in 

a crime, but also gauge its potential consequences.” Id. Essentially, this put the Court squarely 

within the void for vagueness doctrine: “[b]ecause [§ 16(b)] ha[s] both an ordinary-case 

requirement and an ill-defined risk threshold, it necessarily ‘devolve[s] into guesswork and 

intuition,’ invite[s] arbitrary enforcement, and fail[s] to provide fair notice.” Id. at 1223. 

Applying this reasoning from Johnson 2015 and Dimaya, the definition for a “crime of 

violence” under § 924(c) is unconstitutionally vague. The residual clause language in                  

§ 924(c)(3)(B) is materially like § 16(b) and is within the same statutory context as the residual 

clause of ACCA. Indeed, several circuits have concluded (before and after Dimaya was decided) 

that the language of § 16(b) is almost identical the language of § 924(c)(3)(B), and, therefore, 

analysis of § 16(b) applies to any analysis of § 924(c)(3)(B). See In re Hubbard, 825 F.3d 225, 

230, fn.3 (4th Cir. 2016); United States v. Cardena, 842 F.3d 959, 996 (7th Cir. 2016); United 

States v. Eshetu, 898 F.3d 36, 37 (D.C. Cir. 2018); United States v. Salas, 889 F.3d 681, 685 

(10th Cir. 2018). This means that the language of § 924(c)(3)(B) not only demands that the court 

use a categorical approach to read the statute,2 but also implies that § 924(c)(3)(B) will have the 

																																																								
2 See also Argument I. B. 
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same two features that led the Supreme Court to finding both § 16(b) and the residual clause of 

the ACCA unconstitutional: the ordinary case requirement and the potential risk standard. And, 

as Dimaya reasons, the categorical approach and the presence of these two features means that § 

924(c)(3)(B) invites arbitrary enforcement and fails to provide fair notice to criminal defendants 

– which means that § 924(c)(3)(B) is unconstitutionally vague. 

B. Due to the Categorical Approach Requirement, the Definition of a “Crime of 
Violence” is Unconstitutionally Vague 

 
 The plain language of § 924(c)(3)(B) is unconstitutionally vague because the language 

demands that the court apply a categorical approach to determine the definition of a “crime of 

violence.” A categorical approach demands that a court look the nature or categories of a crime 

to avoid violating an accused’s Sixth Amendment rights, even if doing so would mean that the 

statute is unconstitutionally vague. In Mr. Mendoza’s case, § 924(c)(3)(B) requires this Court to 

use a categorical approach, and this approach demonstrates that no phrase in the definition of a 

“crime of violence” provides clarity on the inherent vagueness in the statute.  

 1. The Categorical Approach requires this Court to only consider the Nature of a Crime. 

The categorical approach requires a court to “look to the elements and the nature of the 

offense of conviction, rather than to the particular facts relating to [the accused’s] crime.” Leocal 

v. Ashcroft, 543 U.S. 1, 7 (2004); see also Begay v. United States, 553 U.S. 137, 141 (2008) 

[abrogated by Johnson 2015, 135 S.Ct. 2551 (2015).]. This means that a court can only look to 

the statutory definition of a crime, not particular facts in the underlying case. Taylor v. United 

States, 495 U.S. 575, 602 (1990). The categorical approach helps a court “avoid[…] the Sixth 

Amendment concerns that would arise from . . . [a court] making findings of fact that properly 

belong to juries.” Descamps v. United States, 570 U.S. 254, 267 (2013). The Sixth Amendment 

guarantees that the accused “shall enjoy the right to a speedy and public trial, by an impartial 
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jury,” where the jury (in addition to the accused) shall learn of “the nature and cause of the 

accusation.” U.S. Const. amend. VI. This means that “any fact that increases the penalty for a 

crime beyond the prescribed statutory maximum must be submitted to a jury, and proved beyond 

a reasonable doubt.” Apprendi v. New Jersey, 530 U.S. 466, 490 (2000).3 As such, the Court 

cannot apply a fact-specific approach to interpret § 924(c)(3)(B) without violating Mr. 

Mendoza’s Sixth Amendment rights. Thus, the court must use a categorical approach to interpret 

the definition for a “crime of violence.”4 

Further, if the language of a statute demands a categorical approach under its plain 

meaning, then the categorical approach must be used, “even if [the] approach could not in the 

end satisfy constitutional [due process] standards.” Dimaya, 138 S.Ct. at 1217. The Fourteenth 

Amendment states that the government cannot “deprive any person of life, liberty, or property, 

without due process of law.” U.S. Const. amend. XIV. If a statute is void for vagueness, then the 

statute violates those due process standards. See Kolender, 461 U.S. at 357-358 (“Where the 

legislature fails to provide . . . minimal guidelines, a criminal statute may permit a standardless 

sweep that allows policemen, prosecutors, and juries to pursue their personal predilections.”) As 

such, if § 924(c)(3)(B) is vague, then it violates due process standards. But, if the plain language 

of the statute demands a categorical approach – which might still render the statute vague – then 

this approach must still be applied to comport with what the statute says. See Dimaya, 138 S.Ct. 

at 1218 (“If Congress had wanted judges to look into a felon’s conduct, it presumably would 

																																																								
3 If Mr. Mendoza was simply charged with § 844(i), his potential sentence would be between 
five and 20 years. 18 U.S.C. § 844(i). However, because the government pursued a grand jury 
indictment of § 924(c)(1)(B)(ii), Mr. Mendoza faces a statutory minimum sentence of 30 years 
(and a potential maximum of 50 years). 18 U.S.C. § 924(c)(1)(B)(ii). 
4 Additionally, the plain language of the statute demands this. See Argument I. B. 2. 
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have said so; other statutes, in other contexts, speak in just that way.”) In Mr. Mendoza’s case, 

the plain language of § 924(c)(3)(B) requires that the court apply a categorical approach. 

2. The Plain Language of § 924(c)(3)(B) Requires this Court to apply a Categorical 
Approach to interpret the meaning of a “Crime of Violence,” and this Approach renders 
the statute Unconstitutionally Vague. 
 
The first part of the residual clause states that the felony “by its nature” must create a 

“substantial risk of physical force.” 18 U.S.C. § 924(c)(3)(B). The phrase “by its nature” signals 

that the court must use a categorical approach to interpret the statute. The term “nature” means 

“its normal and characteristic quality.” Dimaya, 138 S.Ct. at 1217 (citing to Webster’s Third 

New International Dictionary 1507 (2002) when defining “by its nature” within § 16(b).). This 

means that the phrase “by its nature” requires a court to consider what is normal and 

characteristic about a crime to determine whether that crime is a “crime of violence.” There is no 

‘plausible’ fact-based reading within the phrase “by its nature,” and a court cannot look at the 

specific facts of case without flatly ignoring that phrase. Id. at 1218 (citing to Johnson 2015, 135 

S.Ct. at 2561-62 (“Congress intended the sentencing court to look only to the fact that the 

defendant [was] convicted of crimes falling within certain categories . . . [t]he only plausible 

interpretation of the law, therefore, requires use of a categorical approach.”). 

In Mr. Mendoza’s case, the underlying crime in the second count against him is Arson 

under § 844(i). A person violates § 844(i) when the person “maliciously damages or destroys . . . 

by means of fire or an explosive, any building . . . used in interstate or foreign commerce.” 18 

U.S.C. § 844(i). The categorical approach would determine that arson is a type of crime where a 

building associated with interstate commerce is damaged by fire or an explosive device. The 

statute does not define the size of the building, the type of building associated with interstate 

commerce, or the size of the fire or explosive required to meet the elements of arson. Arson, by 
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its nature, is imprecise.  A person could be convicted of Arson under § 844(i) for setting fire to 

their empty home where they ran their business (see United States v. Shriver, 838 F.2d 980 (8th 

Cir. 1988)), setting fire to a college dormitory where 76 people slept (see United States v. 

Sherlin, 67 F.3d 1208 (6th Cir. 1995)), burning a tobacco shop to the ground (see United States 

v. Aljabari, 626 F.3d 940 (7th Cir. 2010)), destroying a fast food restaurant by creating an 

explosive of natural gas and a hotplate (see United States v. Neary, 733 F.2d 210 (2d Cir. 1984)), 

or igniting gasoline soaked newspapers within an automotive brake shop to burn a commercial 

complex to the ground (see United States v. Lorence, 706 F.2d 512 (5th Cir. 1983)). Each of 

these examples of Arson under § 844(i) are different, factual determinations that cannot be 

considered by § 924(c)(3)(B)’s demand for a categorical approach; and, these examples do not 

determine whether arson “by its nature” is a “crime of violence.” Therefore, “by its nature” does 

not provide guidance on the vague language contained within § 924(c)(3)(B). 

The second part of the statute requires that the crime create a “substantial risk of physical 

force.” 18 U.S.C. § 924(c)(3)(B). The statute does not define “substantial risk” or “physical 

force” any further. The Supreme Court has defined “physical force” to mean a “force capable of 

causing physical pain or injury.” Johnson v. United States, 559 U.S. 133, 140 (2010). This means 

that the “substantial risk of physical force” phrase asks the court to determine whether the crime 

presents “too much risk” of force capable of causing physical injury. Johnson 2015,135 S.Ct. at 

2557 (analyzing “substantial risk of physical force” within the ACCA’s residual clause). As 

such, evaluating the “substantial risk of physical force” requires a court to “gauge [the crime’s] 

potential consequences” in addition to applying a categorical approach. Dimaya, 138 S.Ct. 

at1220. Essentially, the court is locked into using a categorical approach to determine the 

definition of an ordinary “crime of violence” and the meaning of “substantial risk of physical 
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force” within that context.5 This circularity demonstrates that § 924(c)(3)(B) is unconstitutionally 

vague because the residual clause does not clarify what level of force is needed for any crime, 

including Arson in Mr. Mendoza’s case, to be considered a “crime of violence.” 

Lastly, the phrase “in the course of committing an offense” does not resolve the 

vagueness within the phrases of “by its nature” and “substantial risk of physical force.” While 

the phrase “in the course of committing an offense” excludes “a court’s ability to consider the 

risk that force will be used after the crime has entirely concluded,” this language neither clarifies 

the definition of an “ordinary case” nor what “degree of risk” is required for a “crime of 

violence.” See Dimaya, 138 S.Ct. at 1219. Despite this temporal restriction, a court would still 

have to perform the same categorical approach to interpret § 924(c)(3)(B). 

 Since the plain language of each key phrase within § 924(c)(3)(B) requires a categorical 

approach to interpret each phrase’s meaning, the definition for a “crime of violence” in               

§ 924(c)(3)(B) is unconstitutionally vague. 

C. The Requirement of a Firearm or Explosive Device under § 924(c) Does Not 
Clarify the Unconstitutional Vagueness in the Definition for a “Crime of Violence” 
 

 While the definition of a “crime of violence” in § 924(c)(3)(B) is found in context with   

§ 924(c)(1)(B)(ii), a crime requiring the possession of a firearm or explosive device, this context 

does not clarify the statute’s inherent vagueness. See 18 U.S.C. § 924(c). Before Dimaya was 

decided, the Eleventh Circuit held that this context created a “required nexus between the           

§ 924(c) firearm offense and the predicate crime of violence [such that] the crime of violence 

determination more precise and more predictable.” Ovalles v. United States, 861 F.3d 1257, 

1265-1266 (11th Cir. 2017) (opinion vacated; reh’g granted en banc).  In the Eleventh Circuit’s 

																																																								
5 These are the same two features that Johnson 2015 and Dimaya held make a statute 
unconstitutionally vague. See Argument I. A. 
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view in Ovalles v. Unites States, the requirement that the accused possesses a firearm in 

furtherance of a crime “narrows the types of federal felony offenses that might serve as 

underlying predicate offenses.” Id. at 1265. However, this holding and reasoning ignores the 

inherent vagueness of § 924(c)(3)(B). If a statute is inherently vague, then attempting to find a 

context where the statute is not vague does not “save” the statute. See Johnson 2015, 135 S.Ct. at 

2561 (“If we hold a statute to be vague, it is vague in all contexts (and never mind the reality).”) 

The Tenth Circuit echoed this reasoning in the post-Dimaya case of United States v. 

Salas, where the defendant was convicted of arson under § 844(i) and possession of an explosive 

device under § 924(c)(1)(B)(ii). Salas, 889 F.3d at 683. In that case, the defendant was accused 

of using a Molotov Cocktail to firebomb a tattoo parlor (much like how Mr. Mendoza is accused 

of using a Molotov cocktail to firebomb a local bakery). Id.; Compl. The Tenth Circuit held that 

§ 924(c)(3)(B) was unconstitutionally vague in light of Dimaya and Johnson 2015, and as such, 

held the defendant’s conviction was improper under § 924(c)(1)(B)(ii). Salas, 889 F.3d at 688. 

The court articulated that the “firearm requirement simply means that the statute will apply in 

fewer instances, not that it is any less vague.” Id. 685. Essentially, “[r]equiring a sufficient nexus 

to a firearm does not remedy [the] two flaws” within the statute that struck down the 

constitutionality of § 16(b) in Dimaya and the residual clause of the ACCA in Johnson 2015. 

 Just as the Tenth Circuit concluded that the use of a Molotov Cocktail in an alleged 

Arson was insufficient to clarify the inherent vagueness of § 924(c)(3)(B), this court must 

conclude the same in Mr. Mendoza’s case. Not only are the facts of Salas similar to the facts in 

Mr. Mendoza’s case, but also the Tenth Circuit’s the application of the law from Dimaya and 

Johnson 2015 demonstrates that the residual clause in § 924(c)(3)(B) is unconstitutionally vague. 

Section 924 (c)(3)(B)’s plain language requires the court to apply a categorical approach and 
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demonstrates that the statute has the same two unconstitutional features articulated in Johnson 

2015 and Dimaya. Therefore, this court must dismiss the second count against Mr. Mendoza.  

II. THE SEARCH OF MR. MENDOZA’S iPHONE 6 WAS UNCONSTITUTIONAL AND 
THEREFORE, ANY EVIDENCE FOUND THEREIN SHOULD BE SUPPRESSED 
 
 Agent Michaels violated Mr. Mendoza’s Fourth Amendment rights when he manually 

searched Mr. Mendoza’s iPhone 6 in the airport detention room and when he conducted a 

forensic search on the same iPhone 6. The Fourth Amendment protects a person and their 

“houses, papers, and effects” against “unreasonable searches and seizures.” U.S. Const. amend. 

IV. A search is only reasonable under the Fourth Amendment if the government has warrant 

based upon probable cause or the search falls within a specific exception to that requirement. See 

Vernonia School Dist. 47J v. Acton, 515 U.S. 646, 653 (1995); Kentucky v. King, 563 U.S. 452, 

459 (2011). If the search is neither based on a warrant nor an exception, then any “evidence 

obtained as a direct result of an unconstitutional search . . . is plainly subject to exclusion.” 

Segura v. United States, 468 U.S. 796, 804 (1984). Agent Michaels violated Mr. Mendoza’s 

Fourth Amendment rights when he manually searched Mr. Mendoza’s iPhone 6 and when he 

performed a secondary, non-routine forensic search on the same iPhone 6. Because these actions 

violated Mr. Mendoza’s Fourth Amendment rights, any evidence discovered as a result of these 

searches must be suppressed as fruit of the poisonous tree. 

A. The Manual and Forensic Searches of Mr. Mendoza’s iPhone 6 Violated the 
Fourth Amendment because Agent Michaels did not have Reasonable Suspicion 

 
 Agent Michaels did not have reasonable suspicion to manually and forensically search 

Mr. Mendoza’s iPhone 6. In assessing a Fourth Amendment violation, the court must consider 

whether Mr. Mendoza exhibited an expectation of privacy in his iPhone 6 and whether society is 

prepared to recognize that expectation as reasonable. Smith v. Maryland, 442 U.S. 735, 740 
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(1979) (citing Justice Harlan’s concurrence in Katz v. U.S., 389 U.S. 347, 361 (1967)). A 

cellphone’s data inherently concerns a person’s privacy, and this privacy interests is recognized 

by society and the Supreme Court. See Riley v. California, 134 S.Ct. 2473, 2490 (2014) (“Riley”) 

(characterizing the personal nature of cellphone data as “a cache of sensitive personal 

information” that 90% of cellphone owners use to keep “a digital record of nearly every aspect of 

their lives”). This inherent privacy concern is still present when a person is stopped at a border of 

the United States. Although there is less of an expectation of privacy at the border, border agents 

still must have reasonable suspicion to search luggage or a person beyond the scope of a routine 

border search. See United States v. Montoya de Hernandez, 473 U.S. 531, 541 (1985). The 

manual search of a password-protected cellphone and a forensic search of the same cellphone are 

both non-routine searches requiring reasonable suspicion. See United States v. Brignoni-Ponce, 

422 U.S. 873, 882 (1975). Here, Agent Michaels did not have the requisite reasonable suspicion 

to manually and forensically search Mr. Mendoza’s iPhone 6. 

1. A Government Search of Cellphone Data, as an Inherently Personal Item 
protected by the Fourth Amendment, Requires a Warrant based upon Probable 
Cause unless a Recognized Exception Applies. 

 
 The Fourth Amendment protects cellphone data because cellphones are essentially the 

extension of a person’s privacy.  Cell phones not only “place vast quantities of personal 

information literally in the hands of individuals,” but also are “such a pervasive and insistent part 

of daily life that the proverbial visitor from Mars might conclude they were an important feature 

of human anatomy.” Riley, 134 S.Ct. at 2484-85. Cellphones have immense storage capacity that 

can contain personal photographs, messages, Internet browsing history, contacts, calendar, and 

even more private items such as diaries, bank statements, or voice recordings. Id. at 2489; see 

also Ontario v. Quon, 560 U.S. 746, 760 (2010) (defining text messaging as essential means for 



	

 18 

self-expression and self-identification). Because “the Fourth Amendment protects people, not 

places,” cellphone data should be considered protected by the Fourth Amendment to “secure the 

privacies of life against arbitrary power” and “place obstacles in the way of a too permeating 

police surveillance.” Katz, 389 U.S. at 351 (1967); Carpenter v. United States, 138 S.Ct. 2206, 

2213 (2018) (“Carpenter”). As such, a court is obligated to ensure that “the progress of science 

does not erode Fourth Amendment protections.” Carpenter, 138 S.Ct. at 2223.  

 Accordingly, the Supreme Court held in Riley that the search of a cellphone’s data still 

required a warrant based upon probable cause, even under the search incident to arrest exception. 

See Riley, 134 S.Ct. at 2493-94 (noting that the only potential exception to this rule could be 

exigent circumstances of loss of suspect, or imminent harm or destruction of evidence). 

Additionally, the Supreme Court held in Carpenter that historical cell site data (or data tracking a 

person’s GPS location through their cellphone) requires a warrant based on probable cause 

unless there are such exigencies as fleeing suspects, imminent harms, or imminent destruction of 

evidence. See Carpenter, 138 S.Ct. at 2221-23. Thus, the highest court in the United States has 

recognized the inherent privacy interest of cellphone data, and, as such, has sought to protect 

cellphone data under the basic principles of Fourth Amendment: “in the absence of a warrant 

[based upon probable cause], a search is reasonable only if it falls within a specific exception to 

the warrant requirement.” Id. 221; Riley, 134 S.Ct. at 2482 (citing to Kentucky, 563 U.S. at 459.) 

 Agent Michaels not only searched the text messages and other data content on Mr. 

Mendoza’s iPhone 6 in the airport detention room, but he also kept Mr. Mendoza’s iPhone 6 for 

four weeks to conduct a forensic search – all without a warrant. This makes the government’s 

actions presumptively in violation of the Fourth Amendment, unless the government can 

demonstrate that both searches fall within an exception to the warrant requirement. 
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2. Agent Michaels Did Not Have the Requisite Reasonable Suspicion to Conduct 
Both Searches of Mr. Mendoza’s iPhone 6. 

 
 Agent Michaels needed reasonable suspicion to search Mr. Mendoza’s iPhone 6 because 

both searches of Mr. Mendoza’s iPhone 6 were non-routine border searches. Typically, a border 

search is an exception to the Fourth Amendment’s warrant requirement. See United States v. 

Ramsey, 431 U.S. 606 (1977). There are two possible types of searches that can occur at the 

border of the United States: routine searches and non-routine searches. Routine searches are 

cursory searches of a person or their property for contraband or items “subject to duty.” See 

Montoya de Hernandez, 473 U.S. at 539 (citing to 19 C.F.R. § 162.6, 162.7 (1984)).6 Routine 

searches do not require any level of suspicion because routine border searches “are reasonable 

simply by virtue of the fact that they occur at the border.” Ramsey, 431 U.S. at 616.  

However, a “non-routine border search” is considered a secondary search beyond a 

cursory customs check. Montoya de Hernandez, 473 U.S. at 541-543; see also United States v. 

Santiago, 837 F.2d 1545, 1548-1549 (11th Cir. 1988). Non-routine border searches require a 

border agent to have reasonable suspicion to stop or search an individual. Brignoni-Ponce, 422 

U.S. at 884-885; See also Montoya de Hernandez, 473 U.S. at 541; United States v. Vergara, 884 

F.3d 1309, 1313 (11th Cir. 2018) (articulating that the highest standard for a border search could 

be reasonable suspicion for the search of a cellphone’s content). Border agents have reasonable 

suspicion to search a person at the border when there is “a particularized and objective basis for 

																																																								
6 See e.g. United States. v. Place, 462 U.S. 696, 705-706 (1983) (holding canine search of 
defendant’s luggage without any suspicion in airport did not violate Fourth Amendment.); 
United States v. Flores-Montano, 541 U.S. 149, 154-156 (2004) (holding that defendant had no 
privacy interest to prevent dismantling of his gas tank at the border); United States v. Alfaro-
Moncada, 607 F.3d 720, 728-729 (11th Cir. 2010) (reasoning that a routine border search may 
include a personal pat-down search or frisk, inspection of luggage, international mail, and 
vehicles at the border). 
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suspecting the particular person stopped of criminal activity.” United States v. Cortez, 449 U.S. 

411, 417-418 (1981) (citing Brignoni-Ponce, 422 U.S. at 844). 

To determine whether a border search is non-routine, the Eleventh Circuit developed a 

flexible test for “adjusting the strength of suspicion necessary to justify [the intrusiveness of the] 

search.” United States v. Vega-Barvo, 729 F.2d 1341, 1345 (11th Cir. 1984). Essentially, if the 

search of a person is highly intrusive, then the government must have reasonable suspicion to 

conduct the search. The ultimate question in determining whether a non-routine border search 

requires reasonable suspicion is the “personal indignity suffered by the individual searched.” Id. 

at 1346. A court should consider three factors to determine whether a border search requires 

reasonable suspicion: (1) the physical contact between the searcher and the person searched; (2) 

the exposure of intimate body parts; and (3) the use of force. Id. 

Recently, in United States v. Touset, the Eleventh Circuit articulated that these factors 

were irrelevant when a court is considering the search of a person’s property. United States v. 

Touset, 890 F.3d 1227, 1234 (11th Cir. 2018) (holding that searches of the defendant’s laptops 

and hard drives were reasonable without any level of suspicion). The court reasoned that 

searches of property at the border, no matter how intrusive, are considered “routine” and 

therefore require no suspicion. Id. (“[O]ur precedent considers only the “personal indignity” of a 

search, not its extensiveness . . . [and] [p]roperty and persons are different.”). 

However, Touset was decided before the Supreme Court decided Carpenter. Carpenter 

emphasized that because cellphones contain vast quantities of personal information, Fourth 

Amendment protections apply to cellphone data. Carpenter, 138 S.Ct. at 2214 (“As technology 

has enhanced the Government’s capacity to encroach upon areas normally guarded from 

inquisitive eyes, this Court has sought to assure preservation of that degree of privacy against 
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government that existed when the Fourth Amendment was adopted.”). Carpenter demonstrates 

that the Eleventh Circuit mislabeled personal electronic devices as mere property. Instead, 

personal electronic devices, especially cellphones, should be considered an extension of a 

person. Therefore, cellphones should receive the same Fourth Amendment protection that a 

person would receive at the border of our country. 

The Ninth, Fifth, and Fourth circuits have held that personal electronic devices, including 

personal laptops and cellphones, require reasonable suspicion for extended, non-routine border 

searches. See United States v. Cotterman, 709 F.3d 952 (9th Cir. 2013) (“Cotterman”); United 

States v. Molina-Isidoro, 884 F.3d 287 (5th Cir. 2018) (“Molina-Isidoro”); United States v. 

Kolsuz, 890 F.3d 133 (4th Cir. 2018) (“Kolsuz”). In Cotterman, the Ninth Circuit held that the 

intrusive nature of a forensic search of the defendant’s personal laptop at the border required 

reasonable suspicion. Cotterman, 709 F.3d at 962. The Ninth Circuit likened a forensic search of 

a laptop to “reading a diary line by line looking for mention of criminal activity.” Id. 

Additionally, the Ninth Circuit reasoned that password protection alone cannot give a border 

agent reasonable suspicion; password protection should only be considered in a totality of 

circumstances. Id. at 969. In Molina-Isidoro, the Fifth Circuit held that even though reasonable 

suspicion is required for non-routine searches of electronics at the border, border agents had 

probable cause to search the defendant’s cellphone to find corroborative evidence in her drug 

smuggling. Molina-Isidoro, 884 F.3d at 291-293. In Kolsuz, the Fourth Circuit held that because 

cellphones are full of personal information, the forensic search of the defendant’s cellphone after 

he was stopped at the airport was non-routine and required reasonable suspicion. Kolsuz, 890 

F.3d at 144-146. The Fourth Circuit reasoned that “a digital device can reveal an unparalled 

breadth of private information . . . [s]martphones and laptops contain the most intimate details of 
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our lives.” Id. at 145. These cases demonstrate that a defendant can experience personal indignity 

through an intrusive, non-routine, and forensic search of his or her cellphone. 

Further, on January 4, 2018, the United States Customs and Border Protection released a 

new directive to all agents outlining the difference between routine and non-routine border 

searches. U.S. Customs and Border Protection, Border Search of Electronic Devices, Directive 

No. 3340-049A (January 4, 2018). The directive states that “CBP must conduct border searches 

of electronic devices in accordance with statutory and regulatory authorities and judicial 

precedent.” Id. § 4. The directive also states that agents can perform basic searches on electronic 

devices subject to “applicable law” and advanced searches with reasonable suspicion. Id. § 5.1.3-

4 (defining an “advanced search” as one where the agent “gains access to the device . . . to 

review, copy, and/or analyze its contents.”). This directive essentially requires border agents to 

have reasonable suspicion to search a cellphone’s “software, tools, or applications.” Id. § 5.1.2. 

Here, Agent Michaels did not follow the recent CBP directive and did not have 

reasonable suspicion when he manually searched Mr. Mendoza’s iPhone 6, and when he kept the 

same iPhone 6 to perform a forensic search. When Agent Michaels entered the detention room, 

he only knew that the JANET program had flagged Mr. Mendoza for FFS tracking. FFS tracking 

only looks at a traveler’s flights and activities within airports – factors that can be completely 

arbitrary to determining criminal activity. Additionally, Agent Shellstrop did not inform Agent 

Michaels of what customs violation or crime she suspected Mr. Mendoza had committed, and 

Agent Michaels mentioned no suspicion of a customs violation or crime in the affidavit 

accompanying his complaint. Mr. Mendoza even told Agent Michaels that he did not know why 

he was being detained. Mr. Mendoza’s flight patterns or airport activities cannot give rise to 
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reasonable suspicion, because his work requires him to regularly travel domestically and 

internationally. Nothing about Mr. Mendoza’s travels objectively suggested criminal activity. 

Additionally, the location of and the password protection of Mr. Mendoza’s corrupted 

iPhone 6 did not give rise to any reasonable suspicion. While Agent Michaels could search Mr. 

Mendoza’s duffle bag without reasonable suspicion, the discovery of Mr. Mendoza’s iPhone 6 

did not create reasonable suspicion to open the password protected cellphone or seize it for a 

forensic search. Most cellphones used today are password protected. And, because the iPhone 6 

was corrupted, Mr. Mendoza reasonably could have stored the iPhone 6, his business phone, in a 

safe pocket in his duffle bag until he was able to add his business contacts back. Neither the 

iPhone 6’s password protection nor storage location in Mr. Mendoza’s duffle bag give rise to 

reasonable suspicion absent any facts that Mr. Mendoza was involved in criminal activity.3  

Furthermore, even when Agent Michaels manually opened the iPhone 6 and discovered 

that the phone was “empty,” the iPhone 6’s lack of content did not give rise to reasonable 

suspicion. Mr. Mendoza told Agent Michaels that his iPhone 6 lacked data because he had to 

restore the iPhone 6 to its factory settings. Any user of an iPhone knows that one of the ways to 

restart a corrupted or slow-working iPhone is to restore the phone to its factory settings. As such, 

the lack of content on the iPhone 6 did not give rise to reasonable suspicion for Agent Michaels 

to retain the iPhone 6 for a forensic search.  Therefore, Agent Michaels’s search of Mr. 

Mendoza’s iPhone 6 within the detention room, and his forensic search of the iPhone 6, both 

violated Mr. Mendoza’s Fourth Amendment rights. 

B. Because Both Searches of Mr. Mendoza’s iPhone 6 were Unconstitutional, Any 
Evidence Derived from Either Search is Fruit of the Poisonous Tree. 

 
Any information discovered from either search of the iPhone 6 should be excluded 

because such evidence is fruit of the poisonous tree. Evidence is fruit of the poisonous tree if it is 
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“derivative of an illegality.” Segura, 468 U.S. at 804. If a law enforcement officer who 

performed the illegality acted under an “objectively reasonable belief that their conduct did not 

violate the Fourth Amendment,” then “excluding the evidence will not further the ends of the 

exclusionary rule [which is to deter police misconduct].” United States v. Leon, 468 U.S. 897, 

919-920 (1984) (defining the “Good Faith” exception to the exclusionary rule). However, “a law 

enforcement officer [cannot] be said to have acted in good faith . . . [if] a reasonable officer 

should have known” that an action was unconstitutional. See Illinois v. Krull, 480 U.S. 340, 355 

(1987). In such cases, the exclusionary rule would exclude any “physical, tangible materials 

obtained either during or as a direct result of an unlawful invasion” of a person’s Fourth 

Amendment rights. Wong Sun v. United States, 371 U.S. 471, 485 (1963). Therefore, the 

exclusionary rule should be applied in Mr. Mendoza’s to remedy the violation of his Fourth 

Amendment rights. See Leon, 468 U.S. at 907. 

Here, Agent Michaels’s searches of Mr. Mendoza’s iPhone 6 were derivative of violating 

Mr. Mendoza’s Fourth Amendment rights. Agent Michaels did not have the requisite reasonable 

suspicion to manually search Mr. Mendoza’s iPhone 6 or keep the same iPhone 6 for a 

secondary, forensic search. Additionally, Agent Michaels violated the CBP policy that requires a 

border agent to have reasonable suspicion when searching a suspect’s cellphone at the border. 

See CBP Directive No. 3340-049A at § 5.1.2. This policy requires reasonable suspicion in non-

routine border searches so that border agents comport with Fourth Amendment jurisprudence. Id. 

at § 4. As such, Agent Michaels should have known that searching Mr. Mendoza’s iPhone 6 

absent reasonable suspicion would violate CBP policy and the Fourth Amendment. Instead, 

Agent Michaels ignored the law when he performed both searches. Both unlawful searches of the 

iPhone 6 not only yielded the text messages between Mr. Mendoza, Pillboi, and Derek 
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Hofstetler, but also led Agent Michaels to The Wing Dump’s video surveillance tapes. Both the 

text messages and The Wing Dump tapes are tangible materials obtained from direct violation of 

Mr. Mendoza’s Fourth Amendment rights: the unlawful manual and forensic searches of the 

iPhone 6. Therefore, to remedy the violation or Mr. Mendoza’s Fourth Amendment rights, these 

items of evidence must be suppressed. 

CONCLUSION 
 

In conclusion, Jason Mendoza respectfully requests the following: (1) that the court 

dismiss the second count against him because the definition of a “crime of violence” under 18 

U.S.C. § 924(c)(3)(B) is unconstitutionally vague; (2) that the court suppress any and all 

evidence discovered through the manual and forensic searches of Mr. Mendoza’s iPhone 6 

because both searches violated Mr. Mendoza’s Fourth Amendment rights. 

 
 

Respectfully submitted,  

          /s/   Team 1859  

Attorneys for Defendant  

	
 

	


