
1858 
 

 

 
UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF STETSON 

 
 

 
UNITED STATES OF AMERICA, 
 
 Prosecution, 
 
v.        CASE NO.: 15:18-mj-01452-EE 
 
 
JASON MENDOZA      
 
 Defendant.        
 

 

 

DEFENDANT JASON MENDOZA’S MEMORANDUM IN SUPPORT OF HIS MOTION TO 
SUPPRESS AND IN SUPPORT OF HIS MOTION TO DISMISS 

 

 

 

 

 

 

 

 

/s/ 1858 
1858 

Attorneys for the Defendant 



1 

TABLE OF CONTENTS 

 

TABLE OF AUTHORITIES 2 

INTRODUCTION 4 

STATEMENT OF FACTS 5 

ARGUMENT 8 

I. THIS COURT SHOULD GRANT DEFENDANT’S MOTION TO SUPPRESS 
BECAUSE THE GOVERNMENT’S WARRANTLESS SEIZURE AND FORENSIC 
SEARCH OF JASON MENDOZA’S CELL PHONE VIOLATED HIS FOURTH 
AMENDMENT RIGHTS 8 

1. The warrantless seizure and forensic search of Mr. Mendoza’s cell phone was not 
permissible under the border search exception to the Fourth Amendment 8 

2. The totality of the circumstances did not give the individualized reasonable suspicion 
necessary to search Mr. Mendoza’s cell phone 10 

3. Law enforcement’s monthlong detention and forensic search of Mr. Mendoza’s cell 
phone was non-routine because it constituted a substantial violation of his privacy 15 

II. COUNT TWO OF THE INDICTMENT SHOULD BE DISMISSED BECAUSE 18 
U.S.C. 924(C)(3)(B) IS UNCONSTITUTIONALLY VAGUE 19 

A. The Supreme Court has already held that language strikingly similar to § 924(c)(3)(B) 
was unconstitutionally vague 19 

1. The categorical approach is required by Supreme Court precedent 20 

2. Section 924(c)(3)(B) has an indeterminate requirement of “substantial risk” which 
renders it unconstitutionally vague 21 

B. This Court should reject the underlying-circumstances approach because the Supreme 
Court has repeatedly rejected this approach 22 

CONCLUSION 24 

 

  



2 

TABLE OF AUTHORITIES 

Constitutional Provisions 

U.S. Const. amend. IV ................................................................................................................ 4, 8 

U.S. Const. amend. V...................................................................................................................... 4 

 

 

United States Supreme Court Cases 

Beckles v. United States, 137 S. Ct. 886 (2017) ........................................................................... 22 

Carpenter v. United States, 138 S. Ct. 2206 (2018) .................................................................. 8,15 

Clark v. Martinez, 543 U.S. 371 (2005) ....................................................................................... 21 

Estate of Cowart v. Nicklos Drilling Co., 505 U.S. 469 (1992) ................................................... 21 

Jennings v. Rodriguez, 138 S. Ct. 830 (2018) .............................................................................. 23 

Johnson v. United States, 135 S. Ct. 2551, (2015) ........................................................... 18, 19, 22 

Ontario v. Quon, 560 U. S. 746 (2010) ........................................................................................ 15 

Papachristou v. City of Jacksonville, 405 U.S. 156 (1972) .......................................................... 22 

Reid v. Georgia, 448 U.S. 438 (1980) .......................................................................................... 10 

Riley v. California, 134 S. Ct. 2473 (2014) .............................................................. 4, 8, 12, 13, 15 

Sessions v. Dimaya, 138 S.Ct. 1204 (2018) .......................................................... 18, 19, 20, 21, 23 

Smith v. Maryland, 442 U.S. 735 (1979) ...................................................................................... 15 

Terry v. Ohio, 392 U.S. 1 (1963) .................................................................................................... 9 

United States ex rel. Attorney Gen. v. Del. & Hudson Co., 213 U.S. 366 (1909) ........................ 22 

United States v. Almeida-Sanchez, 413 U.S. 266 (1985) ................................................................ 7 

United States v. Cortez, 449 U.S. 411 (1981) ................................................................................. 9 

United States v. Montoya de Hernandez, 473 U.S. 517 (1985) ............................................ 7, 8, 15 

United States v. Ramsey, 431 U.S. 606 (1977) ............................................................................... 7 

 

United States Courts of Appeals Cases 

Shuti v. Lynch, 828 F.3d 440 (6th Cir. 2016) .......................................................................... 22, 23 

United States v. Alfaro-Moncada, 607 F.3d 720 (11th Cir. 2010)................................................ 14 

United States v. Alfonso, 759 F.2d 728, 734 (9th Cir. 1985) .......................................................... 9 

United States v. Buck, 847 F.3d 267 (5th Cir. 2017) .................................................................... 23 



3 

United States v. Cotterman, 709 F.3d 952 (9th Cir. 2013) ........................................... 9, 10, 16, 17 

United States v. Harris, 676 F. App’x 558 (6th Cir. 2017) .......................................................... 23 

United States v. Kolsuz, 890 F.3d 133 (4th Cir. 2018) ....................................................... 9, 10, 18 

United States v. Moore, 38 F.3d 977 (8th Cir. 1994).................................................................... 23 

United States v. Morgan, 748 F.3d 1024 (10th Cir. 2014) ........................................................... 23 

United States v. Ramos-Saenz, 36 F.3d 59 (9th Cir. 1994) ........................................................... 17 

United States v. Salas, 889 F.3d 681 (10th Cir. 2018).................................................................. 23 

United States v. Touset, 890 F.3d 1227 (11th Cir. 2018)............................................ 12, 13, 14, 15 

United States v. Vergara, 884 F.3d 1309 (11th Cir. 2018) ........................................................... 14 

United States v. Weston, 960 F.2d 212 (1st Cir. 1992) ................................................................. 23 

 

United States District Court Cases 

United States v. Kim, 103 F. Supp. 3d 32 (D.D.C. 2015) ............................................................. 11 

United States v. Saboonchi, 990 F. Supp. 2d 536 (D. Md. 2014) ................................................... 9 

 

Statutory Provisions 

18 U.S.C. § 924(c)(3)(B) ....................................................................................................... passim 

18 U.S.C. §16(b) ........................................................................................................................... 22 

18 U.S.C. § 924(c)(1)(B)(ii) ..................................................................................................... 8, 21 

18 U.S.C. § 924(e)(2)(B) .............................................................................................................. 22 

 

  



4 

INTRODUCTION 
 
 The Fourth Amendment protects the right of citizens “to be secure in their persons, 

houses, papers, and effects against unreasonable searches and seizures.”  U.S. Const. amend. IV.  

The government has violated Mr. Mendoza’s Fourth Amendment rights and wishes to use the 

border search exception to justify its actions.  In United States v. Riley, the Court stated that 

“[m]odern cell phones . . . [w]ith all they contain and all they may reveal, they hold for many 

Americans the privacies of life.  Riley v. California, 134 S. Ct. 2473, 2494–95 (2014).  Cell 

phones fall into a different category than traditional property because their immense storage 

capacity implicates greater privacy concerns and should not be subject to the border search 

exception.  Id.  The search of Mr. Mendoza’s phone and all evidence found within should be 

suppressed. 

 The Fifth Amendment provides that all United States citizens shall not have their rights 

taken away by the government without due process of law.  U.S. Const. amend V.  This 

protection extends to citizens who are prosecuted under vague laws, as it deprives them of fair 

notice. The definition of “crime of violence” does not give Mr. Mendoza fair notice of the law’s 

demands and, therefore, should be held to be unconstitutionally vague.   

 For these reasons, this Court should grant Mr. Mendoza’s Motion to Suppress and 

Motion to Dismiss.  

  



5 

STATEMENT OF FACTS 
 
 On February 1, 2018, the Department of Homeland Security (“DHS”) implemented a new 

program called Fun and Friendly Skies (“FFS”), which monitored citizens’ flight behavior and 

strived to thwart domestic threats.  Michaels Aff.  ¶ 8.  The program had promising potential, as 

its algorithm flagged travelers while excluding factors such as age, gender, race, ethnicity, and 

religious denomination.  However, there was no oversight for or criteria to be placed in this 

program.  Id. at ¶ 10.  Law enforcement agents were instructed to add to the program whomever 

they felt was acting suspicious, and agents received a $5,000 bonus if their suspicion resulted in 

an arrest.  Mindy St. Claire Dep. 9.  Once the agents determined that someone was behaving 

suspiciously, the traveler would be monitored further by air marshals.  Michaels Aff. ¶ 12. 

On March 31, 2018, Jason Mendoza arrived in Cape Adams, Stetson, on his flight from 

Vancouver, Canada.  Id. ¶ 6.  This was standard for him, as his occupation as an independent 

food and beverage distributor for restaurant chains throughout the United States required 

frequent international travel.  Id. at ¶ 16.  FFS flagged Mr. Mendoza because he frequently 

travelled alone, changed clothes on flights, travelled with one carry-on, used a privacy protector 

on his electronic devices, and abstained from alcohol on his flights.  Id. ¶ 14.  Due to these 

factors, Mr. Mendoza was confronted by law enforcement and detained at the Cape Adams 

airport.  Id. at ¶ 6.  He was led to an isolated room with his carry-on, where he sat compliantly 

for forty-five minutes while he waited further direction.  Id.  When Shawn Michaels, a Special 

Agent for DHS, was alerted to Mr. Mendoza’s detainment, he left his office and travelled to the 

airport.  Id.  Agent Michaels was briefed by the agent that detained Mr. Mendoza. and proceeded 

to questioned Mr. Mendoza.  Id. at ¶ 15, 16.  Mr. Mendoza answered all of Agent Michael’s 
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questions and emphasized that his job at The Wing Dump required immense amounts of flying.  

Id. at ¶ 17.   

 Agent Michaels seized Mr. Mendoza’s carry-on and immediately began to search it.  Id. 

at ¶ 18.  He found nothing suspicious.  Id.  Upon a second search of the bag, Agent Michaels 

found an iPhone 6 in the side lining and turned it on to inspect its contents.  Id. at ¶ 20. Upon 

encountering a password, Agent Michaels advised Mr. Mendoza that there is no expectation of 

privacy at the border and demanded the password.  Id.  After Mr. Mendoza complied with the 

command, Agent Michaels inspected Mr. Mendoza’s phone, but found nothing.  Id. at ¶ 21.  The 

iPhone had been reset to its factory settings due to an accidental corruption two days prior.  Id.  

Despite the absence of a warrant, Agent Michaels told Mr. Mendoza that he was seizing the 

iPhone to perform a forensic search of its contents.  Id.  Having nothing else to search, Agent 

Michaels finally released Mr. Mendoza from detainment.  Id.  

 Agent Michaels took the iPhone back to his office, which was thirty minutes from the 

airport, to conduct a forensic search.  Id. at ¶ 25.  This search was not confined to materials that 

law enforcement agents found suspicious; rather, the search covered every aspect of the phone, 

even information that had been deleted.  Sengupta Dep. 6.  The deleted items included text 

messages sent to alleged members of a drug-related gang, 60-PDC.  Michaels Aff. ¶ 30.  

On April 16, 2018, the Federal Public Defender’s Office sent a letter to Agent Michaels 

demanding return of the iPhone and that its contents be discarded.  Id. at ¶ 27.  This letter was 

ignored.  Id.  Agent Michaels kept the iPhone for nearly a month and never obtained a warrant.  

Id. at ¶ 25. 

 Based upon the data recovered from the iPhone as well as security footage from The 

Wing Dump, Agent Michaels obtained an arrest warrant against Mr. Mendoza on April 30, 2018.  
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Michaels Supp. Aff. ¶ 1.  Agent Michaels received two phone calls in the early hours of April 31, 

2018 which lead him to locate Mr. Mendoza.  Id. at ¶ 5.  The first phone call, coming at 2:32 

a.m., stated that Mr. Mendoza’s car was near a restaurant; the second call, coming around 2:41 

a.m., stated that an anonymous citizen witnessed a man matching Mr. Mendoza’s description 

throwing a flaming object into Pie Hard Bakery.  Id. at ¶ 4, 5.  Twenty minutes after this second 

call, Agent Michael arrived at the scene, where he found Mr. Mendoza entering a vehicle.  Id. at 

¶ 6.  Agent Michaels arrested Mr. Mendoza, but found no illegal contraband on his person.  Id.  

After the arrest, Agent Michaels returned to the bakery and observed a small, contained fire 

inside the bakery.  Id. at ¶ 8. 

 A Grand Jury indicted Mr. Mendoza with one count of distribution of a controlled 

substance under 21 U.S.C. § 841(a)(1) and one count of possession of a destructive device in 

furtherance of a crime of violence under 18 U.S.C. § 924(c)(1)(B)(ii).  
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ARGUMENT 
 
I. THIS COURT SHOULD GRANT DEFENDANT’S MOTION TO SUPPRESS 
BECAUSE THE GOVERNMENT’S WARRANTLESS SEIZURE AND FORENSIC 
SEARCH OF JASON MENDOZA’S CELL PHONE VIOLATED HIS FOURTH 
AMENDMENT RIGHTS. 
 
 The Fourth Amendment protects the right of citizens “to be secure in their persons, 

houses, papers, and effects against unreasonable searches and seizures.”  U.S. Const. amend. IV.  

When citizens reach the international border, the government has permitted law enforcement to 

bypass Fourth Amendment protections and search citizens without any suspicion necessary, 

leading to incidents such as the one presented before the Court today.  The government has 

violated Mr. Mendoza’s Fourth Amendment rights, and wishes to use the border search 

exception and FFS to justify its actions.  This Court should grant Mr. Mendoza’s Motion to 

Suppress because the government’s seizure and forensic search of Mr. Mendoza’s cell phone did 

not fall under the border search exception, law enforcement did not have the individualized 

reasonable suspicion necessary to conduct the search, and the search was non-routine. 

 1. The warrantless seizure and forensic search of Mr. Mendoza’s cell phone was not 
permissible under the border search exception to the Fourth Amendment.  

 
 All travelers’ Fourth Amendment protections are marginalized at the international border 

due to the government’s desire to protect “the integrity of the border” from the introduction of 

persons and contraband that it deems unfit for entrance into the United States.  United States v. 

Montoya de Hernandez, 473 U.S. 517, 537–40 (1985).  The Court refers to this privilege as the 

“border search exception.”  United States v. Ramsey, 431 U.S. 606, 620 (1977).  Although a 

traveler may have his or her clothing, items, or luggage searched without individualized 

reasonable suspicion or probable cause, this does not mean that the government can freely harass 

citizens at the border. United States v. Almeida-Sanchez, 413 U.S. 266, 273 (1985).  The 
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government’s intrusion on a traveler’s privacy during these searches must be reasonable.  

Montoya de Hernandez, 473 U.S. at 538.  Supreme Court precedence firmly states that 

warrantless searches are typically unreasonable where “a search is undertaken by law 

enforcement officials to discover evidence of criminal wrongdoing.”  Carpenter v. United States, 

138 S. Ct. 2206, 2221 (2018).  Here, Jason Mendoza’s phone was seized at the border and 

forensically searched without a warrant.  Due to its encroachment on Mr. Mendoza’s privacy, the 

government has the burden of proving that its search of his cell phone falls within the 

aforementioned border search exception.  Riley, 134 S. Ct. at 2482.  

 The Fourth and Ninth Circuit stressed that travelers have no practical options to protect 

their privacy when traveling abroad.  For example, the Ninth Circuit explained that it is 

impractical, if not impossible, for individuals to make meaningful decisions regarding what 

digital content to expose to scrutiny that accompanies international travel” and that “removing 

files unnecessary to an impending trip [is] a time consuming task that may not even effectively 

erase the files.  United States v. Cotterman, 709 F.3d 952, 965 (9th Cir. 2013).  The Fourth 

Circuit added that “it is neither ‘realistic nor reasonable to expect the average traveler to leave 

his digital devices at home when traveling.’”  United States v. Kolsuz, 890 F.3d 133, 145 (4th 

Cir. 2018) (quoting United States v. Saboonchi, 990 F. Supp. 2d 536, 556 (D. Md. 2014)). 

 The search of Mr. Mendoza and his possessions is more aptly categorized as an extended 

border search, which does not fall under the border search exception.  United States v. Alfonso, 

759 F.2d 728, 734 (9th Cir. 1985).  Extended border searches have two features. Id. First, the 

search occurs after the entry of the item into the United States and second, the search intrudes on 

an individual’s expectation of privacy.  Id.  These types of searches require reasonable suspicion 

that the subject of the search was involved in criminal activity.  Id.  Here, after Mr. Mendoza’s 
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phone was brought into the United States, it was seized and transported to a separate location for 

a forensic search. This search took nearly a month to complete.  This is much longer than the 

events discussed in Alfonso, where a ship was seized for thirty-six hours, but was still classified 

as an extended border search.  Also, unlike Alfonso, who brought physical evidence of drugs to 

the border, Mr. Mendoza did not bring any of the information recovered by law enforcement to 

the border.  The factory reset of Mr. Mendoza’s phone ensured that it contained no information 

on it.  The forensic search of the deleted data goes far beyond a routine border search.  

 Cotterman warned that the government’s creation of a “floating border” subjects citizens 

to the possibility of their property being transported thousands of miles away and searched more 

thoroughly because the government could not find any incriminating evidence during the original 

border search.  Cotterman, 709 F.3d at 989 (Callahan, J., dissenting). Thus, this Court should 

avoid this slippery slope, and hold that the forensic search did not fall under the border search 

exception, and required reasonable suspicion to be conducted. 

 2. The totality of the circumstances did not give the individualized reasonable 
suspicion necessary to search Mr. Mendoza’s cell phone. 
 
 Law enforcement did not have the reasonable suspicion necessary to conduct the forensic 

search upon Mr. Mendoza’s phone.  Generally, reasonable suspicion is defined as “a 

particularized and objective basis for suspecting the particular person stopped of criminal 

activity.”  United States v. Cortez, 449 U.S. 411, 417–18 (1981).  This standard can only be met 

when a law enforcement officer can point to “specific and articulable facts,” which, when 

considered together with the rational inferences that can be drawn from those facts, indicate that 

criminal activity “may be afoot.”  Terry v. Ohio, 392 U.S. 1, 30 (1963).  Many courts have held 

that some sort of reasonable suspicion is necessary to justify a searches of electronic devices at 

the border that intrude on a person’s privacy interest.  See Kolsuz, 890 F.3d 133; See Cotterman, 
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709 F.3d 952.  Most circuits do not let law enforcement determine what constitutes reasonable 

suspicion. Instead, a totality of the circumstances test is applied, where courts demand that 

officers show the suspicious factors leading to detaining a traveler.  Id. at 960. 

 In United States v. Kim, the court found that the totality of the circumstances did not 

authorize an invasion into the defendant’s privacy.  United States v. Kim, 103 F. Supp. 3d 32 

(D.D.C. 2015). In this case, the defendant, Mr. Kim, was already under investigation by the DHS 

for his alleged role in export control violations when a DHS agent discovered that Mr. Kim was 

departing from the Los Angeles Airport (“LAX”) for his business in South Korea.  Id. at 38.  

Before this flight, an agent stopped Mr. Kim but found nothing suspicious during a search of his 

luggage, so he proceeded to detain Mr. Kim’s laptop for further investigation.  Id. at 39–40.  The 

laptop was submitted to another agent who copied the laptop’s hard drive, utilized two software 

programs to search the files, and manually typed in keywords to search for any clues leading to 

the suspected export violations.  Id. at 40.  Incriminating emails were found during the forensic 

search.  Id. at 41. 

 The government argued that reasonable suspicion existed because Mr. Kim had a history 

of conspiracy in export violations and he was a frequent international traveller.  Kim, 103 F. 

Supp. 3d at 45.  Both of these arguments were rejected.  Id.  The court asserted that the agents 

had no reasonable suspicion other than a hunch that Mr. Kim was allegedly involved in criminal 

wrongdoing in the past and sought to prove this past guilt through a search of the laptop.  Id. at 

45. Further, the court explained that the Supreme Court cautioned inferior courts not to give 

much weight to frequent travel when applying a totality of the circumstances analysis, as this 

factor includes a very large amount of travelers.  Id. at 45 (citing Reid v. Georgia, 448 U.S. 438, 

441 (1980)).  This, along with the fact that the search took place 150 miles away from the border, 



12 

constituted a major invasion of Mr. Kim’s privacy and prompted the court to grant the motion to 

suppress. Kim, 103 F. Supp. 3d at 59. 

 Similar to Mr. Kim, Mr. Mendoza was slated to undergo investigation upon arrival to the 

airport, however, Mr. Mendoza had no history of conspiracy.  Additionally, in both cases, the 

DHS relied on the fact that each man traveled frequently to create reasonable suspicion, but Kim 

provides that, this factor cannot be given much weight in a totality of the circumstances approach 

due to its implication of many travelers, all of whom are presumed innocent.  Both Mr. Mendoza 

and Mr. Kim had nothing suspicious found in their possessions, yet both men’s electronics were 

seized and searched at a separate location to confirm the government’s hunch of criminal 

activity.  Yet, unlike Mr. Kim, Mr. Mendoza had no criminal record.  Only the FFS program was 

used to justify Mr. Mendoza’s detainment.  This program has obvious flaws and should not be 

relied on exclusively to determine reasonable suspicion.  

 In contrast, United States v. Touset held that no suspicion was needed for a forensic 

search of a phone at the border.  United States v. Touset, 890 F.3d 1227, 1229 (11th Cir. 2018).  

Mr. Touset was flagged by numerous private organizations for his involvement in child 

pornography before he arrived at the Atlanta airport.  Id. at 1230.  Once he arrived at the airport, 

his luggage was searched, where two iPhones, a camera, two laptops, two external hard drives, 

and two tablets were found.  Id.  No evidence was found during a manual search of the iPhones 

or the camera, but the government retained and completed a forensic search of the electronics, 

where a large amount of child pornography was found.  Id.  The court reasoned that neither the 

Supreme Court nor the Eleventh Circuit has ever stated that there must be reasonable suspicion 

in order to search property at the border; only non-routine searches of a person’s body have been 

deemed to require reasonable suspicion.  Id. at 1233–34.  
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 While the facts are somewhat similar to Mr. Mendoza’s case, this Court should not put 

much weight on the Eleventh Circuit’s decision. First, although the Supreme Court in Riley v. 

California did not speak explicitly about the border search exception as applied to property, the 

Eleventh Circuit refused to differentiate between searches of any types of property, stating that 

“it does not make sense to [insist] that electronic devices should receive special treatment [from 

other property] because so many people now own them or because they can store vast quantities 

of records or effects.”  Touset, 890 F.3d at 1233.  

 However, the Court made clear in Riley that cell phones have created new privacy 

interests that are considerably different and cannot be compared to older generations where this 

technology did not exist.  Riley, 134 S. Ct. at 2491.  The government similarly argued that “a 

search of all data stored on a cell phone is ‘materially indistinguishable’ from searches of 

physical items.”  Id. at 2488.  The Court rejected this attempt to clump searches of all property 

into the same category.  Id.  The Court stated that “[m]odern cell phones, as a category, implicate 

privacy concerns far beyond those implicated by a search of a cigarette pack, a wallet, or a 

purse,” and that “[c]ell phones differ in both a quantitative and qualitative sense from other 

objects that might be kept on [someone’s] person.”  Id. at 2488–89.  

 Next, Touset asserted that a search of an electronic device’s massive storage capacity is 

no different than a search of a recreational vehicle filled with a traveler’s belongings or a tractor-

trailer truck loaded with boxes of documents.  Touset, 890 F.3d at 1233.  The Eleventh Circuit 

doubled down on this line of reasoning, stating that “we fail to see how the personal nature of 

data stored on electronic devices could trigger this kind of indignity when our precedent 

establishes that a suspicionless search of a home at the border does not.  Property and persons are 



14 

different.”  Id. at 1234 (citing United States v. Alfaro-Moncada, 607 F.3d 720, 72932 (11th Cir. 

2010). 

 Again, the Supreme Court disagrees.  “Cell phone search[es] expose to the government 

far more than the most exhaustive search of a house: A phone not only contains in digital form 

many sensitive records previously found in the home; it also contains a broad array of private 

information never found in a home. . . .”  Riley, 134 S. Ct. at 2491.  Further, the Court stated that 

such a “pre-digital analogue” analysis should not be undertaken by law enforcement because of 

the difficulty in comparing digital data on a cell phone to physical records.  Id. at 2493.  In other 

words, it is hard to equate a “voicemail” found during a search of a cell phone to a “letter” found 

when searching a recreational vehicle.  Id.   

  Lastly, Touset devotes much of its opinion to justifying its narrow interpretation of Riley 

by asserting that it is bound by its own precedence. Touset, 890 F.3d at 1234 (citing United 

States v. Vergara, 884 F.3d 1309 (11th Cir. 2018)).  In Vergara, the defendant argued that the 

government needed probable cause or a warrant for both the manual search of his phone at the 

border and the ensuing forensic search that took place.  Vergara, 884 F.3d at 1311.  The court 

ruled against the defendant, holding that border searches never require probable cause or a 

warrant, but intentionally dodged the question of whether the forensic search of an electronic 

device at the border requires reasonable suspicion.  Id. at 1312–13.  Yet, despite being tethered to 

this precedent, the Touset decision states an alternative decision: the agent in the case had 

reasonable suspicion to detain Mr. Touset and forensically search his electronic devices at the 

border.  Touset, 890 F.3d at 1237.  It is peculiar that the Eleventh Circuit felt obligated to include 

this section, as it undercuts its entire opinion rejecting that idea that reasonable suspicion applies 



15 

to border searches at all, and only adds credence to the Fourth and Ninth Circuits requirement of 

reasonable suspicion for non-routine searches. 

 Furthermore, evaluation of the factors in the Touset decision creates a much stronger 

basis for reasonable suspicion than in Mr. Mendoza’s case.  Mr. Touset had a criminal record 

and was already under investigation by the DHS and well-established private companies (Xoom, 

Yahoo, National Center for Missing and Exploited Children) for his role in harboring child 

pornography upon his arrival to the airport.  This is very unlike Mr. Mendoza, who did not have 

a criminal record and was only under watch by the DHS due a computer algorithm that screens 

every traveler that enters the country.  Mr. Touset had established a pattern of traveling to a 

country known for its sex tourism and making small payments to the country over several years, 

from which law enforcement inferred that he was involved in the sex trade.  Touset, 890 F.3d. at 

1231.  This is unlike Mr. Mendoza, who traveled frequently to different countries and did not 

make any alarming payments.  Lastly, in Touset, the government did not have to recover any lost 

files in order to find evidence of his guilt.  This is completely unlike Mr. Mendoza, who restored 

his phone to factory settings to ensure the privacy of his electronics, but the government 

recovered deleted materials that the phone had produced. 

 The factors that the DHS relies on in this case to create reasonable suspicion do not rise 

to the level of suspicion required under the totality of the circumstances for the detainment of 

Mr. Mendoza.  Thus, this Court should grant Mr. Mendoza’s Motion to Suppress. 

 3. Law enforcement’s monthlong detention and forensic search of Mr. Mendoza’s 
cell phone was non-routine because it constituted a substantial violation of his privacy.  

 
 This Court should consider the month-long forensic search of Mr. Mendoza’s cell phone 

a non-routine search because cell phones are considered to hold the most intimate details of a 

person’s life, and forensic searches expose this information.  Even under the border search 
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exception, if a search of a traveler falls into the category of “non-routine,” it is a violation of the 

Fourth Amendment.  Montoya De Hernandez, 473 U.S. at 541.  The Court characterizes non-

routine searches as searches that are far more intrusive into the traveler’s privacy and dignity.  Id.  

Examples of non-routine searches include strip searches, x-rays, or cavity searches.  Id.  Non-

routine searches require reasonable suspicion to perform, which is determined by considering all 

of the circumstances in the situation.  Id. at 537.   

 The Supreme Court has recently recognized the near omnipresence of cell phones in the 

United States and the privacy implications that come along with them.  Riley, 134 S. Ct. at 2491 

(“[I]t is no exaggeration to say that many of the more than 90% of American adults who own a 

cell phone keep on their person a digital record of nearly every aspect of their lives—from the 

mundane to the intimate.”  (citing Ontario v. Quon, 560 U. S. 746, 760 (2010))).  In fact, the 

Court pointed out that if a “proverbial visitor from Mars” came down to visit Earth, it may infer 

that modern cell phones are an important feature to human anatomy.  Riley, 134 S. Ct. at 2484.  

Accordingly, the Court has taken steps to protect this new technology under the Fourth 

Amendment, and demands that “[w]hen an individual ‘seeks to preserve something as private,’ 

and his expectation of privacy is ‘one that society is prepared to recognize as reasonable,’” any 

governmental intrusion into this privacy constitutes a search and requires a warrant.  Carpenter, 

138 S. Ct. at 2213 (quoting Smith v. Maryland, 442 U.S. 735, 740 (1979)).  Since cell phones are 

becoming reasonably recognized by society as an extension of one’s person, this Court should 

hold that the invasive search of Mr. Mendoza’s cell phone was non-routine. 

 In United States v. Cotterman, the Ninth Circuit held that a forensic search of Mr. 

Cotterman’s laptop at the border was so intrusive upon his privacy that it went beyond the 

standards of a routine border search.  Cotterman, 709 F.3d at 968. Due to Cotterman’s 
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registration as a sex offender, the Treasury Enforcement Communication System (TECS) was 

alarmed upon his attempt to cross the border.  Id. at 957.  Upon a secondary search of his 

vehicle, law enforcement found three digital cameras and two laptops.  A manual search of the 

laptop found nothing incriminating, but turned up several password protected files.  Id. at 958.  A 

forensic search of the laptops took place over the next five days at a station 170 miles away.  Id.  

Deleted files containing child pornography were recovered by law enforcement, and Mr. 

Cotterman was arrested soon after.  Id. at 95960. 

 Ultimately, the court determined that the forensic search constituted a “substantial 

intrusion upon [Cotterman’s] personal privacy and dignity” and was “essentially a computer strip 

search.”  Id. at 96668.  The court pointed out that although travelers at the border should expect 

to have their belongings searched, they should not expect that law enforcement will “mine every 

last piece of data on their devices or deprive them of their most personal property for days (or 

perhaps weeks or even months, depending on how long the search takes)” without any suspicion.  

Id. at 968 (citing United States v. Ramos-Saenz, 36 F.3d 59, 61 n.3 (9th Cir. 1994)).  

 Mr. Mendoza had deleted files that were brought back into existence, even though he had 

done everything possible to rid his phone of them.  The government invaded that privacy by 

performing a “forensic strip search” of Mr. Mendoza’s cell phone.  Additionally, the government 

seized Mr. Mendoza’s phone for thirty days, which exceeds the amount of time in Cotterman.  

Although Mr. Mendoza had a password on an otherwise empty phone, Cotterman stated that this 

factor should not be given much weight unless it paired with other indicia of criminal activity, as 

many travelers carry passwords on their phones.  Cotterman, 709 F.3d at 969.   

 Likewise, in United States v. Kolsuz, the Fourth Circuit held that a forensic search of Mr. 

Kolsuz’s phone during his attempt to fly out of the country constituted a non-routine search.  
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Kolsuz, 890 F.3d at 14647.  Mr. Kolsuz was previously convicted of smuggling firearm parts out 

of the country on two separate occasions and was ultimately apprehended after firearm parts 

were again found in his luggage.  Id. at 138–39.  An agent confiscated Mr. Kolsuz’s phone, 

transported it to a separate location four miles away, and subjected the phone to a monthlong 

forensic search using third-party software.  Id. Over nine hundred pages of call logs, e-mails, 

messenger conversations, and other evidence containing incriminating information were found 

during this search.  Id. 

 Adopting the reasoning in Riley, the court stated that citizen’s electronic devices are not 

to be treated as some mere container, as smartphones contain uniquely sensitive information such 

as business records, financial statements, private e-mails, and more.  Id.  Subjecting this type of 

delicate information to exposure by law enforcement falls squarely under the non-routine 

classification, and Riley confirmed every aspect of that.  Id.  Here, the court considered the vast 

amount of information of Mr. Kolsuz’s that was exposed during the forensic search, and ruled 

that the officers had indeed committed a non-routine search.  Id. at 147. 

 Similar to Mr. Kolsuz, Mr. Mendoza had his phone subjected to a month long forensic 

search by the DHS where his sensitive information was discovered.  Additionally, just as Mr. 

Kolsuz’s phone was taken four miles away for examination, Mr. Mendoza’s phone was taken to 

a location where he could not reasonably retrieve it.  Mr. Mendoza’s situation combined the 

worst aspects of both Cotterman and Kolsuz: information that he wanted to keep private by 

deletion was retrieved, he was without his business phone for an entire month, and the phone was 

kept in a remote location and subject to invasion by third-party software. 

 The Supreme Court, Fourth Circuit, and Ninth Circuit, have all extended Fourth 

Amendment protections to cell phones and found that invasive searches of a traveler’s personal 
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property constitutes a non-routine search.  This Court should follow this pattern and find that the 

month long seizure and forensic search of Mr. Mendoza’s phone constituted a non-routine 

search.  

II. COUNT TWO OF THE INDICTMENT SHOULD BE DISMISSED BECAUSE 18 
U.S.C. 924(C)(3)(B) IS UNCONSTITUTIONALLY VAGUE. 
 
  “Fair notice of the law’s demands . . . is the first essential of due process.”  Sessions v. 

Dimaya, 138 S.Ct. 1204, 1228 (2018).  Fair notice is applicable to “statutes defining elements of 

crimes” as well as “statutes fixing sentences.”  Johnson v. United States, 135 S. Ct. 2551, 2557 

(2015).  Count Two of Mr. Mendoza’s indictment alleges that he “possessed a destructive device 

. . . in furtherance of a crime of violence, to wit: Arson, in violation of 18 U.S.C. § 844(i).  All in 

violation of 18 U.S.C. § 924(c)(1)(B)(ii) . . . .”  The term “crime of violence” is defined as an 

offense that is a felony and “that by its nature, involves a substantial risk that physical force 

against the person or property of another may be used in the course of committing the offense.”  

18 U.S.C. § 924(c)(3)(B).  This definition does not give Mr. Mendoza fair notice of the law’s 

demands and, therefore, should be held as unconstitutionally vague for two reasons.  First, § 

924(c)(3)(B) contains the same two features that conspired to make nearly identical clauses in 

Johnson and Dimaya unconstitutionally vague.  Second, § 924(c)(3)(B) is not distinguishable 

enough from the clauses in Johnson and Dimaya to compel an underlying-circumstances 

approach.  

 A. The Supreme Court has already held that language strikingly similar to § 
924(c)(3)(B) was unconstitutionally vague. 
 
 The Supreme Court ruled in both Johnson and Dimaya that clauses nearly identical to § 

924(c)(3)(B) were unconstitutionally vague; therefore, a straightforward application of precedent 

requires that § 924(c)(3)(B) also be held unconstitutionally vague.  Johnson, 135 S. Ct. at 2554 
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(holding that 18 U.S.C. § 924(e)(2)(B)’s residual clause violated the Fifth Amendment’s 

guarantee of due process); Dimaya, 138 S. Ct. at 1207–08 (applying the analysis of Johnson, the 

Court found 18 U.S.C. §16(b)’s residual clause to be unconstitutionally vague).  The 

straightforward application of Johnson and Dimaya requires this Court to conduct two analytical 

steps.  The first step is to apply the categorical approach to § 924(c)(3)(B), and the second step is 

to evaluate whether the risk factor is sufficiently definite.  

 1. The categorical approach is required by Supreme Court precedent. 
 
 In Johnson, the Court explained that its analysis of § 924(e)(2)(B)’s residual clause 

“requires courts to use . . . the categorical approach when deciding whether an offense” falls 

within the residual clause.  Johnson, 135 S. Ct. at 2557.  Under the categorical approach, the 

“court assesses whether a crime qualifies as a crime of violence in terms of how the law defines 

the offense and not in terms of how an individual offender might have committed it on a 

particular occasion.”  Id.  Additionally, the Court rejected the dissent’s attempt to rescue the 

residual clause by “jettison[ing] . . . the categorical approach.”  Id. at 2562.  The Court 

concluded, “The only plausible interpretation of the law . . . requires use of the categorical 

approach.”  Id.  

 Application of the categorical approach renders § 924(c)(3)(B) equally as arbitrary as the 

residual clauses in both Johnson and Dimaya. The categorical approach “requires a court to 

picture the kind of conduct that the crime involves in ‘the ordinary case.’”  Dimaya, 138 S. Ct. at 

1213.  Section 924(c)(3)(B)’s language requires the court to evaluate whether the underlying 

charge “by its nature [] involves a substantial risk.”  § 924(c)(3)(B).   This language, on its face, 

requires the fact finder to evaluate the nature of the underlying offense.  In other words, the 

language of § 924(c)(3)(B) requires the fact finder to determine the “ordinary case.”  In Dimaya, 
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the Court rightfully struggled to determine whether the “ordinary case” of burglary constituted a 

“crime of violence” because very few burglaries actually involved violence.  Dimaya, 138 S. Ct. 

at 1251.  The same could be said of arson.  Like burglary, one can imagine violent arson as well 

as non-violent arson.  It is this arbitrary nature that contributes to § 924(c)(3)(B)’s vagueness.  

  It should be noted that while the Court in Dimaya ultimately held that the categorical 

approach applied to §16(b)’s residual clause, Justice Gorsuch did not join the portion of the 

opinion analyzing the categorical approach.  However, Justice Gorsuch’s still applied the 

categorical approach in his concurring opinion.  Id. at 1232 (Gorsuch, J., concurring in part and 

concurring in the judgment).  Justice Gorsuch’s application of the categorical approach to 

§16(b)’s residual clause was based on part because the government conceded any argument to 

the contrary, but also on his determination that “[Supreme Court] precedent seemingly requires 

[the categorical] approach.”  Id. at 1232. 

 The categorical approach should be used in the evaluation of § 924(c)(3)(B) because it 

has been used by the Supreme Court to evaluate nearly identical statutes.  Additionally, § 

924(c)(3)(B)’s plain language requires a look into the “nature” of the case which on its face 

requires a judge to apply the categorical approach.     

 2. Section 924(c)(3)(B) has an indeterminate requirement of “substantial risk” which 
renders it unconstitutionally vague. 
 
 Section 924(c)(3)(B)’s risk requirement is indeterminate.  The statute requires that the 

offense “involve[] a substantial risk that physical force against the person or property of another 

may be used in the course of committing the offense.”  § 924(c)(3)(B).  In Dimaya, the Court 

concluded that the language “substantial risk” is no more determinate than Johnson’s “serious 

potential risk” standard.  Dimaya, 138 S. Ct. at 1214.  This language by itself does not render the 
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clause void for vagueness, rather the layering of the ordinary-case analysis with the 

indeterminacy of “substantial risk” required renders § 924(c)(3)(B) unconstitutionally vague.  

 This layering is referred to the Court as “fatal features.”  Dimaya, 138 S. Ct. at 121516. 

Because § 924(c)(3)(B) contains both fatal features, the “ordinary case” analysis and 

indeterminacy as to the risk threshold, § 924(c)(3)(B) should be held unconstitutionally vague.  

The “basic canon of statutory construction [is] that identical terms within an Act bear the same 

meaning.”  Estate of Cowart v. Nicklos Drilling Co., 505 U.S. 469, 479 (1992). Admittedly, §§ 

924(e)(2)(B), 16(b), and 924(c)(3)(B) are not within the same act. However, §§ 16(b) and 

924(c)(3)(B) use use identical language and define “crime of violence” as an “offense” that, “by 

its nature, involves a substantial risk that physical force against the person or property of another 

may be used in the course of committing the offense.”  18 U.S.C. §16(b); 18 U.S.C. § 

924(c)(3)(B).  Identical language demands identical results.  Cf. Clark v. Martinez, 543 U.S. 371, 

386 (2005) (describing the idea that a court might “give the same statutory text different 

meanings in different cases” as “dangerous”).  Therefore, the fatal features that rendered the 

residual clauses in both Johnson and Dimaya unconstitutionally vague also renders § 

924(c)(3)(B) void for vagueness.   

 B. This Court should reject the underlying-circumstances approach because the 
Supreme Court has repeatedly rejected this approach. 
 
 While it could be argued that Dimaya is distinguishable because it is found in context of 

classifying prior convictions, the striking similarities in the statutes require the same treatment.  

Even though the Sixth Circuit has held that § 924(c)(3)(B) is constitutional while § 16(b) is not, 

this court should adhere to the statutory construction required by identical statutes.  See Shuti v. 

Lynch, 828 F.3d 440, 446 (6th Cir. 2016) (ruling that § 16(b) is unconstitutionally vague).  The 

Sixth Circuit stated that the provisions differed because, in contrast to § 16(b), “§ 924(c) is a 
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criminal offense and ‘creation of risk is an element of the crime,’” which “requires an ultimate 

determination of guilt beyond a reasonable doubt—by a jury, in the same proceeding.”  Shuti, 

828 F.3d at 449 (quoting Johnson, 135 S.Ct. at 2557).   

 The Sixth Circuit’s statutory construction was flawed for two reasons.  First, a law can be 

unconstitutionally vague even if it is a criminal offense that requires a determination of guilt 

beyond a reasonable doubt.  United States v. Salas, 889 F.3d 681, 686 (10th Cir. 2018) (citing 

Papachristou v. City of Jacksonville, 405 U.S. 156, 171 (1972) (invalidating a vagrancy 

ordinance).  Cf. Beckles v. United States, 137 S. Ct. 886, 892 (2017) (Court has invalidated two 

kinds of criminal laws as void for vagueness: laws that define criminal offenses and laws that fix 

permissible sentences for criminal offenses).  Second, “[w]hether a crime fits the § 924(c) 

definition of a ‘crime of violence’ is a question of law.” United States v. Morgan, 748 F.3d 1024, 

1034 (10th Cir. 2014); accord United States v. Weston, 960 F.2d 212, 217 (1st Cir. 1992); United 

States v. Buck, 847 F.3d 267, 274 (5th Cir. 2017); United States v. Harris, 676 F. App’x 558, 562 

(6th Cir. 2017); United States v. Moore, 38 F.3d 977, 979 (8th Cir. 1994). 

 This court should not apply the canon of constitutional avoidance because § 924(c)(3)(B) is 

not susceptible to more than one construction.  The canon provides that: 

[W]hen the constitutionality of a statute is assailed, if the statute be reasonably 
susceptible of two interpretations, by one of which it would be unconstitutional 
and by the other valid, it is [a court’s] plain duty to adopt that construction which 
will save the statute from constitutional infirmity. 

 
United States ex rel. Attorney Gen. v. Del. & Hudson Co., 213 U.S. 366, 407 (1909).  For the 

reasons stated above, § 924(c)(3)(B) requires a categorical approach, which is a singular 

construction of the text.  A plurality of the Court has already concluded that § 16(b)’s nearly 

identical residual clause “has no ‘plausible’ fact-based reading.”  Dimaya, 138 S. Ct. at 1218 
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(plurality opinion).  The same holds true here.  “In the absence of more than one plausible 

construction, the canon [of constitutional avoidance] simply ‘has no application.’”  Jennings v. 

Rodriguez, 138 S. Ct. 830, 842 (2018). 

 In conclusion, this court should apply the “straightforward application” of the 

“straightforward decision” in both Dimaya and Johnson which renders § 924(c)(3)(B) 

unconstitutionally vague.  This court’s application of the categorical approach demonstrates that 

§ 924(c)(3)(B) has the same two features shown in both Johnson and Dimaya.  Section 

924(c)(3)(B) contains a grave uncertainty about how to estimate the risk posed by the crime, and 

requires judicial assessment of the risk be tied to a judicially imagined “ordinary case” of a 

crime.  For these reasons, this court should grant Jason Mendoza’s Motion to Dismiss Count 

Two of the Indictment.  

CONCLUSION 
 
 The Supreme Court, Fourth Circuit, and Ninth Circuit have all extended Fourth 

Amendment protections to cell phones and found that invasive searches of a traveler’s personal 

property constitutes a non-routine search.  This Court should follow that pattern and find that the 

monthlong seizure and forensic search of Mr. Mendoza’s phone constituted a non-routine search. 

This Court should dismiss Count Two of the indictment as unconstitutionally vague for 

the following reasons.  First, this Court should apply the “straightforward application” of the 

“straightforward decision” in both Dimaya and Johnson which renders § 924(c)(3)(B) 

unconstitutionally vague.  Second, § 924(c)(3)(B) has the same two fatal features that constitute 

a residual clause void for vagueness. Section 924(c)(3)(B) requires judicial assessment of the risk 

be tied to a judicially imagined “ordinary case” of a crime.  Third, this Court should reject 

arguments that the underlying-circumstances approach should apply because the Supreme Court 
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in Johnson flatly rejected this approach and the plurality in Dimaya also rejected the underlying-

circumstances approach.   

For these reasons, this Court should grant Jason Mendoza’s Motion to Suppress and 

Motion to Dismiss. 

Respectfully submitted, 

/s/ 1858 
1858 
Attorneys for the Defendant 


