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UNITED STATES DISTRICT COURT 
 

SOUTHERN DISTRICT OF STETSON 
 

UNITED STATES OF AMERICA, 
 
                                       Plaintiff, 
 
                            v.  
 
JASON MENDOZA, 
                                       
                                      Defendant.           
 

  
Case No. 15:18-cr-00777-NB-EE 
 
GOVERNMENT’S OPPOSITION 
TO DEFENDANT’S MOTION TO 
DISMISS AND MOTION TO 
SUPPRESS 
 
Date: October 11, 2018 
Time: 9:00 AM 

 
INTRODUCTION 

 
The United States of America, by and through undersigned counsel, hereby files its 

opposition to Defendant Jason Mendoza’s motion to dismiss and motion to suppress evidence.   

This Court should deny the motion to dismiss because 18 U.S.C. § 924(c)’s residual-

clause defining a “crime of violence” does not suffer from the same problems that made the 

Armed Career Criminal Act and 18 U.S.C. § 16(b)’s residual clauses void for vagueness.  A 

proper reading of § 924 reveals that its crime-of-violence definition is distinct from 16(b)’s 

general provision because it only ever applies to contemporary predicates, not old cases with 

stale records like the Act and 16(b) – so a court is not bound to apply the “wholly speculative” 

ordinary-case abstraction mandated by the categorical approach. 

This Court should also deny the motion to suppress the incriminating evidence from 

Defendant’s cellphone.  The forensic examination of that device was a reasonable exercise of the 

longstanding sovereign’s right to conduct suspicion-less routine searches at the border.  For the 

reasons that follow, the United States respectfully requests that this court deny both Defendant’s 

motions.        
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STATEMENT OF FACTS 
 

On March 31, 2018, Homeland Security Agent Shawn Michaels received a call from 

Border Protection at Cape Adams International Airport regarding a detained passenger, 

Defendant Jason Mendoza.  (Michaels Aff. ¶ 6).   

Agent Michaels worked for Homeland Security for twenty-two years before his 

assignment to the Task Force Against Terrorism.  (Michaels Aff. ¶ 1).  He has taken various law-

enforcement courses and investigated terrorism threats, human trafficking, and international drug 

trafficking offenses.  (Michaels Aff. ¶ 1-2).  Agent Michaels has experience authoring and 

executing search warrants for electronically-stored devices and information.  Id.  He is currently 

the Task Force’s liaison to the Transportation Security Administration and Customs and Border 

Protection hubs at Cape Adams International Airport in Stetson.  (Michaels Aff. ¶ 1). 

Upon his arrival at Cape Adams Airport on March 31, Agent Michaels learned Defendant 

had been detained for further investigation after he was flagged by the “Fun and Friendly Skies” 

domestic surveillance program, a database designed to identify potential terrorist threats. 

(Michaels Aff. ¶ 8). The surveillance program uses a proprietary algorithm and software program 

to track and analyze individuals’ behavior, travel patterns, travel history, span of time between 

travel, and other criteria for possible threats to national security.  (Michaels Aff. ¶ 9).   

Defendant was originally identified by the surveillance program on February 6, 2018, due 

to his frequent flight pattern and peculiar behavior while traveling.  (Michaels Aff. ¶ 13).  Upon 

identification, the Federal Air Marshalls continued to surveil Defendant at airports; he took 

thirty-four flights within a one-year span in 2018, fifteen of which were international, often only 

staying in the destination city for 48 hours or less. (see Michaels Aff. ¶ 13, Table of Defendant’s 

Travel History).  At airports, Defendant always traveled alone and sometimes altered his 
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appearance by changing clothes.  (Michaels Aff. ¶ 14).  Despite his frequent long flights to far-

off destinations, Defendant traveled with no luggage, only a single blue duffle bag.  Id.   

He was observed to project an air of paranoia while at airports, frequently observing his 

surroundings before making any phone calls and using a privacy-protector to shield his laptop.  

Id.  When questioned about his unusually-frequent flights, Defendant claimed that he was 

traveling abroad to meet suppliers for his work as an independent distributor to U.S. restaurant 

chains like The Wing Dump, which was expanding internationally.  (Michaels Aff. ¶ 16).   

Agent Michaels first searched Defendant’s duffle bag, where he found an Apple laptop, 

charger, miscellaneous toiletries, and a notebook with a hand-written calendar of international 

shipments to the United States dating back to March 2015, noting both Ports of Departure and 

domestic Entry.  (Michaels Aff. ¶ 18).  Then, he felt a rectangular shape concealed within the 

bag.  In an inside pocket, Defendant had hidden an iPhone 6.  Defendant already had an iPhone 

X, which he was using openly – he said the hidden device was his “business phone.”  (Michaels 

Aff. ¶¶ 15, 18).  Agent Michaels’ attempts to turn it on were blocked by an Advanced Password 

feature.  (Michaels Aff. ¶ 20).  Defendant offered the password, after advisement of his 

diminished right to privacy at the border.  But when unlocked, the phone appeared to have been 

recently “emptied”; there was no history of activity on the device. (Michaels Aff. ¶ 21).  

Defendant explained that his phone was “corrupted” by WIFI at a foreign internet café.  Id. 

Based on these suspicious circumstances, Agent Michaels seized Defendant’s “business 

phone” and had it sent to Homeland Security’s Cape Adams office for cyber analysis.  (Michaels 

Aff. ¶ 24).  Defendant was then permitted to enter the United States and was observed placing a 

call and “screaming nervously” to the recipient upon entry.  (Michaels Aff. ¶ 23).   

Cyber analysis later revealed that Defendant had erased his “business phone” with 

proprietary corruption software before arriving at the U.S. border.  (Michaels Aff. ¶ 28).  
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Hundreds of deleted text messages were recovered between Defendant and a known lieutenant 

for international organized crime leader “Tahani.”  (Michaels Aff. ¶ 23).  These messages 

discussed planned meetings at various destinations across the globe, and international shipments 

through a corporation linked to Tahani using Ports of Entry in Los Angeles and Miami.  Id.  

Hundreds of other messages were also recovered detailing conversations between Defendant and 

Derek Hofstetler, an alleged 60-PDC gang member and Wing Dump employee, about other 

meetings and the international transfer of funds, among other things.  (Michaels Aff. ¶ 30).   

Further surveillance of Defendant revealed more evidence, and on April 30, 2018, a 

Criminal Complaint was entered in this District establishing probable cause to arrest Defendant 

for unlawful distribution of heroin, in violation of 21 U.S.C. § 841(a)(1).  (Michaels Aff. ¶¶ 31-

39; Suppl. Aff. ¶ 1).  During execution of the arrest warrant, Defendant was not found in his 

home; his vehicle was abandoned in a Metts City commercial area.  (Michaels Suppl. Aff. ¶ 2-4).  

Around 2:41 a.m. on April 31, a concerned citizen called 911 and reported seeing a 

person matching Defendant’s description “launching an unknown flaming object” into the 

business at 102 Scully Drive.  (Michaels Suppl. Aff. ¶ 5).  Defendant was apprehended 

approximately twenty minutes later, properly arrested, and mirandized. (Michaels Suppl. Aff. ¶ 

6).  During a search of his person, a BIC lighter was found in his right pants pocket.  (Michaels 

Suppl. Aff. ¶ 6).  Property damage was found at the scene of the crime, while the County Fire 

Rescue proceeded to extinguish the fire that had begun to burn inside. (Michaels Suppl. Aff. ¶ 7). 

On May 23, 2018, the Grand Jury returned an indictment against Defendant, charging in 

Count One: distribution of a controlled substance, in violation of 21 U.S.C. § 841(a)(1); and in 

Count Two: possession of a destructive device – a “Molotov Cocktail” – in furtherance of a 

crime of violence, in violation of 18 U.S.C. § 924(c)(1)(B)(ii).  Count two is predicated on the 

crime of arson, a violation of 18 U.S.C. § 844(i).  (United States v. Mendoza, Indictment).    
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ARGUMENT 

I. THE MOTION TO DISMISS SHOULD BE DENIED BECAUSE § 924(c)’s 
RESIDUAL CLAUSE IS NOT VAGUE  

 
The void-for-vagueness doctrine derives from the Fifth Amendment’s due process clause, 

and serves to protect citizens from laws so vague or standardless that they “invite[ ] arbitrary 

enforcement” or fail “to give ordinary people fair notice” of what is prohibited.  Johnson v. 

United States, 135 S. Ct. 2551, 2556-57 (2015).  Recently, the Supreme Court struck down the 

Armed Career Criminal Act’s residual-clause definition of a “violent felony” as 

unconstitutionally vague.  See 18 U.S.C. § 924(e)(2)(B)(ii) invalidated by Johnson v. United 

States 135 S. Ct. 2551 (2015).  The Act punished a defendant convicted of being a felon in 

possession of a firearm more-severely if that defendant already had three or more prior “violent 

felony” convictions.  Johnson, 135 S. Ct. at 2555.  The Act’s residual clause classed a felony as 

violent if it was “burglary, arson, or extortion, involve[d] use of explosives, or otherwise 

involve[d] conduct that presents a serious potential risk of physical injury to another.” 18 U.S.C. 

§ 924(e)(2)(B)(ii).   

 Then, just this year, the Supreme Court struck down 18 U.S.C. § 16(b)’s residual-clause 

“crime of violence” definition, finding it, too, void-for-vagueness.  Invalidated by Sessions v. 

Dimaya, 138 S. Ct. 1204 (2018).  That residual clause defined a “crime of violence” as “any 

other offense that is a felony and that, by its nature, involves a substantial risk that physical force 

against the person or property of another may be used in the course of committing the offense.”  

18 U.S.C. § 16(b).             

Now Defendant claims that because 18 U.S.C. § 924(c)’s residual-clause definition of a 

“crime of violence” uses language similar to 16(b)’s, it should be struck down as vague as well.  

Section 924(c) enhances the punishment for defendants who use or possess a firearm or 
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destructive device during or in furtherance of a “crime of violence” or a drug-trafficking crime.  

18 U.S.C. § 924(c).  But unlike the residual clauses of the Act and 16(b), the definition in 

§ 924(c)(1)(B)(ii) is not unconstitutionally vague because it can only ever apply to 

contemporaneous offenses, not stale historical convictions.  

The Act explicitly targets defendants with a criminal history of at least three prior 

offenses, meaning its residual clause was always applied to old predicate convictions.   

Section 16, a general provision, functions as the universal definition for the term “crime 

of violence” wherever it is invoked throughout Title 18 of the United States Code and beyond – 

meaning that its residual clause is open to a range of applications in a variety of contexts.  E.g. 

Dimaya, 138 S. Ct. at 1210-11, 1241 (applying 16(b)’s residual clause to past criminal 

convictions under a Title 8 Immigration and Nationality Act statute).   

To avoid other constitutional concerns, the Supreme Court read both the Act and 16(b)’s 

residual clauses as requiring a categorical approach, which looks only to an abstracted “ordinary 

case” of a crime, not to the case-specific facts underlying its commission.  See Taylor v. United 

States, 495 U.S. 575, 601 (1990); Dimaya, 138 S. Ct. at 1215, 1218.  But the categorical-

approach ordinary-case analysis, as applied to both residual clauses, is also a major factor in their 

vagueness: the Supreme Court has acknowledged in both cases that, absent its concerns about 

stale predicate convictions, it “does not doubt” the constitutionality of applying either 16(b) or 

the Act’s substantial-risk standard to real-world conduct.  Dimaya, 138 S. Ct. at 1215; Johnson, 

135 S. Ct. at 2561. 

 Because 924(c)’s residual clause only applies to contemporaneous offenses, it does not 

implicate the concerns that made a categorical approach necessary for any reading of the Act and 

16(b).  Despite erroneous precedent set by some courts outside this circuit, the Supreme Court 

has never held that 924(c) requires a categorical approach.  On the contrary, the doctrine of 
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constitutional avoidance mandates a rejection of that “speculative” approach – because when 

924(c)’s residual definition is applied to real-world facts, not some archetypal abstractions of a 

crime’s “ordinary case,” the conduct it punishes and the standards it holds do not make its 

enhanced penalties unfairly noticed or laid open to arbitrary use.    

A. This Court is not required to, nor should it apply a categorical approach to § 924(c) 
because its residual clause is distinct from § 16(b)’s 

 
Under a categorical approach, a court assesses whether a crime qualifies under a statutory 

designation – like “violent felony” or “crime of violence” – “in terms of how the law defines the 

offense and not in terms of how an individual offender might have committed it on a particular 

occasion.”  Welch v. United States, 136 S. Ct. 1257, 1262 (2016).  For both the Act and 16(b), 

the Supreme Court mandated a categorical approach, determining their residual-clause risk 

elements “by considering not the defendant’s actual conduct but an ‘idealized ordinary case of 

the crime.’”  Id. (quoting Johnson, 135 S. Ct. at 2557); see also Dimaya, 138 S. Ct. at 1216, 

1218.  But time has since shown those clauses to be irreparably flawed “because applying the 

standard[s] under the categorical approach required courts to assess the hypothetical risk posed 

by an abstract generic version of the offense.”  Welch, 136 S. Ct. at 1262 (referring to Johnson); 

Dimaya, 138 S. Ct at 1215.   

Adoption of the categorical approach was found necessary for both the Act and 16(b) 

because the application of the residual clauses to stale predicate convictions implicated 

constitutional concerns.  Dimaya’s opinion suggested it was, in part, to “avoid the Sixth 

Amendment concerns that would arise from sentencing courts’ making findings of fact that 

properly belong to juries.”  138 S. Ct. at 1217 (quoting Deschamps v. United States, 570 U. S. 

254, 267 (2013)).  The Supreme Court has also observed that – as applied to enhancements 

underpinned by past convictions whose facts are no longer before the deciding court – “the 
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practical difficulties and potential unfairness of a factual approach are daunting.”  Taylor v. 

United States, 495 U.S. 575, 601 (1990) (describing potential problems with requiring a court to 

determine exactly what the past conduct of prior convictions was for the purposes of an 

enhancement).        

But 924(c)’s residual clause is different.  A superficial perspective looks only at the 

specific textual similarities between it and 16(b), without regard for the vast differences in 

purpose and application that distinguish those two subsections.  Unfortunately, there is a body of 

misguided precedent that has conflated these two distinct provisions assuming wrongly that 

because 16(b) needs the categorical approach, 924(c) also necessitates the same speculative 

ordinary-case analysis.  E.g. United States v. Serafin, 562 F.3d 1105, 1107 (10th Cir. 2009); 

United States v. Salas, 889 F.3d 681, 685 (10th Cir. 2018).   

A closer look reveals 924(c)’s residual clause was intended to be distinct from 16(b)’s 

general “crime of violence” definition, which pervades Title 18 and lends itself to a variety of 

different contexts.  With all 16(b)’s vast and varied application, a case-specific approach was 

unworkable.  See Dimaya, 138 S. Ct. at 1216.  But the Supreme Court has never said that 

924(c)’s residual clause necessitates a categorical approach.  And that is logical because 924(c)’s 

residual clause only finds application in defining contemporary predicate offenses, so it makes 

sense for its analysis to turn on the facts of the specific case before the court. 

While the Supreme Court has not yet clarified 924(c)’s distinction from 16(b), other 

courts have.  See United States v. Robinson, 844 F.3d 137, 143 (3d Cir. 2016)1; Shuti v. Lynch, 

                                                
1 “We conclude that analyzing a § 924(c) predicate offense in a vacuum is unwarranted when the convictions 
of contemporaneous offenses, read together, necessarily support the [“crime of violence”] determination . . . 
In so doing, we do not direct courts to speculate as to facts. The only facts that may support the conclusion 
that a particular crime is a ‘crime of violence’ are those that have either been found by the jury or admitted 
by the defendant in a plea.”  Robinson, 844 F.3d at 143.  
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828 F.3d 440, 449 (6th Cir. 2016)2; see also United States v. Checora, 155 F. Supp. 3d 1192, 

1194 (D. Utah 2015) (“Unlike a case under [the Act’s] residual clause, which focuses on prior 

convictions, the court can apply the substantial risk element in § 924(c)(3)(B) to the actual 

conduct in the present case”).  These courts recognize that 16(b) is a general definition, whose 

application is sweeping.  But 924(c)’s residual clause is distinct and narrower; its language 

shows the legislature’s intent that it to be treated differently.   

For example, § 16 prefaces its definition unequivocally, saying: “The term ‘crime of 

violence’ means -- .” 18 U.S.C. § 16.  But the language of § 924(c)(3) distinguishes its similarly-

worded definition: there the preface states that “For the purposes of this subsection the term 

‘crime of violence’ means -- .” 18 U.S.C. § 924(c)(3) (emphasis added).  The narrowing effect of 

this preface shows the legislature set 924(c)’s residual clause apart from that of 16(b)’s, despite 

their similar wordings.  Because its purpose is specific to the firearm and destructive-device 

context, and because its analysis rests on a contemporary predicate crime to be decided by the 

same fact-finder, 924(c)’s residual clause is distinct from those of 16(b) and the Act; it does not 

require the categorical approach.        

B. Without a categorical approach 924(c)’s residual clause is not vague, so this Court 
has a “plain duty” to construe the statute so as to avoid “constitutional infirmity”  

 
When a case-specific approach is applied to § 924(c)’s residual clause it does not 

suffer from the same two features that “conspired” to make the Act and 16(b)’s clauses fatally 

vague.  Dimaya, 138 S. Ct. at 1216.  Both those clauses “‘require[d] a court to picture the kind of 

                                                
2 “As the Johnson Court determined, no doubt should be cast upon laws that apply a qualitative risk standard to real-
world facts or statutory elements.  Unlike [the Act] and [16(b)], which require a categorical approach to stale 
predicate convictions, 18 U.S.C. § 924(c) is a criminal offense that requires an ultimate determination of guilt 
beyond a reasonable doubt—by a jury, in the same proceeding. This makes all the difference. And as district courts 
have engaged with 18 U.S.C. § 924(c) on the front lines, they have often applied the substantial risk element to the 
actual conduct in the present case.”  Shuti, 828 F.3d at 449 (citations omitted).   
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conduct that the crime involves in the ordinary case, and to judge whether that abstraction 

presents’ some not-well-specified-yet-sufficiently-large degree of risk.”  Id. (quoting Johnson, 

135 S. Ct. at 2551).   

But the vagueness of the first problem, the ordinary case’s “judge-made abstraction,” 

arose from the adoption of a categorical approach – which the foregoing has shown 924(c) does 

not require.  Dimaya, 138 S. Ct. at 1214.  Moreover, the seeming opacity of the substantial-risk 

element is not so uncommon, nor dispositive: the Supreme Court has emphasized that “this 

feature alone would not have violated the void-for-vagueness doctrine because many perfectly 

constitutional statutes use imprecise terms like ‘serious potential risk (as in [the Act’s] residual 

clause) or ‘substantial risk (as in § 16 [and § 924(c)’s]).”  Id.  The Court explained that rather 

than from the risk standard alone, “the problem came from layering such a standard on top of the 

requisite ‘ordinary case’ inquiry.”  Id.  Without a categorical approach, 924(c) is not 

unpredictable and arbitrary in ways that made 16(b) and the Act intolerable.  Id. at 1223.   

 Now, in the wake of Johnson and Dimaya’s purge, this Court is faced with deciding 

whether 924(c)’s residual clause should suffer the same fate.  But it would be wrong to fall into 

the trap that has misguided the precedent of some courts; the legislature is due more than a 

superficial reading that presumes vagueness simply because 924(c)’s text is similar to that of 

16(b)’s.  Instead, 924(c)’s residual clause should be read in the context of § 924 generally, where 

it can be seen that the legislature intended that subsection’s crime-of-violence definition to be 

distinct from Title 18’s general provision definition.  Because the categorical approach was so 

much a part of 16(b)’s unconstitutionality, and because 924(c) does not mandate the same 

approach – in fact, a logical reading suggests its opposite – this Court now faces a choice 

between two clear-cut alternatives: it must either adopt a categorical approach for 924(c) or not.     
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The doctrine of constitutional avoidance provides that “when the constitutionality of a 

statute is assailed, if the statute be reasonably susceptible of two interpretations, by one of which 

it would be unconstitutional and by the other valid, it is [a court's] plain duty to adopt that 

construction which will save the statute from constitutional infirmity.” United States ex rel. 

Attorney Gen. v. Del. & Hudson Co., 213 U.S. 366, 407 (1909); see also I.N.S. v. St. Cyr, 533 

U.S. 289, 299-300 (2001) (describing a court's obligation to adopt a reasonable alternative 

interpretation “if an otherwise acceptable construction of a statute would raise serious 

constitutional problems”); Clark v. Suarez Martinez, 543 U.S. 371, 395 (2005) (Traditionally, the 

avoidance canon “commanded courts, when faced with two plausible constructions of a statute – 

one constitutional and the other unconstitutional – to choose the constitutional reading”).   

Because 924(c)’s residual clause provides a workable standard when applied to the 

specific facts of contemporary underlying crimes,  the Judiciary’s prudential imperatives make 

this Court’s decision clear: the avoidance canon compels a rejection of the categorical approach 

for 924(c)’s residual clause, because that approach is what implicated 16(b)’s unconstitutionality.   

And without the “wholly speculative” abstraction of the ordinary-case inquiry to muddle its 

substantial-risk element, Dimaya, 138 S. Ct. at 1214 (quoting Johnson, 135 S. Ct. at 2551), 

924(c)’s “crime of violence” residual clause does not suffer from the problems that made the Act 

and 16(b)’s clauses unconstitutionally vague.  Accordingly, the statute should be upheld.      

II. THE MOTION TO SUPPRESS SHOULD BE DENIED BECAUSE THE FORENSIC  
     BORDER SEARCH WAS REASONABLE  
 

The Fourth Amendment protects the people’s “right to be secure in their persons, houses, 

papers, and effects, against unreasonable searches and seizures.”  U.S. Const. amend. IV. The 

Supreme Court has emphasized the “ultimate touchstone of the Fourth Amendment is 

‘reasonableness.’”  Riley v. California, 134 S. Ct. 2473, 2482 (2014).  “Where a search is 
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undertaken by law enforcement officials to discover evidence of criminal wrongdoing  . . . 

reasonableness generally requires the obtaining of a judicial warrant.” Id. at 2482.   

But routine searches at the international border require no reasonable suspicion, probable 

cause, or warrant. United States v. Montoya de Hernandez, 473 U.S. 531, 538 (1985).  

“[P]ursuant to the longstanding right of the sovereign to protect itself by stopping and examining 

persons and property crossing into this country,” searches at the border are reasonable “by virtue 

of the fact that they occur at the border.”  United States v. Ramsey, 431 U.S. 606, 616 (1977).   

The Government’s greater leeway in the border context is compelled “by the single fact 

that the person or item in question had entered into our country from outside.”  Id. at 619.  There 

is a national-security imperative to screen for unwanted and harmful things, whether that be 

“communicable diseases, narcotics . . . explosives,” or other products of criminality trying to 

enter the country from outside.  Montoya de Hernandez, 473 U.S. at 544.  This notion is as old as 

the Fourth Amendment itself.  See Act of July 31, 1789, ch. 5, § 24, 1 Stat. 29, 43 (1789) (Act of 

the First Congress empowering customs officials to stop and search suspicious vessels and cargo 

without a warrant).  The Government maintains a vast interest “in preventing the entry of 

unwanted persons and effects, [which] is at its zenith at the international border.”  United States 

v. Flores-Montano, 541 U.S. 149, 152 (2004). 

 Although the Supreme Court has not addressed the issue, the Eleventh Circuit recently 

held that a forensic border search of a cellphone required neither a warrant nor probable cause.  

United States v. Vergara, 884 F. 3d 1309, 1313 (11th Cir. 2018).  That decision found the 

Government’s security interest in protecting its borders overwhelms the privacy interest a person 

has in data on a cellular device.  Id.  In a subsequent opinion, the Eleventh Circuit explicitly 

refused to follow the view of divided decisions from the Fourth and Ninth Circuits, which say 

the Fourth Amendment requires reasonable suspicion for forensic border searches of electronic 
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devices.  See United States v. Touset, 890 F.3d. 1227, 1234 (11th Cir. 2018) (rejecting United 

States v. Koluz, 890 F.3d 133 (2018) and United States v. Cotterman, 709 F.3d 952 (9th Cir. 

2013) in denying suppression of child pornography border agents uncovered in the warrantless 

forensic search of Touset’s cellphone).  In explaining its rationale against Cotterman and Koluz’s 

contracted view, the Eleventh Circuit followed the traditional logic espoused by settled law; that 

court could not be persuaded “a traveler's privacy interest should be given greater weight than 

the [sovereign’s] ‘paramount interest in protecting . . . its territorial integrity.’”  Touset, at 1235 

(quoting Flores-Montano, 541 U.S. at 153.   

   Under this traditional view, as embodied by the Eleventh Circuit’s cases, Agent 

Michaels’ search of the cellphone was constitutional by virtue of the fact Defendant was at the 

border with the device in his possession – with or without reasonable suspicion.   

Under another light, when analyzed through the Fourth and Ninth Circuits’ divergent 

reading of Supreme Court border-search law, the forensic examination of Defendant’s phone was 

reasonable because the Special Agent supported his suspicion with specific and articulable facts.   

A. At the border, the sovereign has plenary authority to conduct warrantless routine 
searches; suspicion is only needed for “highly-intrusive searches of the person” 

 
Over a decade ago, in United States v. Flores-Montano, the Supreme Court contrasted 

the notion of a “routine” border search with that of a “non-routine” more-intrusive search of a 

person.  541 U.S. 149, 152 (2004).  There the Court observed: “Congress, since the beginning of 

our Government, ‘has granted the Executive plenary authority to conduct routine searches and 

seizures at the border, without probable cause or a warrant . . . to prevent the introduction of 

contraband into this country.” Id. at 153 (quoting Montoya de Hernandez, 473 U.S. at 537 

and citing Ramsey, 97 S. Ct. at 1972).   
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So, naturally it follows that an individual’s reasonable expectation of privacy is 

diminished at the border.  Id. at 154.  The Supreme Court has held that only “highly intrusive 

searches of the person” mandate some level of individualized suspicion at the border.  Id. at 152.  

To analyze intrusiveness, the Eleventh Circuit has stated three factors that contribute to “the 

personal indignity endured by the person searched: (1) physical contact; (2) exposure of intimate 

body parts; and (3) use of force.”  Touset, 890 F.3d at 1234.  

Because these factors have no relevance to searches of electronic devices, those searches 

are constitutional without any articulable level of suspicion.  Id.  Even if “it may intrude on the 

privacy of the owner, a forensic search of an electronic device is a search of property.”  Id.  To 

be highly intrusive, therefore, a search of the person must implicate a physical-corporeal aspect, 

which a cellphone does not.  Following this conventional interpretation, the forensic search of 

Defendant’s device at the border was a reasonable, routine search.    

Where the Fourth and Ninth Circuits have diverged from border-search tradition is in 

their understanding of the “highly-intrusive search of the person” standard.  By extrapolating 

what has historically been applied only very literally (“search of the person” has been read to 

encompass only “strip searches, alimentary-canal searches, x-rays and the like”) this new twist 

on the standard stretches it into the realm of digital data stored on electronic devices.  Koluz, 890 

F.3d at 145.  In Cotterman it was a portable computer, in Koluz it was an iPhone 6; both cases 

held that forensic examination of such devices is a non-routine border search requiring 

reasonable suspicion.  See id; Cotterman, 709 F.3d at 963-68.  But their logic proceeds askew, 

drawing from a Supreme Court case that dealt with a wholly different context.   

In Riley v. California, the Court held that police officers generally could not, without a 

warrant, search information on cellphones seized as incident to an arrest. 134 S. Ct. 2473 (2014).  

There, Riley was stopped for driving with expired registration tags.  His license was found to be 
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suspended; his car was impounded and inventoried, and he was arrested on concealed-weapon 

charges when two handguns were found in his car.  Id. at 2480.  As a search incident to arrest, 

the officer accessed information on two cellphones found in Riley’s pocket, which ultimately led 

to further charges in connection with a shooting.  Id. at 2481. 

The Koluz and Cotterman courts, however, failed to note the profound distinction 

separating those facts from the records they were considering.  Riley’s device search was 

completely removed from the border context and the universe of security concerns underlying its 

expansive tradition.  The aberrative holdings in Koluz and Cotterman stretch the scope of the 

decision in Riley, at once complicating a straightforward tradition of analysis, and limiting the 

longstanding power of the sovereign to protect itself, its people, and its borders.  

The same imperfect theory was rejected in United States v. Vergara, where the Eleventh 

Circuit again set precedent consistent with an historical reading of the Fourth Amendment’s 

carve-out for border searches.  884 F.3d 1309 (2018).   There, Vergara was searched while 

attempting to cross the U.S. border.  In his luggage, customs agents found a cellphone containing 

a video of topless minors; the cellphone was sent for forensic examination, which uncovered 

over 100 sexually-explicit images and videos of underage victims.  Vergara, 884 F.3d at 1311.   

In attempting to suppress that contraband evidence, Vergara relied on Riley to argue that 

any manual or forensic search of his phone required a warrant, which the officials who detained 

him did not have.  Id. at 1312.  But the court disagreed with the application of Riley in that 

context, declaring instead that “there has never been any additional requirement that the 

reasonableness of a border search depended on the existence of probable cause.” Id.   

There is no binding precedent on this Court suggesting a forensic search of person’s 

phone is akin to a search of that person’s alimentary canal.  But that is what the Fourth and Ninth 

Circuits have done by swinging the Supreme Court’s “highly-invasive search of the person” 
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standard away from the physical and corporeal.  The Supreme Court has never encroached so far 

on the sovereign’s right to protect its borders, so there is no need for this Court to look beyond 

the mere site of where the search initiated, i.e. the border entry.   

Riley’s analysis is irrelevant because its search was far-removed from the acute 

exceptionality of the border context.  The search in Riley was governed by a grid of 

constitutional girders that are purposely absent from the border context; it occurred where an 

individual’s privacy rights are not overwhelmed by the zenith of the Government’s interest in 

protecting its “territorial integrity.”  Conversely, the forensic examination of Defendant’s device 

was a routine border search, i.e. a constitutional exercise of the sovereign’s right.  

B. Agent Michaels offered specific and articulable facts that reasonably support his 
suspicion that Defendant was engaged in crime  

 
Although the Ninth Circuit’s holding in Cotterman deviates from border-search tradition, 

there are many factual similarities between that case and the one before this Court.  There, agents 

seized Suspect Cotterman’s laptop at the border in response to an alert from a sophisticated 

government database, which had flagged Cotterman based on an analysis of data-points, like 

criminal history and travel frequency.  Cotterman, 709 F.3d at 956-57, 968.  The laptop was 

initially searched at the border, then shipped approximately 170 miles away for a comprehensive 

forensic examination, which ultimately revealed evidence of criminality.  Id.  A trove of child 

pornography was discovered in “suspicious” password-protected files on the laptop’s hard drive, 

and in its unallocated space – “the space where the computer stores files that the user ostensibly 

deleted.”  Id. at 965.   Many images showed Cotterman molesting a 7-10 year old girl.  Id. at 959.   

In holding that the forensic examination of the laptop required reasonable suspicion, the 

Ninth Circuit veered liberally from the Supreme Court’s prudential stance on border-search 

issues.  See United States v. Ramsey, 431 U.S. 606, 618 n. 13 (1977) (declining to decide 
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whether a border search might be deemed unreasonable by the manner in which it is executed).  

Nevertheless, after reviewing the facts offered by the agents to support the forensic examination 

of the laptop the Cotterman court upheld that search’s constitutionality, crediting “the agents’ 

observations and experience in acting upon significant myriad factors that support reasonable 

suspicion.”  709 F.3d at 970.    

Reasonable suspicion is a less-demanding standard than its weightier counterpart, 

probable cause.  This is true, “not only in the sense that reasonable suspicion can be established 

with information that is different in quantity or content than that required to establish probable 

cause, but also in the sense that reasonable suspicion can arise from information that is less 

reliable.”  Alabama v. White, 496 U.S. 325, 330 (1990).  Reasonable suspicion requires an agent 

“to point to specific and articulable facts which, taken together with rational inferences from 

those facts, reasonably warrant [a search’s] intrusion.”  Terry v. Ohio, 392 U.S. 1, 21 (1968).  

Assessment of the extant level of suspicion is to be made in light of “the totality of the 

circumstances.”  United States v. Cortez, 449 U.S. 411, 417-18 (1981).   

In Cotterman, the court accepted the facts leading up to the forensic examination justified 

the search’s intrusion, in the “totality of the circumstances.”  709 F.3d at 968-69.  For example: 

(i) the border agents’ significant training and experience at the border; id. at 970; (ii) their 

reliance on the database system, including the fact that those administrating the database advised 

the agents Cotterman should be searched because the alert indicated he may be involved in 

criminal activity, id. at 968; (iii) the purpose of the database, which was part of an operation 

helping agents to identify travel patterns of sex offenders who may attempt to exploit children in 

foreign countries, and perhaps bring related contraband into the U.S., id. at 969; (iv) the types of 

data collected by the database and used in its profiling algorithm, like travel history, combined 

with corroboration of that info, see id. at 968-69; and (iv) encrypted or password-protected files, 
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which “in isolation, will not give rise to reasonable suspicion,” but which may be considered in 

the totality of the circumstances, where “there are other indicia of criminal activity,” id. at 969.  

Taking all these incriminating facts into account, the Ninth Circuit reversed the district court’s 

erroneous suppression of the contraband-evidence found on Cotterman’s laptop.  Id. at 970.   

Here, the facts as articulated by Agent Michaels align with those accepted by the 

Cotterman court.  Agent Michaels’ extensive training and experience identifying and 

investigating international drug trafficking offenses; his experience authoring and executing 

warrants, particularly those pertaining to electronically-stored data; and his assignment on the 

Task Force and role as security-hub liaison to two national security agencies at a major 

international airport – all these qualification indicate the Special Agent was well-situated to 

make a determination as to the appropriate means to investigate Defendant.   

Like Cotterman, Defendant was flagged by a complex surveillance program compiling a 

wealth of data ranging from travel habits to individual behavior.  That surveillance program was 

designed to protect U.S. borders from terrorist threats, and other criminal activities.  By virtue of 

the fact that he was flagged for investigation by the data-rich analysis of a sophisticated 

algorithm, Defendant was sufficiently suspicious to warrant intervention at the border.            

 Also like Cotterman, Defendant protected his device using extraordinary measures; both 

suspects had incriminating evidence hidden in the unallocated space of their devices.  Although 

the Ninth Court noted suspicion does not arise from encryption per se, here, as in Cotterman, 

there is sufficient indicia of criminality, like the handwritten calendar of shipments to the U.S. or 

that Defendant had concealed his “business phone” to cross the border, and attempted to destroy 

its contents with special software before arriving at the airport.  Taking all these facts, as 

articulated by Agent Michaels, in their “totality,” it is reasonable to infer Defendant was engaged 

in criminal activity – the search was thus compelled by the Agent’s duty to protect the border.     
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   C.  Agent Michaels relied in good faith on valid law supporting the reasonableness of  
         the forensic border search  

 
Assuming, for the sake of argument: (1) the forensic examination of Defendant’s device 

did necessitate a heightened level of individualized suspicion; and (2) the specific facts the Agent 

Michaels articulated to support his suspicion did not rise to that standard – the search 

nevertheless was reasonable.  Agent Michaels relied in good faith on the lack of binding 

precedent in this Circuit mandating a level of individualized suspicion.  See Davis v. United 

States, 564 U.S. 229 (2011) (holding exclusionary rule did not compel suppression of fruit of 

search when police acted with an objectively-reasonable good-faith belief that its conduct was 

lawful, despite new legal precedent to the contrary). 

When Defendant brought his device to the border, both Cotterman and Vergara had 

already been decided.  So, there was a split in precedent treating this issue among other circuits.  

But even now, “the Supreme Court has never required reasonable suspicion for a search of 

property at the border, however non-routine and intrusive.” Touset, 890 F.3d at 1233.  Nor has 

Congress addressed the issue of forensic border searches of electronic devices.  Id.  at 1237-38.  

The exclusionary rule, then, has no place here: Agent Michaels had a reasonable, good-faith 

belief his actions as to Defendant’s property violated no binding law in the jurisdiction.   

Because the exclusionary rule is a prudential doctrine, real deterrent value is a “necessary 

condition for exclusion,” but the analysis must also consider the “substantial social costs” that 

are consequent to the rule.  Davis, 564 U.S. at 236.  It is problematic to suppress evidence that 

has not been tainted by “deliberate,” “reckless,” or “grossly negligent” disregard for the 

Constitution.  Id. at 238.  Especially, when it risks setting precedent that will have such a 

significant limiting effect – not so much a deterrent effect – on the historical right to protect the 

country’s territorial integrity.  Communicable diseases, narcotics, explosives, child pornography 
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– these threats to societal integrity weigh strongly against any reading of the law that dilutes the 

sovereign’s right to protect its borders.     

CONCLUSION 
 

 For the foregoing reasons and based on the record herein, (1) the enhancement charged 

under 18 U.S.C. § 924(c) should be upheld as constitutional; and (2) the evidence recovered 

during the forensic border search of Defendant’s cellphone should be admitted.  The United 

States respectfully requests that this Court deny Defendant’s motion to dismiss and motion to 

suppress evidence.     

 

 

 

Dated: September 13, 2018         Respectfully submitted,  
     

DOUGLAS DELAP          
       UNITED STATES ATTORNEY 

                   FOR THE SOUTHERN DISTRICT OF STETSON 
             

                        __________________ 
        KATE LITTLEJOHN 
        ASSISTANT UNITED STATES ATTORNEY           

    
      
 

 
                      ____________________   

Assistant United States Attorney 
 


