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INTRODUCTION 

Defendant Jason Mendoza is currently charged by way of Indictment with two criminal 

counts: (1) Distribution of a Controlled Substance and (2) Possession of a Destructive Device in 

Furtherance of a Crime of Violence.  See (Mendoza Indictment).  Defendant is challenging the 

constitutionality of both his arrest and prosecution. Defendant was detained and his cell phone 

seized at the border under the suspicion he was trafficking drugs.  Information obtained from the 

cell phone led to surveillance confirming Defendant was in fact a drug trafficker.  In addition, just 

prior to his arrest Defendant launched a “Molotov Cocktail” into a building operated by the wife 

of a rival gang member. 

At Defendant’s initial appearance, Defendant notified the court he intended to file two 

motions: (1) a motion to dismiss Count II of the Indictment, possession of a destructive device in 

furtherance of a crime of violence in violation of 18 U.S.C. s 924(c)(1)(B)(ii) (hereinafter known 

as “924(c)”); and (2) a motion to suppress the cell phone evidence following his border detention.  

As a result, this Court ordered the parties draft memorandum of law addressing the following 

issues: 

(1) Motion to Dismiss – Whether the residual clause of the “crime of violence” definition 

in 924(c) is unconstitutionally vague; and if this Court is required to apply a “categorical approach” 

in determining whether the underlying crime is a “crime of violence;” and 

(2) Motion to Suppress – Whether the search of Defendant’s phone was constitutional, 

what level of suspicion is required in a border search, and if any suspicion exists here. 

The Government respectfully requests this Court reject Defendant’s Motion to Dismiss 

Count II of the Indictment and deny Defendant’s Motion to Suppress. In support thereof, the 

Government submits the following: 
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STATEMENT OF FACTS 

 Defendant was detained for questioning pursuant to the Fun and Friendly Skies (“FFS”) 

domestic surveillance program.  (Michaels Aff. ¶ 7.)  On February 1, 2018, the Department of 

Homeland Security (“DHS”) launched FFS.  (Id. at ¶ 8.)  FFS aids in the detection and mitigation 

of unknown or partially known terrorist threats.  (Id.)  Since being enacted, FFS has monitored 

roughly 7,500 travelers.1  (Id.)  FFS uses a computer program known as the Justified Assessment 

and Notification Emergency Tracker (“JANET”) to screen travelers for continued monitoring and 

track monitored behavior.2 (Id. at ¶ 9.)  All travelers who enter the country through a point of entry, 

such as customs at an airport, are automatically screened for inclusion in FFS.  (Id. at ¶ 9.)  JANET 

is unique in that the initial screening process does not consider demographic data3 but instead 

focuses on information relating to the person’s specific travel patterns.4  (Id. at ¶ 10.)  

 On February 6, 2018, Defendant was flagged as a suspected traveler under FFS.  (Id. at ¶ 

13.)  Between February 5, 2018 and March 31, 2018, Defendant traveled on thirty-four flights.5  

(Id.)  During this monitoring period, Defendant exhibited several suspicious behaviors.6  (Id. at ¶ 

                                                             
1 Currently, FFS only monitors suspected travelers during their domestic travel.  (Michaels Aff. ¶ 
8.)  However, data such as date, time, and location of international travel is also documented.  (Id.) 
2 Monitored behavior includes: the traveler’s patterns of movement in the airport, boarding times 
and methods, nature of luggage, eating and drinking patterns, changes in the passenger’s physical 
appearance, and interactions with other passengers.  (Id. at ¶ 11.)  Monitoring is conducted by 
Customs and Border Protection agents when the traveler is inside the airport, and Federal Air 
Marshals who are placed on the traveler’s flight to conduct further observations.  (St. Claire Dep. 
8:10-11; Michaels Aff. ¶ 12.) 
3 Traditional demographic data includes: age, gender, race, ethnicity, and religious affiliation. 
(Michaels Aff. ¶ 10.) 
4 Travel pattern information includes: frequency of travel, time between periods of travel, known 
concerns at the departure and arrival airports, and the travelers conduct in the airport.  (Id.) 
5 Of the thirty-four flights, fifteen were international and nineteen were domestic flights.  (Id. at ¶ 
13.) 
6 Defendant traveled alone on all thirty-four flights, changed his clothes during nine of the flights, 
traveled with a blue duffle bag on all thirty-four flights, examined his surroundings before making 
any phone calls in the airport, used a privacy protector to cover the screens of his electronic 
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14.)  On March 31, 2018, Defendant was detained at the border for further investigation.  (Id. at ¶ 

6.)  The investigation was conducted by Shawn Michaels.7  (Id.) 

During the investigation, Defendant revealed he was the food and beverage distributor for 

The Wing Dump in Stetson.  (Id. at ¶ 16.)  During a search of Defendants baggage, a blue duffle 

bag, with several items were located including a MacBook Pro laptop, clothing, personal hygiene 

products, and a hand-written calendar of international shipments.8  (Id. at ¶ 18.)  Also, concealed 

in a small interior pocket of the bag, a second phone was found.9  (Id. at ¶ 19.)  The phone was 

turned on, revealing that it was password protected.  (Id. at ¶ 20.)  Defendant reluctantly gave the 

password to the phone.  (Id. at ¶ 20.)  After unlocking the phone, it was discovered the phone had 

recently been reset to its factory settings.  (Id. at ¶ 21.)  Because no data on the phone was readily 

ascertainable during the border investigation, the phone was seized for a forensic investigation.  

(Id. at ¶ 22.) 

The phone was sealed in an evidence bag and taken to the DHS Cape Adams office for a 

forensic search.  (Id. at ¶ 24.)  Vic Sengupta conducted the forensic search on Defendant’s phone.  

(Id.)  The forensic search revealed the phone was wiped using proprietary corruption software.  

(Id. at ¶ 28.)  The search also uncovered hundreds of text messages the Defendant attempted to 

remove with the corruption software. (Id. at ¶ 29.)  Several of the recovered text messages were 

between Defendant and Seth “Pillboi” Oliver, a known lieutenant for the Russian drug kingpin, 

Tahani.  (Id. at ¶ 29)  Also, several hundred texts were between Defendant and Derek Hofstetler, 

                                                             
devices, and did not drink any alcoholic beverages at any point during the monitored period.  (Id. 
at ¶ 14.) 
7 Shawn Michaels is a Special Agent for DHS.  (Id. at ¶ 1.) 
8 The handwritten calendar was photocopied and returned to the Defendant that day.  (Id. at ¶ 18.) 
9 Defendant also was in the possession of an iPhone X, which was operational and kept on his 
person.  (Id. at ¶ 15.) 
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the district manager of the Stetson Wing Dump and a suspected member of the gang 60-PDC.  (Id. 

at ¶ 30.)  The recovered text messages suggested Defendant was involved in distributing controlled 

substances through international shipments to the Stetson Wing Dump.  (Id. at ¶ 32.)  The 

recovered text messages used code to describe the illicit substances, in this case referring to them 

as “drumsticks.”  (Id. at ¶ 30.) 

On April 23, 2018, Special Agent Michaels received security footage of the Stetson Wing 

Dump.10  (Id. at ¶ 35.)  The security footage revealed Defendant on multiple occasions, dating back 

to December 1, 2015, receiving large amounts of cash when the shipments would arrive.  (Id at ¶ 

36.)  After receiving the cash, Defendant would enter the Wing Dump’s meat locker where the 

shipment was being unpacked and return an hour later with a red duffle bag.  (Id.)  During ten 

separate occasions, Defendant can be seen retrieving a quarter-sized bag from the red duffle bag 

and selling it to an unidentified person at the Wing Dump.11  (Id. at ¶ 37.)  On March 25, 2018, 

after returning from the meat locker like usual, Defendant becomes involved in a physical 

altercation with Trevor Scott, a lieutenant of the gang Immortal Beings.  (Id. at ¶ 38.)  During the 

altercation, the red duffle bag opened revealing at least one kilogram of an off-white powdery 

substance, believed to be Heroin.  (Id.) 

On April 30, 2018, a criminal complaint was issued based on the information obtained in 

the investigation to that date.  (Michaels Aff. ¶ 39; Michaels Suppl. Aff. ¶ 1.)   A day later, Deputy 

Kemple informed agent Michaels the Defendant’s vehicle had been found at 99 Scully Drive.  

(Michaels Suppl. Aff. ¶ 4.)  While in route to the vehicles location a 911 call came in reporting a 

                                                             
10 The security footage was obtained from Timeclock Security, a private security contractor.  (Id. 
at ¶ 34.)  Timeclock stores footage for five years.  (Id.) 
11 Based on his knowledge, training, and experience Special Agent Michaels estimates the quarter 
sized bags to contain roughly 100 milligrams of pure heroin.  (Id. at 37.) 



 
 

5 

man matching Defendant’s description throwing a flaming object into the Pie Hard Bakery, which 

is owned by the wife of Trevor Scott, at 102 Scully Drive.  (Id. at ¶ 5.)  Defendant was placed 

under arrest when he attempted to enter his vehicle.  (Id. at ¶ 6.)  After the arrest, broken glass and 

the smell of alcohol, consistent with a “Molotov Cocktail,” was observed on the sidewalk of the 

Pie Hard Bakery.  (Id. at ¶ 7-9.)   

Defendant has been charged with Distribution of a Controlled Substance (Count I) and 

Possession of a Destructive Device in Furtherance of a Crime of Violence (Count II).  (Mendoza 

Indictment.)  

ARGUMENT 

I. The residual clause under the “crime of violence” definition in 18 U.S.C. 924(c) is 
NOT unconstitutionally vague 

 
Defendant is mistaken in his assertion the residual clause of the “crime of violence” 

definition in 924(c) is vague. Defendant relies heavily on recent Supreme Court decisions12 not 

applicable to 924(c) to erroneously conclude the statute is unconstitutionally vague.  924(c) makes 

it an offense for any person who, “during and in relation to any crime of violence,” that is a 

violation of federal law, “uses or carries a firearm, or who, in furtherance of any such crime, 

possesses a firearm. 18 U.S.C. § 924(c)(1)(A) (2018).13  Section 924(c) further defines a “crime of 

violence” as an offense that is a felony and either: 

(A) has an element to the use, or attempted use, or threatened use of physical force 
against the person or property of another, or 
(B) that by its nature, involves a substantial risk that physical force against the 
person or property of another may be used in the course of committing the offense. 
 

                                                             
12 See generally, Sessions v. Dimaya, 138 S.Ct. 1204 (2018); Johnson v. United States, 135 S.Ct. 
2551 (2018). 
13 Violation of 924(c) requires a sentence of  thirty (30) years. 18 U.S.C. § 924(c)(1)(B)(ii) 
(2018). 
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18 U.S.C. §§ 924(c)(3)(A)-(B) (2018) (emphasis added). Subsection (A) is commonly referred to 

as the “elements clause” whereas subsection (B) is often referred to as the “residual clause.” 

 In the immediate case, the underlying crime of violence is arson in violation of 18 U.S.C. 

§ 844(i).14  When applying 924(c) to the underlying crime of arson, this Court should look to the 

specific conduct of the Defendant.  However, even if this Court elects to apply a categorical 

approach, the residual clause is sufficiently definite and provides sufficient guidelines to pass 

constitutional muster. 

A. This Court should look to facts specific to Defendant’s crimes rather than applying a 
categorical approach to determining whether arson is a crime of violence pursuant to 
924(c).  
 
The categorical approach does not apply to 924(c).  Instead, when analyzing 924(c), this 

Court should weigh the facts of the underlying case.  Under the categorical approach, a court 

assesses whether a crime qualifies as a violent felony “in terms of how the law defines the offense 

and not in terms of how an individual offender might have committed it on a particular occasion.” 

Johnson, 135 S.Ct. at 2557.  In a 5-4 plurality opinion, the Supreme Court in Dimaya loosely 

explained the use of the category approach to § 16(b) under the Immigration and Nationality Act 

(“INA”): the phrase ‘by its nature’ in § 16(b) makes clear that the statute “tells courts to figure out 

what an offense normally—or ... ‘ordinarily’—entails, not what happened to occur on one 

occasion.” Dimaya, 138 S.Ct. at 1217–18 (plurality opinion). The Dimaya Court only analyzed the 

categorical approach “because no party before us has argued a different way to read these statutes.” 

Id.  In contrast, the United States is arguing an alternative to the application of the categorical 

approach in this case.   

                                                             
14 18 U.S.C. § 844(i) states, “[w]hoever maliciously damages or destroys, or attempts to damage 
or destroy, by means of fire or an explosive … shall be imprisoned.”  18 U.S.C. § 844(i) (2018). 
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“[T]he elementary rule is that every reasonable construction must be resorted to, in order 

to save a statute from unconstitutionality.” Skilling v. United States, 561 U.S. 358, 370 (2010).  

The Dimaya Court did not consider application of a case-by-case analysis because the Government 

did not raise the issue on appeal. See generally, Dimaya, 138 S.Ct. 1204.  If this Court applies a 

case-by-case analysis to 924(c), the statute would both survive the constitutional challenge and a 

fair interpretation would be applied.  

In Johnson, Justice Alito tactfully stated, “[T]he Supreme Court all but concedes that the 

residual clause of [924(c)] would be constitutional if applied to real-world conduct.”  Johnson, 135 

S.Ct. at 2578 (ALITO, J. dissenting).  Justice Alito further reasoned that,  

[the categorical approach] is an ‘inherently probabilistic’ determination that 
considers the circumstances and conduct that ordinarily attend the offense.  The 
mere fact that a crime could be committed without a risk of physical harm does not 
exclude it from the statute's reach. Instead, the residual clause speaks of “potential 
risk[s],” § 924(e)(2)(B)(ii), a term suggesting “that Congress intended to 
encompass possibilities even more contingent or remote than a simple ‘risk,’ much 
less a certainty.  
 

Johnson, 135 S.Ct. at 2582 (internal citations omitted) (ALITO, J. dissent).  Likewise, only three 

(3) years later in Dimaya, Justice Thomas similarly argued that, 

if the categorical approach renders Section 16(b) unconstitutionally vague, 
constitutional avoidance requires us to make a reasonable effort to avoid that 
interpretation. And a reasonable alternative interpretation is available: Instead of 
asking whether the ordinary case of an [offenders] offense presents a substantial 
risk of physical force, courts should ask whether the [offender’s] actual underlying 
conduct presents a substantial risk of physical force.  
 

Dimaya, 138 S.Ct. at 1252 (THOMAS, T. dissenting). 

 To be sure, the plain language of 924(c) asks whether an offense “involves” a substantial 

risk. The word “involves,” requires the offense to include something as a necessary or integral part 

of it. See Dimaya, 138 S.Ct. 1204, 1255 (THOMAS, T. dissenting citing Random House 

Dictionary of the English Language 1005 (2d ed. 1987) (“1. to include as a necessary circumstance, 
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condition, or consequence”).  Applying this definition to 924(c), that condition will always be 

satisfied if the Government must prove the offender’s underlying conduct involves a substantial 

risk of force. However, it is not always satisfied when the Government only needs to prove if the 

“ordinary case” of the conduct involves such a risk. 

 Additionally, by including the residual clause, the legislature clearly intended for courts to 

analyze specific conduct of a crime.  The residual clause creates a layer of coverage for crimes that 

do not have an element of physical force but may nevertheless be committed in a violent way. 

Also, the standards found in the residual clause of 924(c) are common in laws that require a 

determination of fact.  Johnson, 135 S.Ct. at 2578 (ALITO, J. dissenting) ( “standards like the one 

in the residual clause almost always appear in laws that call for application by a trier of fact. This 

strongly suggests that the residual clause calls for the same sort of application”). Like the Second 

Circuit recently stated in Barrett, “conduct-specific application is, in fact, well suited to § 

924(c)(3)(B) because the statute applies only to the predicate offense of a pending § 

924(c)(1)(A) charge.” United States v. Barrett, No. 14-2641-CR, 2018 WL 4288566, at *10 (2nd 

Cir. Sept. 10, 2018). 

Therefore, this court should apply a case-by-case analysis to determine the applicability of 

924(c). 

B. The residual clause of 924(c) is sufficiently definite and establishes sufficient 
guidelines to pass constitutional muster 

 
 924(c) is constitutional, even in light of the Supreme Court decisions in Johnson and 

Dimaya.  To survive a vagueness challenge, a criminal statute must “(1) ‘define the criminal 

offense with sufficient definiteness that ordinary people can understand what conduct is prohibited 

and in a manner that does not encourage arbitrary and discriminatory enforcement,’ and (2) 

‘establish minimal guidelines’ that sufficiently instruct law enforcement [so] as to avoid arbitrary 
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and discriminatory enforcement.”  Kolender v. Lawson, 461 U.S. 352, 357–58 (1983).  924(c) is 

distinguishable from the Armed Career Criminal Act (“ACCA”) as decided in Johnson and 

Dimaya because it does not possess the same “sum” of factors that led the Supreme Court to 

invalidate the ACCA's residual clause in those cases. Nor has it generated the same level of 

confusion among the lower courts. Thus, the Supreme Court’s holding in Johnson and Dimaya are 

not controlling in this case.  

 The Supreme Court in Dimaya concluded the residual clause of 18 U.S.C. § 16(b) was 

unconstitutionally vague in light of Johnson. In Johnson, the Court established that the residual 

clause of the ACCA was unconstitutionally vague, given the “indeterminacy of the wide-ranging 

inquiry it required.” 135 S.Ct. at 2557. The Court identified various “uncertainties” that, when 

taken in their aggregate, rendered the ACCA’s residual clause unconstitutional. Id. at 2560.  

 The residual clause created uncertainty about how to estimate the risk posed by a crime.  

That uncertainty arose out of multiple factors, including the requirement that courts conduct an 

ordinary case analysis and the requirement that judges “imagine how the idealized ordinary case 

of the crime subsequently plays out.” Id. at 2557-58. Second, the residual clause created 

“uncertainty about how much risk it takes for a crime to qualify as a violent felony.” Id.  The Court 

held that although “various uncertainties in the residual clause may be tolerable in isolation, their 

sum made the statute vague.” Id. at 2560 (emphasis added) (citations omitted).  

 Only one of the “uncertainties” identified in Johnson, the need to consider the “ordinary” 

version of the crime in determining whether the crime, “by its nature,” involves a substantial risk 

of the use of physical force, is present in 924(c).  However, that uncertainty alone did not render the 

ACCA's residual clause unconstitutionally vague. Johnson, 135 S.Ct. at 2560.  Indeed, the only 
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reason this uncertainty is present is because courts have mistakenly applied the categorical 

approach to the residual clause analyses. 

 Circuit courts agree, this court should not extend the Johnson and Dimaya analysis to 

this case because: (1) Section the residual clause of 924(c) is noticeably narrower than the residual 

clause of the ACCA statute invalidated by the Court in Johnson and Dimaya; and (2) because a 

significant amount of Johnson’s analysis does not apply to the residual clause of 924(c).  United 

States v. Taylor, 814 F.3d 340, 375-76 (6th Cir. 2016); Accord United States v. Davis, No. 16-

10330, 2017 WL 436037, at *2 (5th Cir. Jan. 31, 2017); United States v. Hill, 832 F.3d 135, 140 

(2nd Cir. 2016); United States v. Prickett, 839 F.3d 697 (8th Cir. 2016). 

 First, there are important textual differences between the ACCA’s residual clause at issue 

in Johnson and that of 924(c)’s residual clause. The ACCA’s residual clause focuses on offenses 

that involve any “conduct that presents a serious potential risk of physical injury to another,” 

whereas, the residual clause of 924(c) focuses on an offense that “by its nature, involves a 

substantial risk that physical force against the person or property of another may be used in the 

course of committing the offense.” 18 U.S.C. § 924(c)(3)(B) (2018).  Also, unlike the ACCA, 

discussed infra, 924(c) confines the risk assessment to only those risks that arise in the course of 

committing the offense. Thus, 924(c) avoids a key uncertainty the Court found problematic in the 

ACCA's residual clause -- the need for courts to evaluate the risk of injury even “after” completion 

of the offense. See Johnson, 135 S.Ct. at 2557, 59 (noting that “remote” physical injury could 

qualify under ACCA, but that the clause does not indicate “how remote is too remote”). 924(c) 

eliminates such uncertainty because it applies only when the risk of force occurs “in the course of 

committing the offense.” See Leocal v. Ashcroft,543 U.S. 1, 7, 10 & n.7 (2004) (discussing 18 

U.S.C. § 16(b), which is materially identical to 924(c)).  Moreover, unlike the residual clause under 
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the ACCA, Section 924(c)(3)(B) does not allow courts to consider physical injury or harm that is 

remote from the criminal act.  The Sixth Circuit in Taylor concluded, the “[r]isk of physical force 

against a victim” required by § 924(c) “is much more definite than [the] risk of physical injury to 

a victim” that the ACCA residual clause required. Taylor, 814 F.3d at 376-77. 

 Second, unlike in the ACCA, 924(c) does not have the confusing list of crimes that 

proceeds ACCA’s residual clause. Johnson, 135 S.Ct. at 2561 (citing “burglary, arson, or 

extortion” or offenses “involving use of explosives). The Supreme Court credited that list with 

“uncertainty about how much risk it takes for a crime to qualify [under the residual clause].” Id. at 

2558.  By the ACCA using the word “otherwise” in its residual clause, courts look at “serious risk” 

of only four crimes which are “far from clear in respect to the degree of risk each poses.” Id. This 

is what distinguishes 924(c) and the ACCA because 924(c) makes no connection between 

“substantial risk” and a list of confusing examples. Evaluating the risk of four (4) crimes was a 

key reason that “the residual clause leaves uncertainty about how much risk it takes for a crime to 

qualify as a violent felony.” Id. Judging the difference between the two respective statutes shows 

a clear distinction in their analysis, and therefore, should not be applied the same way. 

 Third, the Supreme Court has not failed to construe 924(c) in a practical way like it has 

the ACCA’s residual clause. The clause in the ACCA has “created numerous splits among the 

lower federal courts, where it has proved nearly impossible to apply consistently.” Id. at 2560. The 

confusion stems from the “pervasive disagreement about the nature of the inquiry one is supposed 

to conduct and the kinds of factors one is supposed to consider.” Id. (comparing “judges [that] 

have concluded that deciding whether conspiracy is a violent felony requires evaluating only the 

dangers posed by the “simple act of agreeing to commit a crime,” or “judges that “consider the 

probability that the agreement will be carried out.”) (internal citations omitted).  
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 Distinctively different, the Supreme Court has only one noteworthy case regarding the 

language in 924(c) which was decided over ten (10) years ago and did not cause any disagreement 

between the Justices. See Leocal v. Ashcroft, 543 U.S. 1 (2004). Furthermore, the Taylor court 

reasoned, “the Supreme Court has not unsuccessfully attempted on multiple occasions to articulate 

the standard applicable to [924(c)].” Taylor, 814 F.3d at 378. The Taylor court further rejected the 

notion that “the confusion about the ACCA in pre-Johnson Supreme Court decisions may be 

transferred to § 924(c)(3)(B), because much of the confusion … concerned the four enumerated 

crimes that were linked to the residual clause.” Id.  Likewise, in Johnson, the Supreme Court 

conceded that, “Nine years’ experience trying to derive meaning from the residual clause 

convinces us that we have embarked upon a failed enterprise.” Johnson, 135 S.Ct. at 2560. Such a 

“failed enterprise” does not exist with respect to 924(c). 

 The holdings in Johnson and Dimaya should not extend to Section 924(c). The 

distinctions between them are what make the difference.  Thus, this Court should declare the 

residual clause in 924(c) unconstitutional.     

II. The forensic search of Defendant’s second phone is valid under the long-standing 
border exception to the Fourth Amendment. 
 
The Supreme Court has never required any level of prior suspicion for searches of property 

at the border and never required any more than reasonable suspicion for any other more invasive 

types of searches.  The Fourth Amendment to the Constitution states:  

The right of the people to be secure in their persons, houses, papers, and effects 
against unreasonable searches and seizures, shall not be violated, and no Warrant 
shall issue, but upon probable cause, supported by Oath or affirmation, and 
particularly describing the place to be searched, and the persons or things to be 
seized. 
 

U.S. Const. amend. IV.  However, this right is not unfettered.  Whether a search and seizure is 

reasonable depends on the circumstances.  United States v. Montoya de Hernandez, 473 U.S. 531, 
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537 (1985).  The Supreme Court has consistently recognized border searches as being reasonable.  

United States v. Ramsey, 431 U.S. 606, 617-18 (1977) (explaining the Fourth Amendment only 

precludes unreasonable searches).  The concepts underlying the border exception to the Fourth 

Amendment pre-date The Fourth Amendment itself.  Id. at 616-17.15  The border exception is 

“grounded in the recognized right of the sovereign to control, subject to substantive limitations 

imposed by the Constitution, who and what may enter the country.”  United States v. Kolsuz, 890 

F.3d 133, 137 (4th Cir. 2018) (quoting Ramsey, 431 U.S. at 606).  The Supreme Court has 

recognized that “the Fourth Amendment’s balance of reasonableness is qualitatively different at 

the international border than in the interior.”  Montoya de Hernandez, 473 U.S. at 538.  Border 

searches are reasonable simply because they occur at the border.  Ramsey. 431 U.S. at 619.  Most 

searches do not require any level of prior suspicion.  Montoya de Hernandez, 473 U.S. at 538.  In 

contrast, some more invasive searches, such as a body cavity search, require a “reasonable 

suspicion” to be valid under the border exception.  Id. at 541.  However, there is no precedent 

requiring any more stringent showing than a “reasonable suspicion,” whether it be probable cause 

or a warrant, in the context of a border search. 

A. The forensic search of Defendant’s second phone required no suspicion whatsoever 
in the context of a border search. 
 
The Supreme Court has never required any level of prior suspicion for searches of property 

in the context of the border exception.  United States v. Touset, 890 F.3d 1227, 1233 (11th Cir. 

2018).  Likewise, The Supreme Court has never “been willing to distinguish . . . between different 

types of property.”  Id. (quoting United States v. Cotterman, 709 F.3d 952, 975 (9th Cir. 2013) 

                                                             
15 Two months before the Bill of Rights was sent to the states for ratification on September 25, 
1789, the First Congress enacted the first customs statute giving “’full power and authority’ to 
enter and search ‘any ship or vessel, in which they shall have reason to suspect any goods, wares 
or merchandise subject to duty shall be concealed.”  Id. at 616. 
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(Callahan, J., concurring in part, dissenting in part, and concurring in judgment)).  However, one 

of the Court’s more recent decisions, Riley v. California, has cast a shadow over the long-standing 

principle that suspicion is not required at the border.  See generally, Maximilian Raileanu, A SPLIT 

AT THE BORDER ON WARRANTLESS SEARCHES OF ELECTRONIC DEVICES, 34 NO. 7 Int’l 

Enforcement L. Rep. 439 (2018) (noting the split in conclusions and reasoning between recent 

decisions in the Fourth and Eleventh Circuits).  In Kolsuz, the Fourth Circuit departed with long-

standing precedent holding that in light of Riley a forensic search of a cell phone required 

reasonable suspicion.  Kolsuz, 890 F.3d at 148.  In contrast, the Eleventh Circuit, in Vergara and 

Touset, held the doctrine of the border exception is unchanged by the Supreme Court’s decision in 

Riley, thus maintaining the integrity of the border exception.  United States v. Vergara, 884 F.3d 

1309, 1312 (11th Cir. 2018); Touset 890 F.3d at 1235.   This Court should follow the long-standing 

precedent of the border exception to The Fourth Amendment, requiring no prior suspicion before 

searching the property of a traveler crossing into the United States at a point of entry.  

Indeed, the question of search of property without prior suspicion which one could classify 

as being more than routine is not foreign to The Supreme Court.  See United States v. Flores-

Montano, 541 U.S. 149 (2004).  In Flores-Montano, a customs inspector flagged a vehicle crossing 

the international border in southern California for extensive searching of the fuel tank.  Id. at 150.  

The vehicles fuel tank was removed and disassembled.  Id. at 151.  Inside the fuel tank inspectors 

found thirty-seven kilograms of marijuana.  Id.  The Court held that the Government had authority 

to conduct the search without any suspicion.  Id. at 155.  In deciding Flores-Montano, the Court 

overturned the Ninth Circuit precedent of Molina-Tarazon16 requiring reasonable suspicion for 

                                                             
16 In Molina-Tarazon, the Ninth Circuit adopted a rule that “[i]n order to conduct a search that 
goes beyond the routine, an inspector must have a reasonable suspicion that the person to be 
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similar searches.  Id. at 152.  The Supreme Court made note that the Ninth Circuit’s use of the term 

“routine” as found in Montoya de Hernandez17 was in error.  Id.  Specifically, the Ninth Circuit’s 

attempt to create “[c]omplex balancing tests to determine what is a ‘routine’ search of a vehicle, 

as opposed to a more ‘intrusive’ search of a person, have no place in border searches of vehicles.”  

Id.  The Court also explained that the idea that a privacy interest alters the required level of 

suspicion is erroneous because it has long been decided “the expectation of privacy is less at the 

border than it is in the interior.”  Id. (citing Montoya de Hernandez, 473 U.S at 538). 

Despite the Supreme Court having already dismissed the idea of expanding the reasonable 

suspicion requirement to “non-routine” searches of property at the border, Defendant relies heavily 

on the recent decision of Riley v. California to make the same claim.  In Riley, The Supreme Court 

analyzed whether a search of a defendant’s cell phone in the context of a search incident to arrest 

was constitutional without a warrant.  Riley v. California, 134 S.Ct. 2473, 2482 (2014).  The Riley 

Court determined that a warrant is required prior to “searching a cell phone seized incident to an 

arrest.”  Id. at 2495.  The Court reasoned that cell phones contain “vast quantities of personal 

information” implicating privacy concerns.  Id. at 2485.  However, The Supreme Court in Riley 

also made sure to be clear the decision was limited to searches incident to arrest.  Id. at 2494 

(“other case-specific exceptions may still justify a warrantless search of a particular phone”). 

Nevertheless, the Fourth Circuit in Kolsuz, decided Riley confirmed the Ninth Circuit law 

requiring reasonable suspicion for searches of cell phones.  Touset, 890 F.3d at 1234.  In Kolsuz, 

the traveler’s phone was taken and sent away for an off-site forensic analysis.  Kolsuz, 890 F.3d at 

                                                             
searched may be carrying contraband.”  United States v. Molina Tarazon, 279 F.3d 709, 712 (9th 
Cir. 2002)(overturned by Flores-Montano, 541 U.S. 149).   
17 In Montoya de Hernandez, The Supreme Court required “reasonable suspicion” for the “non-
routine” action of detaining a traveler suspected of smuggling narcotics in her body at the border 
for an extended period of time.  Montoya de Hernandez, 473 U.S. at 541. 
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136.  The forensic analysis came back with a lengthy report of the data stored on the phone.  Id.  

The Kolsuz court held that reasonable suspicion was required for the forensic search of the phone.  

Id. at 146.  The court relied heavily on the privacy concerns from Riley.  See Id. at 144-46.   

In contrast, the Eleventh Circuit in Touset, declines to “invent heightened constitutional 

protection for travelers who cross our borders with . . . contraband in tow.”  Touset, 890 F.3d at 

1236.  In Touset, border agents forensically searched the electronic devices of a traveler finding 

child pornography.  Id. at 1230.  The court reasoned that “[t]he [g]overnment’s interest in 

preventing the entry of unwanted persons and effects is at its zenith at the international border.  Id. 

at 1235 (quoting Flores-Montano, 541 U.S. at 152).  Specifically noting that “[n]othing in Riley 

undermines [that] interest.”  Id.  Further disagreeing with the position that a “traveler’s privacy 

interest should be given greater weight than the “paramount interest [of the sovereign] in protecting 

. . . its territorial integrity.” Id. (quoting Flores-Montano, 541 U.S. at 153). 

The Touset court also explained that to “require reasonable suspicion for searches of 

electronic devices . . . would create special protection for the property most often used to store and 

disseminate child pornography.”  Id.  The court went on to note the power of the legislature to 

enact laws “to strike a balance between privacy and security in the context of digital searches.”  Id. 

at 1236.  Ultimately taking a position of judicial restraint.  Id. at 1237.  The court reasons “[j]udicial 

restraint is especially important in the context of border searches, ‘where there is a longstanding 

historical practice . . . of deferring to the legislative and executive branches.”  Id. (quoting Kolsuz, 

890 F.3d at 153 (Wilkinson, J., concurring in the judgment)). 

The immediate case, like Kolsuz and Touset, does not involve an intrusive search of 

Defendant’s body.  Indeed, a heightened “reasonable suspicion” standard is to be applied is when 

a person is subjected to “highly intrusive searches of [their] body.”  Id. at 1234.  This case only 
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involves the forensic search of Defendant’s cell phone, merely implicating privacy concerns with 

the information stored in the phone.  The phone is nothing more than a piece of Defendant’s 

property.  The Supreme Court has never required any level of prior suspicion for searches of 

property in the context of the border exception.  Id. at 1233. 

Defendant’s reliance on privacy concerns to dispel the vast amount of precedent that 

suspicion is not required for a search of property at the border is misplaced.  For, “not only is the 

expectation of privacy less at the border than in the interior, . . ., the Fourth Amendment balance 

between the interest of the Government and the privacy right of the individual is also struck much 

more favorably to the Government at the border.”  Montoya de Hernandez, 473 U.S. at 539-40.  

Thus, even if the storage potential of Defendant’s cell phone is given the tremendous weight 

Defendant requests, Defendant’s privacy interests are still going to be outweighed by the 

overwhelming interest the United States has in securing its borders and the safety of its citizens. 

Therefore, this Court should maintain the long-standing precedent that no suspicion is 

required to conduct a forensic search on a traveler’s cell phone when the search is done in the 

context of protecting the integrity of the borders of the United States.   

B. Even if this Court requires reasonable suspicion, there was a reasonable suspicion 
Defendant was involved in illicit activity while crossing the border. 
 
Regardless of what level of suspicion is required, the search of Defendant’s second phone 

was based on a reasonable suspicion.  Under the border exception a requirement of reasonable 

suspicion is the highest level of Fourth Amendment protection.  Kolsuz, 890 F.3d at 147.  A 

reasonable suspicion is a “particularized and objective basis for suspecting the particular person 

of criminal activity.”  United States v. Cotterman, 709 F.3d 952, 968 (9th Cir. 2013) (quoting 

United States v. Cortez, 449 U.S. 411, 417-18 (1981)); Touset, 890 F.3d at 1237.  When assessing 
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whether a reasonable suspicion existed, “the totality of the circumstances” must be viewed.  

Cotterman, 709 F.3d at 968. 

In the instant case, the Government did have a particularized and objective basis for 

suspecting Defendant of criminal activity.  Defendant was flagged for detainment based on 

monitoring data in the JANET system.  No more objective means of monitoring a suspected 

traveler can be attained than reducing their behavior to data points in a computer program.  Also, 

the wealth of suspicious behavior recorded in JANET is more than enough to cause reasonable 

suspicion.  Defendant’s record in JANET shows: (1) Defendant traveled alone during all thirty-

four monitored flights, (2) changed clothes while aboard nine of the thirty-four flights, (3) traveled 

with only a blue duffle bag on all thirty-four  flights, (4) observed his surroundings before making 

any calls inside the airport, (5) used a privacy protector on his electronic devices, and (6) did not 

drink any alcoholic beverages prior to or during any of the thirty-four monitored flights.  While 

these monitored behaviors may appear innocent when viewed in isolation, when viewed in their 

totality they are indicative of involvement in criminal activity.   

In addition, when Agent Michaels was searching Defendant’s duffle bag, a note book was 

found with a calendar of international shipments.  Also, the second phone was found in the duffle 

bag concealed in an interior pocket.  Adding to the suspicious nature of the second phone is the 

fact that it was password protected, even though it had been seemingly been wiped.  Raising the 

question of what the password protection was actually protecting.  Furthermore, after Defendant 

wiped the phone it is suspicious that he would have taken the deliberate action to add a password 

to a phone with essentially no purpose. 

All the foregoing monitored behaviors and suspicions arising out of the initial investigation 

contribute to the totality of the circumstances.  The totality of the circumstances shows there was 



 
 

19 

clearly a reasonable suspicion Defendant was involved in criminal activity.  Thus, even if this 

Court applies the most stringent standard available at the border, that standard has been met here. 

C. The good faith doctrine also prevents exclusion of evidence obtained from the forensic 
search of Defendant’s second phone. 
 
Alternatively, this Court need not decide the Fourth Amendment issue.  See United States 

v. Molina-Isidoro, 884 F.3d 287, 290 (5th Cir. 2018).  The good faith exception prevents the fruits 

of a search from being suppressed when the Government acts “with the objectively reasonable 

belief that their actions did not violate the Fourth Amendment.”  Id. (citing United States v. Leon, 

468 U.S. 897, 918 (1984)).  Additionally, courts “may apply the good-faith exception without 

deciding the underlying constitutional issue.  Id. (citing Leon, 468 U.S. at 924-25).  Thus, even if 

the search of Defendant’s second phone were to be found unconstitutional, the evidence should 

not be excluded if the agents “acted reasonably in light of the law existing at the time of the search.” 

Id. 

It has been well demonstrated that the state of the law regarding warrantless forensic 

searches of electronic devices in the context of border searches is in a state of tremendous flux.  

The Supreme Court has never required any level of prior suspicion for searches of property in the 

context of the border exception.  Touset, 890 F.3d at 1233.  Very few “of the many federal cases 

addressing border searches of electronic devices have ever required any level of suspicion.”  

Molina-Isidoro, 884 F.3d at 293.  In addition, the most recent cases giving guidance on the issue 

were decided after Defendant’s second phone was seized for forensic investigation.  Indeed, there 

remains no binding authority requiring any level of suspicion prior to searching a cell phone in the 

context of a border search.  Thus, the Government acted with the objectively reasonable belief that 

the search of Defendant’s second phone was lawful.  Therefore, even if this Court finds the search 



 
 

20 

to be unconstitutional, the good faith doctrine prevents exclusion of evidence obtained through the 

search of the phone. 

CONCLUSION 

 The categorical approach should be utilized in determining whether an act or conduct is 

considered a “crime of violence.  However, even if this Court chooses to apply the “ordinary case” 

standard, the residual clause under  924(c) still passes constitutional muster, and therefore, is 

within the purview of charges offered by the United States.  Therefore, this Court should deny 

Defendant’s Motion to Dismiss. 

In addition, the forensic search of Defendant’s second phone did not require any suspicion 

because the search falls within the long-standing border exception.  However, even if this Court 

were to require prior suspicion, the Government in this case did have a reasonable suspicion 

Defendant was involved in criminal activity.  The highest standard ever required in the context of 

a border search.  Alternatively, the fact that the Government operated in “good faith,” in light of 

the fluctuating law regarding border searches of electronic devices, prevents exclusion of evidence 

obtained from Defendant’s second phone.  Thus, this Court should deny Defendant’s Motion to 

Suppress. 

WHEREFORE, the United States requests this Court deny both Defendant’s Motion to 

Dismiss and Motion to Suppress. 
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