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INTRODUCTION 

Defendant Mendoza has moved this court to dismiss Count II of the indictment in light of 

the Supreme Court’s April 2018 decision in Sessions v. Dimaya. Defendant has also moved this 

court to suppress the evidence obtained by the government by searching Mendoza’s phone. This 

court requested both parties draft memoranda of law on the following issues: 

(1) Does the residual clause of 18 U.S.C § 924(c) endure constitutional scrutiny, and 

(2) Was the search of Mendoza’s phone permissible under the Fourth Amendment’s border 

exception? 

In Johnson v. United States, the Supreme Court struck down the residual clause of the 

Armed Career Criminal Act (ACCA) as unconstitutionally vague. The Court ruled the residual 

clause (1) failed to guide courts in determining an “ordinary” version of a crime, and (2) failed to 

instruct courts how much risk of violence qualified a crime as a “violent felony.” In Sessions v. 

Dimaya, the same logic stuck down the residual clause of § 16(b). The Dimaya decision rejected 

arguments that textual differences between § 16(b) and the ACCA controlled. Mendoza is charged 

under § 924(c)(3)’s residual clause, which is a word-for-word copy of § 16(b)’s residual clause. In 

this case, the reasoning of Johnson and Dimaya control; Count II of the indictment must be 

dismissed.   

Warrantless searches of cell phones are unconstitutional searches because they are 

extensive, and extremely invasive, out-balancing law enforcement’s interest in fighting crime. To 

search cell phones at a US port of entry, law enforcement must have at least reasonable suspicion 

of criminality. Law enforcement did not have reasonable suspicion to conduct a search of 

Mendoza’s cell phone because no facts existed to give rise to a reasonable suspicion that law 

enforcement would find evidence of criminality.   
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THEREFORE, Defendant respectfully requests this court to grant the motion to dismiss 

Count II of the indictment and grant the motion to suppress the evidence of the illegal search of 

Defendant’s cell phone. 

STATEMENT OF FACTS 

Jason Mendoza has been charged with one count of Distribution of a Controlled Substance 

in violation of 18 U.S.C. § 841(a)(1) and one count of Possession of a Destructive Device in 

Furtherance of a Crime of Violence (18 U.S.C. § 924(c)(3)(B)(ii)), in violation of 18 U.S.C. § 

844(i). (Indictment, United States v. Jason Mendoza, Case No.: 15:18-CR-00777-NB-EE). 

About one month prior to being charged, on March 31, 2018, Jason Mendoza was detained 

at the Cape Adams International Airport subject to the Fun and Friendly Skies (FFS) domestic 

surveillance program. (Aff. at 2-3). The FFS program is an aviation security monitoring program. 

(Aff. at 3). To fulfill its mission, FFS uses a “proprietary algorithm and software program” called 

the Justified Assessment and Notification Emergency Tracker (JANET). JANET collects data on 

citizens’s travel history, behavior, and “other criteria” in order to identify potential terrorists. (Aff. 

at 3). JANET collects data on travel frequency, length of time between travel, “known concerns or 

threats” at points of departure and arrival, and a citizen’s conduct within an airport. (Aff. at 4). 

JANET also removes information regarding age, gender, race, ethnicity, and known religious 

affiliations. (Aff. at 3). 

In addition to all this data, JANET also collects data on citizens’s patterns of movement 

inside airport terminals, boarding times and methods, nature of luggage, eating and drinking 

patterns, physical observations, interactions with other citizens, variation in behavior and 

identified movements, manner of transportation to and from airports, noticeable changes in 
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appearance, and items located with or on citizens. (Aff. at 4). JANET provides continuous 

notification to Federal Air Marshals. 

Although not under investigation, all United States citizens are automatically monitored by 

JANET upon entry into the United States through a port of entry. (Aff. at 3). FFS was started in 

February 2018 and since then has monitored approximately 7,500 citizens. (Aff. at 3). If a citizen 

is selected for further monitoring, a team of air marshals are put on his or her next flights. Those 

air marshals continue to monitor all the citizens’s actions including timing of movements, sleeping 

patterns, conversations, “amongst other factors.” (Aff. at 4). The observations of the air marshals 

are also uploaded to JANET. (Aff. at 4). 

Since FFS monitors all citizens entering the US through a port of entry, A citizen is only 

selected for continued monitoring at the discretion of US Customs and Border Protection agents. 

(Depo. of St. Claire at 8). These agents select citizens for continued monitoring without any 

oversight and are not given any criteria for flagging a citizen. (Depo. of St. Claire at 8). These 

agents are also given financial bonuses for correctly selecting a citizen for continued monitoring. 

(Depo. of St. Claire at 8).  

The full extent or capabilities of the FFS program or its JANET algorithm is unknown. The 

government cites six reasons for continuing to monitor Mendoza. However, there is nothing in the 

record which points out why those reasons made Mendoza appear suspicious.  

On March 31, 2018, Mendoza arrived at Cape Adams International Airport from 

Vancouver, Canada. (Aff. at 4). Mendoza was flagged by FFS on February 6, 2018 (5 days after 

FFS launched), because between February 5 and March 31, he had taken thirty-four flights. (Aff. 

at 4). In addition to his flights, FFS suspected him because during his flights he (1) traveled alone, 

(2) changed clothes on nine of the flights, (3) carried only a blue duffle bag, (4) looked around 
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before making any phone calls while he was in the airport, (5) protected his privacy with a laptop 

and smart phone screen, and (6) did not drink alcohol at any time. (R. 6). Again, the government 

gives no indication why these six factors made Mendoza appear suspicious.  

SA Michaels interviewed Mendoza during his detention. During the interview, Mendoza 

stated he was traveling internationally for his work as an independent food and beverage distributor 

working for the Wing Dump. (Aff. at 7). The Wing Dump is a restaurant and bar which is currently 

expanding into the Asian and European markets. (Aff. at 7). 

After a only two questions, SA Michaels – without a warrant or consent – then picked up 

a blue duffle bag that belonged to Mendoza. (Aff. at 7). Without authorization from Mendoza, SA 

Michaels opened up the bag and searched it. (Aff. at 7). SA Michaels never asked Mendoza for his 

consent. Inside the bag, he found an Apple laptop computer and charger, miscellaneous clothes 

and toiletries, as well as a notebook. (Aff. at 7). SA Michaels then opened the notebook, which 

contained a list of international shipments dating back to March of 2015. (Aff. at 7).  SA Michaels 

then had the notebook copied. (Aff. at 7). As SA Michaels placeed the items back in the bag, he 

noticed an iPhone 6 in an inside pocket. (Aff. at 8). SA Michaels then turned the phone on and 

asked Mendoza for the password of the phone. (Aff. at 8). 

After telling Mendoza that he had no privacy, essentially that Mendoza was required to 

give up his password, Mendoza told SA Michaels the password to the iPhone 6., which was “B-

O-R-T-L-E-S.” (Aff. at 8). The iPhone 6 appeared to have no data in its memory. (Aff. at 8). 

Mendoza explained that this was because his iPhone 6 had become corrupted when using Wi-Fi in 

Vancouver, Canada. (Aff. at 8) . 

SA Michaels at this point informed Mendoza that he would be seizing his iPhone 6 for 30 

days to be searched by a forensic examiner. (Aff. at 8-9). Mendoza protested; he urged SA 
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Michaels to call his lawyer, but SA Michaels declined. (Aff. at 9). Mendoza was then told he could 

leave without the iPhone 6 if he wanted to. (Aff. at 9). Mendoza then left. (Aff. at 9). 

After Mendoza left, SA Michaels gave the iPhone 6 he had confiscated from Mendoza to 

Department of Homeland Security Cyber Analyst Vic Sengupta to run a full forensic search of the 

phone. (Aff. at 9). Sengupta informed SA Michaels that such a search would take two to four 

weeks. (Aff. at 9). 

Continuing with his investigation, SA Michaels then contacted the TSA on April 3, 2018 

to review Mendoza’s full travel history. (Aff. at 9). This search informed SA Michaels that 

Mendoza had taken 196 flights between October 26, 2015 and March 31, 2018, with 58% of those 

flights being international. (Aff. at 9). 

SA Michaels received a letter from the Federal Defenders on April 16, 2018, demanding 

the return of Mendoza’s iPhone 6. (Aff. at 9-10). SA Michaels ignored the letter without consulting 

anyone. (Aff. at 10). SA Michaels got an email from Sengupta detailing the results of Sengupta’s 

search of Mendoza’s iPhone 6. (Aff. at 10). Among the data found were text messages between 

Mendoza (using the name “Jianyu Li,” a suspected member Tahani’s gang, a Russian criminal), 

Seth Oliver, and Derek Hofstetler. (Aff. at 10). These messages detailed international meetings 

(Canada, Australia, the UAE, Columbia, Russia, Germany, and Singapore) and discussions of food 

shipments for the Wing Dump. (Aff. at 10). These food shipments were called “drumsticks” in the 

text messages. (Aff. at 10). 

SA Michaels now believes, based on Mendoza’s travel patterns and his text messages, that 

he is a member of the 60-PDC gang. (Aff. at 11). On April 26, 2018, SA Michaels reviewed the 

security camera footage of the Metts City Wing Dump. (Aff. at 11). The footage, going back to 

December 1, 2015, showed Mendoza arriving weekly along with the shipments of food for the 
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Wing Dump. (Aff. at 11). Derek Hofstetler, the manager for Wing Dump would then pay Mendoza, 

and Mendoza would the leave with a red duffle bag. (Aff. at 12). Ten times SA Michaels saw 

Mendoza take a quarter-sized bag, which SA Michaels thought contained drugs, out of the red 

duffle bag, and sell it to an employee of the Wing Dump. (Aff. at 12). On March 25, 2018, Mendoza 

can be seen in a physical confrontation with Trevor Scott, a known Immortal Beings gang member. 

(Aff. at 12). In that confrontation, Mendoza’s bag opens and spills a tan powder that SA Michaels 

takes to be drugs. (Aff. at 12). 

After obtaining a warrant on April 30, 2018, SA Michaels arrived at Mendoza’s home at 

6:42 pm, April 30, 2018. (Supp. Aff. at 1). Finding Mendoza not there, SA Michaels drove to 

where Mendoza’s car has been located, 99 Scully Drive, at 2:32 am the next morning. (Supp. Aff. 

at 1). While en route, SA Michaels got a call from another officer that someone, who appeared to 

resemble Mendoza, was seen throwing a flaming object at the Pie Hard Bakery, located at 102 

Scully Drive. The Pie Hard Bakery is owned by Trevor Scott’s wife Paula Ouncerock. (Supp. Aff. 

at 1-2). SA Michaels then arrived at Mendoza’s car at 3:02 am. (Supp. Aff. at 2). He saw Mendoza 

getting into his car, told Mendoza to get out of the car, and then arrested him. (Supp. Aff. at 2). 

After reading Mendoza his rights from the US Attorney-issued card, SA Michaels patted Mendoza 

down, finding a BIC cigarette lighter in his pocket. (Supp. Aff. at 2). SA Michaels then walked 

over to the bakery to observe the damage. (Supp. Aff. at 2). He saw a small, contained fire, smelled 

alcohol, and saw broken glass. (Supp. Aff. at 2). Based on his observations, SA Michaels 

concluded that Mendoza had thrown a “Molotov cocktail” into the bakery. (Supp. Aff. at 3)
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ARGUMENT 

I. 18 U.S.C. § 924(c)(3)(B) is Unconstitutionally Vague, Offending the Constiution’s 

Guarantee of Due Process  

 

The Fifth Amendment to the Constitution has long been held to prohibit vague statutes as 

not conforming to “ordinary notions of fair play and the settled rules of law.” Connally v. Gen. 

Const. Co., 46 S. Ct. 126, 127 (1926). Vague statutes fail to put potential defendants on notice as 

to what specific conduct is proscribed. Sessions v. Dimaya, 138 S. Ct. 1204, 1212 (2018). The 

void-for-vagueness doctrine guards against arbitrary law enforcement by providing clear standards 

for prosecutors, judges, and juries to follow. Id.   

In Johnson v. United States, the Supreme Court found that the Armed Career Criminal 

Act’s (ACCA) residual clause, analyzed under the categorical approach, was unconstitutionally 

vague. Johnson v. United States, 135 S. Ct. 2551, 2557 (2015). Applying the same reasoning in 

April 2018, the Supreme Court found the residual clause of 18 U.S.C. § 16 was also 

unconstitutionally vague under the categorical approach. Dimaya, 138 S. Ct. at 1223. As discussed 

below, § 924(c)(3)’s residual clause is too vague to survive constitutional scrutiny because its 

language is “materially identical” to that of § 16’s residual clause. Gov't's Br. 12, Sessions v. 

Dimaya, S. Ct. No. 15-1498 (Nov. 14, 2016). 

A. The Categorical Approach Applies to 18 U.S.C. § 924(c)(3)(B) 

 

While the Supreme Court has yet to interpret 18 U.S.C. § 924(c) under the categorical 

approach, the Court has used the categorical approach to interpret every other residual clause it 

has encountered, including the ACCA and § 16(b). While the Johnson decision later invalidated 

the ACCA’s residual clause, the decision in United States v. Taylor established the framework 
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under which courts should interpret residual clauses elsewhere in the code. Taylor v. United States, 

110 S. Ct. 2143 (1990). 

The categorical approach was first introduced by the Supreme Court as the correct way to 

read the ACCA’s residual clause in order to determine if particular predicate crimes fell within its 

ambit. Taylor, 110 S. Ct. at 2159. The Taylor court reasoned the approach was necessary given 

the legislative history of the ACCA, indicating that Congress intended the courts to look to the 

generic definition of crimes. Id. at 2158. The Court also reasoned the categorical approach was 

needed to avoid the confusion that would ensure were the courts to look beyond a generic definition 

of crimes and attempt to determine the facts of a particular crime that may have been committed 

years in the past. See Id. at 2159-60.  

In deciding whether predicate crimes qualify as “crimes of violence” under § 924(c)(3), 

following the categorical approach comports with the Supreme Court’s treatment of similar 

statutes including the ACCA and 18 U.S.C. § 16. Johnson, 135 S. Ct. at 2557; Dimaya, 138 S. Ct. 

at 1212. The categorical approach has also been followed by the majority of federal circuits 

interpreting § 924(c)(3). United States v. Taylor, 814 F.3d 340, 378 (6th Cir. 2016); United States 

v. Hill, 832 F.3d 135, 139 (2d Cir. 2016); United States v. Prickett, 839 F.3d 697, 698 (8th Cir. 

2016); United States v. Eshetu, 898 F.3d 36, 37 (D.C. Cir. 2018); Ovalles v. United States, 861 

F.3d 1257, 1263 (11th Cir. 2017); In re Hubbard, 825 F.3d 225, 230 (4th Cir. 2016); United States 

v. Salas, 889 F.3d 681, 686 (10th Cir. 2018).  

18 U.S.C. § 924(c) enhances the penalty for “crimes of violence.” Under the statutory 

scheme, anyone found possessing a firearm “during and in relation to any crime of violence,” will 

be punished an additional five years. 18 U.S.C. § 924(c)(1)(A) (2018). The statute defines “crimes 

of violence” as: 
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(3) For purposes of this subsection the term “crime of violence” means an offense 

that is a felony and . . . 

(B) that by its nature, involves a substantial risk that physical force against the 

person or property of another may be used in the course of committing the offense.  

18 U.S.C. § 924(c)(3) & (3)(B) (2018). (emphasis added) The final clause of the statute is § 

924(c)(3)’s residual clause.   

  Because the language of both the ACCA and § 16(b) are so similar to § 924(c)(3) (in the 

case of § 16(b), they are “materially identical” Gov't's Br. 12, Sessions v. Dimaya), and because 

the weight of circuit authority interprets § 924(c)(3) under the categorical approach, it is the 

necessary vehicle to scrutinize the statute.  

B. Under the Categorical Approach, 18 U.S.C. § 924(c)’s Residual Clause Fails under 

the Void-for-Vagueness Doctrine 

 

The Supreme Court held in April 2018 that § 16(b)’s residual clause – which is identical 

to § 924(c)(3)’s residual clause – was unconstitutionally vague under the categorical approach. 

Dimaya, 138 S. Ct. at 1210. The same vagueness plagues § 924(c)(3)(B).  

The categorical approach requires courts to put aside the facts of how a crime was actually 

committed and focus on “how the law defines the offense.” Johnson, 135 S. Ct. at 2557. This 

requires courts to “picture the kind of conduct that the crime involves in ‘the ordinary case,’ and 

to judge whether that abstraction” falls within the ambit of the residual clause. Id. (quoting James 

v. United States, 127 S. Ct. 1586, 1597 (2007), overruled by Johnson v. United States, 135 S. Ct. 

2551 (2015)).  

In Johnson, the Supreme Court struck down the residual clause of the ACCA because (1) 

there was no method of predictably determining the “ordinary” crime and thus no way to accurately 

measure its risk, and (2) even if the “ordinary” version of a crime could be agreed on, there was 

no way to determine how much risk was permissible before any crime became a “violent” felony. 



4 

 

Id. at 2557-58. ACCA’s residual clause defined a “violent felony” as “any crime punishable by 

imprisonment for a term exceeding one year . . . that . . . is burglary, arson, or extortion, involves 

use of explosives, or otherwise involves conduct that presents a serious potential risk of physical 

injury to another[.]” 18 U.S.C. § 924(e)(2)(B)(ii) (2018). The Johnson Court stressed that there 

was no reliable method, outside of judicial imagination, of determining the “ordinary” version of 

the crime. Johnson, 135 S. Ct. at 2557. (quoting United States v. Mayer, 560 F.3d 948, 952 (9th 

Cir. 2009) (“How does one go about deciding what kind of conduct the ‘ordinary case’ of a crime 

involves? ‘A statistical analysis of the state reporter? A survey? Expert evidence? Google? Gut 

instinct?’”)). 

The second fatal flaw of the ACCA, the Court stressed, was the fact that the residual clause 

gave no direction as to how much risk could be tolerated before a crime crossed the threshold into 

becoming a “violent felony.” Id. at 2558. In other words, the ACCA did not indicate where the 

“violent felony” threshold was. Id. (“It is one thing to apply an imprecise “serious potential risk” 

standard to real-world facts; it is quite another to apply it to a judge-imagined abstraction.”) The 

Court noted that while one of these two flaws, standing alone, would not render the clause void, 

the “[t]wo features of the residual clause conspire to make it unconstitutionally vague.” Id. at 2557. 

While the Court mentioned other factors that contributed to the demise of ACCA’s residual clause, 

neither the Court’s long, persistent attempts to find the clause constitutional, nor the ambiguity 

created by the clause’s list of enumerated crimes, were dispositive. Id. at 2558.  

The Court followed the Johnson reasoning in Sessions v. Dimaya to find the residual clause 

of § 16(b) also unconstitutionally vague. Dimaya, 138 S. Ct. at 1210 (“[Does] a similarly worded 

clause . . . suffers from the same constitutional defect[?] Adhering to our analysis in Johnson, we 

hold that it does”). While the Johnson court was cautious to point out that it was not calling into 
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question other residual clauses, the Dimaya Court found it “a straightforward decision, with 

equally straightforward application” to invalidate § 16(b)’s residual clause. Dimaya, 138 S. Ct. at 

1213.  

18 U.S.C. § 16(b)’s residual clause defines a “crime of violence” as “any other offense that 

is a felony and that, by its nature, involves a substantial risk that physical force against the person 

or property of another may be used in the course of committing the offense.” 18 U.S.C. § 16(b) 

(2018). The Court in Dimaya again focused on (1) the unpredictable judge-imagined “ordinary” 

case of a crime and (2) “some not-well-specified-yet-sufficiently-large degree of risk” to qualify 

that imagined “ordinary” case of the crime as a “crime of violence.” Dimaya, 138 S. Ct. at 1215-

16.  

C. Textual Differences Cannot Save 18 U.S.C. § 924(c)(3)(B) 

While Johnson and Dimaya control this case, there are differences in the text of the ACCA 

residual clause and the § 924(c)(3) residual clause that merit attention. The two clauses diverge at 

three key points. First, the ACCA contains the phrase “serious potential risk of physical injury,” 

(emphasis added) while § 924(c)(3)(B) focuses on a “substantial risk that physical force . . . may 

be used[.]” 18 U.S.C. § 924(e)(2)(B)(ii); § 924(c)(3)(B). Second, the ACCA focuses on injury, 

while § 924(c)(3)(B) focuses on force. Id. § 924(e) & (c). Third, § 924(c)(3)(B) contains the 

language “in the course of committing,” while ACCA lacks any similar language. Id. These 

differences may somewhat hone a judge’s imagining of an “ordinary” crime, making that abstract 

image of criminality more concrete, and thus more applicable; they may also more accurately guide 

the judge’s determination of how much risk it takes, for a judicially-imagined crime, to qualify as 

a “crime of violence.” Dimaya, 138 S. Ct. at 1236-38 (Roberts, J., dissenting). While these textual 
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differences may make § 924(c)(3) less open-ended than the ACCA, ultimately they are 

“distinctions without a difference.” Shuti v. Lynch, 828 F.3d 440, 448 (6th Cir. 2016).  

1. 18 U.S.C. § 924(c)(3)(B)’s “In the Course of Committing the Offense” 

Language Does Not Render it Constitutional 

 

It does not greatly narrow the issue that § 924(c)(3) focuses simply on risk “in the course 

of committing the offense,” which presumably bars a court from considering any conduct which 

may or may not occur after a crime. See Dimaya, 138 S. Ct. at 1235-36 (Roberts, J., dissenting). 

Not having any such language, the ACCA is susceptible to a construction which invites judges to 

consider conduct occurring after the elements of the crime have already been met, sweeping in 

more conduct that could be a “violent felony.” Id. However, § 924(c)(3)’s “in the course of” 

language narrows the inquiry only slightly. While § 924(c)(3)’s “ordinary” version of a crime may 

involve less conduct than the ACCA’s, it is no less a product of judicial imagination – just like the 

ACCA’s residual clause.   

Not only was this argument explicitly rejected by the Dimaya decision, but “every offense 

that could have fallen within ACCA's residual clause might equally fall within § 16(b). And the 

difficulty of deciding whether it does so remains just as intractable.” Dimaya, 138 S. Ct. at 1220; 

See Salas, 889 F.3d at 684-685; In re Hubbard, 825 F.3d 225, 233 (4th Cir. 2016); United States 

v. Vivas-Ceja, 808 F.3d 719, 722 (7th Cir. 2015); but see Ovalles v. United States, 861 F.3d 1257, 

1263-64 (11th Cir. 2017), opinion vacated by Ovalles v. United States, 889 F.3d 1259 (11th Cir. 

2018); United States v. Eshetu, 863 F.3d 946, 955 (D.C. Cir. 2017), opinion vacated in part on 

reh'g by United States v. Eshetu, 898 F.3d 36 (D.C. Cir. 2018); United States v. Gonzalez-

Longoria, 831 F.3d 670, 676 (5th Cir. 2016), judgment vacated by Gonzalez-Longoria, 138 S. Ct. 

2668 (2018) in light of Sessions v. Dimaya, 138 S. Ct. 1204 (2018). 
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2. 18 U.S.C. § 924(c)(3)(B)’s Focus on “Substantial Risk” Rather than 

“Potential Risk” Does Not Render it Constitutional  

 

Another textual difference between the ACCA and § 924(c)(3)(B) is the ACCA’s focus on 

“serious potential risk” as opposed to § 924(c)(3)(B)’s focus on “substantial risk.” This makes the 

inquiry under § 924(c)(3)(B) “is more bounded; it requires courts to . . . determine whether the 

offense category “naturally involve[s] a person acting in disregard of the risk that physical force 

might be used against another in committing an offense.” Gonzalez-Longoria, 831 F.3d at 676, 

judgment vacated by Gonzalez-Longoria, 138 S. Ct. 2668 (2018) in light of Sessions v. Dimaya, 

138 S. Ct. 1204 (2018) (quoting Leocal v. Ashcroft, 125 S. Ct. 377, 381 (2004)). 

However, the residual clause of § 924(c)(3) still offers no instruction on how to measure 

the risk posed by the “ordinary” version of a crime. It may help a judge to determine what an 

“ordinary” crime looks like, but even if it does somewhat, it does not aid the judge is deciding how 

much force it takes to qualify as a “crime of violence.”  

While the ACCA’s language does lend itself to sweeping in criminal conduct that falls 

outside the strict elements of a crime, § 924(c)(3)(B) still offers a judge no way to “correctly” 

imagine an “ordinary” version of a crime. Vivas-Ceja, 808 F.3d at 722. The residual clause, by its 

nature, requires judges, just like in the ACCA, to ignore the defendant’s actual conduct, and 

imagine the “ordinary” case of the crime. The Johnson decision only approved of a “substantial” 

risk standard in “laws that call for the application of a qualitative standard such as “substantial 

risk” to real-world conduct.” Johnson, 135 S. Ct. at 2561. 

The problems that plagued the ACCA and § 16(b) remain. Even if the focus on “substantial 

risk,” rather than “serious potential risk” does marginally help a judge determine what the 

“ordinary” crime looks like, there is still the problem of how to measure the risk posed by that 
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imagined “ordinary” crime. The missing “potential” language in § 924(c)(3)(B) does limit the 

inquiry, but does nothing to resolve the vagueness issue.  

3. 18 U.S.C. § 924(c)(3)(B)’s Focus on “Force” Rather than “Injury” Does Not 

Render it Constitutional 

 

In choosing to include the word “force” rather than “injury” in § 924(c)(3)(B), the statute’s 

drafters may have presumably chosen to focus a court’s attention on only a defendant’s acts, rather 

than on any consequences of a defendant’s acts, but it does not eliminate so much uncertainty for 

the statute to pass constitutional muster. Dimaya, 138 S. Ct. at 1236-37 (Roberts, J., dissenting). 

Simply put, the argument goes, “[r]isk of physical force is more definite than risk of physical 

injury[.]” Gonzalez-Longoria, 831 F.3d at 676, judgment vacated by Gonzalez-Longoria, 138 S. 

Ct. 2668 (2018) in light of Sessions v. Dimaya, 138 S. Ct. 1204 (2018). However, the Dimaya 

decision expressly rejected this argument, and it again does nothing to resolve the problem of 

guiding a court to imagine the proper, “ordinary” case of a crime. “For those reasons, the 

force/injury distinction is unlikely to affect a court's analysis of whether a crime qualifies as 

violent. All the same crimes might—or, then again, might not—satisfy both requirements.” 

Dimaya, 138 S. Ct. at 1221.  

In trying to imagine the “ordinary” version of a crime, a court is presumably barred by § 

924(c)(3)(B)’s language from considering what might happen to anyone when a defendant 

commits a crime, to only considering the what force a defendant will use. The use of the word 

“force” in § 924(c)(3)(B) focuses the inquiry simply on what acts defendants normally take in the 

hypothetical, “ordinary” version of the crime, not the consequences of those acts.  

This textual differences simply chops off a chuck of the vagueness from the statute; it 

leaves plenty of vagueness behind to render it unconstitutional. While not including the 
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consequences of the imaginary defendant’s act, it still leaves the question of how much force does 

that imaginary defendant actually employ in the “ordinary” version of the crime? Does the 

“ordinary” burglar forcibly enter a home at gunpoint? Or, does that burglar wait until the home’s 

residents have left, and enter through a broken window? This uncertainty, combined with the 

problem of estimating how much force is needed to make the crime “violent,” and the statute is 

rendered inevitably unconstitutionally vague. If the textual difference could not save § 16(b), it 

cannot save § 924(c)(3)(B).  

There is no doubt that these three textual differences do narrow the focus of § 924(c)(3)(B) 

in ways that the ACCA was wide-ranging and more unpredictable. Yet none of them can solve the 

problem at the heart of applying the categorical approach to § 924(c)(3)(B) – how judges are 

supposed to predictably conceive of an “ordinary” case of a crime, assess the risk posed by that 

imagined crime, and determine whether or not the crime is one of “violence” or not. The language 

of § 924(c)(3)(B) may be a step in the right direction, but simply being more narrow than the 

ACCA is not enough to comport the Constitution’s standard.  

D. Under the Categorical Approach, 18 U.S.C. § 924(c)(3)(B) Flaw Are Identical to 

18 U.S.C. § 16(b)’s Flaws  

 

The statute at issue, § 924(c)(3), defines a “crime of violence” as a crime as:  

“that by its nature, involves a substantial risk that physical force against the person 

or property of another may be used in the course of committing the offense.”  

18 U.S.C. § 924(c)(3)(B) (2018). The now-void-for-vagueness § 16(b) defines a crime of violence 

as: 

any other offense that is a felony and that, by its nature, involves a substantial risk 

that physical force against the person or property of another may be used in the 

course of committing the offense. 

18 U.S.C. § 16(b) (2018).  
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The two residual clauses are nearly verbatim, mirror matches of each other, and thus § 

924(c)(3)(B) suffers the same constitutional flaws identified by the Supreme Court in Dimaya. 

In keeping with the Supreme Court’s precedent in Taylor, applying the categorical 

approach to this residual clause, a court would need to consider the crime as it is defined in the 

law, regardless of the facts of the crime at issue. See Taylor, 110 S. Ct. at 2159-60; Johnson, 135 

S. Ct. at 2557; Dimaya, 138 S. Ct. at 1211; Salas, 889 F.3d at 686. For example, how would a 

court determine if an “ordinary” burglary can be enhanced by § 924(c)(3)? Even assuming a nexus 

between the predicate crime, burglary, and a firearm, does an “ordinary” burglary entail a 

confrontation? Is that confrontation “violent?” Or, does it entail a burglar being easily scared off 

by an assertive homeowner? Johnson, 135 S. Ct. at 2558 (“[A] homeowner ... may give chase, and 

a violent encounter may ensue . . . [or] any confrontation that occurs during an attempted burglary 

is likely to consist of nothing more than the occupant's yelling ‘Who's there?’ from his window, 

and the burglar's running away”). The § 924(c)(3) residual clause offers no reliable way to 

determine what an “ordinary” burglary, or any other crime, looks like.  

That uncertainty combined with § 924(c)(3)(B)’s silence on how much “substantial risk” 

qualifies any “ordinary” crime as a “crime of violence,” and § 924(c)(3)’s residual clause is in the 

same trouble as the ACCA. Salas, 889 F.3d at 686; Eshetu, 898 F.3d at 37 (“We therefore discern 

no basis for a different result here from the one in Dimaya”) (reversing United States v. Eshetu, 

863 F.3d 946 (D.C. Cir. 2017) (finding § 924(c)(3)(B) not unconstitutionally vague)). Because § 

924(c)(3) gives no guidance on how to reliably construct the “ordinary” version of a given crime 

and subjects that indeterminate construction to an unknown threshold of risk, its residual clause 

fails to comport with due process.  
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Therefore, since the Supreme Court announced in Taylor that residual clauses, like § 

924(c)(3)(B), are read through the lens of the categorical approach, it has invalidated ACCA’s 

residual clause in Johnson and § 16(b)’s residual clause in Dimaya. It invalidated both statutory 

provisions (after several attempts to uphold ACCA’s residual clause over nine years) because (1) 

they do not give clear guidance on how judges must picture an “ordinary” version of a crime, and 

(2) even if an idealized “ordinary” crime could be settled, the statute gives no indication at what 

level of risk a crime becomes “violent.” And, because §924(c)(3)’s residual clause is “materially 

identical” to § 16(b)’s residual clause, § 924(c)(3)(B) must be held void for vagueness. 

II. The Warrantless Search of Mendoza’s iPhone 6 is not Covered by the Border 

Exception to the Fourth Amendment and is therefore Unconstitutional 

 

Forensic searches of cellphones at the border are so intrusive as to constitute a non-routine 

search, therefore they are not covered by the border search exception to the 4th amendment, 

rendering them unconstitutional. Absent more precise guidance from the founding era, the 

Supreme Court generally determines whether to exempt a given type of search from the warrant 

requirement “by assessing, on the one hand, the degree to which it intrudes upon an individual's 

privacy and, on the other, the degree to which it is needed for the promotion of legitimate 

governmental interests.” Riley v. California, 134 S. Ct. 2473, 2484 (2014). Generally, routine 

searches made at the border are reasonable simply by virtue of the fact that they occur at the border. 

United States v. Ramsey, 616, 97 S. Ct. 1972, 1978 (1977). This does not mean, however, that at 

the border “anything goes.” United States v. Seljan, 547 F.3d 993, 1000 (9th Cir. 2008). Some 

searches of property may be so destructive or intrusive as to require particularized suspicion even 

at the border. United States v. Flores-Montano, 124 S. Ct. 1582, 1587 (2004). Searches “beyond 

the scope of a routine customs search and inspection” require a showing of reasonable suspicion 
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to be considered constitutional. United States v. Montoya de Hernandez, 105 S. Ct. 3304, 3310 

(1985); United States v. Cortez, 101 S. Ct. 690, 695 (1981).  

A. Cellphone Searches are Non-routine Searches due to their Intrusive Nature 

 

The Supreme Court determined in Riley v. California that a forensic search of a cell phone’s 

data requires a warrant supported by probable cause; such searches cannot be performed incident 

to arrest. Riley, 134 S. Ct. at 2485. The Court reasoned that many of the more than 90% of 

American adults who own a cell phone keep on their person a digital record of nearly every aspect 

of their lives — from the mundane to the intimate. Id. at 2490. The Court noted that a cell phone 

search would typically expose to the government far more than the most exhaustive search of a 

house. Id. at 2491. The vastness of the data available, coupled with the intimate nature of the 

information,  led the Court to find that the government’s interest in searching cell phones was not 

outweighed by the privacy interests of the individual being searched. Id. at 2485.  

Notwithstanding a traveler's diminished expectation of privacy at the border, a search is 

still measured against the Fourth Amendment's reasonableness requirement, like the analysis in 

Riley, which considers the nature and scope of the search. United States v. Cotterman, 709 F.3d 

952, 963 (9th Cir. 2013). The Supreme Court has never defined the precise dimensions of a 

reasonable border search, instead pointing to the necessity of a case-by-case analysis. Id.  

A forensic border search of a traveler’s cell phone is not routine. Id. In Cotterman, after 

their initial search at the border, customs agents made copies of Cotterman’s hard drives. Id. at 

966. The agents then performed forensic evaluations of the computers that took days to turn up 

contraband. Id. The Court held that an exhaustive forensic search of a copied laptop hard drive 

intrudes upon privacy and dignity interests to a far greater degree than a cursory search at the 

border. Id. The Court reasoned that the search was essentially a computer strip search. Id. The 
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Court noted that the search conducted was equivalent to a search of a person's suitcase, in that it 

could reveal not only what the bag contained on the current trip, but everything it had ever carried. 

Id. at 965. 

B. The Forensic Search of  Mendoza’s Phone Was Both Intrusive and Expansive 

 

The data that this search and seizure revealed was both expansive and intrusive in nature. 

The search was expansive due to the breadth of data that was at the fingertips of law enforcement. 

As in Riley, where officers searched a laptop for days and turned up enough information to fill 

suitcases, in the present case officers had access to all of  Mendoza’s electronic activities on his 

cell phone and took weeks to review all of the data. (Aff. at 9). Text messages were found and 

reviewed dating all the way back to 2015. (Aff. at 10).  

It is unclear how many irrelevant text messages, videos, and pictures were recovered, but 

the totality of what was uncovered was voluminous. Sengupta stated: “You wouldn’t believe how 

much time  Mendoza spent watching stupid videos on that phone.” Transcript of Deposition of Vic 

Sengupta at 8, United States v. Mendoza, (No. 15:18-CR-00777-NB-EE) (July 31, 2018).  

Sengupta did a complete and exhaustive search of all data on Mendoza’s phone. In the same way, 

officers in Cotterman conducted a “painstaking” search of Cotterman’s hard-drive which the court 

likened to going through years of diary entries line by line for a single incriminating statement, as 

well as everything the defendant had ever written and erased. Cotterman, 709 F.3d at 962. 

Moreover, the data that was found was of an intimate, intrusive nature. The court in 

Cotterman stated that such information was among the most intimate details of individuals’ lives. 

Id. at 964. A forensic search can turn up medical documents, records, and photographs that are 

deeply personal. Any of this data on Mendoza’s phone was open and accessible to  Sengupta. 

Moreover, any intimate conversations, or photographic exchanges with his friends or significant 
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others would have been reviewable to  Sengupta. His browser history and “stupid video” history 

was certainly reviewed by law enforcement in this case.   

Therefore, the information law enforcement accessed in their forensic search of  Mendoza’s 

cell phone was expansive in nature and also deeply intrusive. The search was sufficiently invasive 

enough to outweigh any law enforcement interest in discovering criminal communications. 

Therefore, the search does not pass the Supreme Court’s privacy interest balancing test to qualify 

it for exemption from the warrant requirement under the border search exemption. This all 

combines to take the search out from under the border search exception, rendering it 

unconstitutional.  

C. Law Enforcement is Required to have at Least Reasonable Suspicion to Conduct 

a Search of a Traveler’s Cell Phone at the Border 

 

There is a need for particularized suspicion to search a traveler’s cell phone at the border. 

Officials at the border must have a “particularized and objective basis for suspecting the particular 

person” in order to conduct nonroutine searches at the border. Montoya de Hernandez, 105 S. Ct. 

at 3311. Likewise, the Court has explained that “some searches of property are so destructive,” 

“particularly offensive,” or overly intrusive in the manner in which they are carried out as to 

require particularized suspicion. Cotterman, 709 F.3d at 963; Montoya de Hernandez, 105 S.Ct. at 

3304; Flores-Montano, 124 S. Ct. at 1585.  

Forensic border searches of technology are not routine and require reasonable suspicion. 

United States v. Cotterman, 709 F.3d 952 (9th Cir. 2013). In Cotterman, agents seized Defendant's 

laptop at the U.S.-Mexico border in response to an alert based in part on a fifteen-year-old 

conviction for child molestation. Id. The initial search at the border turned up no incriminating 

material. Only after Cotterman's laptop was shipped almost 170 miles away and subjected to a 

comprehensive forensic examination were images of child pornography discovered. Id. at 956. The 
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court held that that the forensic examination of Defendant's computer required a showing of 

reasonable suspicion. Id. at 968. The court reasoned that legitimate concerns about child 

pornography do not justify unfettered crime-fighting searches or an unregulated assault on citizens' 

private information. The court also found that reasonable suspicion is a modest, workable standard 

that is already applied in the extended border search, Terry stops, and other contexts. Id. at 966. 

 The 4th circuit found, particularly in light of the Supreme Court's decision in Riley, that a 

forensic border search of a phone must be treated as nonroutine, permissible only on a showing of 

individualized suspicion. United States v. Kolsuz, 890 F.3d 133, 144 (4th Cir. 2018) as amended 

(May 18, 2018). The Department of Homeland Security even adopted a policy that treats forensic 

searches of digital devices as nonroutine border searches, insofar as such searches now may be 

conducted only with reasonable suspicion of activity that violates the customs laws or in cases 

raising national security concerns. U.S. Customs and Border Prot., CBP Directive No. 3340–049A, 

Border Search of Electronic Devices 5 (2018); Kolsuz, 890 F.3d at 146. 

There is currently no circuit court which has found that probable cause is required to 

conduct a forensic search of a traveler’s cell phone at the border. However, the Supreme Court in 

Riley v. California did find that probable cause and a warrant were required to conduct the same 

search if the phone was seized incident to arrest. Riley, 134 S. Ct. at 2484. There is nothing 

stopping this court from being the first to hold that the privacy interest of individuals in their 

technological data and virtual lives is so weighty as to need the full constitutional protection of the 

Fourth Amendment’s warrant requirement – even at the border. Given the government’s ability 

not only to see what is, but what has ever been on a digital device, this option should be carefully 

considered by this court. Everything from the business finance, to intimate photos between spouses 

is implicated in such a forensic search. Id. Should the court hold otherwise, it would expose every 
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American citizen returning home to such a violative search at the pure discretion of law 

enforcement. 

The 11th circuit has stated that reasonable suspicion is not required for forensic searches 

of technology. The court stated in United States v. Touset that it saw no reason why the Fourth 

Amendment would require suspicion for a forensic search of an electronic device when it imposes 

no such requirement for a search of other personal property. United States v. Touset, 890 F.3d 

1227, 1233 (11th Cir. 2018). This statement was dicta because the court later held that reasonable 

suspicion was present in the case anyway. Id. at 1237. Moreover, the court is Touset seems to 

ignore the fact that the 4th amendment protects papers and effects as well as persons. Yet, this flies 

in the face of the Supreme Court as it stated that some searches of property may be so destructive 

or intrusive as to require particularized suspicion – even at the border. Flores-Montano, 124 S. Ct. 

at 1587.  

The present case deals with one such highly intrusive search. This case does not deal with 

a gas tank like in Flores-Montano, which could contain a finite amount of information for law 

enforcement. In contrast, as the court stated in Cotterman, a forensic search of a as a cell phone 

could turn up an amount of information akin to a home’s personal file cabinet. Cotterman 709 F.3d 

at 963. Like in Cotterman, where the defendant could not make reasonable decisions about what 

data could or could not be taken with him across the border, Mendoza’s efforts to choose what 

data he brought with him were destroyed by law enforcement’s forensic search of his deleted files. 

Id. 

As the US customs directive clearly states, by the Department of Homeland Security’s own 

regulations, the forensic search of  Mendoza’s cell phone was nonroutine in nature. Kolsuz, 890 

F.3d at 146. It was highly intrusive and could lead to the exposure of intimate documents. Id. Such 
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exposure must come with some level of accountability on the part of law enforcement. Id. A 

reasonable suspicion is a comparatively low bar for law enforcement to meet when performing 

their duties at the border. Id.  It is not so cumbersome that it would prevent them from diligently 

pursuing crime, while at the same time it is sufficiently weighty to guard private citizens interest 

in their most intimate life details. Id.  

Thus, for the reasons stated above, the forensic search of  Mendoza’s cellphone was a non-

routine search. Non-routine searches require particularized suspicion at the border. Courts have 

found that forensic searches of cell phones at the border are nonroutine. Therefore, reasonable 

suspicion, if not probable cause, was required to conduct a forensic search of  Mendoza’s cell 

phone.  

D. There Was No Reasonable Suspicion to Support the Search of Mendoza’s Cell 

Phone 

 

Reasonable suspicion is defined as “a particularized and objective basis for suspecting the 

particular person stopped of criminal activity.” Cortez, 101 S.Ct. at 66. This assessment is to be 

made in light of “the totality of the circumstances.” Id. at 690. “[E]ven when factors considered in 

isolation from each other are susceptible to an innocent explanation, they may collectively amount 

to a reasonable suspicion.” United States v. Berber–Tinoco, 510 F.3d 1083, 1087 (9th Cir.2007).  

An officer must be able to point to particular facts from which he reasonably inferred that the 

individual was committing a crime. Sibron v. New York, 88 S. Ct. 1889, 1903 (1968). Reasonable 

suspicion entails some minimal level of objective justification for making a stop—that is, 

something more than an inchoate and unparticularized suspicion or “hunch,” but less than the level 

of suspicion required for probable cause. United States v. Sokolow, 109 S. Ct. 1581, 1582 (1989).  

An Officer’s statement that defendant “looked suspicious,” but was unable to point to any 

facts supporting that conclusion was no showing of reasonable suspicion. Brown v. Texas, 99 S. 
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Ct. 2637, 2641 (1979). An anonymous tip alone is not sufficient to establish reasonable suspicion. 

Florida v. J.L., 120 S. Ct. 1375, 1379 (2000). Fleeing from an officer or being in an area known 

for narcotics trafficking is not enough to establish reasonable suspicion although the two in concert 

are enough. Illinois v. Wardlow, 120 S. Ct. 673, 679 (2000). The mere fact of talking with narcotics 

addicts for eight hours is not enough  to establish reasonable suspicion. Sibron, 88 S.Ct. at 1903.  

 The court did find reasonable suspicion in Touset where Yahoo had provided law 

enforcement with emails to defendant containing child pornography, and another company 

informed law enforcement of low balance transactions from defendants account to countries 

known for child porn. Touset, 890 F.3d at 1237. 

 In Cotterman, a TECS alert, prior child-related conviction, frequent travels, crossing from 

a country known for sex tourism, and collection of electronic equipment, plus the parameters of 

the Operation Angel Watch program, taken collectively, gave rise to reasonable suspicion of 

criminal activity. Cotterman, 709 F.3d at. 969. The court did not place much weight on the 

password protection of Cotterman’s files and reasoned that law enforcement “cannot rely solely 

on factors that would apply to many law-abiding citizens,” and password protection is ubiquitous. 

Id. at 969 (internal citation omitted). 

In the present case, the court should not find a reasonable suspicion existed to conduct a 

forensic search of Mendoza’s cell phone because there are no articulable facts that would lead an 

officer to suspect that a crime was being committed. Officer Michaels, prior to his confiscation of 

Mendoza’s cell phone, did not observe Mendoza speaking to any known narcotics addicts, in 

contrast to the officer in Sibron who had watched the defendant for several hours speaking to 

narcotics addicts. Officer Michaels had no knowledge of Seth Oliver or any other contacts, let 

alone if Mendoza had spoken with anyone. 
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Moreover, officers did not have any anonymous tips to indicate  Mendoza had committed 

any crime unlike the officers in Florida v. J.L., who did receive tips.  DHS did not have any 

information on low money transfers from  Mendoza, or emails to him with child pornography, 

unlike the officers in Touset who did have such information prior to their unreasonable search. 

Thus, there are fewer articulable facts in the present case than there were in Sibron, Florida, or 

Touset.  

In the present case, DHS had no knowledge of any prior criminal convictions of  Mendoza 

for any crime, unlike officers in Cotterman who thought the defendant was a convicted pedophile. 

Moreover, the flagging criteria for TECS and Operation Angel Watch program were far more 

specific than flagging criteria for JANET. TECS flagging is based on prior criminal convictions 

or specific offences coupled with travel behavior to international destinations known for that 

particular criminal activity. In contrast, JANET surveillance is based on the whims of individual 

agents. Furthermore, JANET flagging is based on “known concerns or threats at the departure and 

arrival destinations” with no specific criminal activity tailored to the hit. (Aff. at 4). Indeed, 

JANET flagged Mendoza due to his propensity to travel unaccompanied, change his clothes, be 

alert, pack lightly, use password protection, and to not drink while traveling. None of these factors 

give rise to a single articulable suspicion of any crime, which is completely unlike the program in 

Cotterman which had criteria aimed at child trafficking. 

The only articulable fact that may exist for suspicion is that  Mendoza had a second cell 

phone which he used for work purposes and had been reset to factory settings. This fact gives rise 

to no inference that a specific crime has been committed, and even officer Michaels states that he 

did not believe he “had any basis to continue to detain MENDOZA at that time.” (Aff. at 9). In 

contrast in Cotterman, the TECS flagging specifically instructed officers to investigate devices for 
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child pornography, and officers reasonably suspected they would find such material through a 

forensic search. Officer Michaels had nowhere near that level of information to motivate him to 

keep and forensically analyze Mendoza’s cell phone. Thus, no such particular reasonable suspicion 

of criminal activity existed in the present case. 

In this case, the good faith doctrine is of no avail to the government. The good faith 

exception prevents the fruits of a search from being suppressed when the Government acts “with 

the objectively reasonable belief that their actions did not violate the Fourth Amendment.” United 

States v. Molina-Isidoro, 884 F.3d 287, 290 (5th Cir. 2018). Unfortunately, the officer did not act 

in good faith when he proceeded to conduct a warrantless forensic search of Mr. Mendoza’s phone 

without reasonable suspicion, because he did so in violation of DHS policy, training, and 

procedure. U.S. Customs and Border Prot., CBP Directive No. 3340–049A, Border Search of 

Electronic Devices 5 (2018). This policy states that any search outside of the scope of what can be 

found on the device without connecting it do external devices or internet sources is strictly 

prohibited without a reasonable suspiction. The officers investigating Mendoza were on ample 

notice from the department that such forensic searches were in controvention of consitutional 

principles. The reasonable reliance exception does not apply to the evidence siezed in this case. 

Therefore, for the reasons stated, there are no facts which give rise to a reasonable suspicion 

that law enforcement would find evidence of criminal activity through a forensic analysis of 

Mendoza’s cell phone. Officer Michaels did not have information sufficient to form a suspicion. 

Michaels may have had a gut feeling – but that is not enough.  

CONCLUSION 

The residual clause of § 924(c)(3)(B) is too vague to hold up to constitutional scrutiny for 

the same reasons that the ACCA and the now-struck down § 16(b) were too vague. Namely, § 
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924(c)(3)(B) fails to guide judges in determining the “ordinary,” generic case of a crime, coupled 

with the lack of direction in assessing how much risk the crime must pose in order to become a 

“crime of violence.” These are the same reasons the Supreme Court struck down § 16(b), which is 

materially identical to § 924(c)(3)(B), and controls the outcome of this case.  

 In addition, the government could not have had a reasonable suspicion to believe that 

Mendoza was involved in criminal activity. Although the border exception to the warrant 

requirement is broad, it is not all-encompassing. By seizing and search Mendoza’s phone, the 

officers conducted a search that did not fall within an exception to the Fourth Amendment and 

should be suppressed.  

 WHEREFORE, Defendant respectfully requests this court to dismiss Count II and suppress 

the evidence gained from the search of Defendant’s cell phone. 
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Southern District of Stetson 
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Counsel for the Defendant, Jason Mendoza 
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CERTIFICATE OF SERVICE  

Defendant certifies that a true and accurate copy of this memorandum has been served by 

electronic mail to all attorneys of record on this, the 13th day of September, 2018.  
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