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INTRODUCTION 
 

 Defendant Jason Mendoza was indicted by the Grand Jury on one count of Distribution of 

a Controlled Substance, in violation of 21 U.S.C. § 841(a)(1), and one count of Possession of a 

Destructive Device in Furtherance of a Crime of Violence, in violation of 18 U.S.C. § 

924(c)(1)(B)(ii). After the indictment, Defendant was arraigned and pled not guilty.  Jurisdiction 

in the United States Court of the Southern District of Stetson is proper under 18 U.S.C. § 3231. 

            The Court has requested briefing on two motions made by Defendant: First, on the 

Motion to Dismiss, the Court has asked whether it must apply the categorical approach and 

render the residual clause of 924(c) void for vagueness. Section 924(c)(3)(B) is critically distinct 

from recently invalidated clauses because 1) its predicate offense must be adjudicated in the 

same trial, 2) it only applies to federal crimes, and 3) it does not require the categorical approach 

to avoid Sixth Amendment concerns. Because a constitutional alternative exists, constitutional 

avoidance is required, and this Court must adopt a conduct-specific approach to avoid Due 

Process vagueness. Accordingly, this Court should deny Defendant’s Motion to Dismiss. 

Second, on the Motion to Suppress, the Court has asked whether authorities lawfully 

conducted a warrantless forensic search of Defendant’s cell phone pursuant to the Fourth 

Amendment’s border exception. The border exception permits authorities to conduct warrantless, 

suspicion-less searches of property at the border and requires reasonable suspicion only for the 

most invasive searches of a person’s body. The Defendant was detained at the border and his 

phone was constitutionally searched based on his suspicious flying habits, which provided 

reasonable suspicion. Therefore, this Court should deny the Motion to Suppress.  

Because the Defendant’s claims are not meritorious, the United States respectfully asks 

the Court to deny the Defendant’s Motion to Dismiss and Motion to Suppress. 
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STATEMENT OF FACTS 
 

 Defendant Jason Mendoza (“Defendant”) is charged with international heroin distribution 

and violent arson. See Indictment ¶¶ 1, 2. On March 31, 2018, Defendant was detained at Cape 

Adams International Airport (“CAA”) after being flagged and observed for over seven weeks by 

the Justified Assessment and Notification Emergency Tracker (“JANET”) system. Michaels Aff. 

¶¶ 2, 4. As part of the Fun and Friendly Skies (“FFS”) surveillance program, JANET identifies 

individuals and potential threats based on travel history and behavior, while removing traditional 

demographics such as age, gender, race, ethnicity, or religious affiliation. Michaels Aff. ¶¶ 7-10. 

Defendant was detained as “suspected traveler” based on suspicious behaviors. 

 After being monitored on thirty-four international and domestic flights, Defendant was 

detained on a return flight from Vancouver. Michaels Aff. ¶ 6. Defendant’s JANET file noted six 

suspicious factors: Defendant 1) always traveled alone, 2) changed clothes on nine flights, 3) 

traveled with only a blue duffle bag, 4) observed his surroundings before making calls, 5) used a 

privacy protector on his laptop and phone, and 6) did not drink alcohol. Michaels Aff. ¶ 14. 

 While detained, Defendant told SA Michaels that he is a distributor for The Wing Dump, 

an international restaurant. Michaels Aff. ¶ 16. Defendant explained that The Wing Dump is 

expanding into Asian and European markets, which requires the Defendant travel to meet 

suppliers and perform quality control evaluations for businesses. Michaels Aff. ¶ 17. Curiously, 

Defendant did not explain his travel to Brisbane, Australia and Bogota, Columbia—markets in 

which The Wing Dump has no business. Michaels Aff. ¶¶ 13, 16.  

Defendant removed business phone data using proprietary corruption software. 

 During the Defendant’s detainment at CAA, Agent Shawn Michaels (“Michaels”) 

observed the Defendant perusing his iPhone X, but upon search of the blue duffle bag, Michaels 
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found another phone hidden a zipper. Michaels Aff. ¶ 15, 18, 19. The Defendant explained that 

the phone was corrupted in Vancouver, Canada after Defendant logged onto a restaurant’s Wi-Fi. 

Michaels Aff. ¶¶ 19,21. Finding no calls, texts, or browsing history, Michaels seized Defendant’s 

phone, had it placed in an evidence bag, and took it to his office for a forensic analysis. Michaels 

Aff. ¶ 22, 24, 25. Department of Homeland Security (DHS) Cyber Analyst Vic Sengputa 

(“Sengupta”) met Michaels to forensically search the Defendant’s phone, a two to four week to 

process. Michaels Aff. ¶ 24, 25. 

Sengupta discovered that the phone had not been corrupted by a Wi-Fi network, but 

rather, Defendant used a “proprietary corruption software” to delete the contents of the business 

phone in Vancouver. Michaels Aff. ¶ 28. Further investigation showed the Defendant, using the 

alias “JIANYU LI”, sent “hundreds of text messages” to Seth “Pillboi” Oliver, a known 

lieutenant for an international Russian-based drug kingpin named Tahani. Michaels Aff. ¶ 29. 

Deleted text messages revealed narcotics distribution, gang affiliation, and a brewing turf-war. 

In the messages, Defendant discussed planned meetings with “Pillboi” in Australia, 

Canada, Columbia, Germany, Russia, Singapore, and United Emrates; and international 

shipments of meats and other food products through a corporation linked to Tahani. Michaels 

Aff. ¶ 29. Text messages between the Defendant and Derek Hofstetler (“Hofstetler”)—The Wing 

Dump’s district manager and an alleged member the gang 60-PDC—discussed Defendant’s and 

Pillboi’s meetings, illicit substances referred to as drumsticks, and international transfer of funds 

to shell corporations. Michaels Aff. ¶ 30.  

Following the discovery of these text messages, Michaels obtained security footage for 

The Wing Dump from Quinston Timeclock, the security contractors for The Wing Dump. 

Michaels Aff. ¶ 35. The footage revealed Hofstetler paying Defendant large sums of cash in 
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folded envelopes on nearly two dozen occasion at The Wing Dump. Michaels Aff. ¶ 36. On ten 

occasions, Defendant was videoed emerging with a duffle bag and retrieving quarter-sized bags 

likely containing heroin. Michaels Aff. ¶ 37. Six days before the Defendant’s detainment, Trevor 

Scott, a confirmed lieutenant in the Immortal Beings gang, confronted the Defendant at The 

Wing Dump. Michael Aff. ¶ 38. A fight ensued, and one kilogram of an “off-white or tan, 

powdery substance” suspected to be heroin, spilled from the duffle bag. Michaels Aff. ¶ 38.  

Defendant was apprehended after an explosive attack on rival gang. 

Based on the text messages and video footage, on April 30, 2018, the government entered 

a Criminal Complaint establishing probable cause to arrest Defendant for heroin distribution. 

Michaels Supp. Aff. ¶ 1. Around 2:41 a.m., an eyewitness placed a man matching Defendant’s 

description launching an “unknown flaming object” into the Pie Hart Bakery, a business owned 

by Trevor Scott’s wife, located at 102 Scully Drive. Michaels Supp. Aff. ¶ 5.  

At 3:02 a.m. Michaels approached the only person he saw on the street—the Defendant—

entering his vehicle at 99 Scully Drive. Michaels Supp. Aff. ¶ 6. A “pat-down” search of the 

Defendant revealed a BIC lighter. Michaels Supp. Aff. ¶ 6. Michaels walked up the street to 102 

Scully Drive and discovered dark grey smoke, shards of glass, strong odor of alcohol, and a fire 

inside the building owned by Trevor Scott’s wife. Michaels Supp. Aff. ¶ 7. 

The Defendant was indicted under Title 21 U.S.C § 841(a)(1) for distributing heroin and 

Title 18 U.S.C § 924(c)(1)(B)(ii) possessing a destructive device, namely, a “Molotov Cocktail, 

in the furtherance of arson. See Indictment. On May 30, 2018, the Defendant was arraigned and 

pled not guilty to these charges, and a subsequent Status Conference was held on June 13, 2018. 

See Notice of Hearing ¶ 1.  
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ARGUMENT 

 
I.  This Court should deny Defendant’s Motion to Dismiss because the residual clause 

in 18 U.S.C. § 924(c)’s “crime of violence” definition does not require application of 
the categorical approach, and thus poses no Due Process concerns. 

   
 The residual clause found in 18 U.S.C. § 924(c)(3)(B) is sufficiently clear to pass 

constitutional muster, and this Court may use the specific facts of this case, rather than the 

categorical approach, to satisfy that definition. The Fifth Amendment to the Constitution requires 

that “[n]o person, shall . . . be deprived of life, liberty, or property without due process of law.” 

U.S. Const. amend. V. Moreover, the government violates the Fifth Amendment when it “tak[es] 

away someone's life, liberty, or property under a criminal law so vague that it fails to give 

ordinary people fair notice of the conduct it punishes, or so standardless that it invites arbitrary 

enforcement.” Johnson v. U.S., 135 S. Ct. 2551, 2556 (2015) (citations omitted). 

 Recently, the Supreme Court has twice addressed residual clauses similar to the one 

contained in 18 U.S.C. § 924(c). See Sessions v. Dimaya, 138 S. Ct. 1204, 1210 (2018); Johnson, 

135 S. Ct. at 2556. In both cases, the Supreme Court explained that two factors sound the death 

toll for a residual clause: “the ordinary-case requirement and a fuzzy risk standard.” Dimaya, 138 

S. Ct. at 1221 (citing Johnson, 135 S. S. Ct. at 2557-58). Though there is a circuit split on this 

issue, at least three circuits have firmly held that application of the categorical approach is not 

required under 924(c), and there are likely to be additional circuits following suit within the next 

few months. See U.S. v. Barrett, No. 14-2641-CR, 2018 WL 4288566, at *14 (2d Cir. Sept. 10, 

2018); U.S. v. Taylor, 814 F.3d 340, 379 (6th Cir. 2016); U.S. v. Robinson, 844 F.3d 137, 143 

(3d Cir. 2016), cert. denied, 138 S. Ct. 215 (2017).1 As those cases explain, because the language 

																																																								
1 See also U.S. v. Prickett, 839 F.3d 697, 700 (8th Cir. 2016), cert. denied, 138 S. Ct. 1976 (2018) (finding no 
constitutional violation, even with application of the categorical approach); Johnson v. U.S., No. CR RDB-11-346, 
2018 WL 2967336, at *4 (D. Md. June 13, 2018) (explaining Fourth Circuit cases held in abeyance until after 
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of the definition is best read to require application of real world facts, rather than hypothetical 

“ordinary case guesses”, the categorical approach is not required, and thus, Section 924(c) is not 

void for vagueness. Id. Accordingly, the Defendant’s Motion to Dismiss should be denied. 

A.  The residual cause of the “crime of violence” definition in 18 U.S.C. § 924(c) is not 
unconstitutionally vague because its “fuzzy risk standard” is limited by its 
application to real-world facts.  
 
The residual clause in Section 924(c) does not suffer from the same ambiguous language 

that was invalidated and Dimaya and Johnson. Here, Defendant has been charged with the use, 

carrying, and possession of a firearm, in furtherance of, and “during and in relation to any crime 

of violence or drug trafficking crime” under 18 U.S.C. § 924(c)(1)(B)(ii). A “crime of violence” 

is defined by the residual clause in Section 924(c) as a felony “that by its nature, involves a 

substantial risk that physical force against the person or property of another may be used in the 

course of committing the offense.” 18 U.S.C. § 924(c)(3)(B). 

To satisfy Due Process, a residual clause must be sufficiently definite to give “ordinary 

people fair notice of the conduct it punishes.” Johnson, 135 S. Ct. at 2556. In Johnson, the 

Supreme Court considered the constitutionality of the residual clause in the Armed Career 

Criminal Act (ACCA), 18 U.S.C. § 924(e)(1). Id. There, under the residual clause, “violent 

felonies” are defined as: “any crime punishable by imprisonment for a term exceeding one year . 

. . that . . . (ii) is burglary, arson, or extortion, involves use of explosives, or otherwise involves 

conduct that presents a serious potential risk of physical injury to another.” 18 U.S.C. § 

924(e)(2)(B)(ii). Based on the language of that definition, Johnson overruled prior case law 

interpreting the residual clause of the ACCA and deemed the clause unconstitutional because it 

																																																																																																																																																																																			
Dimaya); Cross v. U.S., 892 F.3d 288, 303 n.1 (7th Cir. 2018) (noting Supreme Court remanded cases previously 
holding 924(c) unconstitutional based on government’s argument that non-categorical approach is consistent with 
Dimaya); But see U.S. v. Salas, 889 F.3d 681, 686 (10th Cir. 2018); U.S. v. Eshetu, 898 F.3d 36, 38 (D.C. Cir. 
2018); U.S. v. Davis, No. 16-10330, 2018 WL 4268432, at *3 (5th Cir. Sept. 7, 2018). 
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was “void for vagueness.” 135 S. Ct. 2551. First, Justice Scalia analyzed to the problem created 

by the application of the categorical approach. Id. Justice Scalia explained that the categorical 

approach, or the assessment of a crime in the terms of how the law defines the offense, rather 

than how an individual offender might have committed it on a particular occasion, tied the 

definition of the crime to the hypothetical “ordinary case.” Id. at 2557. He went on to say that the 

required use of categorical approach in the residual clause is problematic because there is no 

single definition of the “ordinary case.” Id.   

By contrast, the Court explained that definitions that tie themselves to real-world facts or 

elements of a crime do not suffer from a vagueness problem because courts are not required to 

guess as to what constitutes the “ordinary case,” but instead, are able to determine whether the 

particular facts of a case or the elements of a statute are subject to the particular definition. Id. In 

interpreting Johnson and invalidating the residual clause under the Immigration and Nationality 

Act (INA), Dimaya echoed the same constitutional concerns about residual clauses that require 

the use of the categorical approach: the categorical approach offers no way to discern what the 

“ordinary version of any offense look[s] like . . . [a]nd without that, no [judge can] tell how much 

risk the offense generally pose[s].” 138 S. Ct. at 1214. 

 A required categorical approach alone does not provide the requisite vagueness to 

invalidate a residual clause. In Johnson, Justice Scalia wrote that the residual clause’s “ordinary 

case” vagueness problem is only exacerbated by the application of an imprecise standard of risk. 

135 S. Ct. at 2558. Phrases like “substantial risk” and “serious potential risk” are imprecise 

measures, and when used in conjunction with the categorical approach, a clause is fatally flawed 

because the analysis is not limited by any real-world facts. Id. But, Justice Scalia explained, the 
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Court did not question the constitutionality of all qualitative standards; instead, these standards 

are only problematic when paired with a categorical approach.  Id. at 2561. 

Here, while 924(c) does contain the imprecise standard of risk present in both the residual 

clauses of the ACCA and the INA, this Court is not required to apply the categorical approach to 

the definition, and thus, 924(c) is not unconstitutionally vague. In Salas, the Tenth Circuit, 

apparently ignoring now-settled precedent from Johnson and Dimaya, contended that a 

conviction under 924(c)(3)(B) may still be void for vagueness even if the definition is tied 

directly to the defendant’s specific conduct. 889 F.3d at 686. But the Johnson Court has already 

explicitly rejected this reasoning, explaining that statutes containing imprecise risk standards are 

generally constitutional so long as they are tied to the elements of a crime or actual real-world 

facts because the inquiry is substantially more predictable. 135 S. Ct. at 2561 (citations omitted). 

Dimaya reiterated that the “non-numeric standard alone” is not problematic; rather, an imprecise 

risk standard is only problematic when applied to “an idealized ordinary case of the crime.” 138 

S. Ct. at 1215. Accordingly, because the categorical approach is not required under 924(c), the 

residual clause is not void for vagueness, and Defendant’s Motion to Dismiss should be denied. 

B. The canon of constitutional avoidance requires this Court to reject the categorical 
approach and adopt the constitutionally viable conduct-specific approach. 
 
Because the residual clause of 924(c) is tied to the “real-world facts” surrounding a 

contemporaneous criminal charge, the categorical approach does not apply and the clause is not 

void for vagueness. When determining whether an offense qualifies under a particular statutory 

definition, courts sometimes use the “categorical approach,” which requires a court to consider a 

broad category of offenses rather than the actual facts surrounding an offense. Begay v. U.S., 553 

U.S. 137, 141 (2008). In Taylor v. U.S., the Supreme Court held that the residual clause of the 

ACCA requires the use of the categorical approach because the language of the statute referred 
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to categories of crimes, rather than facts leading to a conviction, the legislative history indicated 

support for the categorical approach, and the impracticability of “reconstructing” the facts long 

after the original conviction required application of the approach. 495 U.S. 575, 600-602 (1990). 

Though the circuits are split on this issue, the Second, Sixth, and Third Circuits, after 

extensive analysis, have all held that 924(c) does not suffer from the same issues as the ACCA. 

Barrett, 2018 WL 4288566, at *14; Taylor, 814 F.3d at 379; Robinson, 844 F.3d at 143. On the 

other hand, Salas, the case primarily relied upon by Defendant, only gives one conclusory 

sentence on the matter. 889 F.3d at 686. The Supreme Court has even vacated and remanded 

cases that previously held 924(c) void for vagueness based on the categorical approach to be 

reconsidered in light of Dimaya and constitutional avoidance. Cross, 892 F.3d at 303, n.1. 

Further, “it is an ‘elementary rule’ in construing acts of Congress that ‘every reasonable 

construction must be resorted to, in order to save a statute from unconstitutionality.’” Barrett, 

2018 WL 4288566, at *9 (quoting Skilling v. U.S., 561 U.S. 358, 406 (2010)). Because Johnson 

and Dimaya all but explicitly forbid the application of 924(c) with a categorical approach, this 

Court is required to avoid the constitutional due process concerns by adopting the conduct-

specific approach unavailable in the Johnson and Dimaya decisions. See INS v. St. Cyr, 533 U.S. 

289, 299-300, (2001) (“[A] court is ‘obligated to construe a statute to avoid’ any ‘serious 

constitutional problems’ when ‘an alternative interpretation of the statute is fairly possible.’”) 

The Dimaya and Johnson Courts rejected constitution avoidance for various reasons. In 

Johnson, the Court held that the categorical approach applied for “good reasons”—first, because 

the government had not asked the Court to ditch the approach, and second, because the language 

of the statute and the impracticability of the alternative required it. 135 S. Ct. at 2562. Similarly, 

in Dimaya, the Court rejected the theory of constitutional avoidance because, again, the 
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government had not requested it, and too, because renouncing the categorical approach could 

have implicated Sixth Amendment concerns involving the potential for sentencing courts to 

make factual findings that “’properly belong to juries.’” 138 S. Ct. at 1217 (citations omitted). 

The requirement of constitutional avoidance remains intact, though, as it applies to 924(c) 

because the conduct-specific approach is not impracticable or likely to violate the constitution in 

other ways, but instead, is “well-suited” for application to § 924(c). Barrett, 2018 WL 4288566, 

at *10. As the Second Circuit explained in Barrett, while in Dimaya and Johnson, the statutes at 

issue considered predicate offenses that occurred in the past, in 924(c), “the statute applies only 

to the predicate offense of a pending 924(c)(1)(A) charge. To return a guilty verdict on such a 

firearms charge, a jury must find that the defendant used the firearm during and in relation to a 

‘crime of violence’ as defined in § 924(c)(3).” Id. (emphasis in original).  

The pending offense requirement gives 924(c) a constitutional leg-up on the residual 

clauses in the ACCA and INA in two ways. First, considering the facts of the predicate offense is 

not impracticable, because instead of looking to past convictions and attempting to “reconstruct 

the facts of the crime,” a jury will determine all the necessary facts at the same time. St. Hubert, 

883 F.3d at 1335. Second, allowing juries to determine whether the facts indicate a “crime of 

violence” has occurred will also alleviate Sixth Amendment concerns. Barrett, 2018 WL 

4288566, at *10. To be sure, the Supreme Court has never addressed a residual clause that 

“defines a predicate offense for a crime of pending prosecution.” Id. at *12 (emphasis in 

original). Though the Dimaya Court insisted that the language of the residual clause in the INA 

precluded the conduct-specific approach, the Court did so based on the inapplicability of the 

constitutional avoidance approach. Id. In 924(c), because the statute is only applicable to pending 

prosecutions, applying the conduct-specific approach would not implicate the Sixth Amendment 
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because “all relevant fact-finding would be made by the trial jury.” Id. Thus, unlike in Dimaya, 

here, “constitutional avoidance is not an impossibility.” Id.  

If, following Dimaya and Johnson, a court can no longer make such a 
determination of law under § 924(c)(3)(B)’s residual definition (because the 
categorical ordinary-case standard is unconstitutionally vague), then § 
924(c)(3)(B) is reasonably construed to present a question of fact to be found by 
the trial jury according to the defendant’s “real-world conduct.” 

 
Id. at *10 (citing U.S. v. Gaudin, 515 U.S. 506, 518–23 (1995) (holding that materiality 

element of fraud, long decided as question of law by courts, was question of fact that had to be 

submitted to jury)). See also Shuti v. Lynch, 828 F.3d 440, 449 (6th Cir. 2016) (924(c) is distinct 

from the residual clauses of ACCA and INA because it requires fact-finding by the jury). 

Too, the language that Dimaya claimed requires the use of the categorical approach, the 

phrase “by its nature,” contained in the residual clauses of both the INA and 924(c), is subject to 

constitutional avoidance as well. Though the phrase “‘by its nature’ is commonly understood to 

mean ‘the basic or inherent features, characters, or qualities of something,’” the “something” 

referred to is the predicate offense. Id. at *13. The Supreme Court has held that words like 

“crime,” “felony,” and “offense” can refer to both generic crimes and to the specific acts 

engaged in by an offender. Id. (quoting Nijhawan v. Holder, 557 U.S. 29, 33-34 (2009)). Thus, 

because both understandings are reasonable, the canon of constitutional avoidance requires 

courts to interpret the statutory language to “conclude that the identification of a crime of 

violence under § 924(c)(3)(B) is properly made by a jury on a conduct-specific basis.” Id.  

Finally, unlike the residual clauses of the ACCA and the INA, which encompass federal 

and state offenses, 924(c) only applies to federal crimes. St. Hubert, 883 F.3d at 1337 (citations 

omitted). This limiting factor virtually absolves the need for a categorical approach at all. In the 

first place, the categorical approach was created specifically to narrow the range of possible 
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meanings of the term “burglary” under the ACCA’s elements clause. Taylor, 495 U.S. at 590 

(1990). The Court held that it was “implausible” to define “burglary” based on the definition 

adopted by the state of conviction because the term was too varied and imprecise among the 

states. Id. Conversely, the residual clause of 924(c) is limited to federal crimes where there is a 

certain definition of a crime. Naturally, the definition cannot require the categorical approach 

because there is no need to resolve discrepancies between definitions in various jurisdictions.  

Accordingly, because the residual clause of 924(c) is critically different than those 

clauses contained in the ACCA and the INA, the categorical approach does not apply. Because 

the canon of constitutional avoidance requires this Court to adopt the conduct-specific approach, 

924(c) is not void for vagueness, and the Defendant’s Motion to Dismiss should be denied. 

II. The Motion to Suppress should be denied because the forensic search of 
Defendant’s cell phone was constitutional pursuant to the border exception, which 
permits suspicion-less searches of property at the border. 

 
 This Court should deny the Defendant’s Motion to Suppress and hold that S.A. Michaels 

constitutionally searched and seized Defendant Mendoza’s cell phone under the border exception 

to the warrant requirement. The Fourth Amendment provides that “[t]he right of the people to be 

secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, 

shall not be violated, and no Warrants shall issue, but upon probable cause . . .” U.S. Const. 

amend. IV. In determining whether a Fourth Amendment violation has occurred, courts consider: 

(1) “whether the individual’s conduct exhibits a subjective expectation of privacy”; and (2) if 

“society is willing to recognize [it] as reasonable.” U.S. v. McKinnon, 985 F.2d 525, 527 (11th 

Cir. 1993) (citations omitted). It is the burden of the defendant to prove a Fourth Amendment 

violation. U.S. v. Ellis, 330 F.3d 677, 679 (5th Cir. 2003).  

Defendant cannot do so here. 
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While ordinarily reasonableness requires a warrant or, at least, probable cause, “border 

searches are different.”  U.S. v. Touset, 890 F.3d 1227, 1232 (11th Cir. 2018). Unlike inside the 

country, at the border, searches are generally reasonable even without suspicion “simply by 

virtue of the fact that they occur at the border.” U.S. v. Flores-Montano, 541 U.S. 149, 153 

(2004) (quoting U.S. v. Ramsey, 431 U.S. 606, 616 (1977)). In fact, “[a]t the border, the highest 

standard for a search is reasonable suspicion.” U.S. v. Vergara, 884 F.3d 1309, 1313 (11th Cir. 

2018).  And reasonable suspicion is only required at the border for the most intimate searches on 

the body of a person, “such as a strip search or x-ray examination.” Touset, 890 F.3d at 1234.  

Supreme Court precedent overwhelmingly supports the position that a search of property 

certainly does not rise to the same level of invasion of dignity and privacy as a strip search of a 

person’s body; hence, no individualized reasonable suspicion is required. See Touset, 890 F.3d at 

1234; Flores-Montano, 541 U.S. at 152; but see U.S. v. Kolsuz, 890 F.3d 133, 145 (4th Cir. 

2018) (requiring reasonable suspicion to conduct forensic search of electronic device). But even 

if reasonable suspicion were required, S.A. Michaels obtained reasonable suspicion of an 

ongoing crime based on the suspicious travel behaviors of Defendant. In conjunction with his 

training and experience as an officer for over twenty years, S.A. Michaels used the information 

provided by JANET to conclude that Defendant’s behavior suggested that a crime was in 

progress or would soon occur. Thus, under either standard, the forensic search of Defendant’s 

cell phone was constitutional, and Defendant’s Motion to Suppress fails.  

A. No individualized suspicion was required for the forensic search and seizure of 
Defendant’s cell phone under the Fourth Amendment’s border exception.  

 
 A search or seizure of mere property cannot invade dignity and privacy to the extent 

required to overcome the government’s interest in protecting its borders. Unquestionably, 

“searches at the border of the country ‘never’ require probable cause or a warrant.” Touset, 890 
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F.3d at 1232 (quoting Ramsey, 431 U.S. at 619 (emphasis added)). This concept is as old as the 

Fourth Amendment itself—even the authors of the warrant requirement, the First Congress, 

permitted customs officials to perform warrantless searches of suspicious cargo entering the 

nation. Touset, 890 F.3d at 1232 (citing Act of July 31, 1789, Ch. 5, § 24, 1 Stat. 29, 43 (1789)).  

 The need for national security at the border has always been of paramount importance. 

Thus, travelers have diminished privacy interests at the border, while “[t]he [g]overnment’s 

interest in preventing the entry of unwanted persons and effects is at its zenith at the international 

border.” Flores-Montano, 541 U.S. at 152. The Supreme Court has consistently explained that a 

traveler has little expectation of privacy in his property: “a port of entry is not a traveler's home. 

His right to be let alone neither prevents the search of his luggage nor the seizure of unprotected, 

but illegal, materials when his possession of them is discovered during such a search.” U.S. v. 

Thirty-seven Photographs, 402 U.S. 363, 376 (1971). But the United States, “as sovereign, has 

the inherent authority to protect, and a paramount interest in protecting, its territorial integrity.” 

Flores-Montano, 541 U.S. at 153. 

In short, the border exception does not play by normal Fourth Amendment rules; the 

border exception permits mail to be opened without a warrant, permits vehicles to be stopped 

without individualized suspicion, and permits boats to be boarded and searches of the living 

without any suspicion at all. Vergara, 884 F.3d at 1315 (citations omitted). Likewise, the border 

exception changes the Fourth Amendment rules with regard to electronic devices: because the 

traveler has little expectation of privacy at the border and because the interest of the government 

in preventing illegal persons and items from entering the country is so great, only a search that 

invades the privacy and dignity of the body of a person or one that destroys property could 

possibly trigger the reasonable suspicion standard. Touset, 890 F.3d at 1232. 
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Defendant challenges the reasonableness of the search and seizure, relying heavily on the 

Fourth Circuit’s recent opinion in U.S. v. Kolsuz. 890 F.3d 133, 145 (4th Cir. 2018). See also 

U.S. v. Cotterman, 709 F.3d 952, 962 (9th Cir. 2013). In Kolsuz, the Fourth Circuit held that 

because “uniquely sensitive information” may be contained on cell phones and computers, some 

individualized reasonable suspicion is required. 890 F.3d at 145 (citing Riley v. California, 134 

S. Ct. 2473 (2014)). By likening the forensic search of an electronic device to an intimate 

encounter such as a strip search, the Fourth and Ninth Circuits have glossed over Supreme Court 

precedent that has refused to require reasonable suspicion for mere property searches. 

To that end, “[t]he Supreme Court has never required reasonable suspicion for a search 

of property at the border, however non-routine and intrusive . . .” Touset, 890 F.3d at 1233. As 

the Eleventh Circuit explained, the Supreme Court has only ever applied the reasonable 

suspicion standard in the border context to the search of the actual body of a person, and only in 

cases where the bodily invasion was as intimate as a rectal examination. Id. The Supreme Court 

has, in fact, refused to extend the reasonable suspicion requirement to property searches at the 

border. See Flores-Montano, 541 U.S. at 152 (permitting suspicion-less disassembly of a gas 

tank). The Court has additionally refused to classify certain types of property searches as routine 

or non-routine, or to determine what kind of property search, if any at all, could be so intrusive 

as to require reasonable suspicion. Id. Thus, the Court has effectively preserved the use of the 

reasonable suspicion standard only for those cases where the physical body, not mere property, is 

threatened with loss of dignity and privacy. Touset, 890 F.3d 1227, 1233. 

The Eleventh Circuit was also unpersuaded by the Fourth’s Circuit’s argument that a cell 

phone’s capacity for carrying sensitive personal information and large quantities of information 

somehow changes the analysis; “Border agents bear the same responsibility for preventing the 
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importation of contraband in a traveler’s possession regardless of advances in technology.” Id. at 

1233. Inspection of property is an integral practice at the border and is required in order to 

exclude “‘illegal articles from the country.’” Id. (citations omitted). Moreover, in Cotterman, the 

Ninth Circuit claimed that a higher level of suspicion is required to justify a search because 

“[t]he nature of the contents of electronic devices differ from that of luggage” in that “[t]hey 

contain the more intimate details of our lives: financial records, confidential business documents, 

medical records, and private emails.”  709 F.3d at 964.  

But Cotterman misses the point entirely—the border exception exists because at the 

border, the government has the greatest interest in protecting national security, which necessarily 

means that an ordinary right to privacy is not sufficient to overcome the government’s interests. 

Precedent from the Supreme Court and from the Eleventh Circuit both confirm that at the border, 

suspicion-less searches are the rule, not the exception, and only the most severe invasions of 

dignity and privacy require reasonable suspicion. Touset, 890 F.3d at 1233 (finding the Supreme 

Court has only applied the reasonable suspicion standard to the search of the actual body of a 

person, and only in cases where the search was as invasive as a rectal examination.) See U.S. v. 

Alfaro-Moncada, 607 F.3d 720, 729 (11th Cir. 2010) (quoting U.S. v. McGough, 412 F.3d 1232, 

1236 (11th Cir. 2005) (permitting search of crew living quarters even though “[a] cabin is a crew 

member’s home—and a home ‘receives the greatest Fourth Amendment protection.’”)) Choosing 

to bring property to the border is essentially consenting to have it searched. See Carroll v. U.S., 

267 U.S. 132, 154 (1925) (“Travelers may be so stopped in crossing an international boundary 

because of national self-protection reasonably requiring one entering the country to identify 

himself as entitled to come in, and his belongings as effects which may be lawfully brought in.”)  
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Defendant’s attempt to rely on Riley and Carpenter also fail for this reason. The Eleventh 

Circuit explained that reliance on the Supreme Court’s decision in Riley as support for the 

argument that the search of a cell phone requires a heightened level of suspicion at the border is 

unfounded—Riley does not apply to searches at the border. Id. Rather, the Supreme Court 

explicitly limited Riley to the search-incident-to-arrest exception and explicitly noted “‘even 

though [that] exception does not apply to cell phones, other case-specific exceptions may still 

justify a warrantless search of a particular phone.’” Vergara, 884 F.3d at 1312 (quoting Riley, 

134 S. Ct. at 2494.) “Again, we fail to see how the personal nature of data stored on electronic 

devices could trigger this kind of indignity when our precedent establishes that a suspicionless 

search of a home at the border does not.” Touset, 890 F.3d at 1234. 

  By that logic, Defendant’s reliance on Carpenter v. U.S. in this case is also misplaced. 

Though the Supreme Court in Carpenter acknowledged that information such as cell site records 

require a warrant, and that unrestricted access to this information would erode the Fourth 

Amendment, the Court also acknowledged that certain exceptions to the Fourth Amendment 

permit warrantless searches. 138 S. Ct. 2206, 2222 (2018). Just like with exigent circumstances, 

the border exception places a heightened governmental interest against the privacy interest. 

Arguably the most significant privacy interest, the home privacy interest, has not been enough to 

outbalance the government’s interest at the border. 

For these reasons, authorities did not require a warrant or reasonable suspicion to search 

and seize Defendant’s cell phone. Thus, the search at the border was constitutional and the 

Defendant’s Motion to Suppress should be denied.  
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B. Though none was constitutionally required, authorities acquired enough 
individualized suspicion based on the six factors identified by JANET to satisfy the 
reasonable suspicion standard. 

 
In combination with his training and twenty-two years of experience, JANET provided 

enough information to equip S.A. Michaels with reasonable suspicion to search Defendant’s cell 

phone. “Reasonable suspicion . . . must be based upon a particularized and objective basis for 

suspecting the particular person of a criminal activity.” Touset, 890 F.3d at 1237 (quoting U.S. v. 

Cortez, 449 U.S. 411, 417-18 (1981)). Additionally, courts will evaluate the totality of the 

circumstances to determine if reasonable suspicion exists. Cotterman, 709 F.3d at 968.  

The Supreme Court has said that to acquire reasonable suspicion, authorities are entitled 

to rely on training, experience, and “‘common-sense conclusions about human behavior’” and 

must have more than an “inchoate and unparticularized suspicion or hunch.” U.S. v. Montoya de 

Hernandez, 473 U.S. 531, 542 (1985) (citations omitted). Too, the Supreme Court found that a 

cavity search was supported by reasonable suspicion where customs agents suspected that the 

defendant was smuggling drugs in her “alimentary canal” based on repeated travel between the 

U.S. and Columbia, her inability to speak English, her lack of family in the U.S., and her 

possession of large amounts of cash. Id. at 533. Additionally, her luggage contained only “cold 

weather clothes” and she had no shoes other than the high heels she was wearing. Id. 

In Cotterman, agents conducted a forensic search of the defendant’s computer based on a 

“hit” from the Treasury Enforcement Communication System (“TECS”), a system used by DHS 

to identify suspected criminals. Id. at 957. The court held those factors identified by the software, 

the defendant’s prior criminal conviction, his frequency of travel outside the country, the known 

affiliation of his intended destination with child sex trafficking, plus the existence of password 

protection on his computer, provided reasonable suspicion for the search. Id. at 968-69. 



 19 

Here, JANET, the system used by DHS to identify suspicious travelers, identified six key 

factors of Defendant’s behavior: Defendant 1) traveled alone on all thirty-four flights, 2) changed 

clothes on nine flights, 3) traveled only with a blue duffle bag, 4) observed his surroundings 

before making phone calls, 5) used a privacy protector on his laptop and phone, and 6) did not 

drink alcohol. Michaels Aff. ¶ 14. Those factors, in addition to the fact that the Defendant was 

again traveling internationally carrying only the blue duffle bag, caused him to be detained. 

Michaels Aff.  ¶¶ 15-16. Upon searching the blue duffle bag, Michaels determined that 

Defendant possessed a calendar of two years’ worth of international shipments to the US, as well 

as two phones, one that had been hidden in a small pocket of the bag. Michaels Aff.  ¶¶ 18-19. 

These facts, which are known to customs inspectors and DHS to indicate illegal activity, 

created a rational inference that criminal activity might be afoot. Further, after questioning, it 

was clear to SA Michaels that Defendant was intentionally attempting to conceal his activities on 

his cell phone, and thus the forensic search was required due to the heavy password protection 

and corruption software used to cover Defendant’s tracks. Michaels Aff.  ¶ 21. “To contribute to 

reasonable suspicion, encryption or password protection of files must have some relationship to 

the suspected criminal activity.” Cotterman, 709 F.3d at 969. Here, there was an ample amount 

of suspicion, and it is completely reasonable to assume that a potential threat to national security 

would hide or delete his communications and activity. Accordingly, forensic search of the 

Defendant’s phone was lawful under the Fourth Amendment of the United States Constitution.2 

 

 

																																																								
2 Even if a constitutional violation had occurred, the evidence obtained based on the forensic search of Defendant’s 
cell phone should not be suppressed because the good faith exception to the exclusionary rule applies. “Evidence 
should be suppressed only if it can be said that the law enforcement officer had knowledge that the search was 
unconstitutional under the Fourth Amendment.” Herring v. United States, 555 U.S. 135, 140 (2009). S.A. Michaels 
reasonably assumed the search was legal based on his knowledge and training, and there is no indication otherwise. 
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CONCLUSION 

 Defendant Jason Mendoza’s Motion to Dismiss should be denied because the residual 

clause of 924(c) is substantially different from the residual clauses invalidated by recent 

Supreme Court precedent and does not require application of the categorical approach. 

Accordingly, the clause is not void for Due Process vagueness and the Motion to Dismiss should 

be denied. 

 The Defendant’s Motion to Suppress should be denied. Though no level of suspicion is 

required to perform forensic searches of electronic devices under the border exception to the 

warrant requirement, authorities did possess reasonable suspicion that Defendant was engaged in 

criminal activity based on Defendant’s conduct. Therefore, all of the evidence is admissible and 

the Defendant’s Motion to Suppress should be denied.  

Respectfully submitted, 

/s/1854 
1854 

 

Attorneys for the United States 
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