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INTRODUCTION 

 Defendant Jason Mendoza is the victim of an extreme and unconstitutional invasion of 

privacy. What started as an unlawful intrusion on Mendoza’s privacy and dignity has now 

evolved into two criminal indictments: one count of Distribution of a Controlled Substance, in 

violation of 21 U.S.C § 841(a)(1), and one count of Possession of a Destructive Device in 

Furtherance of a Crime of Violence, in violation of 18 U.S.C. § 924(c)(1)(B)(ii). Based on the 

unlawful circumstances surrounding his arrest, Mendoza pled not guilty, and now submits to the 

proper jurisdiction of this Court pursuant to 18 U.S.C. § 3231.	

            Mendoza has made two motions before this Court which require briefing: First, on the 

Motion to Dismiss, the Court asked whether the residual clause of 924(c) is void for vagueness 

and whether it must apply the categorical approach. The language contained in Section 

924(c)(3)(B) is virtually identical to residual clauses recently invalidated by the Supreme Court. 

Additionally, this Court must apply the categorical approach and invalidate the provision on Due 

Process grounds because the conduct-specific approach would create Sixth Amendment 

constitutional concerns. Accordingly, this Court should grant the Motion to Dismiss.	

Second, on the Motion to Suppress, the Court asked whether a warrantless and suspicion-

less forensic search of a cell phone may be conducted pursuant to the Fourth Amendment’s 

border exception. Supreme Court precedent has invalidated warrantless searches of cell phones 

and their data where no exigency is present because the personal privacy concerns implicated by 

the search of a cell phone are functionally as invasive as a strip search.  Moreover, the arbitrary 

and potentially discriminatory criteria claimed by the Government as reasonable suspicion here 

cannot withstand this Court’s scrutiny. Therefore, the Motion to Suppress should be granted. 	

For the reasons contained herein, Mendoza respectfully asks the Court to grant the 

Defendant’s Motion to Dismiss and Motion to Suppress.	
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STATEMENT OF FACTS 

On March 31, 2018, Mr. Jason Mendoza was detained at Cape Adams International 

Airport (CAA) based purely on seven weeks of alleged “suspicious behavior” as a supposed 

“suspected traveler” on the strategically invasive Justified Assessment and Notification 

Emergency Tracker system (“JANET”). Michaels Aff. ¶¶ 2, 4. At the time of his detention, the 

Government, without adequate knowledge or proof, suspected Mendoza of some unspecified 

alleged criminal behavior. See Indictment ¶¶ 1, 2.  

Mendoza was flagged as a “suspicious traveler” using discriminatory and arbitrary means 

JANET, a security system adopted just one month before Mendoza was detained, screens 

travelers based on random behaviors such as frequency of travel and airport conduct, and 

financially rewards border agents for identifying targets. Michaels Aff. ¶ 10. Just five days after 

JANET’s launch, Mendoza was identified as a suspicious traveler based on his flight frequency, 

and other behaviors, but authorities waited nearly two months before detaining him. ¶ 6, 13. 

 Mendoza works as a beverage and food distributor for The Wing Dump, an international 

restaurant. Michaels Aff. ¶ 16. The Wing Dump, a growing business, is in the process of 

expanding into Asian and European markets, requiring Mendoza to travel to those markets to 

meet suppliers and perform quality control evaluations for business. Michaels Aff. ¶ 17.  

Mendoza’s phone was unlawfully seized by Special Agent Michaels 

  Mendoza was detained on March 31, 2018 at CAA, and as he sat patiently waiting, 

Mendoza scrolled through his iPhone X. Aff. ¶ 15. During that detention Department of 

Homeland Security (DHS) Special Agent Michaels found a second phone in a small side pouch 

in his duffle bag. Michaels Aff. ¶ 15, 18, 19. After Michaels noticed no calls, texts, or emails on 

the phone, Mendoza readily informed Michaels that his phone had been corrupted in Vancouver, 

prompting him to reset its factory settings. Michaels Aff. ¶ 21. At this point, Michaels unlawfully 
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seized Mendoza’s phone, had it placed in an evidence bag, and took it to his office for a forensic 

analysis. Michaels Aff. ¶ 22, 24, 25. Cyber Analyst Vic Sengputa (“Analyst”) was charged with 

forensically searching Mendoza’s phone, a two to four week process. Michaels Aff. ¶ 24, 25. 

Sengputa, an admittedly new analyst in realm of digital communication analyses of cell 

phones, discovered a host of text messages between Mendoza and various work associates, as 

well as his employer, none of which specifically incriminated Mendoza. Michaels Aff. ¶ 29.  

SA Michaels ignored counsel’s pleas to return Mendoza’s unlawfully seized phone 

On April 15, 2018, Sandra Bell, Assistant Federal Public Defender for the Southern 

District of Stetson, wrote to SA Michaels informing him of the unlawful seizure of Mendoza’s 

phone pursuant to prevailing case law and demanded that the Department of Homeland Security 

seek its investigation. See Letter from Office of the Federal Public Defender. SA Michaels 

ignored the letter and never responded. Michaels Aff. ¶ 28. 

Continuing in his crusade against Mendoza, Michaels then obtained security footage for 

The Wing Dump from Quinston Timeclock, the security contractor for The Wing Dump. 

Michaels Aff. ¶ 35. The footage showed Hofstetler, an associate of Mendoza’s, providing 

Mendoza with funds from The Wing Dump, a normal act for a high-ranking employee. Michaels 

Aff. ¶ 36. Mendoza was seen emerging with a duffle bag and retrieving quarter-sized bags that 

the Government merely suspected of containing heroin. Michaels Aff. ¶ 37. On March 25, 2018, 

just six days before Mendoza’s detainment, he and Trevor Scott, a co-worker, were seen in a 

small altercation. Michael Aff. ¶ 38. During the fight, one kilogram of an unidentified substance 

spilled from the duffle bag. Michaels Aff. ¶ 38.  
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Mendoza is charged for being at the wrong place at the wrong time 

On April 30, 2018, a Criminal Complaint was issued establishing probable cause to arrest 

Mendoza for heroin distribution, based on the videos obtained by SA Michaels. Michaels Supp. 

Aff. ¶ 1. In an attempt to locate Mendoza after visiting his home and finding him gone, SA 

Michaels found only his car at 99 Scully Drive on April 31, 2018 around 2:32 a.m. Michaels 

Supp. Aff. ¶ 4. Mendoza was not at the scene. Michaels Supp. Aff. ¶ 4. At approximately 2:41 

a.m., in the dark of night, an eyewitness saw a man launch an “unknown flaming object” into the 

Pie Hart Bakery, located at 102 Scully Drive. Michaels Supp. Aff. ¶ 5. At 3:02 a.m. Agent 

Michaels approached Mendoza as he entered his vehicle and placed him under arrest. Michaels 

Supp. Aff. ¶ 6.  

On May 23, 2018, Mendoza was indicted under 21 U.S.C Section 841(a)(1) for allegedly 

distributing heroin and 18 U.S.C Section 924(c)(1)(B)(ii) for allegedly possessing a destructive 

device, a “Molotov Cocktail, in the furtherance of arson. See Indictment. On May 30, 2018, 

Mendoza was arraigned and pled not guilty to these charges, and a subsequent Status Conference 

was held on June 13, 2018. See Notice of Hearing ¶ 1.  
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ARGUMENT 

I. The residual clause of 18 U.S.C. Section 924(c)(3) requires application of the 
categorical approach and is void for vagueness because it violates the notice 
requirement of the Due Process clause of the Fifth Amendment. 

 
Convicting Mendoza under Section 924(c)(3) would violate his constitutional right to due 

process because the statute’s residual clause is not sufficiently clear to give fair notice of the 

conduct it punishes. Our nation’s Constitution demands clarity of the law.  Specifically, the Fifth 

Amendment provides that “no person shall. . . be deprived of life, liberty, or property, without 

due process of law.” U.S. Const. amend. V. The government violates an individual’s due process 

rights when it robs a defendant of his liberty under vague criminal laws that “fail to give ordinary 

people fair notice of the conduct it punishes, or [are] so standardless that [they] invite[] arbitrary 

enforcement.” Kolender v. Lawson, 461 U.S. 352, 357-58 (1983). Because the predicate arson 

charge cannot satisfy the “elements clause” standard for a “crime of violence” pursuant to 18 

U.S.C. Section 924(c)(3), the Government’s last-ditch effort falls to the constitutionally murky 

waters of the section’s residual clause (Status Conf. p. 5, Lines 8-11). 

Based on recent Supreme Court precedent, the residual clause of 924(c) is 

unconstitutionally vague for two reasons: (1) it ties assessment of risk to a “judicially imagined 

ordinary case” of a crime, rather than real-world facts or statutory elements; and (2) it does not 

specify how much risk it takes for a crime to qualify as a violent felony. Sessions v. Dimaya, 138 

S. Ct. 1204, 1207 (2018) (quoting Johnson v. U.S., 135 S. Ct. 2551, 2554 (2015)).   

Moreover, though there is a circuit split on this issue, the majority of circuits have agreed 

that the residual clause under Section 924(c) is unconstitutionally vague because it relies on the 

ambiguous “ordinary case” standard of categorical approach to assess the requisite amount of 

risk. See U.S. v. Salas, 889 F.3d 681, 686 (10th Cir. 2018); U.S. v. Eshetu, 898 F.3d 36, 38 (D.C. 
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Cir. 2018); U.S. v. Davis, No. 16-10330, 2018 WL 4268432, at *3 (5th Cir. Sept. 7, 2018); U.S. 

v. Cardena, 842 F.3d 959 (7th Cir. 2016). Out of those circuits that have considered the 

constitutional viability of 924(c) post-Dimaya, only one circuit has rejected the categorical 

approach and held the residual clause constitutional. See U.S. v. Barrett, No. 14-2641-CR, 2018 

WL 4288566, at *14 (2d Cir. Sept. 10, 2018).  

As the Dimaya Court made clear, the categorical approach combined with an imprecise 

standard of risk, both of which are present in 924(c), invalidates a residual clause. 138 S. Ct. at 

1218. Presumably, those courts that have long required the categorical approach will follow the 

lead of the Tenth Circuit and find the residual clause of Section 924(c) unconstitutionally vague. 

See Ovalles v. United States, 861 F.3d 1257, 1265 (11th Cir. 2017), reh'g en banc granted, 

opinion vacated, 889 F.3d 1259 (11th Cir. 2018); U.S. v. Prickett, 839 F.3d 697, 700 (8th Cir. 

2016), cert. denied, 138 S. Ct. 1976 (2018). 

This Court should side with the long line of cases that require application of the 

categorical approach, and in so doing, should hold that the residual clause of 924(c) is 

unconstitutionally vague. Accordingly, the Defendant’s Motion to Dismiss should be granted. 

A. Supreme Court precedent requires this Court to conclude that the residual clause of 
18 U.S.C. 924(c)(3) is unconstitutionally vague. 

 
Despite the Government’s attempt to distinguish Section 924(c) from the recently 

invalidated residual clauses, 924(c)(3)(B) is void for vagueness because it is practically identical 

to the residual clauses of the Armed Career Criminal Act (ACCA) and the Immigration and 

Nationality Act (INA). In its review of the ACCA, a statute which provided for increased prison 

sentences for defendants with three or more prior qualifying convictions, the Johnson Court held 

that a residual clause is unconstitutionally vague when: (1) it ties assessment of risk to a 

“judicially imagined ordinary case” of a crime, rather than real-world facts or statutory elements, 
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and (2) it does not specify how much risk it takes for a crime to qualify as a violent felony. 

Johnson v. U.S., 135 S. Ct. 2551, 2554 (2015).  

The Dimaya Court similarly found that Section 16(b) of the INA coupled an imprecise 

risk standard with a required categorical approach, resulting in a fatally flawed clause. Dimaya, 

138 S. Ct. at 1216 (quoting Johnson, 135 S. Ct. at 2557). In Dimaya, the defendant disputed 

whether his previous burglary convictions were categorically “crimes of violence.” Id. at 1204. 

The INA’s residual clause defined a “crime of violence” as “any other offense that is a felony 

and that by its nature, involves a substantial risk that physical force against the person or 

property of another may be used in the course of committing the offense.” Id. Reaffirming the 

Court’s holding in Johnson, the Dimaya Court held that “the INA required courts to imagine the 

kind of conduct that would take place in an ‘ordinary case’ and to ‘judge whether that abstraction 

presents’ some not-well-specified-yet-sufficiently-large degree of risk.”). Id. at 1216 (quoting 

Johnson, at 2556). Ultimately, Section 16(b) of the INA, a statute virtually identical to Section 

924(c)(3)(B), failed to establish a standard for risk, creating indefensible vagueness. Johnson at 

2559; U.S. v. L. Cohen Grocery Co., 225 U.S. 81, 91 (1921). 

In light of Dimaya, the Tenth Circuit Court of Appeals, too, addressed unconstitutional 

vagueness, and it did so in the context of the statute at issue here, Section 924(c). U.S. v. Salas, 

889 F.3d 681, 683 (10th Cir. 2018). Four months ago, the Tenth Circuit followed the long line of 

pre-Dimaya precedent, and held that Section 924(c)’s residual clause requires application of the 

categorical approach, and is unconstitutionally vague. Id. at 683. Similar to the factual 

circumstances here, in Salas, the defendant used a Molotov cocktail to firebomb a tattoo parlor, 

and was convicted for conspiracy to commit arson and for using a destructive device in 

furtherance of a crime of violence under 924(c)’s residual clause. Id. Looking to Johnson and 
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Dimaya for support, the court’s decision was clear: “. . . § 924(c)(3)(B) possesses the same two 

features that rendered the ACCA’s residual clause and § 16(b) unconstitutionally vague: ‘an 

ordinary-case requirement and an ill-defined risk threshold.’” Salas, at 685 (quoting Dimaya, 

138 S. Ct. at 1207).  

Additionally, the Salas Court noted that “the language of Section 16(b) is identical to that 

in Section 924(c)(3)(B), and we have previously treated precedent respecting one as controlling 

the analysis of the other.” Salas, 889 F.3d at 685 (quoting In re Hubbard, 825 F.3d 225, 230 n.3 

(4th Cir. 2016)). The Seventh and Fifth Circuits echo this analysis. See U.S. v. Cardena, 842 

F.3d 719 (7th Cir. 2015); U.S. v. Davis, No. 16-10330, 2018 WL 4268432, at *3 (5th Cir. Sept. 

7, 2018) (holding that “because the language of the residual clause [Section 924(c)(3)(B)] here 

and that in § 16(b) are identical, this court lacks authority to say that, under the categorical 

approach, the outcome would not be the same.”).  

Finally, though the Government attempts to distinguish 924(c) from 16(b) using Johnson 

as support for its argument that the language in 924(c) is narrower than 16(b) and various other 

arguments, the Dimaya Court made clear that only two considerations have an impact on a  

residual clause’s constitutional affect: the required use of the categorical approach, and the 

presence of an imprecise risk standard. Salas, at 685 (quoting Dimaya, 138 S. Ct. at 1207). All 

other distinctions fail. Repeatedly, courts have found that because 924(c) suffers from both of 

these fatal flaws, it fails constitutional scrutiny. See i.e. Eshutu. Because 924(c) fails to meet the 

notice requirement of the Due Process clause, it is void for vagueness and Mendoza’s indictment 

should be dismissed. 
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B. Supreme Court precedent requires the use of the categorical approach because the 
language of the statute as well as Sixth Amendment concerns militate against a 
conduct-specific analysis.  

 
The language of residual clause of 924(c) is virtually identical to 16(b), which was 

determined by the Court to require the categorical approach, and thus was void for vagueness. 

Utilizing the “straightforward application of Johnson,” the Supreme Court in Dimaya highlighted 

the ambiguity in Section 16(b)’s “substantial risk” standard. 138 S. Ct. at 1216. Section 924(c) 

presents this same ambiguous “substantial risk” standard, and only works to the detriment of 

Mendoza’s due process rights. Section 924(c)(3)(B) defines a “crime of violence” as one “that by 

its nature, involves a substantial risk that physical force against the person or property of another 

may be used in the course of committing the offense.” 18 U.S.C. 924(c)(3)(B) (emphasis added). 

But, the mere “substantial risk” language gives courts no guidance to specifically identify or 

quantify a standard of risk. So, the categorical approach alone, with its objective examination of 

a crime in its generic state, generally, ensures consistency among the courts and protection of 

defendants’ rights.  

 The Supreme Court established the categorical approach in Taylor v. U.S., when it held 

that the ACCA requires courts to apply the categorical approach when deciding “whether an 

offense is burglary, arson, or extortion, involves use of explosives, or otherwise involves conduct 

that presents a serious potential risk of physical injury to another.” 495 U.S. 575, 600 (1990). A 

landmark approach, Taylor’s application to residual clauses requires courts to examine an 

offense in only the “ordinary case”, and not the facts surrounding the defendant’s conduct. 

Johnson, at. 2555. Plainly, a court must examine if a crime qualifies under a statutory definition 

“in terms of how the law defines the offense and not in terms of how an individual offender 
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might have committed it in on a particular occasion.” Begay v. United States, 553 U.S. 137, 141 

(2008). 

By focusing on the conviction, rather than individual conduct, the Court reinforced 

Congress’s intent, avoided constitutional questions, and dodged practical possibilities for 

unfairness among defendants when a factual approach is used. Taylor, 495, U.S. at 600-02 

(finding that Congress reasoned that certain general categories of property crimes, including 

arson and the use of explosives, should be included in the enhancement statute under the ACCA, 

although statutorily, such offenses do not involve the use of threat of force against a person). 

Further, the Supreme Court adopted the categorical approach partially, “to avoid[] the Sixth 

Amendment concerns that would arise from sentencing courts making findings of fact that 

properly belong to juries.” Dimaya, 138 S. Ct. at 1215. (quoting Descamps v. U.S., 570 U.S. 254, 

267 (2013)). 

  In fact, the text of the statute demonstrates that congress intended for a categorical 

approach to apply. As the Dimaya Court noted in its textual examination of the statute, “Section 

16 directs our focus to the ‘offense’ of conviction . . . rather than to particular facts.” Dimaya, 

138 S. Ct. at 1217. Words such as “conviction,” “felony,” or “offense,” when read naturally, 

infer a crime as “generally committed.” Id. Moreover, the Dimaya Court isolated the “by its 

nature” language of the statute, revealing that such language prompts the decision-maker to 

consider an offense’s “normal and characteristic quality.” Id. Like in 16(b) the language used by 

congress dictates the approach that is appropriate for 924(c). Because 924(c) contains these same 

textual features, reference to an “offense” and “by its nature,” it is clear that Congress intended 

the residual clause in 924(c) to be interpreted categorically. 
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Further, while the Government argues the necessity of constitutional avoidance here, the 

Supreme Court has already rejected the canon in virtually identical circumstances, and has 

highlighted the problems surrounding this path. Id. Constitutional avoidance is not proper 

because the canon only applies where an otherwise acceptable construction of a statute would 

raise serious constitutional problems. DeBartolo Corp. v. Florida Gulf Coast Bldg. & Constr. 

Trades Council, 485 U.S. 568, 575 (1988). This canon is implicated only when “after the 

application of ordinary textual analysis, the statute is found to be susceptible of more than one 

construction; and the canon functions as a means of choosing between them. Almendarez-Torres 

v. U.S., 523 U.S. 224, 237-38 (1998). But, based on the Dimaya Court’s textual analysis of 

Section 924(c)’s ambiguous language, and the Congressional agenda outlined by the Court in 

Taylor, it is clear that only the categorical approach can prevail. As the Supreme Court stated, 

the adoption of a fact-based approach would “merely ping-pong us from one constitutional issue 

to another. And that means the avoidance canon cannot serve . . . as the interpretive tie breaker.” 

Dimaya, 138 S. Ct. at 1217.  

In Dimaya, the Court recognized the constitutional questions that a fact-based approach, 

rather than categorical approach, would create. Id. Relying merely on a fact-specific approach 

rather than using the categorical approach logic for a specific crime would subject defendants to 

standard-free judgments, with only a subjective application of the law from each individual, 

rather than an objective perspective. The court “cannot abandon the categorical approach for a 

conduct-based approach” because it is at that moment that the standard “ceases to work in a way 

consistent with due process.” Dimaya, 138 S. Ct. at 1216. Dimaya effectively explained that 

using a conduct-based approach would allow judges to make factual determinations that were 

properly left to juries. Id. Similarly, here, the Sixth Amendment constitutional concerns are 
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implicated because a fact-based approach would require judges to make factual determinations 

about whether there is enough evidence to conclude that the defendant is guilty of the “violent 

facts” present in the case. Id. For Mendoza, and defendants like him, proving their innocence 

against this standard will inevitably become an unbearable hassle, as a fact-based approach is 

only applied subjectively to a “judge-based imagined abstraction,” rather than objectively in 

conjunction with the categorical approach’s parameters. Id. This ideal continues to pervade our 

courts, as just one month ago the D.C. Circuit Court of Appeals upheld the categorical approach 

rather than a “case-specific analysis” and noted that precedent demands such an approach. U.S. v. 

Eshetu, 2018 WL 3673907 at *1 (August 3, 2018).   

 While the government touts that constitutional avoidance is required, and thus, the Court 

may not apply the categorical approach, this argument ignores the very real Sixth Amendment 

concerns that plague the flip-side of the coin. In order to assuage the Sixth Amendment concerns, 

the Court would be forced to rewrite the statute so as to allow a jury to determine whether a 

given act constitutes a crime of violence. Allowing a jury to determine what is largely a question 

of law and that rightly belongs in the hands of a judge, would lead to inconsistency in judgments, 

and would prejudice defendants in a variety of other ways. Accordingly, because the conduct-

specific approach is not a viable alternative, this Court must apply the categorical approach, and 

invalidate the residual clause of 924(c) on due process grounds.  

II. This Court should suppress the evidence obtained from Mendoza’s cell phone 
because the warrantless, suspicion-less search and seizure was unconstitutional and 
violated Mendoza’s Fourth Amendment right to privacy. 

The warrantless forensic search of Mendoza’s phone was unconstitutional because it the 

border exception does not grant the Government authority to conduct warrantless searches of 

deleted cell phone data with no particularized suspicion of wrongdoing. The Fourth Amendment 

provides “[t]he right of the people to be secure in their persons, houses, papers, and effects, 
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against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, 

but upon probable cause. . .” U.S. Const. amend. IV.  Further, the Supreme Court has held 

“[w]hen an individual ‘seeks to preserve something as private,’ and his expectation of privacy is 

‘one that society is prepared to recognize as reasonable,’ we have held that official intrusion into 

that private sphere generally qualifies as a search and requires a warrant supported by probable 

cause.” Carpenter v. U.S., 138 S. Ct. 2206, 2213 (2018) quoting Smith v. Maryland, 442 U.S. 

735, 740 (1979). But because “[t]he Government's interest in preventing the entry of unwanted 

persons and effects is at its zenith at the international border,” searches there generally constitute 

an exception to the rule. U.S. v. Flores–Montano, 541 U.S. 149, 152, (2004). However, the 

circumstances of this case dictate that the border exception does not apply here. 

First, the forensic search of Mendoza’s cell phone does not fall within any of the defined 

rationales of the border exception. The Supreme Court held that “the scope of a warrant 

exception should be defined by its justifications.” Riley v. California, 134 S. Ct. 2473, 2484 

(2014).  In any instance where the government’s interests underlying a Fourth Amendment 

exception are not implicated by a certain type of search, such as, a case in which the individual’s 

privacy interests outweigh any ancillary governmental interest, the government must obtain a 

warrant based on probable cause. U.S. v. Kolsuz, 890 F. 3d 133, 143 (4th Cir. 2018). In other 

words, even a search initiated at the border could become so attenuated from the rationale for the 

border search exception that it would no longer fall under that exception. Kolsuz, 890 F. 3d at 

143. Further, because the nature of the information contained on a cell phone is so sensitive and 

private, the warrantless search must be justified by “needs of law enforcement so compelling that 

[a] warrantless search is objectively reasonable.” Carpenter, 138 S. Ct. at 2222.  Here, the 

warrantless search of the deleted data on Mendoza’s cell phone was not related to the 
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Government’s interest in protecting national security at the border or its interest in imposing 

taxes on incoming goods and thus, was unconstitutional. 

Even if this Court holds that no warrant was required, at the very least, the Government’s 

forensic search of Mendoza’s cell phone was sufficiently invasive to require “individualized 

reasonable suspicion.” The Supreme Court held that “border searches” that are overly invasive, 

such as strip-searches, must be based on “individualized reasonable suspicion.” U.S. v. Montoya 

De Hernandez, 473 U.S. 531, 538 (1985). Due to the average American’s high expectation of 

privacy concerning the private information stored on a cell phone, the quantity and intimate 

nature of that information, and the government’s interest underlying the “border exception,” the 

majority of circuits have held that forensic searches of laptops and cellphones are analogous to a 

“computer strip search.” U.S. v. Cotterman, 709 F. 3d 952, 966 (9th Cir. 2013); Kolsuz, 890 F. 3d 

at 143. Due to the private nature of the information stored on personal devices, such searches are 

nonroutine and must be based on “individualized reasonable suspicion.”  

Because no individualized reasonable suspicion was present here, Defendant’s Motion to 

Suppress should be granted. 

A. The warrantless forensic search of Mendoza’s phone was unconstitutional because it 
was not supported by the rationales of the “border exception” and it was a highly 
intrusive invasion on Mendoza’s personal privacy. 	

Because application of the border exception in the context of a forensic cell phone search 

is so attenuated and invades such a strong expectation of privacy, the border exception does not 

apply, and a warrant is required. First, the Government had no clear interest under the “border 

exception” in seizing Mendoza’s phone and conducting a forensic search of its contents.  Second, 

the type of information contained in a cellphone creates the ultimate expectation of privacy, and 

here, that information cannot be subject to an exception to the Fourth Amendment.  
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As to the first issue, there must be some causal nexus between an exception to the Fourth 

Amendment and a corresponding search. As the Supreme Court held in Riley, exceptions to the 

Fourth Amendment must be directly connected to the motivating governmental interest in order 

to overcome Fourth Amendment protections. Riley, 134 S. Ct. at 2480. Thus, the seizure of 

Mendoza’s cell phone must be directly related to national security or the regulation of dutiable 

items. For example, the Fourth Circuit considered whether the border exception was applicable 

where the defendant claimed the exception did not apply because his phone was taken as he was 

exiting the country, miles from the border, and because the search took a month to conduct. U.S. 

v. Kolsuz, 890 F.3d at 143. Though ultimately the court held that the exception did apply, the 

court noted that the application of the exception was based on the nexus between the search of 

the defendant’s cell phone subsequent to finding parts of firearms in the defendant’s suitcase and 

the government’s interest in the unlicensed export of firearms. Id.  

That nexus is not present here, where the government had no articulatable suspicion of 

any particular crime committed or to be committed by Mendoza and the search took several 

weeks to complete. Instead, here, the Government is attempting to unconstitutionally “invoke[] 

the border exception on behalf of its generalized interest in law enforcement and combatting 

crime.” Id. See also U.S. v. Vergara, 884 F.3d 1309, 1317 (11th Cir. 2018) (Pryor, J., dissenting) 

(allowing warrantless border searches based on “general law enforcement justification” would 

“untether the [border search exception] from its justifications”).  

The Supreme Court has also recognized the need for the law to evolve alongside 

technology. Riley, 134 S. Ct. at 2484. In Riley, the Court held that the “search incident to arrest” 

exception to the warrant requirement of the Fourth Amendment could not be used to justify a 

forensic search of a cellphone. Id. The Court, in reaching this conclusion, noted that the “search 
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incident to arrest exception” was founded upon the rationale of protecting arresting officers from 

unseen threats and preserving evidence. Id. at 2488-89. It reasoned that these justifications were 

not applicable in regard to smart phones. Id.  The Court noted that the rationales behind the 

exception were insufficiently related to cellphone-data when balanced against the “privacy 

expectations of the citizen.” Id.  The Court concluded that when “privacy-related concerns are 

weighty enough,” a “search may require a warrant, notwithstanding the diminished expectations 

of privacy of the arrestee.” Id.   

Just as in Riley, Mendoza’s cell phone could not have posed a threat to customs agents, 

and the interest of the Government in managing dutiable items or preventing importation of 

contraband was not implicated merely by Mendoza’s alleged “suspicious behavior.”  A forensic 

search of a traveler’s phone, with no other justification, must require probable cause because it is 

so far removed from the Government’s interest in border management and creates no imminent 

threat sufficient to prevent the Government from obtaining a warrant. Here, at the time 

Mendoza’s cell phone was seized, the Government did not even articulate any potential crime 

Mendoza could be suspected of committing. With no particularized suspicion, there is no nexus. 

 The D.C. Circuit Court held that under the Supreme Court’s holding in Riley, there must 

be a balancing test between the government’s interest in applying an exception to the Fourth 

Amendment and the “degree in which the Defendant’s privacy has been invaded.” U.S. v. Kim, 

103 F. Supp. 3d 33, 55 (D.C. 2015).  The Kim court granted the Motion to Suppress evidence 

found on Kim’s laptop under the “border exception” holding that the Government’s holding 

Kim’s laptop for 20-days and using forensic technology to pry into his emails was an overbroad 

application of the “border exception” and was overly invasive of Kim’s privacy. Id.  Further, the 

court questioned “whether the examination … can accurately be characterized as a border search 
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at all.”	Id. at 57-58 (“given the extensive nature and duration of the search here and the use of a 

list of specific search terms, the search ‘did not possess the characteristics of a border search at 

all.’”)   

Similarly, the Government’s argument here rests on the assumption that any property or 

information brought to the border is subject to search. See Touset, 890 F.3d at 1235 (Travelers 

“are free to leave any property they do not want searched—unlike their bodies—at home.”) But 

Mendoza did not intend to bring any of the information on his phone with him to the border at 

all. Mendoza intended to clear all prior information from the seized phone by either resetting it 

or by using software to wipe it. Michaels Aff. ¶ 21. In order to acquire the information, 

Mendoza’s phone was held for over three weeks and was subject to forensic search based on 

nothing more than a hunch. This invasion into Mendoza’s privacy is a gross departure from the 

intended purpose of the “border exception” and is unconstitutional. Thus, any and all information 

obtained from the search should be suppressed, and this Court should limit the scope of the 

“border exception” to those instances directly related to the principles on which the exception 

was founded. 

And in fact, the sensitive nature of the information contained in a cell phone is precisely the 

type of information the Supreme Court has been unwilling to allow to be subject to a non-exigent 

exception of the warrant requirement. See Riley, 134 S. Ct. at 2484; Carpenter v. U.S., 138 S. Ct. 

2206, 2220 (2018); See also U.S. v. Ramsey, 431 U.S. 606, 621 (1977) (noting “border 

exception” is not an “exigent circumstance”). In Carpenter, the Court, relying on precedent from 

Riley, called the cell phone “almost a feature of human anatomy,” and refused to extend the 

third-party doctrine to a search of cell-site location information. 138 S. Ct. at 2220. In particular, 

the Court was concerned with the involuntary way in which a cell phone collects data—without 
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an affirmative act on the part of the user, as well as the “pervasive and insistent” role that the 

devices play in everyday life. Id. To that end, the Court held that when determining if a warrant 

is required in the context of cell phones, the most important concern was preventing the 

“progress of science” from eroding Fourth Amendment protections. Id. at 2221.  

Therefore, in the same way that a search incident to arrest does not always permit a 

warrantless search, a search that occurs at the border does not always automatically trigger the 

“border exception.” The border exception is based upon the “plenary powers” of Congress and 

upon the rationale that the Government has power to “collect taxes, duties, imposts, and excises 

on shipments entering and exiting the country.” Touset, 890 F. 3d at 1230. And application of the 

exception requires a nexus between those considerations and the circumstances of the ensuing 

search, such that the border exception does not become “untethered from its justifications.” 

Riley, 134 S. Ct. at 2485. The exception does not grant the Government unilateral and unfettered 

power to search and seize anyone and anything so long as it takes place at the border. U.S.  v. 

Cotterman, 709 F.3d 952, 960 (9th Cir. 2013).  Instead, the sensitive nature of information 

contained on a cell phone requires a causal nexus between the information sought and the 

interest justifying the search. Kolsuz, 890 F.3d at 143. Because there is no connection here 

between the information Mendoza deleted from his phone while in Canada and the U.S.’s 

interest in protecting its borders, the warrantless search was an unreasonable invasion of privacy, 

and thus violated Mendoza’s Fourth Amendment rights. Accordingly, the contents of the 

cellphone and the investigation it prompted should be suppressed. 

B. The forensic search conducted by DHS was unconstitutional because it was not 
supported by any individualized reasonable suspicion as is required with an 
extremely invasive border search. 

The warrantless forensic search of Mendoza’s phone required reasonable suspicion under 

the border exception because it was the essentially a technological strip search.  The Supreme 
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Court has held that “highly intrusive searches” require individualized reasonable suspicion when 

they invade significant individual “dignity and privacy interests.” Flores–Montano, 541 U.S. at 

152. Though the circuits are split on this issue, the majority of circuits have determined that 

forensic searches of electronic devices are highly intrusive, such that they amount to the type of 

“nonroutine” search that must be justified by individualized reasonable suspicion. Kolsuz, 890 

F.3d at 146; Cotterman, 709 F.3d at 963; See also Kim, 103 F. Supp. 3d at 59; Contra Touset, 

890 F.3d at 1233 (holding forensic searches of property do not require reasonable suspicion).  

“It is the comprehensive and intrusive nature of a forensic examination . . . triggering the 

requirement of reasonable suspicion here.” Cotterman, 709 F.3d at 962. Even before the 

Supreme Court’s decision in Riley, the Ninth Circuit Court of Appeals recognized that forensic 

searches of digital devices constitute an exceptional invasion of the intimate details of a person’s 

life: “Laptop computers, iPads and the like are simultaneously offices and personal diaries. They 

contain the most intimate details of our lives: financial records, confidential business documents, 

medical records and private emails.” Id. at 964. The court went on to explain that  

[e]lectronic devices often retain sensitive and confidential information far 
beyond the perceived point of erasure, notably in the form of browsing histories 
and records of deleted files. This quality makes it impractical, if not impossible, 
for individuals to make meaningful decisions regarding what digital content to 
expose to the scrutiny that accompanies international travel. 

 
Id. at 965. The court further recognized the intrusiveness of forensic searches by equating 

them to a suitcase revealing “everything it had ever carried”. Id. at 967-68. 

Finally, in determining that the forensic search was unconstitutional, the Ninth Circuit 

reiterated that the relevant Fourth Amendment inquiry for searches at the border is 

reasonableness—unlike with searches of cars, searches of digital devices have significant 

implications on an individual’s privacy and dignity interests. Id. at 966. The exposure of private 
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and confidential information cannot be undone, and the nature of the material itself is far more 

intimate than any other type of physical search. Id. Finally, the court noted that while the 

government does have an important interest in protecting national security at the border, “[t]he 

Supreme Court has never endorsed the proposition that the goal of deterring illegal contraband at 

the border suffices to justify any manner of intrusive search.” Id. at 967. Instead, reasonable 

suspicion is required when a search is so far outside of the routine searches that occur at the 

border that it constitutes an extreme unexpected intrusion. Id. While international travelers can 

expect to have their property searched at the border, “[w]hat they do not expect is that, absent 

some particularized suspicion, agents will mine every last piece of data on their devices or 

deprive them of their most personal property for days (or perhaps weeks or even months, 

depending on how long the search takes).” Id. 

In Riley, the Supreme Court only bolstered this argument by holding that, due to the 

intimate nature of the information stored on a person’s phone, the government’s interest in 

“searches incident to arrest” are insufficient to overcome the high level of privacy expectations 

the average citizen possesses concerning their cellphone. 134 S. Ct. at 2488.  While the Court did 

not determinatively preclude forensic searches under the border exception, the	“key to Riley's 

reasoning is its express refusal to treat such phones as just another form of container, like the 

wallets, bags, address books, and diaries covered by the search incident exception.” Kolsuz, 890 

F.3d at 145 (citing Riley, 134 S. Ct at 2488-2490). What is more, even the Department of 

Homeland Security has now adopted a policy requiring reasonable suspicion for forensic 

searches of digital devices. Kolsuz, 890 F.3d at 146 (citing U.S. Customs and Border Prot., CBP 

Directive No. 3340–049A, Border Search of Electronic Devices 5 (2018)). 
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But the precedent cited by the Government ignores the obvious distinction between mere 

property and a cell phone. For example, the Eleventh Circuit Court of Appeals has held that 

reasonable suspicion is not required to conduct forensic searches because the Supreme Court has 

never required reasonable suspicion for a search of property at the border. Touset, 890 F.3d at 

1231. It additionally failed to give any weight to Riley’s determination that there is a distinct 

privacy expectation in a cell phone. Id. But the Riley Court recognized that prior to smartphones, 

“a search of a person was limited by physical realities and tended as a general matter to 

constitute only a narrow intrusion on privacy.” Id. 

Now, in 2018, to compare a cell phone to a storage container is like saying “a ride on a 

horse and buggy is the same as a ride on a flight to the moon.”  Riley, 134 S. Ct. at 2488-89. The 

Riley Court recognized that such elementary comparisons were nothing more than the 

government’s attempt to buttress its argument with outdated analogies.  To compare a smart 

phone to a simple storage container is an anachronistic approach; the two simply do not belong 

in the same picture.  Only if the storage container contained a portal that led to every other 

closet, box, or storage unit used by the traveler within the past four years, could such an analogy 

be proper. Thus, the Court’s recognition of the important privacy expectation of citizens in the 

intimate information contained on a cell phone requires a narrowing of exceptions to the Fourth 

Amendment to accommodate advancements in technology. Id. Given the private nature of the 

information obtained from Mendoza’s cell phone and the invasive means by which such 

information was obtained, the Government was required to possess at least “reasonable 

individualized suspicion” before prying into the depths of his life. Accordingly, without 

reasonable suspicion, the search of Mendoza’s cell phone was unconstitutional, and the 

information contained therein should be suppressed.  
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C. DHS lacked sufficient individualized reasonable suspicion to justify a forensic 
search of Mendoza’s phone.  

The forensic search performed by DHS was based purely on arbitrary methods which 

lack any individualized components to justify such an invasive search. The Kolsuz Court held 

that under Riley, a forensic search of a cellphone is “nonroutine” and requires some level of 

“individualized suspicion” under the border exception. 890 F. 3d at 137. The Supreme Court 

held that “reasonable suspicion requires there be both a particularized and an objective basis for 

suspecting the individual stopped of criminal activity.” U.S. v. Cortez, 449 U.S. 411, 417-18 

(1981).  The particularity requirement demands that the finding be “grounded in specific and 

articulable facts.” United States v. Hensley, 469 U.S. 221, 229 (1985). In making the 

determination, courts must look at the “totality of the circumstances” and no fact should be 

considered in isolation. Cortez, 449 U.S. at 417.  

Here, no evidence exists sufficient to rise to the level of reasonable suspicion. In order for 

“reasonable suspicion” to be present, officers must be able to articulate objective behaviors that 

are typically the kind of behaviors that most innocent people do not engage in. United States v. 

Williams, 360 Fed.Appx. 320, 322 (3d Cir. 2009).  In Williams, the Court held that behavior like 

riding shirtless in the back of a pick-up-truck with towels draped over the shoulders did not rise 

to a level sufficient to “‘serve to eliminate a substantial portion of innocent travelers’ such that a 

reasonable suspicion of criminal activity can be said to have existed.” Id. at 323.  Similarly, the 

Government’s assertion that the fact that Mendoza: changed clothes during his flight; carried a 

blue duffle bag; and did not consume alcohol while traveling, is “reasonably suspicious” is 

nonsensical.  Such behavior is not “indicative of behavior in which an innocent traveler would 

not engage.” Id. To the contrary, as was the case in Williams, such behavior is more indicative of 
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that of an innocent traveler. The Government’s focus on such arbitrary habits in no way lend 

credence to any assertion that “criminal activity is likely to have occurred.” Id.  

Moreover, Mendoza’s detainment was based on arbitrary and potentially discriminatory 

methods. To start, his travel patterns were entered into a program used by the Government 

known as “Fun and Friendly Skies” (FFS). Michaels Aff. ¶ 5. This program is utilized by DHS to 

track American Citizens during their travels through airports. Michaels Aff. ¶ 8. Further, FFS 

employs a computer program called “Justified Assessment and Notification Emergency Tracker” 

(JANET) to monitor and classify unknowing travelers, in an effort to identify possible terrorists. 

Michaels Aff. ¶ 9.  JANET is not based on any individualized factors and targets individuals 

based completely on such factors as: travel history, behavior while in the airport, and “other 

criteria.” Michaels Aff. ¶ 9.  All American Citizens that pass through an international airport are 

automatically screened by the program. Id. the program monitors such characteristics as: 

destinations; luggage carried by the traveler; eating and drinking patterns; and interaction with 

other passengers. Michaels Aff. ¶ 11.  Once an individual is selected by the program, an agent is 

assigned to follow the individual on their next flight to surveil their behavior. Id. at ¶ 12. 

Although the JANET program itself does not include criteria to target individuals based 

on race, ethnicity, or age, that does not mean that travelers are not being targeted based on these 

classifications. The FFS program offers bonuses of up to $5,000 to CBP agents for successfully 

identifying travelers that may have ties to terrorism. Depo. St. Claire, 4:10-14 (Aug. 7, 2018). 

This policy acts as an incentive for agents to target individuals based on the same criteria that 

FFS purports to disregard. Id. In other words, by relying on the suggestions of agents, FFS does, 

in fact, target individuals based on their race, age, ethnicity, and gender. Id. The findings of the 

JANET program do not lead to an officer having “reasonable suspicion” because, such findings 
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are either based on the ill-placed incentive of Customs agents or on a computer program’s 

findings, which are not based on any defined nexus to criminal activity. 

Mendoza was never observed committing a crime, and was never even observed 

engaging in suspicious activity. Instead, Mendoza has been a victim of a Government attempt to 

use unrelated habits such as password protection for his phone and the fact that he travels with a 

blue-duffle bag as evidence that he committed multiple felonies. Absent any articulatable 

behavior sufficient to warrant reasonable individualized suspicion, the Government has 

overstepped the border exception and is simply abusing the exception to the protections provided 

by the Fourth Amendment in an effort to cast a net wide enough to possibly catch travelers 

committing crimes.  The information obtained on Mendoza’s phone does not point to any such 

crimes and was obtained in what can be classified as nothing less than big-brother going on a 

fishing expedition.  Thus, this Court should hold that no individualized suspicion is present in 

this case and grant Mendoza’s Motion to Suppress the results of the unlawful search. 
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CONCLUSION 

This Court should grant Mendoza’s Motion to Dismiss because 18 U.S.C. Section 

924(c)(3) is “void for vagueness” and violates Mendoza’s due process rights guaranteed under 

the Fifth Amendment.  Further, this Court should affirm the categorical approach as the only 

method to determine when a crime is a “crime of violence” because the language of the statute is 

categorical in nature and because a conduct-specific approach would violate the Sixth 

Amendment.  

This Court should grant Mendoza’s Motion to Suppress because the warrantless search of 

Mendoza’s cell phone violated his Fourth Amendment right to be free from unreasonable 

searches and seizures. Further, even if the Court should determine that the border exception 

applied, the evidence should be suppressed because the search of Mendoza’s phone was highly 

invasive and was not based on individualized reasonable suspicion.  

 

 

 

 

 

 

 

 

 



	 26 

 CERTIFICATE OF SERVICE 

We, attorneys for the Defendant, Mr. Jason Mendoza, do hereby certify that a true and 

correct copy of the foregoing memorandum of law has been served by electronic mail to all 

attorneys of record on this the 13th day of September 2018. 

/s/1854D 
1854D 

 

   Attorneys for the Defendant 

 

 

 

 

 

 

 

 


