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Introduction with Request for Relief 

 Defendant Jason Mendoza (hereinafter Mr. Mendoza) is charged with distribution of heroin 

pursuant to 21 U.S.C. § 841(a)(1) and possession of a destructive device in furtherance of a crime 

of violence pursuant to 18 U.S.C. § 924(c)(1)(B)(ii). Indictment at 1. Mr. Mendoza moves to 

dismiss the second count of his indictment on the grounds that the residual clause of 18 U.S.C. § 

924(c) is unconstitutionally vague. The residual clause of 18 U.S.C. § 924(c) provides for 

mandatory enhanced sentencing when a person uses, possesses, or carries a firearm during, in 

furtherance, or in relation to “a crime of violence.” 18 U.S.C. § 924(c)(3)(B) defines “crime of 

violence” as any felony offense “that by its nature, involves a substantial risk that physical force 

against the person or property of another may be used in the course of committing the offense.” 

Mr. Mendoza respectfully submits that the residual clause fails to provides the “fair notice” and 

protection from “arbitrary enforcement” necessary under the Fifth Amendment. Moreover, this 

Court must apply the “categorical approach” to determine the statute’s applicability. 

 In addition, Mr. Mendoza respectfully requests that this Court order the suppression of all 

evidence obtained from Department of Homeland Security’s (DHS) illegal search of his cell 

phone. The Government contends DHS conducted a lawful search under the border exception to 

the Fourth Amendment. The Defendant respectfully submits the collection of mass amount of 

digital data pursuant to a warrantless forensic search of Mr. Mendoza’s cell phone, performed 

without probable cause, or reasonable suspicion, to suspect Mr. Mendoza’s involvement in drug 

trafficking, violated his Fourth Amendment rights against unreasonable searches and seizures. 

DHS initially detained Mr. Mendoza based upon [SURVEILLANCE that failed to produced 

evidence establishing either RS or PC to stop him/search his phone]. During the detention, a DHS 

agent coerced Mr. Mendoza into acquiescing to a manual inspection of his iPhone 6 despite no 
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articulable basis to conclude Mr. Mendoza used his cell phone to engage in drug trafficking. 

During this unjustified detention, the DHS agent [deduced] a purported justification for the off-

site forensic examination of the cell phone. The DHS agent then used the information [MORE 

INVESTIGATION] to arrest Mr. Mendoza. Make last sentence more persuasive & shorten. 

 For the reasons stated above, Mr. Mendoza respectfully requests this Court: 

1. Grant the motion to dismiss Count 2 of the indictment 

2. Grant the motion to suppress evidence obtained from the warrantless forensic search of Mr. 

Mendoza’s cell phone in violation of his Fourth Amendment rights. 

Statement of Facts 
 
 On March 31, 2018, Customs and Border Patrol (CBP) detained Mr. Mendoza at the Cape 

Adams International Airport. Aff. DHS Special Agent Shawn Michaels in Support of Criminal 

Compl. ¶ 6. (“Michaels Aff.”) Without Mr. Mendoza’s knowledge or consent, DHS’ domestic 

surveillance program, Fun and Friendly Skies (FFS), flagged him for continued tracking.  Michaels 

Aff. ¶ 8, 13. Every United States citizen who enters the country through a Port of Entry is 

automatically screened for inclusion in FFS. Michaels Aff. ¶ 9. Despite not being under 

investigation by any agency or in the Terrorist Screening Database, FFS monitors flagged 

individuals during all domestic travel and records the date, time, and locations of international 

travels. Michaels Aff. ¶ 8, 9.  

FFS tracked Mr. Mendoza on 34 flights between February 6, 2018 to March 31, 2018. 

Michaels Aff. ¶ 13. Neither the program nor anyone from DHS articulated why FFS identified Mr. 

Mendoza as a suspected traveler. All that is known is that FFS makes selections based on 

information it collects and filters pertaining to an individual’s travel patterns, including frequency 

of travel, span of time between travel, known concerns or threats at departure and arrival 
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destinations, and travelers’ conduct within airports. Michaels Aff. ¶ 9, 10. As a result, Mr. 

Mendoza did not know why CBP detained him. Michaels Aff. ¶ 15. 

A DHS Special Agent, Shawn Michaels, questioned Mr. Mendoza at the airport about his 

recent international travel. Mr. Mendoza explained he had to travel for his job as a food and 

beverage distributor at the Wing Dump. Michaels Aff. ¶¶ 16, 17. The Wing Dump is a restaurant 

and sports bar chain with 68 locations across the country and two in Vancouver. It is in the process 

of expanding franchise locations overseas, including in European and Asian markets. Michaels 

Aff. ¶ 17. Notably, CBP detained Mr. Mendoza on his return from Vancouver. Michaels Aff. ¶ 17. 

Agent Michaels also searched Mr. Mendoza’s duffle bag. Michaels Aff. ¶ 18. He found an 

iPhone 6, a laptop charging cables, clothing and a notebook. Michaels Aff. ¶ 18, 19. Agent 

Michaels turned on the iPhone 6 and asked Mr. Mendoza for the password. Michaels Aff. ¶ 20. 

When Mr. Mendoza hesitated to provide it, Agent Michaels told him he had no privacy while at 

the border. Mr. Mendoza then acquiesced and provided the password. Michaels Aff. ¶ 20. A 

manual search revealed the phone had been restored to factory settings. Mr. Mendoza explained 

he reset the phone after the Wi-Fi at a cafe in Vancouver corrupted it. Michaels Aff. ¶ 21. Agent 

Michaels told Mr. Mendoza he would be seizing the phone to conduct a forensic search of its 

contents, which could take up to 30 days. Michaels Aff. ¶ 21. Mr. Mendoza objected to this and 

requested his attorney. At this point, Agent Michaels did not have a basis to continue to detain Mr. 

Mendoza. He told Mr. Mendoza he could leave without his phone. Michaels Aff. ¶ 22. 

Interestingly, Agent Michaels never attempted to search Mr. Mendoza’s laptop or the iPhoneX he 

was using when Agent Michaels entered the interrogation room. Michaels Aff. ¶ 19. 

That same day, Agent Michaels solicited DHS Cyber Analyst Vic Sengupta to restore and 

analyze the phone’s contents. Michaels Aff. ¶ 24. Three weeks later, Sengupta sent Agent Michaels 
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an investigative memorandum outlining the retrieved data. DHS Investigative Memorandum at 4 

(Apr. 20, 2018). The searched produced data from October 29, 2015 to March 29, 2018, including 

corrupted, deleted, historic, and transferred data. DHS Memo at 1. DHS accessed Mr. Mendoza’s 

address book entries, PIM (Personal Information Manage) Data, call logs, text and multimedia 

messages, applications, stand-alone data files, and internet, location, and social media data, DHS 

Memo 1-3. In addition to restoring over 10,000 text messages, hundreds of which were originally 

deleted, additional reports analyzed specific data. Although the Wing Dump sells drumsticks, 

Agent Michaels interpreted the reference to “drumsticks” in some text messages as code for illicit 

substances. Agent Michaels concluded Mr. Mendoza was likely affiliated with a gang and 

distributing heroin. Michaels Aff. ¶ 30, 32. 

On April 23, 2018, Agent Michaels obtained the Wing Dump’s digital outdoor security 

footage from November 4, 2015 to present. Michaels Aff. ¶ 35. The footage revealed Mr. Mendoza 

made weekly food deliveries to the Wing Dump. Michaels Aff. ¶ 36. On March 25, 2018, the 

security camera recorded an altercation between Mr. Mendoza and Trevor Scott, a known gang 

member. During the confrontation, Mr. Mendoza’s duffle bag opened, revealing what Agent 

Michaels believed to be an off-white or tan, powdery substance inside the bag. Michaels Aff. ¶ 38. 

On April 30, 2018, Agent Michaels entered a Criminal Complaint for Mr. Mendoza’s arrest. Agent 

Michaels arrested Mr. Mendoza the next day. Michaels Supp. Aff. ¶ 6. 

Argument 

I. The residual clause of 18 U.S.C. §924(c) is unconstitutionally vague under Johnson 
and Dimaya.  
 
A. 18 U.S.C. §924(c) fails to provide an ordinary person with fair notice of the conduct it 
punishes; additionally its construction and application invites arbitrary enforcement. 
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Section 924(c)’s residual clause is unconstitutionally vague in violation of the Fifth 

Amendment, which states that “[n]o person shall ... be deprived of life, liberty, or property, without 

due process of law.” U.S. Const. amend. V.  The statute enhances the length of a defendant’s 

sentence when they are convicted of possessing a firearm “in furtherance of a crime of violence,” 

which is defined as any felony “that by its nature, involves a substantial risk that physical force 

against the person or property of another may be used in the course of committing the offense.” 18 

U.S.C. § 924(c)(3)(B). The “void-for-vagueness” doctrine provides a check on statutory 

construction, ensures due process, and provides ordinary people with “fair notice” of the conduct 

a statute punishes. Papachristou v. Jacksonville, 405 U.S. 156, 162 (1972); United States v. 

Batchelder, 442 U.S. 114, 123 (1979). Additionally, the doctrine prohibits arbitrary application. 

Kolender v. Lawson, 461 U.S. 352, 357–358 (1983).  

The prohibition of vagueness in criminal statutes “is a well-recognized requirement, 

consonant alike with ordinary notions of fair play and the settled rules of law,” and a statute that 

fails to comply with it “violates the first essential of due process.” Connally v. Gen. Constr. Co., 

269 U.S. 385, 391 (1926). The rule of lenity “requires ambiguous criminal laws to be interpreted 

in favor of the defendants subjected to them.” United States v. Santos, 553 U.S. 507, 514 (2008). 

B. This Court is bound by Supreme Court precedent in Johnson and Dimaya to hold 18 
U.S.C. § 924(c) void for vagueness.  

 
Section 924(c)’s definition of a “crime of violence” is identical to § 16(b)’s, which was 

held unconstitutionally vague in Sessions v. Dimaya. 138 S. Ct. 1204 (2018). The Court applied 

their prior inquiry in Johnson v. United States, which focused on the ACCA residual clause 

definition of a violent felony as one that has an “element” of using physical force, or “is” burglary, 

arson, or extortion, or “involves the use of explosives, or otherwise involves conduct that presents 

a serious potential risk of physical injury to another.” Johnson, 135 S. Ct. 2551, 2557 (2015). 
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The residual clauses in the ACCA and § 16(b) both produce “more unpredictability and 

arbitrariness than the Due Process Clause tolerates.” Johnson, 135 S. Ct. at 2554. An example of 

this is the problematic qualitative approach to standardizing what the risk of physical injury is. In 

ACCA, the standard is “serious potential risk;” in § 16(b), it is “substantial risk.” Johnson, 135 S. 

Ct. at 2556; 18 U.S.C. § 924(c)(3)(B). Dimaya stated both statutes violated due process in the same 

way. First, they required an inherently indefinite standard for “what kind of conduct the ‘ordinary 

case’ of a crime involves,” versus use of the facts as they occurred in the case in question. Second, 

“judge-imagined abstraction” then was assessed under “an imprecise ‘serious potential risk’ 

standard.” 138 S. Ct. 1204 at 1214 (quoting Johnson, 135 S.Ct., at 2561).   

Pursuant to Johnson and Dimaya, this Court is bound to hold the statute in question void 

for vagueness. See United States v. Salas, 889 F.3d 681, 686 (10th Cir. 2018) (holding 18 U.S.C. 

§ 924(c)(3)(B) unconstitutionally vague under Dimaya). Mr. Mendoza is charged pursuant to 18 

U.S.C. § 924(c) which, like its predecessors in vagueness, both fails to satisfy the standard for fair 

notice and invites arbitrary application. The statute contains language that is identical to the 

language in § 16(b), defining “crime of violence” to include “an offense that is a felony and . . . 

that by its nature, involves a substantial risk that physical force against the person or property of 

another may be used in the course of committing the offense.” 18 U.S.C. § 924(c)(3)(B). 

Johnson is binding because § 924(c) suffers from the same vagueness that compelled the 

Supreme Court to declare the ACCA residual clause unconstitutional in violation of due process. 

While the ACCA purported to target risk of injury, and the risk at issue in § 924(c) is a risk of 

application of force, the difference is immaterial to the due process problem. The Court’s inquiry 

into how risk is assessed and quantified is the same under both statutes. Both require courts to first 

imagine the “ordinary case” the predicate felony embodies, and then decide if it qualifies as a 
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crime of violence under the applicable statutory definition through an assessment of the risk posed 

by the “ordinary case.” Johnson, 135 S. Ct. at 2557.  

Section 924(c)’s residual clause cannot survive constitutional scrutiny under the due 

process principles affirmed in Johnson and Dimaya. While other circuits have upheld § 

924(c)(3)(B) as constitutional, they were decided prior to Dimaya, which overruled distinctions 

between the ACCA’s residual clause and § 16(b) that Dimaya rejected. See United States v. Garcia, 

857 F.3d 708, 711 (5th Cir. 2017); United States v. Prickett, 839 F.3d 697, 699 (8th Cir. 2016); 

United States v. Hill, 832 F.3d 135, 150 (2d Cir. 2016); United States v. Taylor, 814 F.3d 340, 379 

(6th Cir. 2016). Ultimately, Dimaya and the similar statutory features require this Court to hold 

924(c) produces “more unpredictability and arbitrariness than the Due Process Clause tolerates,” 

Dimaya, 138 S. Ct. 1204 at 1216 (quoting Johnson, 135 S. Ct. at 2558).  

II.  A categorical approach is required to determine whether a particular crime 
constitutes a “crime of violence” for the purposes of 18 U.S.C. §924(c)(3)(B), and 
this Court should thus apply the approach.  

 
A. Plain language and Supreme Court guidance support the categorical approach 
 

The Supreme Court’s guidance on the statute’s interpretation coupled with the statute’s 

plain language supports invoking the categorical approach. In Leocal v. Ashcroft, the Court 

explained that because § 16(a)’s plain language “directs [a court’s] focus to the ‘offense,’” it 

required examination of the predicate offense’s “elements” versus “the particular facts relating to 

petitioner’s crime.” 543 U.S. 1 at 7 (2004). Johnson I reached the same conclusion with respect to 

18 U.S.C. § 924(e)(2)(B)(ii)’s residual clause, which is materially identical to § 924(c)(3)’s 

residual clause. 559 U.S. 133, 138-45 (2010). The categorical approach is compelled by such 

precedent. Dimaya explained the rationale supporting continued reliance on the categorical 

approach. First, Johnson already rejected the dissent’s proposed  abandonment. Second, 
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abandoning the approach regarding a criminal statute would raised Sixth Amendment concerns if 

sentencing courts were to make findings of fact that would usurp the jury. Finally, the Court stated 

the statute’s text itself is best read as mandating the categorical approach. Dimaya, 138 S. Ct. 1204 

at 1209; see also Johnson, 135 S. Ct. at 2561. This Court should interpret Dimaya as mandating 

the categorical approach where the court considers whether the underlying offense “by its nature” 

(versus case-specific facts) satisfies the risk of force requirement. Dimaya, 138 S. Ct. 1204 at 1211; 

see also James v. United States, 550 U.S. 192, 208 (2007).  

B. Pursuant to the rule of lenity, this Court must weigh in favor of the categorical 

approach. 

One of criminal law’s fundamental tenants is “ambiguity concerning the ambit of criminal 

statutes should be resolved in favor of lenity.” United States v. Bass, 404 U.S. 336, 347 (1971) 

(quoting Rewis v. United States, 401 U.S. 808, 812 (1971). Pursuant to the rule of lenity, this Court 

must weigh in favor of the categorical approach. See, e.g., United States v. Diaz, 778 F.2d 86, 88 

(2d Cir. 1985) (per curiam) (applying the rule of lenity to § 924(c)(3)’s definition of a “crime of 

violence”). Supporting this is the fact that the statute is one of the harshest among federal criminal 

statutes, by virtue of requiring courts to impose sentences which otherwise are not appropriate 

pursuant to 3553(a)’s sentencing factors. Due to its “stacking requirement,” each mandatory 

minimum sentence must run consecutively to other sentences imposed. 18 U.S.C. § 

924(c)(1)(D)(ii). Defendants are placed in risk of prison sentences in excess of 100 years for 

crimes that did not actually result in an injury. If the categorical approach is satisfied by the offense 

in question, the fact-based approach would be satisfied as well. However, the converse is not true. 

Thus, the categorical approach more justly respects the notice-protections embodied in the rule of 

lenity as was Congress’ intent.  
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 C. The categorical approach offers benefits which enable the criminal justice system to 
function more fairly. 
 

The categorical approach provides all parties with knowledge that only furthers the 

interests of justice. It renders charging decisions more informed by making the government aware 

of which offenses satisfy the statute, and makes it possible for defendants to make more informed 

and two-sided plea decisions. In contrast, a fact-based approach would potentially  compromise 

plea negotiations by focusing on the defendant’s willingness to admit to his engagement in the 

guilty conduct in satisfaction of the underlying offense. In its inquiry into the “crime of violence,” 

this Court should thus apply the categorical approach in favor of the fact-based approach.  

III. The Warrantless Forensic Search of Mr. Mendoza’s Cell Phone Infringed on                      
 His Expectations of Privacy in Violation of the Fourth Amendment 
 
        The Fourth Amendment establishes “[t]he right of the people to be secure in their persons, 

houses, papers and effects, against unreasonable searches and seizures….” U.S. Const. amend. IV. 

The reasonableness of a search or seizure turns on the surrounding circumstances, including the 

scope and duration of the deprivation. Riley v. California, 573 U.S. __, 134 S. Ct. 2473, 2482 

(2014); United States v. Cotterman, 709 F.3d 952, 963 (9th Cir. 2003). The reasonableness 

requirement “‘safeguard[s] the privacy and security of individuals against arbitrary invasions by 

governmental officials.’” Carpenter v. United States, 585 U.S. __, 138 S. Ct. 2206 (2018) (quoting 

Camara v. Municipal Court of the City and County of San Francisco, 387 U.S. 523, 528 (1967)). 

        A search is presumptively reasonable when law enforcement officials obtain a warrant 

supported by probable cause to discover evidence of criminal wrongdoing. Riley, 134 S. Ct. at 

2482. This ensures a neutral and detached magistrate draws inferences to support a search, not an 

officer whose job it is to expose criminal activity. Id. A search will not require a warrant when the 

degree of intrusion upon an individual’s privacy against does not outweigh the promotion of 
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legitimate governmental interests. Id. at 2484; United States v. Montoya de Hernandez, 473 U.S. 

531, 537 (1985). However, a warrantless search is only reasonable if it falls within a specific 

exception to the warrant requirement. Id. A court should consider whether applying an exception 

would “untether the rule” from the exception’s underlying justifications. United States v. Kolsuz, 

185 F. Supp. 3d 843, 856 (94h Cir. 2016) (quoting Riley, 134 S. Ct. at 2484-85)). 

 Border searches form an exception to the prohibition against warrantless searches without 

probable cause. Cotterman, 709 F.3d at 960. Heightened governmental interests in protecting the 

nation from unwanted persons and contraband diminish travelers’ expectations of privacy at the 

border. Riley, 134 S. Ct. at 2488. Albeit a narrow exception, border searches are presumptively 

reasonable simply because they occur at the border. Cotterman, 709 F.3d at 961; United States v. 

Ramsey, 431 U.S. 606, 619 (1977). However, the government does not have absolute authority to 

conduct warrantless searches at the border. Id. at 966. Regardless of diminished privacy 

expectations, border searches require a warrant if privacy-related concerns carry sufficient weight. 

Riley, 134 S. Ct. at 2488. Again, reasonableness guides the inquiry and may depend on differences 

in the type of property subject to search. Cotterman, 709 F.3d at 966.  

The comprehensive and intrusive nature of certain searches implicate individual privacy 

interests that trigger some level of individualized suspicion. Id. at 963. While routine border 

searches are generally exempt from probable cause or warrant requirements, they remain subject 

to the reasonableness standard. Montoya de Hernandez, 473 U.S. at 537. Routine searches 

typically involve searches of an individual’s outer clothing, luggage, or personal effects. Kolsuz, 

185 F. Supp. 3d at 853. See also United States v. Flores-Montano, 541 U.S. 149, 155 (2004) 

(holding the government’s removal, disassembly, and reassembly of a vehicle’s fuel tank at the 

border constituted a routine suspicionless inspection). Comparatively, non-routine border searches 
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require some degree of particularized suspicion. Kolsuz, 185 F. Supp. 3d at 852; see also Montoya 

de Hernandez, 473 U.S. at 532-36, 541 (finding a non-routine customs search occurred when 

officials detained defendant at the border for 16 hours after she refused an x-ray and to produce a 

monitored bowel movement based on suspected drug smuggling). Whether a border search is 

routine or non-routine depends on its intrusiveness. Kolsuz, 185 F. Supp. 3d at 853. The more 

physically intrusive the search, the more likely it is non-routine, and therefore requires 

particularized suspicion. Id. (noting strip searches, alimentary canal searches, x-rays, and removal 

of artificial limbs constitute non-routine searches requiring particularized reasonable suspicion). 

 OTHER EXCEPTIONS: EXIGENT CIRCUMSTANCES -- Clarify: do officer safety and 

preservation of evidence soley underlie search incident to arrest exception from CHIMEL? 

A. The Off-Site Forensic Examination of Mr. Mendoza’s Cell Phone Constituted a Non-
Routine Border Search Requiring a Warrant Supported by Probable Cause 
 

Non-routine searches, such as forensic examinations of electronic devices, require a 

warrant supported by probable cause. Montoya de Hernandez 473 U.S. at 541 (requiring some 

degree of particularized suspicion for law enforcement officials to conduct non-routine searches); 

Kolsuz, 185 F. Supp. 3d at 853. Generally, police officers need a warrant to search a cell phone’s 

contents, given its “immense storage capacity.” Riley, 134 S. Ct. at 2485. The warrant requirement 

applies even when law enforcement officials seize a cell phone incident to arrest. Id. at 2483. A 

cell phone’s distinguishing features implicate far greater privacy concerns than other objects a 

person commonly carries, such as a wallet or purse. Id. at 2488-89. In addition to the sheer volume 

and distinct types of information a cell phone stores, the potential for a search to extend to data 

stored on remote servers, rather than the device itself, emphasizes the search’s intrusiveness. Id. at 

2490-91. As a result, exigent circumstances must exist to render the needs of law enforcement so 
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compelling that a warrantless search is objectively reasonable under the Fourth Amendment. Id. 

at 2494. 

The comprehensive and intrusive scope of the forensic search of a cell phone implicates 

significantly greater individual privacy interests compared to a cursory, manual inspection. Kolsuz, 

185 F. Supp. 3d at 853. Unlike a manual digital border search, the forensic examination did not 

access the device’s contents in the same way a typical user would. Id. at 853-54 (citing United 

States v. Ickes, 393 F.3d 501 (4th Cir. 2005)). Agent Michaels could not manually inspect text 

messages or recent calls because the device had been restored to factory settings. Rather, retrieving 

an electronic device’s deleted contents involved a sophisticated forensic analysis that retrieved 

hundreds of text messages spanning over three years. Id. This implicates concerns with 

safeguarding the privacy of Mr. Mendoza’s thoughts and ideas from government invasion. 

Cotterman, 709 F. 3d at 964 (noting Fourth Amendment guarantees of a people’s rights to be 

secure in their “papers”). Mr. Mendoza possessed a subjective expectation in maintaining the 

privacy of certain records. Id. This expectation is one society shares and accepts as reasonable. Id. 

As a result, the forensic examination of Mr. Mendoza’s cell phone constituted a non-routine search 

requiring probable cause to suspect his involvement in drug trafficking. 

        Additionally, the deeply revealing nature of the cell phone’s contents demonstrate Mr. 

Mendoza’s individual privacy interests outweigh law enforcement’s interest in searching for 

general criminal activity. Riley, 134 S. Ct. at 2489. The sheer magnitude of discoverable 

information exposed far more than even an exhaustive search of Mr. Mendoza’s home would 

reveal. Riley, 134 S. Ct. at 2491. The fundamental quantitative and qualitative differences between 

cell phones and objects traditionally subject to the border search exception emphasize the search’s 

intrusiveness. Id. The cell phone’s “immense storage capacity” distinguishes it from luggage, 
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vehicles, envelopes, and boats, all of which are subject to suspicion less border searches. Id. Unlike 

those physical objects, Mr. Mendoza’s cell phone stores a massive amount of private information, 

such as text messages, pictures, and videos. Additionally, Mr. Mendoza’s phone contained many 

distinct categories of information that reveal much more when viewed collectively. DHS’ 

investigative report corroborates the degree of intrusion involved in a cell phone search. The 

government restored tens of thousands of deleted documents, all revealing Mr. Mendoza’s 

personal information. As a result, the forensic examination constituted a non-routine search 

requiring probable cause.  

        The search implicated even greater privacy protections when it extended to the retrieval 

and restoration of deleted data from a remote server. Riley, 134 S. Ct. at 2491. Here, the law 

enforcement’s intrusion extended into deeply confidential and personal information Mr. Mendoza 

clearly, and reasonably, sought to keep private. Id. The fact that Agent Michaels needed a special 

analyst to simply access the data emphasizes the intrusion’s offensiveness. “Generally, forensic 

searches are ‘expert’s work’ performed ‘by a trained analyst at a government forensics 

laboratory.’” United States v. Vergara, 884 F.3d 1309, 1316 (11th Cir. 2018) (Pryor, J., 

dissenting). Forensic searches can unlock password-protected files, restore deleted material, and 

retrieve images viewed on websites. Cotterman, 709 F.3d at 957. Here, the search extended beyond 

papers and effects when it restored deleted data. This constituted an intrusion into Mr. Mendoza’s 

personal thoughts and ideas, highlighting his subjective expectation of privacy in the phone’s 

contents. Riley, 134 S. Ct at 2491. This is distinguishable from a manual search of cell phone, 

which generally constitutes a routine border search. Id.; see also Kolsuz, F. Supp. 3d at 854. The 

significant difference in depth and skill required to conduct the two searches emphasizes the non-



	 14 

routine nature of the forensic examination of Mr. Mendoza’s cell phone. Therefore, Agent 

Michaels needed probable cause to conduct the search. 

        Moreover, the goal of deterring illegal contraband at the border does not automatically 

justify any manner of intrusive search. Cotterman, 709 F.3d at 967. Importantly, cell phones do 

not, and cannot, contain the physical contraband border searches traditionally have sought prevent 

from entering the country. Montoya de Hernandez, 473 U.S. at 544. Unlike physical contraband, 

an individual can access digital data without ever crossing a physical border. Vergara, 884 F.3d at 

1317. While the forensic search of a cell phone has the potential to reveal evidence of criminal 

wrongdoing, this general law enforcement justification is too attenuated from the border search 

exception’s original national security-related purpose. It simply does not outweigh an Mr. 

Mendoza’s expectation of privacy in the personal content he stores on his phone. Montoya de 

Hernandez, 473 U.S. at 544. As a result, the lack of specific evidence indicating Mr. Mendoza’s 

involvement in criminal activity does not exempt the forensic search from the warrant requirement. 

        Additionally, the Government did not need to conduct the extensive warrantless search of 

Mr. Mendoza’s cell phone to protect officer safety or to preserve evidence. Riley, 134 S. Ct. at 

2485 (discussing officer safety and preservation of evidence as exigent circumstances establishing 

the reasonableness of warrantless searches). Digital data cannot function as a weapon. Therefore, 

the cell phone’s contents did not threaten Agent Michaels’ safety. Id. Once Agent Michaels 

secured the phone, he did not need to conduct either a manual or forensic search of its contents as 

a protective measure against potential unknown harms the data could cause. This indicated the 

non-routine nature of the search, which calls for a warrant under the Fourth Amendment. 

Furthermore, the contents were not vulnerable to remote wiping or data encryption, 

removing any threat to the destruction of evidence. Id. at 2486. Remote wiping “occurs when a 
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phone, connected to a wireless network, receives a signal that erases stored data.” Riley 134 S. Ct. 

at 2486. Data encryption renders the phone “unbreakable” when it is locked, unless police know 

the password. Id. Here, the risk did not occur in either context since Mr. Mendoza wiped the phone 

before Agent Michaels even discovered it. In this context, applying the border search exception 

would untether the rule from its underlying justifications. Therefore, the absence of exigent 

circumstances indicate law enforcement needed probable cause to conduct the search. 

        Additionally, the Government may contend a search can be reasonable even absent a 

concern for the loss the evidence or officer safety. United States v. Robinson, 414 U.S. 218, 236 

(1973). However, the reasonableness Robinson discusses applies to searches incident to arrest. In 

that context, an arrest substantially diminishes an individual’s expectation of privacy. Id. at 235. 

Here, DHS did not arrest Mr. Mendoza. Instead law enforcement detained him for questioning at 

an airport, indicating they needed probable cause to conduct a search. 

B. The government did not have individualized suspicion indicating Mr. Mendoza 
engaged in any criminal activity 

 
Reasonable suspicion requires a “particularized and objective basis” for suspecting an 

individual of criminal activity. United States v. Cortez, 449 U.S. 411, 417-18 (1981). The inquiry 

assesses the “totality of circumstances,” including the information available to law enforcement 

officials when a stop occurs. Id. at 417. Factors that provide an innocent explanation in isolation 

may establish reasonable suspicion when viewed collectively. United States v. Touset, 890 F.3d 

1227, 1237 (11th Cir. 2018). 

        Agent Michaels’ manual search of the cell phone at the airport did not reveal any 

information connecting Mr. Mendoza with drug trafficking. Absent other indicia of criminal 

activity, Mr. Mendoza’s use of a password to protect the phone’s contents did not establish 

reasonable suspicion of criminal activity. Cotterman, 709 F.3d at 969. Additionally, Agent 
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Michaels could have conducted cursory searches of both Mr. Mendoza’s laptop and iPhoneX in 

an attempt to adduce some level of suspicion. As a result, law enforcement officials failed to 

demonstrate Mr. Mendoza’s conduct in the airport created any level of suspicion he engaged in 

drug trafficking. In fact, DHS did not discover any evidence indicative of criminal activity until 

Agent Michaels shipped the phone miles away and subjected it to an intrusive forensic 

examination. This blatant lack of individualized suspicion linking Mr. Mendoza to drug trafficking 

indicates the search violated his reasonable expectation of privacy under the Fourth Amendment. 

1. The Fun and Friendly Skies program fails to assign individualized suspicion before 
monitoring citizens in violation of the Fourth Amendment 

 
 Mr. Mendoza’s privacy interests in his physical movements, even in a public place, 

demonstrate the FFS surveillance program constitutes an unreasonable search under the Fourth 

Amendment. Carpenter, 138 S. Ct. at 2217 (“[W]hat one seeks to preserve as private, even in an 

area accessible to the public, may be constitutionally protected) (quoting Katz, 389 U.S. at 351-

52). Society has an expectation that law enforcement will not secretly monitor and catalogue an 

individual’s every movement over a long period of time. Id. This is particularly true in the context 

of sweeping modes of surveillance. Id. at 2215. The court in Carpenter established that individuals 

maintain a legitimate expectation of privacy in the recording of physical movements captured 

through cell-site location information. Id. at 2217. As a result, obtaining location information from 

an individual’s wireless carrier constitutes a search requiring a warrant based on probable cause. 

Id. Similarly, tracking Mr. Mendoza’s travel patterns over multiple months provides an intimate 

window into his life, revealing not only his particular movements inside airport terminals, but his 

eating and drinking patterns, interactions with other passengers, and physical appearance as well. 

STMT RE NEED RS/PC. 
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 In addition to FFS’ incredibly intrusive nature over an extended period of time, generally 

tracking Mr. Mendoza’s travel activity before flagging him as a “suspected traveler” indicates a 

complete lack of individualized suspicion. FFS tracked Mr. Mendoza for nearly two months 

without his knowledge. This information it procured during this time can establish a detailed log 

of Mr. Mendoza’s movements. In conjunction with the location data derived from the forensic cell 

phone search, law enforcement can effectively trace Mr. Mendoza’s exact movements over the last 

three years. Carpenter, 138 S. Ct. at 2218. As a result, FFS infringed upon Mr. Mendoza’s 

reasonable expectation in the privacy of his physical movements when it tracked his travel activity 

without any particular basis to suspect him of drug trafficking.  

        Furthermore, Mr. Mendoza did not voluntarily convey his travel information to law 

enforcement agencies, indicating he retained certain expectations of privacy. Carpenter, 138 S. 

Ct. at 2216 (quoting Smith v. Maryland, 442 U.S. 735, 743-44 (1979) (“[A] person has no 

legitimate expectation of privacy in information he voluntarily turns over to third parties.”)). Under 

the third-party doctrine, privacy rights depend on the relationship between the documents sought 

and an individual’s expectation of privacy in their contents. Id. at 2219. Here, Mr. Mendoza did 

not expose his travel patterns and conduct within airports to law enforcement agencies in the 

ordinary course of business. FFS collects an exhaustive chronicle of personal information, 

particularly when contrasted with documents that only reveal a limited amount of “identifying 

information.” See Smith, 442 U.S. at 742 (noting the limited amount of “identifying information” 

telephone call logs reveal). Apart from stopping his travels entirely, Mr. Mendoza has no way to 

avoid leaving behind a trail of personal information with each flight. While Mr. Mendoza’s privacy 

expectations decreased at the border and in entering the public sphere, he did not lose all Fourth 

Amendment protections. Id. at 2219. As a result, Mr. Mendoza did not “assume the risk” that a 
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computerized program would track his activities in such an intrusive manner without any 

comparable limitation as to what the monitoring would reveal. The lack of reasonable suspicion 

involved indicates an unreasonable search under the Fourth Amendment. 

        Additionally, FFS functions to help law enforcement generally discover evidence of 

criminal wrongdoing. It is well-established that warrantless searches seeking general evidence of 

criminal wrongdoing are inherently unreasonable. Carpenter, 138 S. Ct. at 2221. Although exigent 

circumstances may render a warrantless search objectively reasonable, such as the need to pursue 

a fleeing suspect, none apply in the instant case. Id. Exigent circumstances are case-specific 

exceptions, meaning law enforcement officials must demonstrate Mr. Mendoza will flee or harm 

an officer to justify a warrantless search. The absence of any exigency here demonstrates FFS does 

not conduct searches based on individualized suspicion of a traveler’s involvement in criminal 

activity. As a result, the program violated Mr. Mendoza’s Fourth Amendment protection against 

unreasonable searches and seizures in monitoring his movements over an extended period of time.  

Conclusion with Prayer for Relief 

 This Court should grant Mr. Mendoza’s motion to dismiss in its entirety. The residual 

clause’s failure to provide notice of its related prohibited conduct and potential to encourage 

arbitrary enforcement by the government renders it unconstitutionally vague. Pursuant to Johnson 

and Dimaya constitutes binding precedent on this Court. As a result, this Court must hold the 

statute in question void for vagueness. Additionally, this Court must apply a categorical approach 

to determine whether a particular crime constitutes a “crime of violence” under the statute. The 

Supreme Court’s guidance on the statute’s interpretation coupled with the statute’s plain language 

supports invoking the categorical approach. Additionally, the rule of lenity and the policy goal of 

encouraging fairness in the criminal justice system support application of the categorical approach. 
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This Court should grant Mr. Mendoza’s motion to suppress the evidence obtained from a 

warrantless search of his cell phone. The search violated his Fourth Amendment right against 

unreasonable searches and seizures. The off-site forensic examination constituted a non-routine 

border search, which requires a warrant supported by probable cause. Mr. Mendoza possessed an 

expectation in keeping certain records private. This expectation is one society shares and accepts 

as reasonable. Agent Michaels’ lack of specific evidence indicating a likelihood of Mr. Mendoza’s 

involvement in criminal activity does not exempt the forensic examination from the warrant 

requirement. Additionally, exigent circumstances did not exist. Therefore, this Court should grant 

the motion to suppress all fruits stemming from search of Mr. Mendoza’s cell phone. 

 

Dated: September 13, 2018      Respectfully Submitted, 

         /s/ 1853 
TITLE 

 
 
 
 
 
 

   
  
 
 

	


