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STATEMENT OF JURISDICTION 

 The United States District Court for the Southern District of Stetson has original 

jurisdiction over this case pursuant to 18 U.S.C. § 3231 based on allegations that the Defendant’s 

actions violate 21 U.S.C. § 841(a)(1) and 18 U.S.C. § 924(c)(1)(B)(ii) when the Government 

charged that Defendant allegedly distributed a controlled substance and allegedly was in 

possession of a destructive device in furtherance of a crime of violence. 

QUESTIONS PRESENTED 

I. Is the Court required to apply a “categorical approach” to determine whether a purported 

offense is a “crime of violence?” Is the residual clause of the “crime of violence” 

definition in § 924(c) unconstitutionally vague?  

II. Is law enforcement required to have any level of individualized suspicion to conduct a 

search of a traveler’s cell phone at the border? Was there any such suspicion here? Is the 

warrantless forensic search of Mr. Mendoza’s phone constitutional under the border 

exception to the Fourth Amendment?  

INTRODUCTION 

 NOW COMES, the United States of America, by and through the United States 

Attorney’s Office, hereby submits the following memorandum in opposition to Defendant’s 

Motion to Dismiss Count II and Motion to Suppress, and respectfully requests this Court deny 

both motions. 

STATEMENT OF FACTS 

 On February 1, 2018, the Department of Homeland Security (DHS) initiated Fun and 

Friendly Skies (FFS) domestic surveillance program to identify potential terrorists. Aff. Shawn 

Michaels ¶ 8. Its software program, the Justified Assessment and Notification Emergency 

Tracker (JANET), monitored the travel history and behavior of airline passengers Aff. Michaels 
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¶ 9. On February 6, 2018, FFS identified Jason Mendoza as a suspect. Aff. Michaels ¶ 13. It 

revealed that, within a two-month span, Mendoza had taken thirty-four domestic and 

international flights including trips to Russia, Australia, South America, the Middle East, Asia, 

and Canada. Aff. Michaels ¶ 13. The data also revealed that he always traveled alone, changed 

clothes on nine of the flights, carried only a duffle bag, checked his surroundings before making 

phone calls at airports, never drank alcohol prior to or during flights, and used a privacy 

protector on his laptop and phone. Aff. Michaels ¶ 14. 

 On March 31, 2018, Customs and Border Protection (CBP) detained Mendoza after his 

flight from Canada arrived at Cape Adams International Airport. Aff. Michaels ¶¶ 6, 13. CPB 

called their DHS liaison, Special Agent Shawn Michaels, to assist with the investigation. Aff. 

Michaels ¶ 6. When initially questioned, Mendoza told Michaels that he worked as a food and 

beverage distributor for The Wing Dump, a restaurant chain with most of its locations in the U.S. 

and two in Canada. Aff. Michaels ¶ 16. He further explained that his business was in the process 

of expanding into European and Asian markets, and that he was required to travel to attend 

meetings and conduct quality control inspections. Aff. Michaels ¶ 16-17. When Special Agent 

Michaels searched Mendoza’s duffle bag, he discovered Mendoza had an iPhone hidden behind a 

small zipper on the inner lining. Aff. Michaels ¶ 19. Mendoza said it was his business phone and 

provided Michaels with the password. Aff. Michaels ¶¶ 21-22. After unlocking the phone, 

Michaels discovered that the phone had recently been returned to factory settings and was empty. 

Aff. Michaels ¶¶ 21-22. 

 Special Agent Michaels seized Mendoza’s phone, took it back to the DHS office, and 

gave it to a DHS Cyber Analyst for a forensic search. Aff. Michaels ¶¶ 22, 25. The search 

recovered deleted text message conversations between Mendoza and Seth “Pillboi” Oliver, a 
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known lieutenant for the international Russian-based drug kingpin, Tahani. Aff. Michaels ¶ 29. 

Tahani is linked to a corporation that ships food to Mendoza’s employer, The Wing Dump. Aff. 

Michaels ¶ 29. It also contained messages about “Pillboi” from Derek Hofstetler, who is 

Mendoza’s district manager and an alleged member of the gang 60-PDC. Aff. Michaels ¶ 30. 

 Michaels obtained security camera footage of The Wing Dump showing that Mendoza 

had regularly received large bundles of cash from Hofstetler after shipments arrived. Aff. 

Michaels ¶ 36. It also showed Mendoza retrieving a duffle bag from inside a storage cooler. Aff. 

Michaels ¶ 36. One evening’s footage revealed Trevor Scott, a lieutenant in the gang of Immortal 

Beings, confronting Mendoza at The Wing Dump. Aff. Michaels ¶ 36. The two engaged in a 

physical and verbal altercation which resulted in the duffle bag opening, revealing a tan powdery 

substance believed to be heroin. Aff. Michaels ¶ 36. 

 On April 30, 2018, Michaels obtained a warrant for Mendoza’s arrest. Supp. Aff. Special 

Agent Shawn Michaels ¶ 1. The next day, at 2:32 a.m., Michaels learned Mendoza’s car was 

parked near 99 Scully Drive. Supp. Aff. Michaels ¶ 4. At 2:41 a.m., an anonymous 911 caller 

reported that a man fitting Mendoza’s description threw a flaming object into Pie Hard Bakery 

located at 102 Scully Drive and owned by Trevor Scott’s wife. Supp. Aff. Michaels ¶ 5. 

Michaels arrived at Mendoza’s car at 3:02 a.m. and arrested him. Supp. Aff. Michaels ¶ 6. A 

Gordon County Deputy searched Mendoza and discovered a small BIC lighter in his pocket. 

Supp. Aff. Michaels ¶ 6. Walking toward the Pie Hard Bakery, Michaels noted broken glass on 

the sidewalk, saw grey smoke, and detected a strong odor of alcohol coming from the building. 

Supp. Aff. Michaels ¶ 7. 

 A Grand Jury charged Mendoza with Count I, Distribution of Controlled Substance (21 

U.S.C. § 841(a)(1)), and Possession of a Destructive Device (a “Molotov Cocktail”) in 
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Furtherance of a Crime of Violence (18 U.S.C. § 924(c)(1)(B)(ii)), to wit: Arson (18 U.S.C. § 

844(i)). Indictment, CM No. 15:18-cr-00777-NB-EE. The Defendant filed a Motion to Dismiss 

the charge under § 924(c) as void for vagueness and a Motion to Suppress information obtained 

from the cell phone under § 841(a)(1) as violating protection against unreasonable searches and 

seizures. Status Conf. 4:6-9, 6:15-16, June 13, 2018. 

SUMMARY OF THE ARGUMENT 

 This Court should deny the Defendant’s Motion to Dismiss Count II because 18 U.S.C. § 

924(c) is not unconstitutionally void for vagueness when using a fact-based approach. Section 

924(c) criminalizes using a firearm to commit a crime of violence. To determine if a firearm was 

involved requires an inquiry into the facts underlying how the crime of violence was committed. 

A crime of violence is defined by § 924(c)’s residual clause. Although some statutes have 

reasons to adopt a categorical approach to interpret a residual clause, the reasons for using a 

categorical approach do not apply to § 924(c). The Supreme Court has neither held § 924(c) 

requires the categorical approach nor can its holdings about similarly worded statutes be 

extended to § 924(c). 

This Court should deny the Defendant’s Motion to Suppress because the government did 

not violate his Fourth Amendment right to be free from unreasonable searches and seizures. The 

Defendant was entering the United States at an international airport. Searches of persons or 

objects conducted at international points of entry qualify as a border-search exception which 

never require warrants based on probable cause. If the Court finds the search at the border to be 

highly intrusive, the standard to justify the search is a reasonable suspicion. If this Court finds 

that a forensic search of a cell phone is highly intrusive, DHS had information about the 

Defendant’s behavior which led it to reasonably suspect he was smuggling drugs through the 

boarder. 
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ARGUMENT 

I. This Court Should Deny Defendant’s Motion To Dismiss Count II Because 18 
U.S.C. § 924(c) Is Not Unconstitutionally Void For Vagueness When Using A 
Fact-Based Approach To Define A Crime Of Violence.  

 
 18 U.S.C. § 924(c)(1) makes it a criminal offense for “any person who, during and in 

relation to any crime of violence . . . uses or carries a firearm, or who, in furtherance of any such 

crime, possesses a firearm.” 18 U.S.C. § 924 (c)(1). Section 924(c) defines a crime of violence 

using its “elements” clause, § 924(c)(3)(A), or its “residual” clause, § 924(c)(3)(B). 18 U.S.C. § 

924(c)(1)(A); 18 U.S.C. § 924(c)(1)(B). The residual clause defines a crime of violence as an 

offense that “by its nature” involves a substantial risk that physical force against the person or 

property of another may be used in the course of committing the offense.” 18 U.S.C. § 

924(c)(3)(B). Courts frequently apply the categorical approach to determine whether an offense 

qualifies as a crime of violence. E.g., Taylor v. United States, 495 U.S. 575, 602 (1990). The 

approach does not consider the facts surrounding how the crime was committed; it decides if a 

hypothetical, ordinary case of the crime would fit the definition within the residual clause. James 

v. United States, 550 U.S. 192, 208 (2007).  

 The Defendant would have this Court decide that § 924(c) violates the Fifth Amendment 

of the Constitution as void for vagueness. See Sessions v. Dimaya, 138 S. Ct. 1204, 1211-17 

(2018). This is based on the flawed assertion that § 924(c) requires the categorical approach. Id. 

It does not. On the contrary, the statute necessarily calls for a fact-based inquiry into the 

underlying offense. See Shuti v. Lynch, 828 F.3d 440, 449 (6th Cir. 2016). The reasons the 

Supreme Court originally adopted the categorical approach to interpret residual clauses do not 

apply to § 924(c). The Supreme Court has only found textually similar definitions of crimes of 

violence as vague when using the categorical approach, and it has not held that § 924(c) requires 

the categorical approach. See Johnson v. United States, 135 S. Ct. 2551, 2556-58 (2015). This 



6 

obviates the Supreme Court’s concern that the categorical approach is unconstitutionally vague 

and leaves § 924(c) on firm constitutional grounds.  

A. 18 U.S.C. § 924(c) Requires a Fact-Based Approach to Define a Crime of 
Violence. 

 
 It is customary to consider “real-world conduct” when applying “qualitative legal 

standards such as ‘substantial risk.’” Johnson, 135 S. Ct. at 2561. “Almost all” statutes involving 

a risk of harm as an element “require gauging the riskiness of conduct in which an individual 

defendant engages on a particular occasion.” Id. When considering whether the underlying facts 

of the case would violate the Sixth Amendment or simply be impracticable, courts have used the 

categorical approach to determine if an offense is classified as a crime of violence. See Taylor, 

495 U.S. at 602. The categorical approach requires courts to ask not whether “the particular 

facts” underlying a conviction created a substantial risk, id., but whether “the ordinary case” of 

the offense poses the requisite risk. See James, 550 U.S. at 208. In other words, courts only look 

to a hypothetical, ordinary case of the underlying offense to determine if, by its nature, the 

offense presents the requisite level of risk required by the clause. Section 924(c) does not require 

this approach. See Shuti, 828 F. 3d at 449.  

 Although the Supreme Court first endorsed the categorical approach in 1990, in 2016, the 

Sixth Circuit in Shuti found that § 924(c) requires a fact-based approach. Id.; Taylor, 495 U.S. at 

602 (Endorsed the categorical approach out of concern for a fact-based approach possibly 

infringing on Sixth Amendment rights). Shuti determined whether the residual clause 

(incorporated by reference to 18 U.S.C § 16(b)) included in the Immigration and Nationality Act 

(INA), 8 U.S.C § 1127, was void for vagueness. Id. at 441. The Court found that § 924(c) cannot 

avoid an inquiry into the underlying facts and distinguished § 924(c) from the INA. Id. at 449. 

“18 U.S.C. § 924(c) is a criminal offense that requires an ultimate determination of guilt beyond 
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a reasonable doubt—by a jury, in the same proceeding.” Id. The Court noted that district courts 

had reached the same conclusion. Id. at 450-51. 

 Section 924(c) does not classify prior offenses; it creates a standalone offense. Due 

process requires a jury to find that a defendant’s conduct satisfies all the elements of the crime. 

Section 924(c) criminalizes using or possessing a firearm while committing a crime of violence. 

Determining whether a firearm was involved requires an inquiry into the underlying facts about 

how the defendant committed the crime. Thus, it would be impossible to prosecute a defendant 

for violating § 924(c) without reviewing the facts of the underlying crime of violence. The Sixth 

Circuit adopted this same reasoning in Shuti. Id. at 449-451. 

 Although it is a question of law whether an offense is a crime of violence, § 924(c) can 

be understood as a mixed question of law and fact. See United States v. Gaudin, 515 U.S. 506, 

512-13 (1995) (The jury used the facts of the case to answer the legal question of whether the 

effects of false statements were “material.”) Such determinations can be left up to the jury 

because they have a long history of resolving mixed questions of law and fact. Id. at 512-13. 

Notably, “[t]he Constitution gives a criminal defendant the right to have a jury determine, 

beyond a reasonable doubt, his guilt of every element of the crime with which he is charged.” Id. 

at 513, 522-23. In § 924(c), the amount of risk posed by underlying crime of violence is an 

element of the offense. Thus, a jury must decide a mixed question of fact and law that asks 

whether the underlying crime includes the requisite risk because it is an element of the offense. 

 The reasons the Supreme Court previously adopted a categorical approach in Taylor do 

not apply to § 924(c). In addition to Sixth Amendment concerns, dredging up facts about prior 

convictions in other courts, possibly many years later, was impracticable. Taylor, 495 U.S. at 

601. Section 924(c) does not require an inquiry into past convictions, neither does it present the 
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practical difficulties associated with uncovering the facts of a previous conviction. 18 U.S.C. § 

194(c)(1)(B). Section 924(c) only concerns the current charge; it does not look to prior 

convictions like the ACCA or INA. Determining the facts of the underlying crime will, 

unavoidably, be left to the jury, which prevents the judge from fact-finding, alleviating any Sixth 

Amendment concerns. To use a fact-based approach and leave the question of whether the 

defendant committed a crime of violence to a jury satisfies both concerns which moved the Court 

in Taylor to adopt the categorical approach.  

 The text of § 924(c)(3)(B) does not demand the categorical approach. Although the 

Supreme Court stated that the phrase “by its nature” triggers the use of the categorical approach, 

this was always in reference to prior convictions. E.g. Dimaya, 138 S. Ct. at 1217. In Taylor, the 

Court adopted the categorical approach for application purposes in sentencing, not in 

determining whether a person committed a crime of violence.  495 U.S. at 600. However, § 

924(c) concerns the crime as committed. “Committed” was the verbage the Court believed would 

trigger a fact-based approach. See id. Furthermore, the clause’s reference to an “offense” or a 

“felony” does not necessarily suggest the use of the categorical approach. See Nijhawan v. 

Holder, 557 U.S. 29, 33 (2009). “In ordinary speech words such as ‘crime,’ ‘felony,’ ‘offense,’ 

and the like . . . sometimes refer to the specific acts in which an offender engaged on a specific 

occasion.” Id. 

 The context in which the text of § 924(c)(3)(B) must be interpreted further suggests using 

a fact-based approach. In Dimaya, the Supreme Court was asked whether a residual clause in the 

INA, which contains identical language to § 924(c)(3)(B) required the categorical approach. 138 

S. Ct. at 1217-18. The Court decided it required the categorical approach because the clause did 

not include reference to a crime’s circumstances. Id. at 1218. Section 16(b) existed solely to 
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define an item among a list of circumstances that would cause an alien to be deportable. 8 U.S.C. 

§ 1227. Section 924(c)(1) requires consideration of the crime’s circumstances because the 

defendant must use a firearm “during and in relation” to the underlying crime of violence. 18 

U.S.C. § 924(c)(1). Although the clause itself does not mention circumstances, it is a common 

cannon of statutory interpretation that the language of one part of the statute should be read in 

relation to the whole. Thus, the text of § 924(c)(1) demands a fact-based approach because it 

contains the reference to circumstances, which the Court in Dimaya said would trigger a fact-

based approach. See 138 S. Ct. 14 (citing Johnson, 135 S. Ct. at 2561-62). 

B. Supreme Court and Circuit Court Precedent Do Not Find § 924(c) Void for 
Vagueness.  

 
 The threshold for determining if the Fifth Amendment prohibits the enforcement of a 

statute as void for vagueness is high. Johnson,135 S. Ct. at 2576 (Alito, J. dissenting). “The 

strong presumptive validity that attaches to an Act of Congress has led this Court to hold many 

times that statutes are not automatically invalidated as vague simply because difficulty is found 

in determining whether certain marginal offenses fall within their language.” United States v. 

National Dairy Products Corp., 372 U.S. 29, 32 (1963). It is sufficient if a statute sets out an 

“ascertainable standard” for which to apply it. United States v. Cohen Grocery Co., 255 U.S. 81, 

89 (1921). Thus, a statute is only void for vagueness if it “fails to provide a person of ordinary 

intelligence fair notice of what is prohibited, or is so standardless that it authorizes or encourages 

seriously discriminatory enforcement.” United States v. Williams, 553 U.S. 285, 304 (2008).  

 The Supreme Court has never held that § 924(c) is void for vagueness; it only held that 

two statutes that function every differently from § 924(c) are unconstitutional. The first of which 

was the ACCA in Johnson. 135 S. Ct. at 2555. The ACCA imposed harsher sentences on 

offenders who had been previously convicted of crimes of violence. Id. There were two reasons 
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which conspired to render the clause vague: (1) using the categorical approach to apply (2) a 

vague standard of risk. Id. at 2557. In Johnson, the textual uncertainties included a vague 

description of the requisite level of risk (“serious potential risk”), indeterminacy about when the 

risk needed to be present, and a reference to four crimes (burglary, arson, extortion, and crimes 

involving explosives) with seemingly disparate levels of risk. Id. at 2558-57. The Court noted 

that the uncertainties in isolation would not necessarily render the clause vague and that “no 

doubt” should be cast upon the constitutionality of laws that apply a qualitative risk analysis to 

“real-world facts.” Id. at 2257, 2260. 

 The Supreme Court evaluated the constitutionality of a different statute’s residual clause 

in Dimaya. 138 S. Ct. at 1210. The INA, similarly to the ACCA, classified previous convictions 

as crimes of violence using its residual clause 18 U.S.C. § 16(b). Id. Section 16(b) also required 

the use of the categorical approach. Id. at 1218. Additionally, the Court determined that the 

manner in which both clauses measured the requisite level of risk (“serious potential risk” in the 

ACCA and “substantial risk” in § 16(b)) was similarly vague. Id. at 1215. The Court held that § 

16(b) was void for vagueness because it had the same two features which rendered the ACCA 

void for vagueness in Johnson. Id. at 1223. 

 The key difference between § 924(c) and both the ACCA and the INA is that § 924(c) 

creates a separate crime instead of categorizing prior convictions. Both the ACCA and the INA 

simply categorized prior convictions as a means to determine sentencing. Section 924(c) does not 

concern prior convictions; it focuses solely on the charge contained within it. 18 U.S.C. § 

924(c)(1). As discussed above, § 924(c) requires a factual inquiry into the underlying offense 

rather than simply categorizing it. 18 U.S.C. § 924(c)(1). Thus, the holdings in Johnson and 
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Dimaya do not extend to § 924(c) because § 924(c) lacks the uncertainty associated with 

applying the categorical approach to a hypothetical, ordinary case. 

 Simply because § 924(c) and § 16(b) measure the requisite level of risk similarly, does 

not justify extending the holding in Dimaya to § 924(c). Dimaya relied on the decision in 

Johnson. 138 S. Ct. at 1223; See 135 S. Ct. at 2558. In Johnson, the Court made note that the 

textual uncertainties of the residual clause in isolation would not render it void for vagueness. Id. 

at 2560. Section 924(c) does not contain most of the textual uncertainties present in the ACCA. It 

does not have the uncertainty about when the risk needs to be present because it specifies “in the 

course of committing the offense.” See id. at 2559-61. Also, § 924(c) does not include the 

confusing list of enumerated crimes. Although Dimaya likened the “serious potential risk” 

standard in the ACCA to the “substantial risk” standard, § 924(c) does not require the categorical 

approach. 138 S. Ct. at 1218. Thus, § 924(c) completely lacks the first reason Johnson found the 

ACCA vague because it does not require the categorical approach, and the second reason, the 

textual uncertainties, are much less severe than the those in the ACCA. 

 The fact that § 924(c)(3)(B) and § 16(b) contain the same language does not warrant 

extending the holdings of either Johnson or Dimaya to § 924(c). See Beckles v. United States, 

137 S. Ct. 886, 895 (2017).  After Johnson, the Supreme Court held that the same language 

applied in a different context was not void for vagueness. Id. In Beckles, the defendant 

challenged the constitutionality of § 4B1.2(a)’s residual clause. Id. at 890. The statute 

determined sentencing guidelines, but since they were just guidelines—not fixed minimum 

sentences like those in Johnson—the statute was not subject to void for vagueness concerns. Id. 

at 895. Although § 924(c) is subject to void for vagueness concerns because § 924(c)(1)(B)(ii) 

sets a minimum sentence, it lacks the reasons why the ACCA or INA were void for vagueness. 
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Thus, § 924(c) is not void for vagueness even though it has the same language as another statute 

that was void for vagueness because, like in Beckles, there is reason to distinguish the two. Id. 

 In United States v. Salas, the Tenth Circuit found that the holdings in Johnson and 

Dimaya should extend to § 924(c). 889 F.3d 681, 686 (10th Cir. 2018). The Court did not decide 

whether § 924(c) was vague when applying a fact-based approach. See id. The Court just 

assumed the categorical approach applied. Id. The Court made passing reference to the 

conflicting holding in Shuti, but brushed it aside by saying that statutes considering real-world 

conduct can still be void for vagueness. Id. 

 The decision in Salas was based on the false assumption that § 924(c) required the 

categorical approach. The Court broke with the precedent in Shuti without considering how a 

fact-based approach would no longer render the statute vague. This ignored the basic principle of 

constitutional avoidance. See INS v. St. Cyr, 533 U.S. 289, 300 (2001). A court is “obligated to 

construe [a] statute to avoid [constitutional] problems” if it is “fairly possible” to do so. Id. at 

300 (citations omitted). A fact-based approach makes it “fairly possible” to avoid constitutional 

problems. As discussed earlier, the fact-based approach solves the constitutional problems which 

forced the Court in Taylor to adopt it. Thus, this Court should follow the precedent established 

by Shuti, adopt the fact-based approach, and find that § 924(c) is not void for vagueness. 

II. This Court Should Deny Defendant’s Motion To Suppress Because A Border-
Search Does Not Violate The Fourth Amendment When It Is Not Highly 
Intrusive And Is Justified By Reasonable Suspicion.  

 The Fourth Amendment provides “[t]he right of the people to be secure in their persons, 

houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and 

no Warrants shall issue, but upon probable cause.” U.S. Cont. amend. IV. The permissibility of a 

search is judged by “balancing its intrusion on the individual’s Fourth Amendment interests 

against its promotion of legitimate governmental interests.” United States v. Montoya de 
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Hernandez, 473 U.S. 531, 537 (1985) (quoting United States v. Villamonte-Marquez, 462 U.S. 

579, 588 (1983)). Generally, searches require warrants based upon probable cause, but certain 

exceptions exist because the government’s interest overrides the intrusion into a person’s 

privacy. See United States v. Ramsey, 431 U.S. 606, 616-17 (1977). A border-search is one of 

those exceptions. Id. The First Congress which proposed the Fourth Amendment determined that 

searches occurring at the border are presumptively reasonable and do not require a warrant based 

upon probable cause. See id. 

 This Court should deny the Defendant’s Motion to Dismiss for three reasons. First, DHS 

officials did not require a warrant based upon probable cause, individualized suspicion, or 

reasonable suspicion because the search took place at an international border. Second, DHS did 

not require any level of suspicion because the search was not highly invasive. Third, even if this 

Court finds that a forensic search of a cell phone at the border is highly intrusive, DHS had the 

requisite level of suspicion required to conduct it. 

A. Cell phone searches at an international border are included within the border-search 
exception. 

 
 It has long been held that border-searches of people and property entering or exiting the 

United States may be conducted without a warrant, without a showing of probable cause, and 

without individualized or reasonable suspicion. Ramsey, 431 U.S. at 616-17. The border-search 

exception was created to further the United States’ compelling interest in protecting its borders 

by regulating who and what may enter the country. See Montoya de Hernandez, 473 U.S. at 537-

38. The government’s interest in security is “at its zenith” at an international border. Ramsey, 

431 U.S. at 620. Therefore, searches at the border are exempt from the usual Fourth Amendment 

requirements so that the government can prevent “entrants [from] bring[ing] anything harmful 
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into this country, whether that be communicable diseases, narcotics, or explosives.” Montoya de 

Hernandez, 473 U.S. at 544. 

 The border exception provides that the expectation of privacy is lower when entering or 

exiting the country, Montoya de Hernandez, 473 U.S. at 539, and border searches without 

warrants based upon probable cause are “nonetheless ‘reasonable.’” Ramsey, 431 U.S. at 619. 

Having presented oneself “at the border for admission, and having subjected [oneself] to the 

criminal enforcement powers of the Federal Government . . . [the] expectation of privacy [is] less 

at the border than in the interior. Montoya de Hernandez, 473 U.S. at 540.  

 Two recent Eleventh Circuit holdings affirm the Supreme Court’s interpretations of the 

border-search exception. The first is United States v. Vergara. 884 F.3d 1309, 1313 (11th Cir. 

2018). In Vergara, DHS searched the defendant’s cell phone upon his re-entry to the United 

States from Mexico. Id. at 1310. Authorities suspected the defendant’s cell phone contained child 

pornography and, after providing his password, a manual search (looking through the phone’s 

contents) confirmed the suspicion because DHS saw child pornography. Id. at 1311. This led 

DHS to order a more comprehensive forensic search. Id. The Court held that because the forensic 

search was done at the border it did not require reasonable suspicion. Id. at 1312. In fact, the 

Court emphasized that, “border searches never require a warrant or probable cause.” Id. at 1310 

(emphasis added). 

 In United States v. Touset, the Eleventh Circuit found individualized suspicion was not 

required to forensically search electronic devices such as cell phones, cameras, computers, and 

external hard-drives at the border. 890 F.3d 1227, 1230 (11th Cir. 2018). The government 

suspected the electronics contained child pornography based on a series of money transfers to 

individuals in countries known for sexually exploiting children. Id. While an initial manual 
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search did not uncover evidence of child pornography, the subsequent forensic search did. Id. 

The Court held that the government had a “particularized and objective basis for suspecting” the 

defendant possessed child pornography because of his history of inexplicable interactions with 

countries known for child exploitation. Id. Therefore, the forensic search of the defendant’s 

electronic devices were supported by reasonable suspicion. Id. at 1232. 

 The border-search exception applies with equal force to the current case. Just like 

Vergara and Touset, the Defendant in the current case was entering the United States through an 

international border. Likewise, the Defendant was smuggling contraband. Although his phone 

did not contain actual contraband, as was the case with the pornography found on the electric 

devices in Vergara and Touset, his phone was the tool he used to smuggle heroin. Drugs and 

child pornography are the exact sort of contraband the border-search exception was created to 

keep out of the United States; a compelling interest that far outweighs any expectation of privacy 

at the border.  

 In Riley v. California, the Supreme Court recently held that searching a cell phone upon 

arrest required some level of suspicion. 134 S. Ct. 2473, 2482 (2014). The Court found that the 

government’s compelling interest in conducting searches upon arrest was to prevent harm to law 

enforcement. Id. at 2484. The Court reasoned that information within a cell phone is not 

dangerous. Id. Thus, the search required some level of suspicion because it did not further the 

government’s interest. Id. at 2484-85.  

 The holding in Riley does not apply to the current case. Firstly, the case did not involve a 

border search. As opposed to searches upon by police officers in society as a whole, searches at 

the border have never required warrants or probable cause. See Vergara, 884 F.3d at 1310.  

Secondly, the search in this case promoted a legitimate government interest. To search the cell 
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phone prevented contraband from entering the country. The officer’s search of the defendant’s 

phone in Riley did not promote the government’s interest in keeping its officers safe. Thus, the 

holding in Riley cannot extend to the current case because it was in a different context and served 

the government’s legitimate interest. 

B. Searching a cell phone is not highly intrusive. 

 The permissibility of the search is judged by “balancing its intrusion on the individual’s 

Fourth Amendment interests against its promotion of legitimate governmental interests.” 

Montoya de Hernandez, 473 U.S. at 537. Intrusiveness of a search is defined “in terms of the 

indignity that will be suffered by the person being searched.” United States v. Vega-Barvo, 729 

F.2d 1341, 1354 (11th Cir. 1984). The Supreme Court has declined to decide “what level of 

suspicion, if any, is required for nonroutine border-searches. At the border, reasonable suspicion 

is required only “for highly intrusive searches of a person’s body such as a strip search or an x-

ray examination.” United States v. Alfaro-Moncada, 607 F.3d 720, 729 (11th Cir. 2010). 

 The holdings in both Vergara and Touset confirm that a forensic search of a cell phone is 

not highly intrusive. The Court in Touset said that a search is highly intrusive when it invades a 

person’s physical body. 890 F.3d at 1230. Searching an object is not intrusive. A cell phone is an 

object. Therefore, searching a cell phone is not intrusive. “Although it may intrude on the 

privacy of the owner, a forensic search of an electronic device is a search of property that does 

not require border agents to touch a traveler’s body, to expose intimate body parts, or to use any 

physical force against him.” Id. at 1234 (emphasis added). 

 The Supreme Court addressed whether searching a cell phone required a warrant based 

on probable cause in Carpenter v. United States. 138 S. Ct. 2206, 2211 (2018). In Carpenter, the 

Court held that law enforcement required a warrant based on probable cause before searching a 



17 

defendant’s cell phone. Id. At 2217. The search uncovered the defendant’s physical locations 

through the phone’s location software. Id. at 2219. The Court determined that the search was 

intrusive because the Fourth Amendment applies to a person’s physical movements. See id. at 

2219. The Court noted that its holding did not extend to “collection techniques involving foreign 

affairs or national security.” Id. at 2220.  

 The holding in Carpenter should not extend to the current case. First, the search in 

Carpenter was not conducted at the border so the exception did not apply. Second, DHS did not 

intrude upon a the Defendant’s right to be free from bodily intrusion. Although both the searches 

in Carpenter and the current case were of a phone, the information collected in the current case 

did not involve pinpointing his physical location. Thus, the search in the current case was not 

highly intrusive because it was not a physical intrusion and the Defendant had a lowered 

expectation of privacy at the border.  

C. Should this Court find that any level of suspicion was required, DHS had the requisite 
level of suspicion to conduct the search. 

 
 The Supreme Court has never, in any circumstance, required more than reasonable 

suspicion in the border-search context. See United States v. Kolsuz, 890 F.3d 133, 137-144 (4th 

Cir. 2018). The Fourth Circuit found that there has never been a “case—nor have any been 

found—that stands for the proposition that more than reasonable suspicion is required for a 

nonroutine border search or seizure of any kind or extent.” Id. While the Court held in Kolsuz 

that a forensic cell phone search is considered “nonroutine” and therefore requires “some 

measure of individualized suspicion,” the Court declined to address what the standard should be 

by saying “whether reasonable suspicion is enough . . . or whether there must be a warrant 

based on probable cause . . . is a question we need not resolve.” Id. at 137, 144. The Supreme 

Court did resolve the question when it held that if any level of suspicion is required to conduct a 
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border-search, there need only be a “reasonable” or “particularized and objective basis for 

suspecting” that the defendant has committed a crime. See Montoya de Hernandez, 473 U.S. at 

541–42 (quoting United States v. Cortez, 449 U.S. 411, 417 (1981). 

 If this Court finds that searching a cell phone is highly invasive, DHS had reasonable 

suspicion that the Defendant was smuggling drugs over the border before searching his phone. 

When Special Agent Michaels met the Defendant at the checkpoint, he knew that JANET had 

detected the Defendant’s suspicious travel habits mirroring those of drug smugglers. This is the 

same sort of information that led DHS to suspect the defendant in Tauset. In both cases the 

defendant’s behavior matched suspicious patterns of criminal behavior. Additionally, this was an 

objective basis for suspicion because JANET is an impartial computer program that monitors all 

travelers equally according to a specific set of criteria.  

 The Defendant told DHS that he traveled abroad setting up restaurants as the company 

expanded into Europe and Asia. Aff. Michaels ¶ 16-17. This heightened Michaels’ suspicion 

because the Defendant’s frequently traveled to places outside of Europe and Asia. Aff. Michaels 

¶ 13. Similarly to Vergara where the defendant had financial transactions with countries know 

for sex trafficking, the Defendant’s inexplicable interaction with foreign nations created 

reasonable suspicion he was committing a crime. Additionally, the duration of the Defendant’s 

international travel was suspicious because he was never in a location for more than a day. That 

was not long enough to get any work done, but was long enough to pick up drugs and leave.  

 Like in Vergara, the initial, manual search of the Defendant’s cell phone made Michaels 

more suspicious. When Michaels found a second cell phone hidden in a zipped pocket of the 

Defendant’s bag, the Defendant said it was his work phone. Therefore, it was reasonable for 

Michaels to assume that a work phone would contain work-related information. The hidden 
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phone, however, had been wiped clean and restored to its factory settings. Additionally, his 

suspicion was particularized because he was focused specifically on the phone. The combination 

of all these facts led Michaels to order a forensic search of the phone. Thus, even if this Court 

finds that searching a phone is highly invasive, DHS had the requisite level of suspicion required 

to conduct a constitutional search and seizure.  

CONCLUSION 

 This Court should deny Defendant’s Motion to Dismiss Count II because § 924(c) is not 

unconstitutionally void for vagueness. This Court should also deny the Defendant’s Motion to 

Suppress because DHS did not violate the Defendant’s Fourth Amendment rights to be free from 

unreasonable searches and seizures.  

      Respectfully Submitted, 

             /s/ Team 1852 P    
 


