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STATEMENT OF JURISDICTION 

 The United States District Court for the Southern District of Stetson has original 

jurisdiction over this case pursuant to 18 U.S.C. § 3231 based on allegations that the Defendant’s 

actions violate 21 U.S.C. § 841(a)(1) and 18 U.S.C. § 924(c)(1)(B)(ii) when the Government 

charged that Defendant allegedly distributed a controlled substance and allegedly was in 

possession of a destructive device in furtherance of a crime of violence. 

QUESTIONS PRESENTED 

I. Is the Court required to apply a “categorical approach” to determine whether a purported 

offense is a “crime of violence?” Is the residual clause of the “crime of violence” 

definition in § 924(c) unconstitutionally vague?  

II. Is law enforcement required to have any level of individualized suspicion to conduct a 

search of a traveler’s cell phone at the border? Was there any such suspicion here? Is the 

warrantless forensic search of Mr. Mendoza’s phone constitutional under the border 

exception to the Fourth Amendment?  

INTRODUCTION 

 NOW COMES, Defendant Jason Mendoza, by and through the Federal Public Defender’s 

Office, hereby submits the following Memorandum of Law in support of Defendant’s Motion to 

Dismiss Count II and Defendant’s Motion to Suppress and respectfully requests this Court grant 

both motions. 

STATEMENT OF FACTS 

Background 

 Jason Mendoza, defendant, is an American citizen. Aff. Special Agent Shawn Michaels ¶ 

6, April 30, 2018. In 2014, Mr. Mendoza began his career as an independent food and beverage 
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distributor for restaurant chains throughout the United States. Aff. Michaels ¶ 16. As a food and 

beverage distributor, Mr. Mendoza frequently travels domestically and internationally to meet 

with vendors and suppliers and to conduct quality control evaluations. Aff. Michaels ¶ 17. 

Common restaurant and supplier locations include Los Angeles, Vancouver, Stetson, Miami, 

Singapore, and Moscow. Aff. Michaels ¶ 5. 

Detainment, Search, and Seizure 

 On March 31, 2018, Mr. Mendoza traveled from Vancouver, Canada, to Stetson on 

business for The Wing Dump. Aff. Michaels ¶ 17. Based out of Stetson, The Wing Dump has 68 

locations nationwide, two locations in Vancouver, and is expanding overseas in Europe and Asia. 

Aff. Michaels ¶ 16. Upon arrival at the Cape Adams International Airport (CAA), Mr. Mendoza 

was detained by Customs and Border Protection Agent Eleanor Shellstrop. Aff. Michaels ¶ 6. 

After waiting 45 minutes in the detainment room, Department of Homeland Security (DHS) 

Special Agent Shawn Michaels arrived. Aff. Michaels ¶ 6. Agent Michaels asked Mr. Mendoza 

if he knew why he was detained. Aff. Michaels ¶ 15. Mr. Mendoza responded “no” and Agent 

Michaels gave no explanation. Aff. Michaels ¶ 15. They discussed Mr. Mendoza’s occupation 

and recent international travel. Aff. Michaels ¶ 16.  

 Agent Michaels then searched Mr. Mendoza’s duffle bag without consent. Aff. Michaels 

¶ 18. Inside the duffle bag was an Apple Macbook Pro, Apple lightening charging cable, Apple 

laptop charging cable, miscellaneous clothes, a toothbrush, toothpaste, and a notebook with a 

handwritten calendar of international shipments to the United States dating back to March of 

2015. Aff. Michaels ¶ 18. Agent Michaels had Agent Shellstrop make a copy of the notebook. 

Aff. Michaels ¶ 18. Then Agent Michaels put everything back in the duffle bag, at which time he 

noticed an inside zippered pocket containing Mr. Mendoza’s business phone, an Apple iPhone 6. 

Aff. Michaels ¶ 19. Agent Michaels turned on the phone and asked for the password. Aff. 
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Michaels ¶ 20. Mr. Mendoza questioned whether Agent Michaels was allowed to search the 

phone. Aff. Michaels ¶ 20. Agent Michaels told Mr. Mendoza that he had no privacy while at the 

border, so Mr. Mendoza said the password was “B-O-R-T-L-E-S.” Aff. Michaels ¶ 20. Agent 

Michaels entered the password but found nothing. Aff. Michaels ¶ 21. Two days earlier, in 

Vancouver, the phone became corrupted when used at an internet café so Mr. Mendoza restored 

the phone’s factory settings. Aff. Michaels ¶ 21. 

 Agent Michaels then seized the iPhone 6 for a forensic search and told Mr. Mendoza the 

phone would be returned after 30 days. Aff. Michaels ¶ 22. Mr. Mendoza objected and asked to 

call his lawyer but Agent Michaels simply told Mr. Mendoza he was free to leave without the 

phone. Aff. Michaels ¶ 22. So Mr. Mendoza left, upset with the border’s clear disregard for his 

rights. Aff. Michaels ¶ 22. 

 Agent Michaels learned of Mr. Mendoza’s travel history through the recently initiated 

Fun and Friendly Skies (FFS) domestic surveillance program. Aff. Michaels ¶ 7. FFS launched 

February 1, 2018 and only monitors travelers during domestic travel. Aff. Michaels ¶ 8. Though 

FFS logs the date, time, and locations of international travel for each traveler, it does not 

document conduct in international airports, such as the Cape Adams International Airport. Aff. 

Michaels ¶ 8. While the purpose of FFS is to analyze potential threats based on travel history, the 

individuals monitored are not under investigation by an agency and are not in the Terrorist 

Screening Database. Aff. Michaels ¶ 9. 

 FFS utilizes a proprietary algorithm and software program known as the Justified 

Assessment and Notification Emergency Tracker (JANET). Aff. Michaels ¶ 9. JANET collects 

and filters information regarding travel patterns, a traveler’s behavior within the airport, a 

traveler’s trends, and noticeable changes of a traveler. Aff. Michaels ¶¶ 10-11. JANET tracked 
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Mr. Mendoza for less than two months before his detainment. Aff. Michaels ¶ 13. During that 

time, only 56 percent of Mr. Mendoza’s flights were domestic. Aff. Michaels ¶ 13. Additionally, 

that less than two-month span covered only 17 percent–less than one-fifth–of Mr. Mendoza’s 

total business flights up until March 31, 2018. Aff. Michaels ¶¶ 13, 26. 

Forensic Search of Cell Phone 

 On April 16, 2018, the Federal Public Defender’s Officer, on behalf of Mr. Mendoza, 

sent a letter to Agent Michaels requesting the immediate return of the iPhone 6. Aff. Michaels ¶ 

27. Agent Michaels chose to ignore the letter. Aff. Michaels ¶ 27. Mr. Mendoza’s iPhone 6 was 

seized for over 30 days and underwent a warrantless forensic search before being returned. Aff. 

Michaels ¶ 27. Agent Michaels claimed the search uncovered text messages allegedly linking 

Mr. Mendoza to drug activity. Aff. Michaels ¶¶ 29-30. The alleged messages led Agent Michaels 

to obtained outdoor security footage of The Wing Dump since November 4, 2015, which Agent 

Michaels claims show drug transactions. Aff. Michaels ¶¶ 35-38. The videos only show Mr. 

Mendoza entering and leaving the restaurant’s annexed meat locker with a red duffle bag, the 

contents of which are not visible. Aff. Michaels ¶¶ 35-38. 

Arrest 

 On April 30, 2018, Agent Michaels lodged a criminal complaint against Mr. Mendoza in 

the United States District Court Southern District of Stetson, Metts City Division for the offense 

of Distribution of Controlled Substance (Heroin), in violation of 21 U.S.C. § 841(a)(1). Crim. 

Compl., April 30, 2018.  

 On April 31, 2018, Agent Michaels arrested Mr. Mendoza in his vehicle at 3:02 a.m. in a 

commercial area at 99 Scully Drive. Supp. Aff. Special Agent Shawn Michaels ¶ 6, April 31, 

2018. The only thing found on Mr. Mendoza was a green BIC lighter. Supp. Aff. Michaels ¶ 6. 
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That same night, an anonymous 911 call at 2:41 a.m. claimed an individual matching Mr. 

Mendoza’s description launched an unknown flaming object into the Pie Hard Bakery located at 

102 Scully Drive. Supp. Aff. Michaels ¶ 5. 

Current Charges 

 Grand Jury indictment charges Mr. Mendoza with Count I, Distribution of Controlled 

Substance (21 U.S.C. § 841(a)(1)), and Count II, Possession of a Destructive Device in 

Furtherance of a Crime of Violence (18 U.S.C. § 924 (c)(1)(B)(ii)). 

SUMMARY OF THE ARGUMENT 

 This Court should grant Defendant’s Motion to Dismiss Count II because the residual 

clause contained in 18 U.S.C. § 924(c) is unconstitutionally vague. The Fifth Amendment to the 

U.S. Constitution provides that no person shall be deprived of “life, liberty, or property, without 

due process of law.” The residual clause defining a “crime of violence” violates due process by 

failing to provide ordinary people fair notice of the conduct it punishes and is so standardless that 

it invites arbitrary enforcement. 

 Courts have required the use of a “categorical approach” to interpret whether a purported 

offense is a “crime of violence.” The categorical approach requires determining the “ordinary 

case” of the purported offense, not specific to the facts of the case, and applies it to the residual 

clause. The application of the categorical approach invites arbitrary enforcement because it 

requires courts to imagine an “ordinary case” of the purported offense and then to gauge whether 

that “ordinary case” poses “a substantial risk.” With no reliable way to determine what the 

ordinary version of an offense looks like, no one could tell how much risk the offense generally 

posed. Overall, the combination of the required application of the categorical approach and the 

indeterminacy in interpreting “the residual clause produces more unpredictability and 

arbitrariness than the Due Process Clause tolerates.” 
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 This Court should grant Defendant’s Motion to Suppress because the Government 

violated Mr. Mendoza’s Fourth Amendment rights when conducting an unreasonable seizure and 

forensic search of his cell phone. The Fourth Amendment of the United States Constitution states 

that an individual’s right “to be secure in their persons, houses, papers and effects, against 

unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon 

probable cause . . .” At borders, including international airports, the border exception to the 

Fourth Amendment allows government agents to conduct searches without a warrant or any 

individualized suspicion.  

 In order for a forensic search at the border to be conducted, in accordance with the 

guarantees of the Fourth Amendment, there must be individualized suspicion, and the search 

must be reasonable and balance between the need to search against the need to protect the 

border. The more intrusive the search, the greater the need for individualized suspicion, consent, 

or a warrant. Mr. Mendoza did not provide consent to the search, there was no individualized 

suspicion, and the search itself was highly intrusive on Mr. Mendoza’s reasonable expectation of 

privacy. This Court should grant Defendant’s Motion to Suppress the findings from the forensic 

search, including evidence found as a result of the search, because it lacked the requisite 

individualized suspicion and was conducted in an unreasonable and unconstitutional manner. 
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ARGUMENT 

I. The Court Should Grant Defendant’s Motion To Dismiss Count II Because The 
Residual Clause In 18 U.S.C. § 924(c) Is Unconstitutionally Vague When 
Applying The Categorical Approach To Interpret An Ill-Defined Residual 
Clause. 

 
 The Fifth Amendment to the U.S. Constitution provides that no person shall be deprived 

of “life, liberty, or property, without due process of law.” U.S. Const. amend. V. The 

Government violates this constitutional right when they take away “someone’s life, liberty, or 

property under a criminal law so vague that it fails to give ordinary people fair notice of the 

conduct it punishes, or so standardless that it invites arbitrary enforcement.” Johnson v. United 

States, 135 S. Ct. 2551, 2556-57 (2015) (citing Kolender v. Lawson, 461 U.S. 352, 357-58 

(1983)). Thus, a vague criminal statute is unconstitutional because it deprives a person of the 

right to due process. Id.  

 First, courts must use the “categorical approach” to determine whether a purported 

offense is a “crime of violence.” Second, the definition of a “crime of violence” in 18 U.S.C. § 

924(c)’s residual clause is unconstitutionally vague because using the “categorical approach” to 

apply its ill-defined risk threshold invites arbitrary enforcement of the law and does not provide 

fair notice of potential criminal behavior. Overall, this Court should grant Defendant’s Motion to 

Dismiss Count II as a Matter of Law because the residual clause in 18 U.S.C. § 924(c) is 

unconstitutionally vague. 

A. The categorical approach must be applied to determine whether a purported 
offense is a “crime of violence” in accordance with the residual clause in 18 
U.S.C. § 924(c). 

 
 Courts are required to use a “categorical approach” to determine whether a purported 

offense is a “crime of violence.” See Sessions v. Dimaya, 138 S. Ct. 1204, 1216-17 (2018); 

Johnson, 135 S. Ct. at 2561-62. 18 U.S.C. § 924(c)’s residual clause defines a “crime of 
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violence” as an offense “that by its nature, involves a substantial risk that physical force against 

the person or property of another may be used in the course of committing the offense.” 18 

U.S.C. § 924(c)(3). The categorical approach requires a court to determine whether the purported 

offense qualifies as a crime of violence “in terms of how the law defines the offense and not in 

terms of how an individual offender might have committed it on a particular occasion.” Begay v. 

United States, 553 U.S. 137, 141 (2008); see Johnson, 135 S. Ct. at 2557. Furthermore, the 

categorical approach requires a court to imagine what conduct may be involved in “the ordinary 

case” of a crime and whether the imaginary conduct poses a substantial risk of physical injury. 

James v. United States, 550 U.S. 192, 208 (2007). 

 The use of a categorical approach to interpret a residual clause is not only required, but 

more appropriate than a fact-based approach. See Taylor v. United States, 495 U.S. 575, 600-01 

(1990). In Taylor, the Court determined that the language of the residual clause in 18 U.S.C. § 

924(e) expressed Congress’ intention to only categorize a prior conviction as a “violent felony” 

and to ignore the specific facts underlying how the crime was committed. Id. Additionally, the 

Court directly addressed the controversy regarding whether a categorical or fact-based approach 

should be applied. Id. The Court established that “[i]f Congress had meant to adopt an approach 

that would require the sentencing court to engage in an elaborate factfinding process regarding 

the defendant’s prior offenses, surely this would have been mentioned somewhere in legislative 

history.” Id. at 601. Essentially, Taylor held that courts should only use the categorical approach 

to interpret a residual clause. Id. at 601-02. 

 In Johnson, the Court decided that the holding in Taylor—which required courts to apply 

the categorical approach to determine whether a conviction constitutes a “violent felony”— 

should extend to 18 U.S.C. § 924(e)(2)(B). 135 S. Ct. at 2557; see 495 U.S. at 600. The Court 



9 

determined that the categorical approach was required because it provided “‘the only plausible 

interpretation’ of the law.” Johnson, 135 S. Ct. at 2562 (quoting Taylor, 495 U.S. at 602).

 Similarly, Dimaya requires the categorical approach to be applied to determine whether a 

purported offense constitutes a “crime of violence” under the residual clause in 18 U.S.C. § 

16(b). 138 S. Ct. at 1216. The Court in Dimaya recognized that the Government has not asked 

the Court to switch to a fact-based approach and further requires the categorical approach 

because of the “utter impracticability” of the alternative. Id. at 1216-17; 135 S. Ct. at 2565. 

 The “categorical approach” is required to determine whether a purported offense is a 

“crime of violence.” See Dimaya, 138 S. Ct. at 1216-17; Johnson, 135 S. Ct. at 2561-62. The 

Supreme Court has consistently held that the application of a categorical approach is appropriate 

and necessary for interpreting residual clauses. See Dimaya, 138 S. Ct. at 1211; Johnson, 135 S. 

Ct. at 2562; Taylor, 495 U.S. at 601. It is necessary because it avoids “the Sixth Amendment 

concerns that would arise from sentencing courts’ making findings of fact that properly belong to 

juries.” Dimaya, 138 S. Ct. at 1217 (citing Descamps v. United States, 570 U.S. 254, 267 

(2013)). The statute at issue in this case, § 924(c), includes a residual clause that contains 

identical language to the residual clause discussed in Dimaya. Id. at 1211; 18 U.S.C. § 

924(c)(3)(B); 18 U.S.C. § 16(b). This Court should find that applying the categorical approach to 

this identically worded residual clause is not just the logical choice, it is required. See Dimaya, 

138 S. Ct. at 1211; United States v. Salas, 889 F.3d 681, 685 (10th Cir. 2018) (holding the 

residual clause §924(c)(3)(B) to be unconstitutionally vague in light of the ruling in Dimaya 

determining §16(b) to be unconstitutionally vague).  
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B. 18 U.S.C. 924(c)’s residual clause is unconstitutionally vague. 
 

 The residual clause defining a “crime of violence” in § 924(c) is unconstitutionally 

vague. See Dimaya, 138 S. Ct. at 1223. Generally, there is a higher standard of certainty required 

by due process when challenging vagueness in criminal prosecutions than in civil disputes. See 

Dimaya, 138 S. Ct. at 1212-13; Village of Hoffman Estates v. Flipside, Hoffman Estates, Inc., 

455 U.S. 489, 498-99 (1982). A statute is void for vagueness when its language is “so vague that 

it fails to give ordinary people fair notice of the conduct it punishes, or so standardless that it 

invites arbitrary enforcement.” Johnson, 135 S. Ct. at 2556-57 (citing Kolender, 461 U.S. at 357-

58). The fair notice requirement demands that statutes allow for “persons of common 

intelligence” to be able to understand a statute’s meaning and application. Furthermore, this 

requirement bars courts from applying criminal statutes to conduct that “neither statute nor prior 

judicial decision fairly disclosed to be within [the] statute’s scope.” United States v. Lanier, 520 

U.S. 259, 266 (1997). The residual clause’s definition of a “crime of violence” in 18 U.S.C. § 

924(c) is unconstitutionally vague for two reasons: (1) the categorical approach defines a “crime 

of violence” in a way that is too “wide-ranging” and “indeterminate;” and (2) § 924(c)’s ill-

defined risk threshold denies defendants fair notice and invites arbitrary enforcement by judges. 

See Johnson, 135 S. Ct. at 2557. 

 The combination of applying the categorical approach with an ill-defined risk standard in 

“the residual clause produces more unpredictability and arbitrariness than the Due Process 

Clause tolerates.” Johnson, 135 S. Ct. at 2558. To apply the categorical approach, the Court in 

Johnson was asked to imagine an “ordinary case” of a crime. Id. at 2557-58. The Supreme Court  

goes as far as to ask, “[h]ow does one go about deciding what kind of conduct the ordinary case 

of a crime involves,” but did not come up with a definitive answer. Id. The residual clause 
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combines “indeterminacy about how to measure the risk posed by a crime with indeterminacy 

about how much risk it takes for the crime to qualify as a violent felony.” Id. The Supreme Court 

held the residual clause of the Armed Career Criminal Act (ACCA) to be unconstitutionally 

vague and violate the constitutional guarantees of due process. Id. at 2563.  

 Relying on its holding in Johnson, the Court in Dimaya held §16(b)’s residual clause 

defining a “crime of violence” to be unconstitutionally vague because it required the categorical 

approach which does not meet constitutional standards. 138 S. Ct. at 1223; see 135 S. Ct. at 

2558. The Supreme Court affirmed the opinion in Johnson by stating, “‘[t]he only plausible 

interpretation’ of ACCA’s residual clause…‘requires use of the categorical approach’—even if 

that approach could not in the end satisfy constitutional standards.” Id. at 1217; 135 S. Ct. at 

2561-62. The categorical approach requires a court to imagine the conduct that the purported 

offense involves in the “ordinary case.” Id. at 1216. Furthermore, the residual clause asks a court 

“‘to judge whether that abstraction [of the ordinary case] presents’ some not-well-specified-yet-

sufficiently-large degree of risk.” Id.; Johnson, 135 S. Ct. at 2258. The Court’s opinion in 

Dimaya states, “a statute with all the same hallmarks as §16(b) could not be applied with the 

same predictability that the Constitution demands.” Id. at 1223. Overall, despite Courts having a 

greater tolerance for vagueness in civil cases than criminal prosecutions, Dimaya held this 

residual clause to be unconstitutionally vague. Id. at 1212. 

1. Categorizing an offense as a “crime of violence” uses a process that is too 
“wide-ranging” and “indeterminate.” 

 The categorical approach is required to determine whether a purported offense is a “crime 

of violence,” but the process required to implement it cannot be applied consistently. Id. at 1223; 

See Johnson, 135 S. Ct. at 2558. The categorical approach requires courts to imagine an 

“idealized ordinary case of the crime.” See id. at 1213-14. One of the purposes of the categorical 
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approach is to help the Court derive meaning from the residual clause, yet it does nothing but 

create uncertainty and speculation. See Johnson, 135 S. Ct. at 2560. The Court has a 

constitutional obligation to dispose of statutes that invite arbitrary enforcement. See Kolender, 

461 U.S. at 357-58.  

 Using the categorical approach increases the statute’s degree of speculation and 

vagueness. See Dimaya, 138 S. Ct. at 1216-17. In Johnson, the Court attempted to demonstrate 

the vagueness of the categorical approach to determine if the ordinary case of burglary was a 

crime of violence. 135 S. Ct. at 2558. Applying the categorical approach to a burglary, the Court 

must imagine its “ordinary case.” Id. The Court contemplated the variety of variables that may 

be taken into consideration such as the presence of individuals and whether the burglar gets 

caught or not. Id. Lacking guidance, courts are subject to the individual preferences of judges to 

arbitrarily determine which variables may be present in “the ordinary case.” See id. The inherent 

uncertainty of what individual judges might determine to be “the ordinary case” produces “more 

unpredictability and arbitrariness than the Due Process Clause tolerates.” Id. Courts have found 

that this speculative approach is too “indeterminate” and so “utterly impracticable” that it is 

incapable of satisfying constitutional requirements of fair notice and consistent application. Id. at 

2561-62; Dimaya, 138 S. Ct. at 1217-18. 

2. 18 U.S.C. § 924(c)’s ill-defined risk threshold denies defendants fair notice and 
invites arbitrary enforcement by judges. 

 Section 16(b)’s definition of a “crime of violence” suffers from the same constitutional 

defect as § 924(e)’s definition of a “violent felony”; Section 924(c)(3)(B) contains the same fatal 

flaw. See Dimaya, 138 S. Ct. at 1210. To determine whether a purported offense is a “crime of 

violence,” the Court must apply an approach that does not meet constitutional standards. Id. at 

1217-18; Johnson, 135 S. Ct. at 2561-62. Furthermore, the residual clause not only invites judges 
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to speculate what an “ordinary case” is, but also to gauge whether that “ordinary case” poses “a 

substantial risk.” Id. at 1211; see United States v. Vivas-Ceja, 808 F.3d 719, 721-22 (7th Cir. 

2015). With no reliable way to determine what the ordinary version of an offense looks like, “no 

one could tell how much risk the offense generally posed.” Id. at 1214; see Johnson, 135 S. Ct. at 

2562. Experienced judges struggle to interpret this clause; an ordinary person with common 

intelligence would have even more difficulty guessing at the statute’s meaning. See id. This 

uncertainty paired with the unrestricted speculation required by the categorical approach used 

when determining whether a purported offense is a “crime of violence,” fails to provide fair 

notice and invites arbitrary enforcement. See Johnson, 135 S. Ct. at 2556-57. 

 Criminal statutes are held to a higher standard of certainty. See Dimaya, 138 S. Ct. at 

1212-13; Flipside, 455 U.S. at 498-99. Even though the case involving § 16(b) was civil in 

nature, the Court in Dimaya still concluded that § 16(b) was unconstitutionally vague. 138 S. Ct. 

at 1212. Furthermore, the Supreme Court stated that “a statute with all the same hallmarks as 

§16(b) could not be applied with the same predictability that the Constitution demands.” Id. at 

1223. Section 924(c)(3)(B) contains identical language to § 16(b); it not only has all the same 

hallmarks, it contains the same issues that the Court considers unconstitutionally vague. Id. Even 

though the Court could not be certain about how to interpret the residual clause, one thing the 

Court was certain about was “the experience of the federal courts [which left] no doubt about the 

unavoidable uncertainty and arbitrariness of adjudication under the residual clause.” Johnson, 

135 S. Ct. at 2562. Like in Johnson and Dimaya, the use of an arbitrary means to determine 

whether a purported offense is a “crime of violence” violates the Constitution’s guarantee of due 

process and is unconstitutionally vague. Id. at 2562-63; 138 S. Ct. at 1223. 
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II. The Court Should Grant Defendant’s Motion To Suppress Because The 
Government Violated Mr. Mendoza’s Fourth Amendment Rights When 
Conducting A Warrantless Seizure and Forensic Search Of His Cell Phone. 

 The Fourth Amendment of the United States Constitution states that an individual’s right 

“to be secure in their persons, houses, papers and effects, against unreasonable searches and 

seizures, shall not be violated, and no Warrants shall issue, but upon probable cause . . .” U.S. 

Const. amend. IV (emphasis added). The border exception to the Fourth Amendment, as 

authorized by the First Congress, allows government agents to conduct searches at the border 

without a warrant, probable cause, or individualized suspicion, upon individuals entering the 

United States. See 19 U.S.C. §§ 507, 1581, 1582; United States v. Montoya de Hernandez, 473 

U.S. 531, 537 (1985). This exception extends to international airports as functionally equivalent 

to the international border. Montoya de Hernandez, 473 U.S. at 537; United States v. Johnson, 

991 F.2d 1287, 1290 (7th Cir. 1993). 

 Warrants are necessary to conduct searches of individuals’ property and possessions. 

Johnson v. United States, 333 U.S. 10, 14 (1948); see also, Riley v. California, 134 S. Ct. 2473, 

2482 (2014). Warrants ensure that the inferences to support a search are drawn by a neutral and 

detached magistrate instead of being judged by the officer invested in the case. Id. “Where a 

search is undertaken by law enforcement officials to discover evidence of criminal 

wrongdoing, . . . reasonableness generally requires the obtaining of a judicial warrant.” Vernonia 

School Dist. 47J v. Acton, 515 U.S. 646, 653 (1995).  

 “Although courts have long recognized that border searches constitute a ‘historically 

recognized exception to the Fourth Amendment’s general principle that a warrant be obtained,’ 

reasonableness remains the touchstone for a warrantless search.” United States v. Cotterman, 709 

F.3d 952, 957 (9th Cir. 2013) (quoting United States v. Ramsey, 431 U.S. 606, 621 (1977)). 

Reasonableness depends on the circumstances surrounding the search or seizure and the nature 
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of the search or seizure. N.J. v. T.L.O., 469 U.S. 325, 337-42 (1985). The reasonableness of 

searches and seizures is qualitatively different at the international border than in the interior. 

Montoya de Hernandez, 473 U.S. at 538. 

 The border exception is as old as the Fourth Amendment.  Ramsey, 431 U.S. at 619. The 

exception is used for purposes of “protecting this Nation from entrants who may bring anything 

harmful into this country, whether communicable diseases, narcotics, or explosives.” Montoya de 

Hernandez, 473 U.S. at 544. But the Supreme Court repeatedly stresses that “this Court has not 

simply frozen into constitutional law those law enforcement practices that existed at the time of 

the Fourth Amendment’s passage.” Peyton v. New York, 445 U.S. 573, 591-92 (1980). Post hoc 

realizations have no place in Fourth Amendment jurisprudence, which demands that Courts 

“prevent hindsight from coloring the evaluation of the reasonableness of a search or seizure.” 

Montoya de Hernandez, 473 U.S. at 559 (Brennan, J., dissenting); United States v. Martinez-

Fuerte, 428 U.S. 543, 565 (1976). Searches conducted in a highly intrusive manner revealing 

personal information require individualized suspicion. United States v. Kolsuz, 890 F.3d 133, 

138 (4th Cir. 2018). 

 This Court should grant Defendant’s Motion to Suppress the findings from the forensic 

search, including evidence found as a result of the search, because it lacked the requisite 

individualized suspicion and was conducted in an unconstitutional manner. 

A. Under the border exception, in order for the seizure and forensic search of a cell 
phone to be constitutional there must be individualized suspicion. 

 
 In order for a forensic search of an individual’s cell phone at the border to be conducted 

in accordance with the guarantees of the Fourth Amendment, there must be individualized 

suspicion. See Kolsuz, 890 F.3d at 144. Under the border exception, when conducting searches in 

international airports, law enforcement may “conduct ‘routine’ searches and seizures of persons 
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and property without a warrant or any individualized suspicion.” Almeida-Sanchez v. United 

States, 413 U.S. 266, 272-73 (1973). Routine searches are “reasonable simply by virtue of the 

fact that they occur at the border” and thus lack the requirement of individualized suspicion. 

Ramsey, 431 U.S. at 616.  

 Unlike routine searches, non-routine border searches are “‘highly intrusive searches’ that 

implicate especially significant ‘dignity and privacy interests,’ as well as destructive searches of 

property and searches carried out in ‘particular offensive manners.’” Kolsuz, 890 F.3d at 138 

(citing United States v. Flores-Montano, 541 U.S. 149, 152-54 (2004)). Examples of non-routine 

border searches include highly intrusive searches of a person’s body. See Brent v. Ashley, 247 

F.3d 1294, 1302 (11th Cir. 2001) (strip search); United States v. Mosquera-Ramirez, 729 F.2d 

1352, 1353 (11th Cir. 1984) (x-ray). Non-routine border searches require individualized 

suspicion to be considered constitutional. Kolsuz, 890 F.3d at 138; see Montoya de Hernandez, 

473 U.S. at 538.  

 Conducting a forensic search of an individual’s electronic device is intrusive and 

invasive. See United States v. Saboonchi, 990 F. Supp. 2d 536, 547-48, 569 (S.D. Maryland 

2014).  In Saboonchi, the Court looked at how a forensic examination of an electronic device is 

conducted and what is revealed: 

A forensic examination of a computer or other electronic device using 
sophisticated technology-assisted search methodologies can exceed vastly the 
capacity of a human searching and viewing files. Moreover, this type of search 
exposes a class of date that raises novel privacy concerns, including files that a 
user had marked as ‘deleted’ and location data that may provide information 
about activities in the home and away from the border. 

 
Id. at 547-48. The court in Saboonchi, determined that a forensic search of an electronic device 

at the border requires individualized suspicion. See id. The Court went as far as to state that a 

forensic search of a computer “is essentially a body cavity search of a computer.” Id. at 569.  
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 Unlike a computer, a cell phone is fundamentally different “in both a quantitative and 

qualitative sense” on the basis that a cell phone contains, not only sensitive information from 

searches and communications, but also historical location data. See id.; Riley, 134 S. Ct. at 2489; 

Carpenter v. United States, 138 S. Ct. 2206, 2211 (2018). Although a cell phone does not expose 

any intimate body parts or use physical force against a person to conduct the forensic search, the 

forensic search of a cell phone reveals the most personal of occurrences in an individual’s life 

and their day-to-day activities, in addition to every email, photo, and message taken or received 

and thus should be treated as a search of a home or bodily cavity. See United States v. Vergara, 

884 F.3d 1309 (11th Cir. 2018); Saboonchi, 990 F. Supp. 2d at 556; Riley, 134 S. Ct. at 2489-91 

(determining a cell phone search to expose “far more than the most exhaustive search of a 

house”).  

 A forensic search of electronic devices is a non-routine search. Kolsuz, 890 F.3d at 138. 

A non-routine search is determined by the intrusiveness of the search and the way in which the 

search is conducted. Id. The court acknowledges that “it is neither realistic nor reasonable” to 

expect travelers to be without phones, which contain “the most intimate details of our lives.” Id. 

at 145 (citing Saboonchi, 990 F. Supp. 2d at 556). The court held that “a forensic search of a 

digital cell phone must be treated as a nonroutine border search, requiring some form of 

individualized suspicion.” Id. at 146-47 (supporting Riley, 134 S. Ct. at 2484-90, determining the 

forensic search of a cell phone to be a non-routine search due to the immense storage capacity a 

cell phone has, in addition to the sensitive information contained on a cell phone).  

 Modern cell phones implicate privacy concerns far beyond those implicated by the search 

of a person’s objects, such as a wallet or purse. Riley, 134 S. Ct. at 2488-89. Reasons include 
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storage capacity, cloud computing, internet-access, location services, and applications. Id. at 

2489-90.  

Modern cell phones are not just another technological convenience. 
With all they contain and all they may reveal, they hold for many 
Americans ‘the privacies of life.’ The fact that technology now 
allows an individual to carry such information in his hand does not 
make the information any less worthy of the protection for which 
the Founders fought . . .  
 

Riley, 134 S. Ct. at 2494-95 (citing Boyd v. United States, 116 U.S. 616, 630 (1886)). 

 The need for individualized suspicion stems from the difference between a strip search 

and a body cavity search. See Riley, 134 S. Ct. at 2489-91; Vergara, 884 F.3d at 1317; 

Saboonchi, 990 F. Supp. 2d at 556. In United States v. Touset, the Court was correct in stating 

that “a forensic search of an electronic device is not like a strip search or x-ray; it does not 

require border agents to touch a traveler’s body,” 890 F.3d 1227, 1234 (11th Cir. 2018), but what 

a forensic search of an electronic device does do, is it reveals one’s most private information, 

which is much more than a strip search or an x-ray, it is a search that amounts to the equivalent 

of searching an individual’s home, “which has historically received the Fourth Amendment’s 

most stringent protections.” Riley, 134 S. Ct. at 2491; Vergara, 884 F.3d at 1317 (Pryor, J. 

dissenting). The level of intrusiveness of the search clearly meets a non-routine search standard 

requiring individualized suspicion. See id. 

 Phones are a necessity to have in constant possession, especially for travelers. Kolsuz, 

890 F.3d at 145. The highly intrusiveness of a forensic search revealing private information on 

an individual’s cell phone and the inability for individuals to detach from this possession meet 

the qualifications of a non-routine search, requiring individualized suspicion. See id. 
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B. The warrantless seizure and forensic search conducted on Mr. Mendoza’s cell phone 
is unconstitutional under the border exception because they lacked individualized 
suspicion, consent, and were highly intrusive. 

 
 The warrantless forensic search of Mr. Mendoza’s cell phone lacked the requisite 

individualized suspicion and violated Mr. Mendoza’s Fourth Amendment rights. The search and 

seizure of an individual at the border based on a “drug courier profile” alone is unreasonable 

under the Fourth Amendment. See generally, United States v. Saperstein, 723 F.2d 1221 (6th Cir. 

1983) (defendant paid cash for his ticket and checked empty suitcase when departing, which 

appeared to be weighted upon return); United States v. Gooding, 695 F.2d 78 (4th Cir. 1982) 

(defendant arrived from city known as source for drugs, was dressed casually on businessman’s 

flight, made telephone call immediately after arriving, scanned concourse after deplaning, 

acknowledged officer’s presence in alleged cat-and-mouse game of mutual surveillance, and 

appeared to be distraught and nervous). The fact that a suspect fits certain characteristics of a 

“drug courier profile” is not sufficient to justify warrantless searches and seizures. See United 

States v. Allen, 644 F.2d 749, 752 (9th Cir. 1980). 

 Individuals have a reasonable expectation of privacy in the whole of their physical 

movements, including movements made in public. Carpenter, 138 S. Ct. at 2217; see also, 

United States v. Jones, 565 U.S. 400, 430 (2012). In Carpenter, the acquisition of defendant’s 

cell phone records for purposes of prosecution was unconstitutional as it intruded upon the 

expectation of privacy of physical location and movements. Id. at 2214-15. Long-term location 

monitoring impinges on expectations of privacy, regardless of whether those movements were 

disclosed to the public at large. Id. at 2215 (citing Jones, 565 U.S. at 430). A person does not 

surrender their Fourth Amendment rights by venturing into the public sphere but may continue to 
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protect that which they seek to preserve as private from the Government. Id. (citing Katz v. 

United States, 389 U.S. 347, 351-52 (1967)). 

 Riley held the warrantless search of cell phones upon arrest to be unconstitutional, finding 

that cell phones are neither dangerous weapons nor evidence in need of immediate preservation. 

134 S. Ct. at 2485. Furthermore, modern cell phones implicate privacy concerns far beyond those 

implicated by the search of other objects on a person such as a cigarette pack, wallet, or purse. 

Id. at 2488-89. Where there may be physical or harmful unknowns when it comes to the cigarette 

package, wallet, or purse, there are no such unknowns with respect to digital data. Id.at 2485. 

 As Learned Hand observed in 1926, it is “a totally different thing to search a man’s 

pockets and use against him what they contain, from ransacking his house for everything which 

may incriminate him.” Id. at 2490-91 (citing United States v. Kirschenblatt, 16 F.2d 202, 203 

(2nd Cir. 1926)). Cell phones can expose even more than the search of a house. Id. Even if an 

officer tried to search a phone for information specific to the alleged crime, there is no way to do 

so while avoiding other information the phone holds. Id. at 2492. Further, “the fact that a search 

in the pre-digital era could have turned up a photograph or two in a wallet does not justify a 

search of thousands of photos in a digital gallery.” Id. at 2493. 

 In Vergara, because the defendant did not argue that the forensic search lacked 

reasonable suspicion, the Court determined the forensic search to be constitutional. 884 F.3d at 

1311. The court in Vergara did not determine that if reasonable suspicion had been argued that 

the forensic search of the defendant’s phone at the border was unconstitutional. Id. 

1. The forensic search was conducted without the necessary individualized 
suspicion. 

 
 The forensic search of Mr. Mendoza’s cell phone was conducted without individualized 

suspicion. As previously established, individualized suspicion is required to conduct a non-
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routine forensic search of an individual’s cell phone at the border. See Saboonchi, 990 F. Supp. 

2d at 547-48; Kolsuz, 890 F.3d at 146-47. Fun and Friendly Skies (FFS) is a domestic 

surveillance program that launched February 1, 2018, and uses a software program known as 

Justified Assessment and Notification Emergency Tracker (JANET) to identify individuals and 

analyze potential threats based on their travel history, behavior, and other criteria. Aff. Michaels 

¶ 9. The monitored behavior includes movement, luggage, drinking patterns, and physical 

observations. Aff. Michaels ¶ 11. Since the instillation of this program, JANET has recorded 

every flight, bag carried, screen protectors used, when Mr. Mendoza changed on the plane, and 

that Mr. Mendoza never drank alcohol. Aff. Michaels ¶ 14. These account for less than two 

months and only 17 percent of Mr. Mendoza’s total business flights since 2015. Aff. Michaels ¶¶ 

13, 26. 

 In Montoya de Hernendez, the court determined that the investigators knowledge and 

common sense meet the requisite for reasonable suspicion. 473 U.S. at 542 (held that the 

common-sense knowledge of government officials, and the physical appearance and specific 

behavior of the traveler, provided the individualized suspicion necessary to determine whether 

the traveler was smuggling drugs through the of alimentary canal). In Mr. Mendoza’s case, 

common sense provides that Mr. Mendoza travels internationally for business, likely on occasion 

changes into more comfortable clothes to sleep, refuses drinks because he is working, and carries 

the same bag. Aff. Michaels ¶ 14. Thus, just as common sense in Montoya de Hernandez 

provides reasonable suspicion that a traveler likely swallowed drugs because the person has a 

firm stomach, common sense in Mr. Mendoza’s case suggest that he is a businessman traveling 

for work with nothing that would elude common sense to the idea that he would be involved in 

any sort of taboo activity. See 473 U.S. at 542. 
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 In addition to what is provided through common sense, the use of JANET is substantially 

similar to the use of a “drug courier profile.” Saperstein, 723 F.2d at 1229. In Saperstein, the 

court held that the use of a drug courier profile to conduct a search and seizure is a violation of 

the Fourth Amendment. Id. at 1230. The drug courier profile takes stereotypes and uses those 

vague stereotypes to provide reasonable suspicion to conduct a search and seizure. Id.; Allen, 644 

F.2d at 752. JANET gathers information regarding a traveler’s habits and uses these findings as 

meeting the individualized suspicion standard. In light of the substantial similarities of the “drug 

courier profile” and JANET, the use of JANET violates Mr. Mendoza’s Fourth Amendment 

rights. See id. at 752-53. Overall, the use of JANET and common sense provide that 

individualized suspicion was not present prior to and during the forensic search of Mr. 

Mendoza’s cell phone. See id.; Montoya de Hernandez, 473 U.S. at 542. 

2. Under the border search exception, the forensic search is unconstitutional. 
 
 It is well established under the Fourth Amendment that a search conducted without a 

warrant is “per se unreasonable . . . subject only to a few specifically established and well-

delineated exceptions.” Schneckloth v. Bustamonte, 412 U.S. 218, 219 (1973) (quoting Katz, 389 

U.S. at 357). It is equally well established that one of the exceptions to the warrant requirement 

is consent. Id. The consent exception should also be applied to the border exception. See 

Almeida-Sanchez, 413 U.S. at 270 (border patrol search without consent, warrant, or probable 

cause found unconstitutional); Camara v. Municipal Court, 387 U.S. 523, 534-36, 538 (1967) 

(administrative inspections to enforce community health and welfare regulations required either 

consent or a warrant).  

 Routine border searches are consistent with the Fourth Amendment and need not be 

authorized by warrant. Martinez-Fuerte, 428 U.S. at 566-67.  However, “[t]he principal 
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protection of Fourth Amendment rights at checkpoints lies in appropriate limitations on the 

scope of the stop.” Id.; see Terry v. Ohio, 392 U.S. 1, 24-27 (1868). Therefore, border searches 

are constitutional only if justified in their scope or are based on consent or probable cause. Id.; 

see generally, United States v. Ortiz, 422 U.S. 891 (1975). Although the Constitution does not 

require “proof of knowledge of a right to refuse as the sine qua non of an effective consent to a 

search,” such knowledge is highly relevant to the determination of consent. United States v. 

Mendenhall, 446 U.S. 544, 558–59 (1980) (quoting Schneckloth, 412 U.S. at 234). 

 On March 31, 2018, Mr. Mendoza was detained at the Cape Adams International Airport 

and questioned by Special Agent Shawn Michaels. Aff. Michaels ¶ 6. Agent Michaels asked Mr. 

Mendoza if he knew why he was detained. Aff. Michaels at ¶ 15. Mr. Mendoza responded “no” 

and Agent Michaels gave no explanation. Aff. Michaels at ¶ 15. Agent Michaels searched Mr. 

Mendoza’s duffle bag without consent. Aff. Michaels at ¶ 18. When Agent Michaels found Mr. 

Mendoza’s business phone, he turned it on and asked for the password, but never asked for 

consent. Aff. Michaels at ¶ 20. Mr. Mendoza questioned whether Agent Michaels was allowed to 

search the phone. Aff. Michaels at ¶ 20. Agent Michaels told Mr. Mendoza that he had no 

privacy while at the border. Aff. Michaels at ¶ 20. When Agent Michaels found nothing on the 

phone, he seized it for a forensic search and told Mr. Mendoza the phone would be returned after 

30 days. Aff. Michaels at ¶ 22. Mr. Mendoza objected and asked to call his lawyer, but Agent 

Michaels simply told Mr. Mendoza he was free to leave without the phone. Aff. Michaels at ¶ 

22. Mr. Mendoza did not consent, nor was he provided the option to consent, to the forensic 

search of his cell phone, furthering the search’s unreasonable and unconstitutional nature. 

 The basis for Mr. Mendoza’s detainment was information regarding his public location–

travel patterns and airport behavior–gathered for almost two months without his knowledge. Aff. 
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Michaels ¶¶ 13-14. “As technology has enhanced the Government’s capacity to encroach upon 

areas normally guarded from inquisitive eyes, this Court has sought to ‘assure[ ] preservation of 

that degree of privacy against government that existed when the Fourth Amendment was 

adopted.’ Id. (quoting Kyllo v. United States, 533 U.S. 27, 34 (2001)).  

 Individual privacy rights are not abandoned at the border; instead they are “[b]alanced 

against the sovereign’s interests.” Montoya de Hernandez, 473 U.S. at 539. “When the right of 

privacy must reasonably yield to the right of search is, as a rule, to be decided by a judicial 

officer, not by a policeman or government enforcement agent.” Johnson, 333 U.S. at 13-14.  

 Dr. Chidi Anagonye, professor and Manisha Al-Jamil Family Sociology Chair at St. 

John’s University in New York, considers cell phones a portal into a person’s most private 

information and intimate secrets. Excerpt Dep. Chidi Anagonye 5, Aug. 10, 2018. “Privacy is a 

necessary construct for our society to function; one that certainly outweighs the government’s 

interests in detecting criminal activity.” Excerpt Dep. Anagonye 6-7. Dr. Anagonye agrees that 

rummaging through the data in Mr. Mendoza’s cellular phone by way of a forensic search was 

the equivalent of barging through his front door with a SWAT team and turning over every piece 

of furniture in the house. Excerpt Dep. Anagonye 7. 

 The forensic search of Mr. Medoza’s cell phone was highly intrusive. See Riley, 134 S. 

Ct. at 2491. The search of his phone revealed personal conversations, in addition to the complete 

contents of his cell phone. Excerpt Dep. Vic Sengupta 8, July 31, 2018. A forensic search of a 

cell phone is more intrusive then searching an individual’s home. See Riley, 134 S. Ct. at 2491 

(stating a cell phone “not only contains in digital form many sensitive records previously found 

in the home; it also contains a broad array of private information never found in a home in any 

form”). The Fourth Amendment guards one’s rights to privacy of their home and since more 
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information can be found on a cell phone than searching an individual’s home the protection of 

one’s phone should be just as protected. See id. Unlike a home, an individual cannot be expected 

to travel without a cell phone. Kolsuz, 890 F.3d  at 145 (citing Saboonchi, 990 F. Supp. 2d at 

556). The intrusiveness of the forensic cell phone search into the private conversations of Mr. 

Mendoza, in addition to any use of the phone including deleted material, is an extreme invasion 

of privacy and thus violates one’s constitutional right to privacy and to be free from arbitrary 

intrusions by the government. See Cotterman, 709 F.3d at 957.  

 This Court should grant Defendant’s Motion to Suppress because the warrantless seizure 

and forensic search of Mr. Mendoza’s cell phone required individualized suspicion as it intruded 

upon his reasonable expectation of privacy. 

CONCLUSION 

 For these reasons, this Court should grant Defendant’s Motion to Dismiss Count II and 

grant Defendant’s Motion to Suppress. 

      Respectfully Submitted, 

               /s/ Team 1852 D    
 


