
1851 

 
 

IN THE  
UNITED STATES DISTRICT COURT 

FOR THE SOUTHERN DISTRICT OF STETSON 
METTS CITY DIVISION 

 
 

CASE NO.: 15:18-MJ-01452-EE 

 

United States of America, 

v. 

Jason Mendoza, 

Defendant. 

 

Government’s Memorandum of Law in  

Opposition to Defendant’s Motion to Dismiss and in 

Opposition to Defendant’s Motion to Suppress  

 

/s/ Team 1851 
1851 

Attorneys for Plaintiff



 

i 
 

TABLE OF CONTENTS 
TABLE OF CONTENTS…………………………………………………………………………..i 
 
TABLE OF AUTHORITIES……………………………….…………………………….…........iii 
 
RELIEF REQUESTED……………………………………………………………………………1 
 
STATEMENT OF FACTS……………………………………………………………………......1 
 
ARGUMENT……………………………………………………………………………………...3 
 

I. This Court should deny the defendant’s motion to dismiss because the residual 
clause of the “crime of violence” definition in 924(c) is not unconstitutionally 
vague as applied to arson………………………………………………………….3 
 

A. A categorical approach is unnecessary when considering whether arson is a crime 
of violence.………………………………………………………………………...5 
 

B. Even when using a categorical approach, arson is always considered a crime of 
violence because it is impossible to commit this crime without creating a 
substantial risk of injury.…………………………………………………………..6 

 
II. This Court should deny the defendant’s motion to suppress because the warrantless 

search of the Mendoza’s cell phone was constitutional under the border exception to 
the Fourth Amendment………………………………………………………………..8  
 
A. A search of property at the border, in this case a forensic search of a cell phone, is 

reasonable without any level of suspicion………………………………………..9  
 

B. Although not required, reasonable suspicion existed in this case and made the 
forensic search of a cell phone constitutionally permissible…………………….12 

 
1) Reasonable suspicion was based on lawful observations of Mendoza…..12 

 
2) No more than reasonable suspicion is required to conduct a forensic search 

of a cell phone at a U.S. border…………………………………………..13 
 

3) Reasonable suspicion existed in this case………………………………..14 
 
CONCLUSION…………………………………………………………………………………..16 
 



 
 

ii 
 

CERTIFICATE OF SERVICE…………………………………………………………………17 
 

  



 
 

iii 
 

TABLE OF AUTHORITIES 
Law 
 
U.S. Const. amend. IV……………………………………………………………………………..9 
 
18 U.S.C. § 16……………………………………………………………………………………..4 
 
18 U.S.C.S. § 844……………………………………………………………………………1, 3, 6 
 
18 U.S.C. § 924…………………………………………………………………………………3-7 
 
Cases 
 
Johnson v. United States, 
 135 S. Ct. 2551, 2557 (2015) …………………………………………………………………..3-7 
 
Riley v. California, 
 134 S. Ct 2473 (2014) ………………………………………………………………………8-9,11 
 
Sessions v. Dimaya, 
 138 S. Ct. 1204 (2018) …………………………………………………………………………4-7 
 
United States v. Flores-Montano, 
 541 U.S. 149 (2004) ………………………………………………………………………….9, 11 
 
United States v. Hill,  
832 F.3d 135 (2d Cir. 2016)……………………………………………………………………….7 
 
United States v. Knotts, 
 460 U.S. 276 (1983) …………………………………………………………………………….12 
 
United States v. Montoya de Hernandez, 
 473 U.S. 531 (1985) ……………………………………………………………………...9, 13-14 
 
United States v. Prickett, 
839 F.3d 697 (8th Cir. 2016)…………………………………………………………………...…7 
 
United States v. Ramsey, 
 431 U.S. 606 (1977) ……………………………………………………………………….8-9, 11 
 



 
 

iv 
 

United States v. Salas, 
 889 F.3d 681 (10th Cir. 2018) …………………………………………………………………...3 
 
United States v. Taylor,  
814 F.3d 340 (6th Cir. 2016)……………………………………………………………………...7 
 
United States v. Touset, 
 890 F.3d 1227, 1229 (11th Cir. 2018) ………………………………………………………9-10  
 
United States v. Vergara, 
 884 F.3d 1309, 1312 (11th Cir. 2018) ………………………………………………………9, 13 
 



 

1 
 

RELIEF REQUESTED 
 

The Government respectfully requests that this Court deny the Defendant’s Motion to 

Dismiss because the residual clause of the “crime of violence” definition in 924(c) is not 

unconstitutionally vague as applied to arson. 

 The Government respectfully requests that this Court deny the Defendant’s Motion to 

Suppress forensic evidence found on defendant’s cell phone because the warrantless search of 

the cell phone was constitutional under the border exception to the Fourth Amendment. 

STATEMENT OF FACTS 

  Jason Mendoza (“the Defendant”), possessed a destructive device, known as a “Molotov 

Cocktail” in furtherance of a crime of violence, in violation of 18 U.S.C.S. § 844(1). 

(Indictment.)  The crime of violence in this case is arson.  On April 31, 2018 at approximately 

2:41 a.m., a concerned citizen called 911 after observing an individual matching the Defendant’s 

description launching an unknown flaming object into the Pie Hard Bakery. (Suppl. Aff. ¶ 

5.)  The Defendant was then apprehended nearby and promptly searched, whereupon Deputy 

Kemple found a green BIC lighter located in the Defendant’s front pants pocket. (Id.at ¶ 

6.)  Special Agent Shawn Michaels then observed “dark grey smoke and the strong odor of 

alcohol emanating from inside the [bakery]” and a small fire inside the building (Id.at ¶ 

7.)  Agent Michaels also noticed shattered glass on the sidewalk outside of the bakery. 

(Id.)  Gordon County Fire Rescue was called to the scene and successfully extinguished the fire 

(Id.)  Based on the above observations, Special Agent Michaels believed there to be probable 

cause that the Defendant “unlawfully possessed a destructive device, specifically a ‘Molotov 

Cocktail,’ in furtherance of a crime of violence.” (Id. at ¶ 9.) 
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 On March 31, 2018, the Defendant was detained by Customs and Border Protection 

(CBP) at Cape Adams International Airport. (Criminal Compl. ¶ 6.) The Defendant was 

identified as a potential threat by a Department of Homeland Security (“DHS”) domestic 

surveillance program named Fun and Friendly Skies (“FFS”). (Id. ¶ 7.) FFS uses a proprietary 

algorithm and software program, Justified Assessment and Notification Emergency Tracker 

(“JANET”), to identify “individuals and analyze potential threats based on their travel history, 

behavior and other criteria.” (Id. ¶ 9.)  The Defendant was initially identified as a suspected 

traveler on February 6, 2018. (Id. ¶ 13.) The Defendant’s public movements in the airport were 

monitored until March 31, 2018. (Id.) The following suspicious behavior was identified: the 

Defendant traveled on thirty-four flights total; fifteen international flights; he traveled alone; 

changed clothes on 9 of the thirty-four flights; observed his surroundings prior to making phone 

calls; traveled only with a blue duffle bag; and used privacy screen protectors on his electronic 

devices. ( Id. ¶¶ 13-14.) The Defendant was detained by CBP upon entry to the U.S. from 

Vancouver, Canada. (Id. ¶ 6.) DHS Agent Michaels questioned the Defendant briefly and 

searched the contents of the Defendant’s blue duffle bag. (Id. ¶¶ 17-18.) Agent Michaels found 

several common place items such as an Apple lightning charging cable, a laptop, laptop charger, 

clothing, toiletries and a notebook. (Id. ¶ 18.) The Defendant’s personal cell phone, an iPhone X, 

was not found in the bag but was later observed on Mendoza’s person by a TSA agent. (Id.) As 

Agent Michaels replaced the items he felt “a hard rectangle on the left side of the bag.” (Id. ¶ 

19.) Agent Michaels then located “a small zipper inside the lining of the bag” and found an 

Apple iPhone 6 hidden there. (Id.) (emphasis added). Agent Michaels noted that the phone was 

turned off. (Id.) When Agent Michaels asked the Defendant whether he was aware the phone was 

inside his bag, the Defendant stated it was his business phone. (Id.) After Agent Michaels turned 
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the phone on, he noted the phone was secured using an Advanced Password feature. (Id. ¶ 20.) 

After obtaining the password from the Defendant, Agent Michaels noted that the phone had been 

“recently restored to factory settings.” (Id. ¶ 21.) “There was no call or message history, no 

internet browsing history, and no downloaded applications.” (Id.) When questioned, the 

Defendant claimed he restored the phone to factory settings after it was was corrupted in 

Vancouver. (Id.) A full forensic search of the phone was conducted to retrieve previously deleted 

items. (Id. ¶¶ 25, 28.) 

ARGUMENT 

I. Motion to Dismiss: This Court should deny the defendant’s motion to dismiss 

because the residual clause of the “crime of violence” definition in 924(c) is not 

unconstitutionally vague as applied to arson. 

The term “crime of violence” carries two definitions. 18 U.S.C. § 924(c)(3)(B).  It can be 

either a felony “that has as an element the use, attempted use, or threatened use of physical force 

against the person or property of another”, or a felony “that by its nature, involves a substantial 

risk that physical force against the person or property of another may be used in the course of 

committing the offense.”  Id. Because arson does not require the use of force against the property 

of another, the first definition, known as the elements clause, is not applicable to arson as defined 

under 18 U.S.C. § 844(i).  United States v. Salas, 889 F.3d 681, 684 (10th Cir. 2018).  However, 

the second definition, known as the residual clause, gives rise to the second charge against the 

Defendant in this case. 

            In 2015, the Supreme Court held that the residual clause of 18 U.S.C.S. § 924(e)(2)(B) 

was unconstitutionally vague.  Johnson v. United States, 135 S. Ct. 2551, 2557 (2015).  In 

Johnson, the defendant pled guilty to being a felon in possession of a firearm.  Id. at 2556.  The 
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prosecution requested that his sentence be enhanced in accordance with the Armed Career 

Criminal Act since he had previously been convicted of three violent felonies.  Id.  One of his 

prior convictions was the unlawful possession of a short-barreled shotgun.  Id. The prosecution 

claimed that this crime qualified as a violent felony under the residual clause, defining a crime of 

violence as an offense that “involves conduct that presents a serious risk of physical injury to 

another.”  Id. at 2555-56 (quoting 18 U.S.C. § 924(e)(2)(B)). The Court held that the residual 

clause was unconstitutionally vague.  Id. at 2557.  It further explained that the residual clause 

“requires a court to picture the kind of conduct that the crime involves in ‘the ordinary case,’ and 

to judge whether that abstraction presents a serious potential risk of physical injury.”  Id. 

(quoting James v. United States, 550 U.S. 192, 208 (1992)).  This sort of inquiry is known as the 

“categorical approach,” and the Supreme Court deemed it unconstitutional in the context of the 

Armed Career Criminal Act, because of how speculative it was.  Id. at 2557-58. 

There is currently a circuit split on the issue of whether § 924(c)(3)(B) is constitutional.  

Id. at 687.  In Sessions v. Dimaya, the Supreme Court held that the residual clause of 18 U.S.C. § 

16 was unconstitutionally vague.  Sessions v. Dimaya, 138 S. Ct. 1204, 1221 (2018).  That 

statute defined a crime of violence as a felony that “by its nature, involves a substantial risk that 

physical force against the person or property of another may be used in the course of committing 

the offense.”  18 U.S.C. § 16(b).  The Supreme Court found that this clause had the same 

constitutional defect as § 924(e)’s residual clause, in that it provided no clear guidance as to what 

the “ordinary case” of an offense looked like.  Dimaya, 138 S. Ct. at 1215.  Although the 

Supreme Court held that the residual clause in 18 U.S.C. § 16(b) was unconstitutionally vague, 

this holding does not apply to the statute at issue in the instant case.  Id.  The Supreme Court has 

never held that § 924(c)(3)(B) is unconstitutionally vague, and therefore there is still a 



 
 

5 
 

presumption of validity to this statute.  See Dimaya, 138 S. Ct. at 1241 (Roberts, C.J., dissenting) 

(“ I express no view on whether § 924(c) can be distinguished from the provision” considered in 

Dimaya.).  Therefore, we need not inquire into the categorical approach in this case. 

Additionally, despite this recent ruling in Dimaya, arson is a violent crime, and therefore a 

categorical approach is irrelevant. See Dimaya, 138 S. Ct. at 1204 (2018). 

A. The categorical approach is not applicable to § 924(c). 

While the statutes struck down as unconstitutionally vague in Dimaya and Johnson are 

similar to the statute at issue here, the Supreme Court has not yet ruled on the validity of § 

924(c).  See id. at 1216; Johnson v. United States, 135 S. Ct. 2551, 2557 (2015).  In Johnson, 

although the residual clause was deemed unconstitutionally vague, arson was an enumerated 

felony listed in the provision.  Johnson, 135 S. Ct. at 2558 (2015).  Therefore, arson does not fall 

within the residual clause.  Id.  Instead, the residual clause “forces courts to interpret ‘serious 

potential risk’ in light of the four enumerated crimes,” including arson.   Id.  It is clear from 

Johnson that arson does not fall into the residual clause requiring a categorical approach.  

Because of this, it is unnecessary to apply a categorical approach to the crime of arson in our 

case.  See id.  Furthermore, even if the Supreme Court has declared residual clauses 

unconstitutional in the past, such as § 16(b) in Dimaya, the Court should abandon the categorical 

approach in general and consider the defendant’s individual conduct when considering whether it 

qualifies as a crime of violence.  See Dimaya, 138 S. Ct. at 1242 (Thomas, J., dissenting) (“[T]he 

Court should abandon [the categorical approach]—not insist on reading it into statutes and then 

strike them down.”).  Furthermore, “we should not blithely assume that the reasons why the 

Court adopted the categorical approach for ACCA’s residual clause” also apply to § 924(c).  Id. 

at 1258. 
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Because neither Johnson nor Dimaya hold that § 924(c) is unconstitutionally vague, it is 

unnecessary for this Court to proceed as such.  Although the language from the residual clauses 

is similar, because arson was originally enumerated under the statute in Johnson, it is clear that 

arson, as a violent crime, does not fall within the residual clause and therefore a categorical 

approach is not necessary. 

B. Even if a categorical approach were appropriate, the statute is still constitutional 

because arson is a crime of violence. 

Even if the categorical approach were appropriate in this case, § 924(c)’s residual clause 

still passes constitutional muster.  The Supreme Court held that a categorical approach requires 

the courts not to ask “whether ‘the particular facts’ underlying a conviction created a substantial 

risk, nor whether the statutory elements of a crime require the creation of such a risk in each and 

every case, but whether ‘the ordinary case’ of an offense poses the requisite risk.”  Sessions v. 

Dimaya, 138 S. Ct. 1204, 1207 (2018) (quoting Leocal v. Ashcroft, 542 U.S. 1, 7 (2004), and 

James v. United States, 550 U.S. 192, 208 (2007)).  Even if this Court adopts such a ruling, arson 

is inherently a violent crime, and therefore the ordinary case of arson cannot be completed 

without posing a substantial risk of injury.  See id. 

            According to 18 U.S.C. §844(i), a person commits arson when he “maliciously damages 

or destroys, or attempts to destroy, by means of fire or an explosive, any building, vehicle, or 

other real or personal property used in interstate or foreign commerce or in any activity affecting 

interstate or foreign commerce.”  18 U.S.C. § 844(i).  This statute carries a minimum sentence of 

five years.  Id.  However, if the crime results in injury to any person, the minimum sentence 

increases to seven years.  Id.  Based on the plain language of the statute, it is clear that it is 

impossible to commit the federal crime of arson without violence. See id.  Even when looking at 
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the ordinary case of arson, as called for by Dimaya, a categorical approach must result in a 

finding that arson is categorically violent.  See Dimaya, 138 S. Ct. at 1207 (2018).  There is no 

way to damage or destroy property by means of fire or explosives without creating a substantial 

risk of injury to the person or property of another. 

        Additionally, prior to Dimaya, several circuit courts ruled on the constitutionality of the 

residual clause in § 924(c).  See United States v. Prickett, 839 F.3d 697, 698 (8th Cir. 2016); 

United States v. Hill, 832 F.3d 135, 139 (2d Cir. 2016); United States v. Taylor, 814 F.3d 340, 

378 (6th Cir. 2016).  In United States v. Prickett, the Eighth Circuit Court of Appeals held the 

residual clause in § 924(c)(3)(B) was not rendered unconstitutionally vague by Johnson.  

Prickett, 839 F.3d 697, 699 (2016).  The court there held that “because § 924(c)(3)(B) is 

considerably narrower than the statute invalidated by the Court in Johnson, and because much of 

Johnson’s analysis does not apply to § 924(c)(3)(B),” the residual clause in § 924(c)(3)(B) is not 

unconstitutional.  Id. (quoting United States v. Taylor, 814 F.3d 340, 375-76 (6th Cir. 2016)).   

Additionally, the Second and Sixth Circuits have also previously upheld the validity of § 

924(c)(3)(B)’s residual clause.  See United States v. Hill, 832 F.3d 135, 139 (2d Cir. 2016); 

United States v. Taylor, 814 F.3d 340, 378 (6th Cir. 2016).  These circuits have found that the 

statutory language in § 924(c)(3)(B) is “distinctly narrower, especially in that it deals with 

physical force rather than physical injury” than the language the Supreme court invalidated in 

Johnson.  See Taylor, 814 F.3d at 376.  The Second, Sixth, and Eighth Circuit recognize that 

residual clause held unconstitutional in Johnson is different from the residual clause in § 

924(c)(3)(B).  Therefore, this Court should follow suit and find that the residual clause in § 

924(c)(3)(B) is unaffected by the recent Supreme Court rulings in Johnson or Dimaya, absent an 

express indication from the Supreme Court that the clause is invalId. 
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Because arson, even when looking at the ordinary case, cannot be committed without posing a 

substantial risk of injury, it is an inherently violent crime.  Because of this, the recent rulings in 

Johnson and Dimaya are irrelevant here.  

II. Motion to Suppress: This Court should deny the defendant’s motion to suppress 

because the warrantless search of the Mendoza’s cell phone was constitutional 

under the border exception to the Fourth Amendment. 

There is no question that the routine detention and search at the border of Mendoza and 

his duffle bag was constitutionally permissible. The point addressed in this argument is whether 

a forensic search of a business cell phone at the border unreasonably intruded on the defendant’s 

Fourth Amendment privacy rights. The defense argues that Riley v. California, 134 S. Ct 2473 

(2014) requires a higher standard, at minimum, reasonable suspicion, to justify the search of a 

cell phone. However, the forensic search of the cell phone in this case was reasonable without 

justification because of the exceptional interest of the government in securing the borders and the 

non-personal nature of the cell phone searched. 

“Searches made at the border, pursuant to the longstanding right of the sovereign to 

protect itself by stopping and examining persons and property crossing into this country, are 

reasonable simply by virtue of the fact that they occur at the border…” United States v. Ramsey, 

431 U.S. 606, 616 (1977). Border searches have been given exceptional treatment by Congress 

since before the adoption of the Fourth Amendment. Id. (discussing a customs statute adopted 

prior to the Bill of Rights that “granted customs officials ‘full power and authority” to enter and 

search “any ship or vessel…” and acknowledging this power was more expansive than the power 

to enter and search a dwelling.) The Supreme Court has long observed the special nature of 

border searches explaining “[t]his interpretation, that border searches were not subject to warrant 
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provisions of the Fourth Amendment and were “reasonable” within the meaning of that 

Amendment, has been faithfully adhered to by this Court.” Id. at 617. “Because of the 

‘paramount interest in protecting . . . its territorial integrity,’ the government's interest at the 

border is "at its zenith." United States v. Flores-Montano, 541 U.S. 149, 152 (2004). 

Specifically, the Court held “[r]outine searches of the persons and effects of entrants are not 

subject to any requirement of reasonable suspicion, probable cause, or warrant…” United States 

v. Montoya de Hernandez, 473 U.S. 531, 538 (1985).  

However, the court has delineated some limits on the presumption of reasonableness of a 

border search:, for instance, the court applies a “reasonable suspicion” standard in situations 

involving alimentary canal smuggling at the border. Id. at 541. The “individual challenging the 

search”, the defendant in this case, “bears the burdens of proof and persuasion.” United States v. 

Vergara, 884 F.3d 1309, 1312 (11th Cir. 2018) (citing United States v. Newsome, 475 F.3d 1221, 

1223 (11th Cir. 2007)). 

A. A search of property at the border, in this case a forensic search of a cell phone, is 

reasonable without any level of suspicion. 

The Fourth Amendment “provides the right of people to be secure in their persons, 

houses, papers, and effects against unreasonable searches and seizures…” U.S. Const. amend. IV. 

There is a “longstanding recognition that searches at our borders without probable cause and 

without a warrant are nonetheless reasonable.” 431 U.S. at 619. Recently, the 11th Circuit 

expressly rejected a defendant’s argument that “reasonable suspicion was required for the 

forensic search of his electronic devices,” United States v. Touset, 890 F.3d 1227, 1229 (11th 

Cir. 2018); See Riley v. California, 134 S. Ct 2473 (2014) (holding that police officers could not, 

without a warrant, search digital information on cell phones seized incident to arrest). The court 
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explained “...searches of persons or packages at the national borders rest on different 

considerations and different rules of constitutional law…” Id. at 1232.; quoting United States v. 

12 200-Ft. Reels of Super 8MM. Film, 412 U.S. 123, 125 (1973). The court further identified the 

defendant’s cell phones as “property”, stating “[t]he Supreme Court has never required 

reasonable suspicion for a search of property at the border, however non-routine and intrusive, 

and neither have we.” Id. 1233. The court there held “...a forensic search of an electronic device 

is a search of property. And our precedents do not require suspicion for intrusive searches of any 

property at the border.” Id. at 1234 

In United States v. Touset, the 11th Circuit addressed the question whether “the Fourth 

Amendment requires reasonable suspicion for a forensic search of an electronic device at the 

border.” 890 F.3d at 1229. In that case, border agents inspected the defendant’s luggage after he 

arrived on an international flight Id. at 1230. Agents found “two iPhones, a camera, two laptops, 

two external hard drives, and two tablets.” Id. The Agent manually inspected the iPhones and 

camera and returned these devices to the defendant but kept the remaining electronic devices in 

order to conduct a forensic analysis. Id. The defendant filed motions to suppress the evidence 

obtained from the forensically searched electronic devices. Id. The court in Touset, identified the 

defendant’s electronic devices as “property” and held that regardless of the level of intrusion, no 

reasonable suspicion was required to conduct the forensic analysis of those devices.  

 The facts in this case are similar to the facts in Touset. Mendoza arrived in the U.S. on an 

international flight and was subjected to a routine search by border agents. During the course of 

the search Agent Michaels found an iPhone 6 hidden inside a zipper inside the lining of 

Mendoza’s duffle bag. When questioned Mendoza stated it was his business phone. Here, as in 

Touset, a forensic analysis of Mendoza’s phone unsupported by reasonable suspicion was 
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perfectly reasonable because it occurred at the border where the government’s interest “is at its 

zenith”. 541 U.S. at 132. That DHS took the cell phone, kept it for four weeks, and recovered 

deleted data on the phone is not overly intrusive for this type of search. Mendoza’s property, not 

his person was searched, and “however non-routine and intrusive” the courts do not require 

reasonable suspicion for searches of property at the border.  

 Finally, the facts in this case are distinct from those in Riley. In Riley, police officers 

conducted a search-incident-to-arrest of two defendants. 134 S. Ct at 2480-81. There, the officers 

confiscated the defendants’ personal cell phones, reviewed of the contents of the phone, and 

found incriminating evidence. Id. at 2480-82. The Court there specifically reviewed “how the 

search incident to arrest doctrine applies to modern cell phones…” Id. at 2484. Importantly, they 

noted that “even though the search incident arrest exception does not apply to cell phones, other 

case-specific exceptions may still justify a warrantless search of a particular phone.” Id. at 2494.  

Unlike Riley, the search in this case was not conducted incident to arrest, it was 

conducted at the border. The government’s interest is entirely different in this case. Here, at stake 

is a heightened interest in the government’s sovereign right to secure our borders pre-dating the 

adoption of the Bill of Rights.  431 U.S. at 616. Finally, in this case, Mendoza specifically stated 

the iPhone 6 was a business phone. He was later seen by TSA agents talking on a newer iPhone 

X (presumably a personal phone) after his business phone was taken. Although “personal” cell 

phones were not given special treatment by the Court in Riley, the courts privacy concerns 

centered around intrusion to one’s personal life. In this case, the search of a business phone and 

not a personal phone may lessen the Court’s estimation of the degree of intrusion into one’s 

personal life.  
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Reasonable suspicion was not required to conduct a forensic analysis of Mendoza’s 

business phone because he was transporting the phone across the U.S. border. While the Court 

has limited the government’s broad discretion at the border with respect to intrusive body cavity 

searches, the Court has never placed limitations on searches of property as the border. Finally, 

the facts here diverge sharply from the facts in Riley because the government interest at stake 

during a border search is significantly higher than during a search incident to arrest. 

B. Although not required, reasonable suspicion existed in this case and made the forensic 

search of a cell phone constitutionally permissible. 

1) Reasonable suspicion was based on lawful observations of Mendoza. 

An expectation of privacy a public place, such as on a public thoroughfare, is “not one 

that society is prepared to recognize as ‘reasonable’...” United States v. Knotts, 460 U.S. 276, 

281 (1983) (citing Katz v. United States, 389 U.S. 347, 361 (1967). In Knotts, the Court there 

held the government’s use of a beeper placed inside a drum of chloroform to track the 

defendant’s car did not violate his Fourth Amendment right to privacy because “[a] person 

traveling in an automobile on public thoroughfares has no reasonable expectation of privacy in 

his movement.” 460 U.S. at 282. The defendant there “voluntarily conveyed to anyone who 

wanted to look” the particulars of his travel. Id. at 281. 

Likewise, in this case Mendoza did not have a reasonable expectation that his travel 

habits across the U.S. border and his behavior in public airports inside the U.S. through a public 

airport were private. Here, Mendoza “voluntarily conveyed to anyone who wanted to look” his 

which flights he boarded and de-planned from inside the U.S., his general appearance, what he 

carried with him, and his conduct in the airport. Because the Fun and Friendly Skies program 
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only relied on visual observations of Mendoza’s public behavior inside the U.S. there was no 

violation of his Fourth Amendment.  

Surveillance conducted by government officials provided a lawful basis for detaining 

Mendoza and searching his belongings. Agent Michaels interaction with Mendoza and discovery 

of the hidden, older-generation cell phone whose contents had been deleted, provided additional 

reasonable suspicion to conduct the search.  

2) No more than reasonable suspicion is required to conduct a forensic search of a cell 

phone at a U.S. border. 

In United States v. Vergara, 884 F.3d 1309 (11th Cir. 2018),  the 11th Circuit, ruling on 

the constitutionality of a forensic search of a cell phone at the border, explained “[a]t the border, 

the highest standard for a search is reasonable suspicion.” Id. at 1313. “[B]order searches have 

long been excepted from warrant and probable cause requirements and the holding in Riley does 

not change this rule.” Id. at 1312-13.   

In Vergara, the defendant was detained and searched by Customs and Border Protection 

as he returned to Florida from Mexico on a cruise ship. Id. at 1311. The border agents found 

three cell phones and decided to have the phones forensically examined. Id. The defendant 

moved to have the evidence found on the phones suppressed arguing that reasonable suspicion 

was required based on the Supreme Court’s decision in Riley. Id. at 1312. The court there 

disagreed, noting that the decision in Riley was “expressly limited to the search-incident to arrest 

exception.” Id at 1312. The court did not address whether reasonable suspicion was required in 

that case because the existence of reasonable suspicion there was not in dispute and, as the court 

explained, the highest standard for a search is reasonable suspicion. Id. at 1313. Even in the case 

of a highly intrusive search, the Supreme Court there recognized that the “Fourth Amendment’s 
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balance of reasonableness is qualitatively different at the international border…” 473 U.S. at 

538. 

Although reasonable suspicion is not required, reasonable suspicion was more than 

enough to justify the search of Mendoza’s iPhone 6 at the U.S. border.  

3) Reasonable suspicion existed in this case. 

Reasonable suspicion is suspicion supported by a “particularized and objective basis for 

suspecting the particular person” of criminal activity. Montoya de Hernandez, 473 U.S. at  538 

(citing Terry v. Ohio, 392 U.S. 1, 21, n.18 (1968)).  “The inquiry focuses on the information 

available to the officers at the time of the stop.” Touset, 890 F.3d at 1237 (citing United States v. 

Lewis, 674 F.3d 1298, 1305 (11th Cir. 2012)). In previous cases, the Supreme Court has 

considered the training of customs inspectors’ as pertinent and explained that “[trained customs 

inspectors’] suspicion was a ‘common-sense [conclusion] about human behavior’ upon which 

‘practical people’ – including government officials, are entitled to rely.” 473 U.S. at 542 (citing 

New Jersey v. T.L.O., 469 U.S. 325, 346 (1985).  

In Montoya de Hernandez, the defendant was detained by customs officials upon her 

arrival in Los Angeles from Bogota, Colombia. Based on a search of her person and her 

explanation for being in the U.S., customs officials suspected the defendant was an alimentary 

canal smuggler. They detained her for 16 hours until they were able to get a court order for an x-

ray and rectal examination. The Court’s determination that reasonable suspicion existed in that 

case rested on the customs inspectors’ training, experience, and common-sense conclusions. 473 

U.S. at 542.  

In this case, Mendoza was initially identified as a suspected traveler on February 6, 2018 

by the JANET algorithm as part of the Fun and Friendly Skies surveillance program. The 



 
 

15 
 

program, which is used to detect terrorist activity, identified as suspicious Mendoza’s frequency 

of travel (thirty-four flights over two months), a high number of international flights (fifteen), 

and other behavior such as traveling alone, observing his surroundings prior to making calls, 

traveling with only one blue duffle bag, changing his clothing on flights, and using privacy 

screens on electronic devices. CBP agents detained Mendoza and DHS Agent Michaels 

questioned him while searching his blue duffle. Agent Michaels found several common place 

items such as an Apple lightning charging cable, a laptop, laptop charger, clothing, toiletries and 

a notebook. Mendoza’s personal cell phone, an iPhone X, was not found in the bag but was later 

observed on Mendoza’s person by a TSA agent. As Agent Michaels replaced the items he felt a 

hard rectangle on the left side of the bag. Agent Michaels then located a small zipper inside the 

lining of the bag and found an Apple iPhone 6 hidden there. Agent Michaels noted that the phone 

was turned off. When Agent Michaels asked Mendoza whether he was aware the phone was 

inside his bag, Mendoza stated it was his business phone.  After Agent Michaels turned the 

phone on, he noted the phone was secured using an Advanced Password feature. After obtaining 

the password from Mendoza, Agent Michaels noted that the phone had been recently restored to 

factory settings. There was no call or message history, no internet browsing history, and no 

downloaded applications. When questioned, Mendoza claimed he restored the phone to factory 

settings after it was corrupted in Vancouver. 

These factors, taken together, created reasonable suspicion for Agent Michaels to search 

Mendoza’s iPhone 6. Mendoza was identified as a suspicious traveler, then when he was 

searched, a mysterious older generation phone was found hidden inside a secret pocket inside the 

lining of his bag. When questioned Mendoza stated that this phone was a business phone, but it 

was turned off, protected by an Advanced Password feature, and the contents of the phone had 
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been deleted. Agent Michaels training and experience as the customs liaison for DHS is relevant. 

The suspicious nature of Mendoza’s “business” phone when viewed with training and expertise 

by Agent Michaels created a “particularized and objective basis for suspecting” Mendoza of 

criminal activity.  

CONCLUSION 

  This Court should deny Defendant’s Motion to Dismiss because it is impossible to 

commit arson without creating a substantial risk of injury, and therefore arson is a crime of 

violence. 

This Court should deny Defendant’s Motion to Suppress because the Government did not 

violate the defendant’s Fourth Amendment right when it conducted a forensic search of his 

business phone at the U.S. border. Reasonable suspicion is not required to justify a forensic 

search of a cell phone at the border. However, reasonable suspicion existed in this case. 

                                                                 Respectfully submitted, 

/s/ Team 1851 
1851 

Attorneys for Plaintiff 
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I hereby certify that a true and correct copy of the above and foregoing document has been 
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