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INTRODUCTION 

 
 Jason Mendoza (“Mr. Mendoza”), the defendant in this case, is under indictment for 

distribution of a controlled substance and possession of a destructive device in furtherance of a 

crime of violence.  The charges against Mr. Mendoza arose from a suspicionless, warrantless 

search of Mr. Mendoza’s cell phone.  This search was a clear violation for Mr. Mendoza’s 

Fourth Amendment Rights.  Moreover, the statutory provision the prosecution relies on to define 

a crime of violence violates Mr. Mendoza’s Fifth Amendment Rights because it requires this 

Court to apply the unconstitutionally vague categorical approach.  For these reasons and the 

reasons that follow, Mr. Mendoza respectfully requests that this Court dismiss the 

unconstitutional destructive device charge, and suppress any evidence gathered as a result of the 

illegal search of his cell phone. 

STATEMENT OF FACTS 

 
 Mr. Mendoza is an independent food and beverage distributor.  (Criminal Compl. ¶ 14.)  

In order to provide the best possible service to his clients, he frequently travels around the world 

for work.  (Id. ¶¶ 13, 16-17.)  On these trips, Mr. Mendoza “meet[s] with vendors and suppliers,” 

and “conduct[s] quality control evaluations.”  (Id. ¶ 17.)  On March 31, 2018 Mr. Mendoza was 

detained by Customs and Border Patrol (CBP) agents as he was returning from a work trip to 

Canada.  (Id. ¶¶ 6, 13.) 

Mr. Mendoza was detained based on information collected through a Department of 

Homeland Security domestic surveillance program called Fun and Friendly Skies.  (Id. ¶ 8.)  Fun 

and Friendly Skies requires border agents to observe a person’s behavior, luggage, and travel 
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history and decide whether to manually “flag” the individual for input into proprietary 

surveillance software called Justified Assessment and Notification Emergency Tracker 

(“JANET”).  (St. Claire Dep. 8:9.)  Border agents are incentivized to flag travelers through 

monetary bonuses.  (Id. at 8:15-17.)  JANET excludes demographic markers; and yet minorities 

are flagged for investigation at a higher rate than white travelers.  (Id. at 9:11-13.)  There were 

six “suspicious” behavior that Mr. Mendoza was allegedly flagged for: (1) travelling alone; (2) 

changing clothes on several international flights; (3) traveling with just a light blue duffle bag; 

(4) observing his surroundings before making calls; (5), using a privacy screen protector on his 

electronics; and (6) not drinking alcohol prior to or during his flights.  (Criminal Compl. ¶ 14.)  

Mr. Mendoza was detained for forty-five minutes before DHS Special Agent Shawn 

Michaels arrived.  (Id. ¶ 6.)  Agent Michaels searched Mr. Mendoza’s duffel bag without a 

warrant or permission.  (Id. ¶18.)  Agent Michaels found Mr. Mendoza’s business cell phone in 

the duffle bag.  (Id. ¶ 19.)  He turned the phone on and asked Mr. Mendoza for the password to 

access the phone.  (Id. ¶ 20.)  Mr. Mendoza asked whether he was required to allow Agent 

Michaels to search his phone.  (Id.)  Agent Michaels responded that Mr. Mendoza “had no 

privacy” while at the border.  (Id.)  Mr. Mendoza gave Agent Michaels his password.  (Id.)  

Agent Michaels then stated he would be seizing the phone for up to thirty days for a forensic 

search of its contents.  (Id. ¶ 22.)   

Cyber Analyst Vic Sengupta was able to recover the following corrupted or deleted files 

from the phone: address book entries, a calendar, memos, deleted entries, call logs, deleted calls, 

text messages, deleted text messages, graphics, videos, application data, data files, internet data, 

location data, and social media data. (Ex. A 1-2.)  Based on this information, Agent Michaels 
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was eventually able to obtain a criminal complaint, establishing probable cause for Mr. 

Mendoza’s arrest.  (Suppl. Aff. ¶ 1.) 

On April 30, 2018, Agent Michaels went to Mr. Mendoza’s home to arrest him.  (Id. ¶¶ 

1-2.)  Mr. Mendoza was not present, so Agent Michaels alerted local law enforcement to be on 

the lookout for Mr. Mendoza’s car.  (Id. ¶ 3.)  Early the next morning, Agent Michaels was 

informed that Mr. Mendoza’s car was parked near a commercial area.  (Id. ¶ 4.)  The car was in 

the vicinity of an unoccupied business that an anonymous 911 caller had reported an unidentified 

person had thrown an unknown object into, causing “a small, contained fire.”  (Id. ¶¶ 4-5, 7.)  All 

other businesses in the commercial area where Mr. Mendoza’s vehicle was parked were closed.  

(Id. ¶ 4.)  When Mr. Mendoza returned to his car, Agent Michaels arrested him.  (Id. ¶ 6.)  A pat-

down search of Mr. Mendoza revealed a lighter in his pants pocket.  (Id.)  Based on this 

information, Agent Michaels decided to charge Mr. Mendoza with possessing a destructive 

device in furtherance of a crime of violence.  (Id. ¶ 9.) 

ARGUMENT 

I. MOTION TO DISMISS 

The Fifth Amendment mandates that “[n]o person shall be . . . deprived of life, liberty, or 

property, without due process of law.”  U.S. Const. amend. V.  The government violates this 

proscription “by taking away someone’s . . . liberty . . . under a criminal law so vague that it fails 

to give ordinary people fair notice of the conduct it punishes, or so standardless that it invites 

arbitrary enforcement.”  Johnson v. United States, 135 S. Ct. 2551, 2556 (2015) (citing Kolender 

v. Lawson, 461 U.S. 352, 357-58 (1983)).   

As relevant to this case, a crime of violence is defined as “a felony . . . that by its nature, 

involves a substantial risk that physical force against the person or property of another may be 
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used in the course of committing the offense.”  18 U.S.C. § 924(c)(3)(B).  In Johnson, the 

Supreme Court found that a similar clause in § 924(e)(2)(B) “violate[d] the Constitution’s 

guarantee of due process.”  Johnson, 135 S. Ct. at 2563.  More recently, in Sessions v. Dimaya, 

the Court ruled language identical to that in § 924(c)(3)(B) “produce[d] more unpredictability 

and arbitrariness than the Due Process Clause tolerates.”  138 S. Ct. 1204, 1223 (2018) (quoting 

Johnson, 135 S. Ct. at 2558). 

A. The Residual Clause in the “Crime of Violence” Definition of 18 U.S.C. § 924(c) Is 
Unconstitutionally Vague. 

 
 Section 924(c)(3)(B) is known as the “residual clause” of § 924(c).  See United States v. 

Salas, 889 F.3d 681, 684 (2018).  As noted, it defines a crime of violence as “a felony . . . that by 

its nature, involves a substantial risk that physical force against the person or property of another 

may be used in the course of committing the offense.”  18 U.S.C. § 924(c)(3)(B).  In two cases 

decided within the last three years, the Supreme Court has held that substantially similar statutes 

were unconstitutionally vague. 

 In Johnson, the defendant “pleaded guilty to being a felon in possession of a firearm” in 

violation of 18 U.S.C. § 922(g).  Johnson, 135 S. Ct. at 2556.  The government requested an 

enhanced sentence pursuant to the Armed Career Criminal Act, claiming that the defendant had 

been convicted of three prior violent felonies.  Id.  One of those felonies was the unlawful 

possession of a short-barrelled shotgun, which the government contended qualified as a violent 

felony under the residual clause of 18 U.S.C. § 924(e)(2)(B).  Id.  The residual clause defined a 

crime of violence as an offense that “involves conduct that presents a serious risk of physical 

injury to another.”  Id. at 2555-56 (quoting 18 U.S.C. § 924(e)(2)(B)).  Although certiorari was 

granted to decide whether the possession of a short-barreled shotgun qualified as a violent 
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felony, the Court asked the parties to present reargument on the issue of whether the residual 

clause was unconstitutionally vague.  Id. at 2556. 

 The Court in Johnson reasoned that the residual clause of § 924(e)(2)(B) was 

unconstitutionally vague because “the indeterminacy of the wide-ranging inquiry required by the 

residual clause both denies fair notice to defendants and invites arbitrary enforcement by 

judges.”  Id. at 2557.  The residual clause, the Court held, “requires a court to picture the kind of 

conduct that the crime involves in ‘the ordinary case,’ and to judge whether that abstraction 

presents a serious potential risk of physical injury.”  Id. (quoting James v. United States, 550 

U.S. 192, 208 (1992)).  This interpretive mechanism is known as the “categorical approach,” and 

it is unconstitutional because of how speculative it is.  Id. at 2557-58 (citing Taylor v. United 

States, 495 U.S. 575, 600 (1990)).  Moreover, not only did the residual clause fail to provide 

guidance to judges about how to measure the risk required to make something a violent felony, it 

also lacked any indication of how much risk a particular offense must pose in order to be 

considered violent.  Id. at 2558.  “By combining indeterminacy about how to measure the risk 

posed by a crime with indeterminacy about how much risk it takes for the crime to qualify as a 

violent felony, the residual clause produce[d] more unpredictability and arbitrariness than the 

Due Process Clause tolerates,” and was therefore unconstitutional.  Id. 

 This past term, the Court reached a similar conclusion in Sessions v. Dimaya, 138 S. Ct. 

1204 (2018).  In that case, the Court considered whether the residual clause of 18 U.S.C. § 16 

was unconstitutionally vague.  Id. at 1211.  That clause defines a “crime of violence” as “a 

felony and that, by its nature, involves a substantial risk that physical force against the person or 

property of another may be used in the course of committing the offense.”  18 U.S.C. § 16(b).  

“To decide whether a person’s conviction falls within the scope of that clause, courts apply the 
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categorical approach.”  Id. (citing Leocal v. Ashcroft, 543 U.S. 1, 7 (2004)).  The Court ruled that 

§ 16(b) had the same constitutional defects that § 924(e)’s residual clause had in Johnson: it 

provided no guidance as to what the “ordinary case” of an offense looked like, and provided no 

clear threshold for when a crime should be considered violent.  Id. at 1215-16.  Accordingly, 

“§16(b) produces, just as [§ 924(e)]’s residual clause did, ‘more unpredictability and 

arbitrariness than the Due Process Clause tolerates.’”  Id. at 1216 (quoting Johnson, 135 S. Ct. at 

2551). 

 The Supreme Court has not yet had the opportunity to consider whether the residual 

clause of 18 U.S.C. § 924(c) is unconstitutionally vague.  However, the circuit courts of appeals, 

recognizing that that § 924(c)’s residual clause suffered from the same defects the Supreme 

Court identified in § 924(e) and § 16(b), have consistently ruled in the wake of Johnson and 

Dimaya that § 924(c)’s residual clause is void for vagueness.  See United States v. Eshetu, 898 

F.3d 36 (D.C. Cir. 2018) (reversing, in light of Dimaya, a previous panel decision that found § 

924(c)’s residual clause constitutional); Ovalles v. United States, 889 F.3d 1259 (11th Cir. 2018) 

(en banc) (vacating a panel decision finding the residual clause constitutional); United States v. 

Salas, 889 F.3d 681, 686 (10th Cir. 2018). 

 The Tenth Circuit’s approach in Salas is illustrative of how the circuit courts have found 

§ 924(c)’s residual clause unconstitutionally vague in the wake of Dimaya.  Salas, 889 F.3d at 

686.  In that case, the prosecution sought a § 924(c) enhancement against the defendant, who had 

used a Molotov Cocktail to firebomb a tattoo parlor.  Id. at 683.  The court noted that it could not 

look to “the defendant’s specific conduct” to determine whether a particular crime was a crime 

of violence.  Id. at 686.  Instead, it was required to use the categorical approach.  Id.  The court 

concluded that because the categorical approach was required, § 924(c)’s residual clause creates 
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an “ordinary-case requirement and an ill-defined risk threshold” that “necessarily 'devolv[es] into 

guesswork and intuition,' invit[es] arbitrary enforcement, and fail[s] to provide fair notice.”  Id. 

(quoting Dimaya, 138 S. Ct. at 1223).  The residual clause, the court held, is therefore 

unconstitutionally vague.  Id. 

 The Salas court’s reasoning is squarely on point in this case.  The residual clause 

demands that courts consider “whether 'the ordinary case' of an offense poses the requisite risk.”  

Id. (quoting Dimaya, 138 S. Ct. at 1207).  Even the courts that (pre-Dimaya) held the residual 

clause constitutional read it to demand the categorical approach.  See United States v. Prickett, 

839 F.3d 697, 698 (8th Cir. 2016); United States v. Hill, 832 F.3d 135, 139 (2d Cir. 2016); 

United States v. Taylor, 814 F.3d 340, 378 (6th Cir. 2016).  It is this requirement that makes the 

residual clause unconstitutionally vague: it demands that judges arbitrarily determine the 

ordinary case of an offense with no clear mechanism for deciding when the ordinary case is 

violent. 

 The facts of the instant case highlight this difficulty.  The government claims that the 

underlying offense justifying its § 924(c) charge is arson, in violation of 18 U.S.C. § 844(i) 

(2012).  Section 844(i) mandates prison time for “[w]hoever maliciously damages or destroys, or 

attempts to damage or destroy, by means of fire or an explosive, any building, vehicle, or other 

real or personal property used in interstate or foreign commerce or in any activity affecting 

interstate or foreign commerce.”  Id.  A court considering what is the ordinary case of arson is 

left with a huge range of possibilities.  Is the ordinary case of arson one in which the defendant 

completes his crime, or merely attempts it?  Drawing lines about when arson poses a sufficiently 

substantial risk of harm that it becomes violent is problematic, too.  Is there a substantial risk of 
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harm when the arsonist first identifies her target?  When she buys the gasoline?  When she tries, 

and fails, to strike the match?   

Because it is impossible to define the ordinary case of arson, or to determine when the 

ordinary case is violent, § 924(c)’s residual clause invites the same arbitrary enforcement that 

concerned the Supreme Court in Johnson and Dimaya.  Accordingly, this Court must find the 

residual clause of § 924(c) is unconstitutionally vague. 

B. Even if the Residual Clause Does Not Require the Unconstitutionally Vague Categorical 
Approach, the Facts of This Case Do Not Meet the Residual Clause’s Definition of a 
Crime of Violence. 

 
 This Court should use the categorical approach to determine whether arson is a crime of 

violence under § 924(c)’s residual clause.  Even if the Court elects not to use the categorical 

approach, however, the facts of the record do not demonstrate either that the fire was “violent” 

under the definition provided in § 924(c)(3)(B), or that it was started with a destructive device. 

 Under § 924(c)(3)(B), a crime of violence must “involve[] a substantial risk [of] physical 

force against the person or property of another.”  As Agent Michaels described in her 

supplemental affidavit, the fire in this case was “small” and “contained.”  (Suppl. Aff. ¶ 7.)  

Moreover, it occurred in an unoccupied business in a commercial area, early in the morning.  

The fire department was on the scene shortly after the fire began and extinguished it quickly.  By 

all accounts, there was almost no one in the area, and the risk of harm to anyone was minimal. 

 There is likewise very little information in the record indicating that a Molotov Cocktail 

or any other destructive device was used to start the fire.  The only witness to the start of the fire 

was the anonymous 911 caller, who could only report that she saw the perpetrator throw an 

unidentified object at the building.  Anonymous tips are, of course, far less reliable than those 



1851D 

9 

where an informant identifies herself to the police.  Cf. Florida v. J.L., 529 U.S. 266, 272-74 

(2000).  The issue of reliability is compounded in this case because the only corroboration of the 

tipster’s information is the broken glass that Agent Michaels found outside the restaurant. 

 Because there was not a substantial risk that the fire could have harmed anyone and there 

is no indication that a Molotov Cocktail or similar destructive device was used to start the fire, 

the § 924(c) charge against Mr. Mendoza should be dismissed. 

II. MOTION TO SUPPRESS 

 
Although the government has a heightened security interest at the country’s border, it 

does not have unlimited power to intrude upon the private lives of its citizens.  The government 

violated Mr. Mendoza’s Fourth Amendment right to privacy when it conducted a suspicionless 

forensic search of Mr. Mendoza’s cell phone that lasted four weeks and recovered deleted data.  

Recently, the Supreme Court decided that during a search incident to arrest “officers must 

generally secure a warrant before conducting [a search of data on cell phones].”  Riley v. 

California, 134 S. Ct. 2473, 2485 (2014).  Even more recently, the Court found that collecting 

cell phone records held by a third party violates the legitimate privacy interests of an individual 

and the government must obtain a warrant to conduct such a search.  Carpenter v. United States, 

138 S. Ct. 2206, 2211 (2018).  Both cases demonstrate that the Court views an individual’s 

electronic data as an important privacy interest that outweighs the government’s interest in 

conducting warrantless investigations.  While the government has broad powers to conduct 

searches and seizures at the border, their powers are not unlimited.  In this case, the government 

exceeded its powers by conducting a four-week, forensic analysis of a cell phone which 

recovered a substantial amount of private personal information.  
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“[T]he ultimate touchstone of the Fourth Amendment is ‘reasonableness.’”  Riley, 134 S. 

Ct. at 2482.  “What is reasonable depends upon all of the circumstances surrounding the search 

or seizure and the nature of the search or seizure itself.”  United States v. Montoya de Hernandez, 

473 U.S. 531, 537 (1985).  “[W]hen an individual ‘seeks to preserve something as private,’ and 

his expectation is one that society is prepared to recognize as reasonable,’ official intrusion” 

requires a warrant supported by probable cause.  Carpenter, 138 S. Ct. at 2209.  The “individual 

challenging the search,” in this case Mr. Mendoza, “bears the burdens of proof and persuasion.”  

United States v. Vergara, 884 F.3d 1309, 1312 (11th Cir. 2018) (citing United States v. 

Newsome, 475 F.3d 1221, 1223 (11th Cir. 2007)). 

A. The Highly Intrusive Nature of the Seizure and Warrantless Forensic Analysis of Mr. 
Mendoza’s Cell Phone Violated the Fourth Amendment Because it Was Unreasonable 
and Exceeded the Scope of the Border Exception.  

 
“[W]hen ‘privacy-related concerns are weighty enough’ a ‘search may require a warrant 

notwithstanding the diminished expectations of privacy of the arrestee.’”  Riley, 134 S. Ct. at 

2488.  The decision whether to exempt a type of search from the warrant requirement is made 

“by assessing . . . the degree to which it intrudes upon an individual’s privacy and . . . the degree 

to which it is needed for the promotion of legitimate governmental interests.”  Id. at 2484.  The 

Court recognizes that “a cell phone search would typically expose the government to far more 

than the most exhaustive search of a house.”  Id. at 2491.  

In Riley, two defendants’ cell phones were searched by officers, without a warrant, 

incident to the defendants’ arrest.  Id. at 2478.  The Court considered the reasonableness of the 

warrantless search.  The Court went to great lengths to explain that “cell phones differ in both a 

quantitative and qualitative sense from other objects that might be carried.”  Id. at 2478.  The 
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Court identified cell phones’ immense storage capacity, the many distinct types of information 

they carry, and the longevity of storage as some of the characteristics that make searches of 

phones fundamentally different from other searches.  Id. at 2479.  Phones could just as easily be 

called “cameras, video players, rolodexes, calendars, tape recorders, libraries, diaries, albums, 

televisions, maps, or newspapers.”  Id. at 2489.  The Court summed up their concern by 

explaining “it is no exaggeration to say that many of the more than 90% of American adults who 

own a cell phone keep on their person a digital record of nearly every aspect of their lives—from 

the mundane to the intimate.”  Id. at 2490.   

After repeatedly stressing the monumental privacy interest present in a person’s cell 

phone, and weighing “the degree to which [a cell phone search] intrudes upon an individual’s 

privacy and . . . the degree to which it is needed for the promotion of legitimate governmental 

interests the court found a warrant was required, Riley creates important precedent.  Id. at 2484.  

The Court signaled that a cell phone must be treated differently than receipts, calendars, or even 

very personal diaries.  Because a cell phone combines all of the details of one’s personal life, the 

government must treat cell phones with even more reverence than they treat the home because a 

search of a cell phone is more “exhaustive” than a search of the home.  Id. at 2491. 

In Montoya, a defendant was held for sixteen hours on suspicion of smuggling drugs 

across the border by swallowing them.  Montoya, 473 U.S. at 532-33.  The Court recognized that 

the balance between the government’s security interest and privacy interests is in the 

government’s favor at the border.  Id. at 540.  Nevertheless, the Court issued a narrow holding 

that curbs the government’s authority at the border: they decided a reasonable suspicion standard 

should apply when officers suspect a person of “alimentary canal smuggling.”  Id. at 541.  The 

government’s interest as described in Montoya, is related to the authority of customs agent to 
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“stop, search, and examine” where an “officer suspects there is contraband or merchandise 

subject to duty.”  Id. at 539.  The Court recognized that “[it] ha[d] not previously decided what 

level of suspicion would justify a seizure of an incoming traveler for purposes other than a 

routine border search.”  Id.  The Court found drug smuggling to be a justifiable reason to exceed 

“the scope of a routine customs search.”  Id. at 541.  

Given the significant privacy interest that individuals have in their phones, as 

demonstrated by the Court in Riley, it is clear that the balance between the government’s border 

security interest and an individual’s privacy interests against warrantless intrusive searches shifts 

when, as in this case, the government searches a cell phone without a warrant.  As in any Fourth 

Amendment case, the degree of privacy intruded upon must be weighed with the degree to which 

legitimate government interests need to be promoted.  Here, there was no evidence that Mr. 

Mendoza was smuggling drugs or contraband across the border, and while a routine search was 

justified without any level of suspicion, a highly invasive intrusion into his private life was not 

justified without a warrant, probable cause, or even a reasonable suspicion.   

DHS was able to recover the following corrupted or deleted files from the phone: address 

book entries, a calendar, memos, deleted entries, call logs, deleted calls, text messages, deleted 

text messages, graphics, videos, application data, data files, internet data, location data, and 

social media data.  The forensic analysis of the phone recovered hundreds of text messages and 

videos that were then searched by Special Agent Michaels at his leisure, and without a warrant.  

This search gave the government unfettered access to Mr. Mendoza’s most private life details.  

This is exactly the type of intrusive search that the Court in Riley warned about.  The 

government’s search was not grounded in their authority to search at the border, they were not 

looking for contraband or drugs, and so they exceeded the scope of the border exception.  
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The border exception protects an important governmental interest, but it does not give the 

government unlimited power to trample through a person’s private life.  Reasonableness is the 

touchstone of the Fourth Amendment.  Through their holdings in both Riley and Montoya, the 

Court demonstrated that it is prepared to recognize that a cell phone search is highly intrusive 

and that searches at the border that are highly intrusive require a higher level of suspicion.  

B. Reasonable Suspicion to Conduct a Forensic Search of Mr. Mendoza’s Cell Phone Was 
Required, and There Was No Reasonable Suspicion in This Case.  

 
Rather than a black-and-white test, the Supreme Court has viewed the intersection of 

government interest and privacy interests as a balance; in Carpenter the Court explained “[w]hen 

an individual ‘seeks to preserve something as private,’ and his expectation is one that society is 

prepared to recognize as reasonable,’ official intrusion” requires a warrant supported by probable 

cause.  Carpenter v. United States, 138 S. Ct. 2206, 2209 (2018) (quoting Smith v. Maryland, 

442 U.S. 735, 740 (1979)).  The Eleventh Circuit recently considered whether a warrantless 

forensic search of a cell phone at the U.S. border was constitutional.  Although, the court was not 

prepared to require a warrant or probable cause in that case, it stated “we require reasonable 

suspicion at the border only ‘for highly intrusive searches of a person’s body such as a strip 

search or an x-ray examination.” United States v. Vergara, 884 F.3d 1309, 1312 (2018) (Quoting 

United States v. Alfaro-Moncada, 607 F.3d 720, 729 (11th Cir. 2010). “At the border, the highest 

standard for a search is reasonable suspicion.” 884 F.3d at 1313. Reasonable suspicion is 

suspicion supported by a “particularized and objective basis for suspecting [a] particular person” 

of criminal activity.  Montoya de Hernandez, 473 U.S. at 538 (citing Terry v. Ohio, 392 U.S. 1, 

21, n.18 (1968)).   
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In Vergara, the defendant was stopped by customs agents as he returned from Mexico to 

Miami on a cruise ship.  Montoya, 884 F.3d at 1313.  The agents had identified the defendant 

based on a prior criminal conviction for possession of child pornography.  Id.  During a routine 

stop and search of the defendant a customs agent looked through the contents of the defendant’s 

phone.  Id.  The agent found a video which depicted topless females that the agent believed were 

minors.  Id.  The agent contacted a DHS agent who spent several seconds viewing the video.  Id.  

She recognized a logo of a website that she knew distributed child pornography.  Id. at 1314.  On 

these facts the DHS agent decided to seize the phone and conduct a forensic search.  Id.  The 

defendant did not challenge the existence of reasonable suspicion, so the court here did not 

address whether reasonable suspicion is required in every case.  Id. at 1313.  The court did 

suggest, however, that “highly intrusive searches” do require reasonable suspicion at the border.  

Id. at 1312. 

The facts of Vergara align closely to the facts in this case with two key distinctions: here, 

the forensic analysis of Mr. Mendoza’s cell phone was significantly more intrusive and here, 

there was no basis for reasonable suspicion.  On the first point, the search of Mr. Mendoza’s 

phone was not a casual perusal in the presence of Mr. Mendoza, it was highly intrusive recovery 

of extensive quantities of data that there then analyzed at length by the government.  Agent 

Michaels told Mr. Mendoza he would be seizing the phone for up to thirty days for a forensic 

search of its contents.  Cyber Analyst Vic Sengupta conducted a thorough forensic investigation 

and was not only able to recover corrupted files, but files that had been completely deleted by 

Mr. Mendoza.  He recovered address book entries, a calendar, memos, deleted entries, call logs, 

deleted calls, text messages, deleted text messages, graphics, videos, application data, data files, 

internet data, location data, and social media data.  Mr. Mendoza certainly had a reasonable 
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expectation of privacy in files that he deleted from a locked phone that was turned off and zipped 

inside of his bag.  This is an expectation of privacy that society would clearly be prepared to 

recognize.  

On the second point, reasonable suspicion must be both “particularized and objective” 

and lead agents to suspect a specific person of specific criminal activity.  Id. at 1313.  In this 

case, Mr. Mendoza was flagged by border agents based on subjective factors, such as his 

clothing, the look of his luggage, and his behavior in the airport.  These agents were provided 

monetary incentives to flag individuals whom they suspected of terrorist behavior.  There was 

nothing particularized or objective about Mr. Mendoza’s behavior in the airport that would lead a 

reasonable person to suspect him specifically of terrorist or any other criminal behavior.  Once 

Mr. Mendoza was detained, DHS Special Agent Shawn Michaels conducted a routine search of 

his duffle bag and asked him some questions.  There was nothing in this search or conversation 

that turned up anything suspicious.  Agent Michaels failed to specify what criminal activity he 

believed Mr. Mendoza was part of.  Nevertheless, Agent Michaels went beyond the scope of a 

routine search by seizing Mr. Mendoza’s cell phone, holding it for more than thirty days, and 

employing a forensic search to recover its deleted contents.  Unlike in Vergara, Mr. Mendoza 

had no criminal record, he was not returning from an area known for crime, and there was no 

indication he was engaged in criminal activity found during the initial routine search.  Unlike in 

Vergara, Agent Michaels had no reasonable suspicion to further search Mr. Mendoza’s phone.  

This Court should therefore suppress any information gleaned as a result of the search, because 

the search was unlawful. 



1851D 

16 

CONCLUSION 

 The Court should grant Mr. Mendoza’s motion to dismiss the § 924(c) charge against him 

as unconstitutionally vague, because the residual clause requires the Court to engage in arbitrary 

line-drawing in contravention of Mr. Mendoza’s Fifth Amendment due process rights. 

 The Court should suppress the evidence gained as a result of the warrantless forensic 

search of Mr. Mendoza’s cell phone, because it was conducted without any reasonable suspicion 

(or, for that matter, any suspicion at all), and is therefore a violation of Mr. Mendoza’s Fourth 

Amendment rights against unreasonable searches. 

 

Respectfully Submitted, 

/s/ Team 1851D 


