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INTRODUCTION 

 
 Defendant Mendoza claims that the “crime of violence” definition in § 924(c) is 

unconstitutionally vague, and that this Court needs to apply a categorical approach to determine 

whether throwing a destructive device, specifically, a Molotov Cocktail, at someone’s home 

constitutes a “crime of violence.” In opposition to Defendant’s motion to dismiss, the State 

asserts that 18 U.S.C.A. § 16 clearly and narrowly defines what constitutes a “crime of violence” 

and therefore is not unconstitutionally vague. Furthermore, the use of the categorical approach 

method is unnecessary because an assessment of the facts and their application to the elements of 

the statute better demonstrate what constitutes a “crime of violence.” Therefore, Defendant’s 

motion to dismiss must be denied.  

 Defendant further claims that searching his electronic devices at the border, even after his 

display of suspicious behavior and frequent flights to known drug cities, violated his rights under 

the Fourth Amendment. In opposition to Defendant’s motion to suppress the evidence found on 

his iPhone 6, the State asserts that the border exception to the Fourth Amendment requires no 

level of individualized suspicion at all. Alternatively, reasonable suspicion clearly existed from 

Defendant’s actions. Therefore, Defendant’s motion to suppress must be denied.  

STATEMENT OF FACTS 
 

On February 1, 2018, the Department of Border Protection launched the Fun and Friendly 

Skies surveillance program as part of their efforts to protect the general public in airports and on 

airplanes. Michaels Aff. 8. Fun and Friendly Skies monitors travelers for suspicious activities to 

mitigate the threats of terrorism. Michaels Aff. 8. On March 31, 2018, the program flagged 

Defendant Jason Mendoza, which led to his detainment at the border. Michaels Aff. 7. Prior to 
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his detainment, the Defendant had traveled on thirty-four flights between February 5, 2018 and 

March 31, 2018. Michaels Aff. 13. Fifteen of these flights were international; nineteen were 

domestic. Michaels Aff. 13. He traveled to and from Miami five times within a less than two-

month period, each time leaving Miami on the exact day that he arrived. Michaels Aff. 13. He 

traveled to and from Los Angeles four times within the same period, never staying longer than 

three days at a time. Michaels Aff. 13. Fun and Friendly Skies also considered that the Defendant 

changed clothes on nine of the flights, traveled alone on all of them, observed his surroundings 

before placing calls, used privacy protectors on his technology, and did not drink prior to or on 

the flights. Michaels Aff. 14. 

During questioning, the Defendant revealed that he was the food and beverage distributor 

for The Wing Dump and had been an independent food and beverage distributor since 2014. 

Michaels Aff. 16. The Defendant also claimed that The Wing Dump was in the process of 

expanding to include European and Asian markets. Michaels Aff. 16. He claimed that his job 

required him to travel abroad to meet with vendors and suppliers and to conduct quality control 

evaluations. Michaels Aff. 17.  

 After a proper search was conducted of the Defendant’s duffle bag, authorities found an 

Apple MacBook Pro laptop, a charging cable, and a personal notebook. Michaels Aff. 18. Within 

that notebook was a handwritten calendar of international shipments to the United States dating 

back to March 2015. Michaels Aff. 18. Authorities took the notebook to make photocopies and 

upon replacing it, found an iPhone 6 hidden inside the lining. Michaels Aff. 19. Department of 

Homeland Security Agent Michaels turned the phone on and retrieved the password from the 

Defendant. Michaels Aff. 20. The phone had been completely restored to factory settings, 

conveniently only days before the Defendant was detained. Michaels Aff. 21.  
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 Special Agent Michaels explained that he needed to take the phone for up to thirty days 

for a forensic search of its contents. Michaels Aff. 22. He also explained to the Defendant that he 

was free to leave without his iPhone 6. Michaels Aff. 22. After passing the border, the Defendant 

immediately placed a call on his second phone. Michaels Aff. 23.  

 After the iPhone 6 was placed into evidence, Department of Homeland Security Cyber 

Analyst Sengupta informed Michaels that it would take two to four weeks to run a full forensic 

search of the phone. Michaels Aff. 25. Thankfully, Sengupta was able to retrieve the contents of 

the phone at the time of corruption only twenty days after he received it. Michaels Aff. 28. From 

the diligent work of Sengupta, the authorities were able to recover hundreds of text messages 

between the defendant and known members of drug rings, including Seth “Pillboi” Oliver, a well 

known international drug lieutenant. Michaels Aff. 29. These messages discussed meetings 

between the Defendant and Oliver in seven different countries, six of which the Defendant had 

flown to in the past two months, and international shipments for The Wing Dump arriving in Los 

Angeles and Miami through Pillboi’s organization. Michaels Aff. 29, Michaels Aff. 13. The 

phone also contained messages between the Defendant and Hofstetler, the district manager for 

The Wing Dump and alleged member of the gang 60-PDC. Michaels Aff. 30. The Defendant and 

Hofstetler discussed illicit substances referred to as “drumsticks,” the international transfer of 

funds, and the meetings between the Defendant and Oliver. Michaels Aff. 30. 

 On March 25, 2018, the Defendant arrived at The Wing Dump for the restaurant's weekly 

food shipment. Michaels Aff. 38. After emerging from the meat locker with his usual red duffle 

bag, the Defendant was confronted by Trevor Scott, a well-known lieutenant of the notorious 

gang, Immortal Beings. Michaels Aff. 38. The two had struggled in a physical confrontation, 

during which time the red duffle bag opened and at least one kilogram of an off-white powdery 
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substance believed to be Heroin was visible in the footage. Michaels Aff. 38. Only two and one-

half hours later, Special Agent Michaels received a call from Gordon County Deputy Kemple, 

informing him that the Defendant’s vehicle was located at 99 Scully Drive. Michaels Supp. Aff. 

4. Within ten minutes, the authorities received a call informing them that an individual with a 

striking resemblance to the Defendant launched an unknown flaming object into the Pie Hard 

Bakery, coincidentally owned by Trevor Scott’s wife. Michaels Supp. Aff. 5. Upon arriving at 

the scene, Michaels found the Defendant entering his car and suggested that he exit. Michaels 

Supp. Aff. 6. The Deputy put the Defendant in handcuffs, read him his rights, and found a BIC 

lighter in his front pants pockets. Michaels Supp. Aff. 6. Meanwhile, Michaels walked toward 

the Pie Hard Bakery where he observed dark grey smoke engulfing the building and the strong 

odor of alcohol. Michaels Supp. Aff. 7. Upon the sidewalk lay shattered glass and behind it a fire 

ablaze. Michaels Supp. Aff. 7. 

ARGUMENT 
1. This Court Should Deny The Defendant’s Motion To Dismiss Because The Residual 

Clause Of The “Crime Of Violence” Definition In 924(c) Is Not Unconstitutionally 
Vague And The Court Is Not Required To Apply A Categorical Approach To 
Determine Whether A Purported Offense Is A “Crime Of Violence.”  

	
Defendant brings forward a motion to dismiss the indictment on the grounds that it is 

allegedly “unconstitutionally vague.” Based on precedent established in United States v. 

Robinson, under Rule 12(b)(3)(B), “a defect in the indictment… must be raised by pretrial 

motion if the basis for the motion is then reasonably available, and that motion can be 

determined without a trial on the merits.” United States v. Robinson, 253 F. Supp. 3d 1, 2 (D.C. 

Cir. 2017). The basis for Defendant’s motion to dismiss specifically referenced Johnson, where 

the court held that a similar but distinct provision of the ACCA was unconstitutionally vague. 

However, it is clear from recent case precedent that the residual provision of 924(c) is not 
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unconstitutionally vague because it more narrowly defines what is considered to be a “crime of 

violence” and leaves less room for uncertainty, unlike the residual provision of the ACCA. 

Moreover, the categorical approach is not required to determine whether a purported offense is a 

“crime of violence” because it would allow a potentially guilty defendant to escape liability 

when the court is forced to confine its analysis to the elements of the crime and not consider the 

facts of a given situation. 

A. The Residual Clause Of The “Crime Of Violence” Definition In 924(c) Is Not 
Unconstitutionally Vague Because It Narrowly Defines What Is Necessary For 
An Offense To Be Considered A “Crime Of Violence” And Therefore Does Not 
Provide For Uncertainties In Its Definition.   

 
18 U.S.C.A. § 924(c)(3) defines a “crime of violence” to be “an offense that is a felony 

and-- (A) has an element the use, attempted use, or threatened use of physical force against the 

person or property of another, or (B) that by its nature involves a substantial risk that physical 

force against the person or property of another may be used in the course of committing the 

offense.” 18 U.S.C. § 924(c)(3). According to the indictment, Defendant has been charged with: 

possessing a destructive device, specifically a ‘Molotov Cocktail,’ in furtherance of a crime of 

violence, to wit: Arson, in violation of 18 U.S.C. § 844(i).” Indictment, United States v. 

Mendoza. When one commits arson, they “maliciously damage or destroy[], or attempt[] to 

damage or destroy[], by means of fire or an explosive, any building, vehicle, or other real or 

personal property used in interstate or foreign commerce or in any activity affecting interstate or 

foreign commerce.” 18 U.S.C. § 844(i). 

While the elements of the crime of arson do not explicitly specify any use of force, it can 

reasonably be inferred that using an explosive device to set one’s real property ablaze would 

require some degree of physical force; therefore, the second prong of § 924(c)(3) is satisfied, 

also referred to as the “residual clause.”  
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Defendant here claims that the residual provision of § 924(c)(3)(B) is unconstitutionally 

vague, analogizing the present case to that which was presented in Johnson v. United States. See 

generally Johnson v. United States, 135 S.Ct. 2551 (2015).  In that case, the court held that a 

distinct provision of the Armed Career Criminal Act (“ACCA”) to be unconstitutionally vague. It 

is clear through case precedent that many defendants in similar situations to that of Defendant 

have attempted to use the decision in Johnson to fuel their arguments against the residual clause 

of §924(c)(3)(B). However, it is evident through a careful comparison of the two provisions that 

there are distinct differences, which ultimately make them incomparable. Additionally, the 

Supreme Court itself was clear in limiting its holding to the particular set of circumstances 

applying the ACCA residual clause, and only some of those circumstances apply to § 

924(c)(3)(B). United States v. Prickett, 839 F.3d 697, 700 (8th Cir. 2016). Furthermore, the 

Court dismissed the argument that in making such a decision, other federal laws, such as § 

924(c)(3)(B), would be “placed in doubt.” Id. 

In United States v. Prickett, the Eighth Circuit held that the vagueness of 924(e)’s 

residual clause was irrelevant to the constitutionality of § 924(c)(3)(B), thereby defeating the 

defendant’s argument.  839 F.3d at 699. The defendant in Prickett,  was charged with using a 

firearm in furtherance of a crime of violence after having shot his wife while camping.  839 F.3d 

at 698. The defendant made a motion to dismiss the charge of using a firearm during a crime of 

violence, violating § 924(c). Id. He eventually appealed on the grounds that § 924(c)(3)(B) was 

allegedly unconstitutionally vague. Id. 

The defendant argued that the residual clause of §924(c) was invalid based on the holding 

by the United States Supreme Court in Johnson. Id. at 699. The court, however, rejected the 

defendant’s argument, in part because of the court’s reasoning in United States v. Taylor, 814 
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F.3d 340, 375-76 (6th Cir. 2016). “Because § 924(c)(3)(B) is considerably narrower than the 

statute invalidated by the Court in Johnson, and because much of Johnson’s analysis does not 

apply to § 924(c)(3)(B), [Prickett’s] argument in this regard is without merit.” Prickett 839 F.3d 

at 699 (discussing Taylor, 814 F.3d at 375-76). The court further explained its holding by 

discussing multiple factors which distinguish the residual clause of the ACCA and that of § 

924(c)(3)(B); the first being that § 924(c)(3)(B) is narrower than §924(e) because it deals with 

physical force as opposed to physical injury. 839 F.3d at 699. In narrowing the definition of 

“crime of violence” within § 924(c), the statute leaves no room for uncertainty. It clearly defines 

what is to be considered a “crime of violence” through its two prongs. In fact, it is that much 

narrower by “requiring the risk of physical force arise ‘in the course of’ committing the 

offense… and requir[ing] that the felony be one which by its nature’ involves the risk that the 

offender will use physical force.” Id. Unlike the current clause at issue, § 924(e) included crimes 

that presented a risk of injury. 839 F.3d at 699. Further, because it requires that the physical 

force “be used in the course of committing the offense,” the court will not consider any action 

taken after the offense has been committed. Id. The residual clause of § 924(c)(3)(B) “does not 

allow courts to consider ‘physical injury [that] is remote from the criminal act,’ a consideration 

that supported the Court’s vagueness analysis in Johnson.” Prickett, 839 F.3d at 699.  

Second, the court finds that in an attempt to clarify the ACCA’s residual clause, § 924(e) 

has been “linked” to confusing examples using the word “otherwise”, including four diverse 

enumerated crimes. Id. However, this was not found to be an issue with § 924(c)(3)(B).The 

residual clause in question “does not ‘link[ ] the ‘substantial risk’ standard, through the word 

otherwise, ‘to a confusing list of examples.’ Therefore, courts need not “analogiz[e] the level of 
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risk involved in a defendant's conduct of burglary, arsons, extortion, or the use of explosives.’” 

Id. at 699-700. 

The third factor the court references for its distinction between the residual clauses is the 

complex history behind that of § 924(e). Id. at 700. The court in Prickett emphasizes the fact that 

the Supreme Court could not come to a final decision regarding the vagueness of § 924(e) for 

almost a decade whereas the history of § 924(c)(3)(B) does not involve such conflict. Id. In fact, 

the court in Johnson even referenced § 924(c)(3)(B), stating, “‘the Supreme Court has not 

unsuccessfully attempted on multiple occasions to articulate the standard applicable to the § 

924(c)(3)(B) analysis.’” Id. 

Similarly, in King v. United States, the defendant argued that his conviction did not 

qualify as a crime of violence under 18 U.S.C. § 924(c) because of the Court’s holding in 

Johnson. King v. United States, 732 F. App’x. 842, 843 (11th Cir.), cert. denied, 138 S. Ct. 2592 

(2018). When the defendant in King filed his initial brief, the Court had not yet decided whether 

the holding in Johnson applied to 18 U.S.C. § 924(c). Id. The majority opinion discusses the 

distinction between the residual clause of § 924(e) of the ACCA and that of § 924(c) based on 

their decision in Ovalles. Id. at 844 (discussing Ovalles v. United States, 861 F.3d 1257 (11th 

Cir. 2017)). The court explains that the “risk-of-force” clause was already upheld by them and 

therefore should not be changed. Id. Though the defendant argues that his convictions should not 

be considered crimes of violence under § 924(c)(1)(A), the use-of-force provision, his argument 

is foreclosed by the court’s holding in In re Fleur, where it was already decided that Hobbs Act 

robbery “clearly qualifies” as a crime of violence under § 924(c). Id. Therefore, the defendant’s 

motion to dismiss was denied by the Court of Appeals. Id.  
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Similar to the defendants in King and Prickett, Defendant here makes an argument that 

the court cannot find his acts to constitute a crime of violence because of an alleged vagueness in 

the statute based on the holding in Johnson. However, as discussed, the two provisions are 

practically incomparable because of their distinct differences. The language of the residual 

clause of § 924(c)(3)(B) is much narrower than that of § 924(e) of the ACCA and therefore 

allows the court to determine whether an act constitutes a crime of violence based on the relevant 

facts of a given situation without uncertainty. If a defendant’s particular actions satisfy the 

elements of the statute, his offense will likely be considered a crime of violence, as it should in 

the case at hand.  

According to the indictment, Defendant was found to be in possession of a destructive 

device, specifically a “Molotov Cocktail,” in furtherance of a crime of violence to wit: Arson, in 

violation of 18 U.S.C. § 844(i). Indictment, United States v. Mendoza. A destructive device is 

defined as any explosive among other items or any combination of parts either designed or 

intended for use in converting any device and form which a destructive device may be readily 

assembled. It has already been established through case precedent that a “Molotov Cocktail” 

qualifies as a “destructive device” for the purpose of § 924(c) and as an explosive under § 844(i). 

United States v. Gillespie, 452 F.3d 1183, 1185 (10th Cir. 2006). In the present case, the 

“Molotov Cocktail” was used by Defendant as an explosive device in forging a fire at the Pie 

Hard Bakery. It is evidenced from the affidavit provided by Special Agent Michaels that this 

bakery is owned by the wife of the lieutenant whom Defendant had met and physically fought 

with only three hours prior. Michaels Aff. 38; Michaels Supp. Aff. 5. In using one’s own 

physical force to propel an item made with the intent to explode at a store, there is a substantial 

risk that harm will result to the property as well as any individuals inside or within close 
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proximity to the establishment. The intentional acts by the defendant satisfy each element of the 

statute in question and when taken into account with the facts of the situation, it is all the more 

plausible that such an act was committed maliciously. Therefore, this Court should deny 

Defendant’s motion to dismiss.  

B. This Court Is Not Required To Apply A Categorical Approach To Determine 
Whether A Purported Offense Is A “Crime Of Violence” Because It Leads to 
Inconsistency and Injustice. 

 
 As explained in United States v. McNeal, the courts utilize the categorical approach, 

which focuses on the elements of the offense rather than on the facts of the case, to determine 

whether an offense is a “crime of violence” within the meaning of statutes. United States v. 

McNeal, 818 F.3d 141, 152 (4th Cir. 2016).  However, it is evident through the study of case law 

that the categorical approach is not necessary to determine whether a purported offense is a 

“crime of violence” because it allows a potential defendant to escape liability for an offense they 

committed through its narrow analysis. According to a synthesis of relevant case law, the 

categorical approach is applied when a statute is found to be overly broad. The court in 

Descamps holds that “the modified categorical approach is intended as a ‘tool used in a narrow 

range of cases to identify the relevant element from a statute with multiple alternatives.’ It is not 

intended to be a ‘device employed in every case to evaluate the facts that the judge or jury 

found.’” Donawa v. United States Attorney General, 735 F.3d 1275, 1281 (11th Cir. 2013) 

(discussing Descamps v. United States, 133 S.Ct. 2276, 2285 (2013)). This statement explains 

why the court in Johnson found the residual provision of the ACCA to be unconstitutionally 

vague; it provided for “multiple alternatives” such as the diverse enumerated crimes. However, 

as mentioned in the majority opinion of Prickett, the residual provision at issue here is clearly 

distinguishable from that of the ACCA, specifically because it is narrow in definition and scope.  
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 In the case of In re Fleur, the defendant was convicted, pursuant to a guilty plea, of 

Hobbs Act robbery and using and carrying a firearm during and in relation to a crime of 

violence. In Re Fleur, 824 F.3d 1337 (11th Cir. 2016). “The indictment and the judgment make it 

clear that the defendant’s § 924(c) sentence was not pursuant to the residual clause in subsection 

(B), but pursuant to the use-of-force clause in subsection (A) which requires that the crime 

during which the defendant was carrying a firearm be a crime that includes ‘the use, attempted 

use, or threatened use of physical force against the person or property of another.’” Id. at 1340. 

The defendant pled guilty to the fourth count of the indictment which charged that he did “affect 

commerce ‘by means of robbery’” within the meaning of the statute. Id. at 1341. Robbery is 

defined as “the unlawful taking or obtaining of personal property from the person or in the 

presence of another, against his will, by means of actual or threatened force, or violence, or fear 

of injury, immediate or future, to his person or property…” Id. The “defendant pled guilty to 

committing robbery ‘by means of actual and threatened force, violence, and fear of injury,” 

therefore satisfying the elements set forth in the indictment and the elements of § 924(c) under 

the categorical approach. Id.  

 In solely looking at the elements of a statute and neglecting the facts of a case, the court’s 

approach provides a gateway for legal inconsistency and injustice. Narrowing a statute to a point 

that it can only apply to one situation when it was drafted to encompass something more limits 

the liability for potential defendants who have committed the offense and otherwise may have 

been found guilty. No two crimes are exactly the same nor do they often receive the same 

punishment because the facts of each situation differ. It is therefore imperative that the court 

takes into consideration the relevant facts which can help determine the level of culpability of a 

particular defendant.  In the present case, Defendant’s actions clearly indicate that his offenses 
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should constitute a crime of violence based on the elements required by the statute. As 

mentioned above, the defendant created a “Molotov Cocktail” and threw it at an establishment he 

knew to be owned by the wife of his adversary. Michaels Supp. Aff. 5. It is reasonably 

foreseeable that when creating a device meant to explode at the property of another, physical 

force (as required by the statute) must be used either by the person launching the object or by the 

object itself when making impact with the property, would cause severe damage. One can easily 

infer from the facts that because the device thrown at the property of his adversary, the act was 

done maliciously. If one were to disregard all of these facts, Defendant, as well as others in 

similar situations, may easily escape liability. In not addressing these substantial facts, otherwise 

guilty individuals could commit the act again. Therefore, the court should not be required to 

apply a categorical approach in determining whether a purported offense is a “crime of 

violence.”  

2. This Court Should Deny Defendant’s Motion to Suppress Because The Search of 
Defendant’s iPhone 6 at the Border Was Reasonable. Alternatively, The Search and 
Seizure Was Limited In Scope and Duration.  

 
 The search and seizure of Defendant’s cellphone clearly was protected within the border 

exception to the Fourth Amendment, and therefore did not require any degree of suspicion. Even 

if reasonable suspicion was necessary, the Government was reasonably suspicious of the 

defendant due to his frequent flights and behavior within the airport and airplanes. To support a 

motion to suppress due to a violation of Fourth Amendment rights, the proponent bears the 

burdens of proof and persuasion that the search is unreasonable. United States v. Touset, 890 

F.3d 1227, 1231 (11th Cir. 2018). Then, the burden shifts to the State to demonstrate that the 

seizure was sufficiently limited in scope and duration. Florida v. Royer, 460 U.S. 491, 500 
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(1983). Since Defendant has failed to prove that the search and seizure was unreasonable, the 

motion to suppress must be denied. 

A. The Border Exception Granted the Government the Right to Search The 
Defendant’s Phone Without Any Degree of Suspicion. 

 
         The Fourth Amendment protects “the right of the people to be secure in their persons, 

houses, papers, and effects, against unreasonable searches and seizures.” U.S. Const. amend. IV. 

However, it has been ruled consistently that border searches are a special exception to the rule. 

Touset, 890 F.3d at 1229; United States v. Vergara, 884 F.3d 1309, 1311 (11th Cir. 2018). “At 

the border, an individual has a lesser expectation of privacy, the government has a greater 

interest in searching, and the balance between the interests of the government and the privacy 

right of the individual is struck more favorably to the government.” United States v. Alfaro-

Moncada, 607 F.3d 720, 728 (11th Cir. 2010). In fact, border searches are reasonable simply by 

virtue that they occur at the border and require no level of suspicion. Touset, 890 F.3d at 1229; 

Vergara, 884 F.3d at 1311. Electronic devices are treated no differently than other effects at the 

border; “[w]e see no reason why the Fourth Amendment would require suspicion for a forensic 

search of an electronic device when it imposes no such requirement for a search of other personal 

property.” Touset, 890 F.3d at 1233. 

         In Touset, border agents approached the defendant when he landed in an Atlanta airport 

after an international flight. Id. at 1230. The agents detained the defendant’s two laptops, two 

external hard drives, and two tablets. Id. Both laptops and hard drives were found to contain 

child pornography. Id.  Similarly, the defendant in Vergara returned on a cruise ship from 

Mexico just before an officer took his three phones. Vergara, 884 F.3d at 1311. The officer 

found over one hundred images of child pornography between the phones. Id. In Montoya de 

Hernandez, the defendant was detained by a customs official after arriving in Los Angeles from 
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a Colombian flight. United States v. Montoya de Hernandez, 473 U.S. 531, 544 (1985). After an 

involuntary rectal exam, it was found that the defendant had smuggled eighty-eight balloons of 

cocaine across the border. Id. 

         At the status conference on June 13, 2018, Ms. Adams, attorney for the Defendant, relied 

upon Riley v. California, 134 S.Ct. 2473 (2014). However, Riley is easily distinguishable from 

the case at hand because it discusses a completely different exception to the Fourth Amendment: 

searches incident to arrest. Id. at 2491. In Riley, the government searched under the hood of the 

defendant’s car and found two loaded, concealed handguns. Id. at 2494. They seized the 

defendant’s cell phone and found texts, contact lists, photos, and videos that indicated a possible 

link to the Bloods gang. Id. The Court explained that a cell phone should be treated differently 

than a container in a search incident to arrest, because cell phones can give access to data located 

elsewhere with just the tap of a button. Id. at 2491. However, the holding in Riley is inapposite 

here because, as Riley itself states, “even though the search incident to arrest exception does not 

apply to cell phones, other case-specific exceptions may still justify a warrantless search of a 

particular phone.” Id. at 2494. In fact, “the Fourth Amendment does not require any suspicion for 

forensic searches of electronic devices at the border.” Touset, 890 F.3d at 1231. 

         In all of the cases where a search occurred at the border after international travel, the 

courts denied motions to suppress and held that the government’s searches and seizures were 

proper through the border exception to the Fourth Amendment. Defendant’s situation is the same 

as those detailed above. He had just arrived at the Cape Adams International Airport in Stetson 

when he was detained at the border. Michaels Aff. 6. His most recent flight was an international 

one: from Vancouver, Canada to Cape Adams, Stetson. Michaels Aff. 13. A Special Agent from 

the Department of Homeland Security detained his iPhone 6 and later found evidence that 



	 15	

Mendoza was involved with gang 60-PDC and distributed a controlled substance in The Wing 

Dump’s international food shipments. Michaels Aff. 22, 32. Therefore, the border exception 

allows for the cell phone evidence to be admitted without reasonable suspicion and this Court 

must dismiss the defendant’s motion to suppress. 

B. Alternatively, the Government Had Reasonable Suspicion to Search the 
Defendant’s iPhone 6 Due to His Flight Frequency and Behaviors While 
Traveling. 

 
        Even if reasonable suspicion was needed to search through the defendant’s iPhone 6, 

“unusual means of travel or strange behavior while traveling, even if legal, may give rise to 

reasonable suspicion, as may an unusual time and location of the stop, and the stopped 

individual’s criminal history.” United States v. Rosales, 687 F. App’x 135, 138 (3d Cir. 2017). 

This Court must look at the totality of the circumstances to see whether there was a basis for 

suspecting legal wrongdoing. United States v. Oluigbo-Bernards, 638 F. App’x 868, 871 (11th 

Cir. 2016). Even where one fact may not by itself be suspicious, a set of facts taken together may 

give rise to reasonable suspicion. Rosales, 687 F. App’x at 138. Additionally, alternative 

innocent explanations do not undermine the existence of reasonable suspicion. Id. 

In Oluigbo-Bernards, the defendant had multiple flights set up in one day, which led him 

to six different cities. Oluigbo-Bernards, 638 F. App’x at 870. Additionally, the defendant was a 

frequent traveler and marked as someone to look out for based on information from German 

customs officials that he might be a drug smuggler. Id. Upon meeting the defendant, a customs 

agent observed that he was sweating, avoided eye contact, and looked nervous. Id. Agents found 

no contraband, but they did detain five cell phones and thirteen SIM cards. Id. Throughout the 

process, the agents continued to observe nervous behaviors in the defendant that supported their 

search despite the lack of contraband found. Id. Based on the agent’s behavior-analysis training, 



	 16	

he believed that the defendant was a narcotics smuggler and took an x-ray of the defendant 

without his consent to check for narcotics hidden in his body. Id. 

In Montoya de Hernandez, a customs agent noticed that the defendant had made at least 

eight recent trips to Miami and Los Angeles. Montoya de Hernandez, 473 U.S. at 533. The agent 

immediately sent the defendant to a second agent for further questioning. Id. The second customs 

agent recognized that the defendant had flown in from Bogota, a source city for narcotics. Id. 

The agent went on to find more small but suspicious factors: the defendant had four changes of 

winter clothes but only one pair of shoes, the high heels she was wearing; she had no checks or 

credit cards on her even though she claimed to be buying goods for her husband’s store; she 

could not remember how her airline ticket was purchased. Id. at 533-34. The agents suspected 

that the defendant was a drug smuggler and performed a strip search, pregnancy test, and rectum 

examination without the defendant’s consent. Id. They found eighty-eight balloons of cocaine in 

her rectum. Id. 

In Touset, a money transmission company notified border agents that the defendant 

transferred low amounts of money to individuals in the Philippines on three separate occasions; 

the Philippines was considered a source country for child pornography and sex tourism. Touset, 

890 F.3d at 1230. Once the defendant arrived in Atlanta on an international flight, a border agent 

inspected his luggage. Id. They inspected two iPhones and a camera that they found in the 

luggage, but discovered no child pornography on the devices. Id. Then they detained his two 

laptops, two external hard drives, and two tablets. Id. Forensic searches found child pornography 

on both laptops and both hard drives. Id. 

In Rosales, the defendant’s flight was monitored for the sole reason that he was leaving 

Los Angeles, a common source city for drugs, and heading towards Philadelphia, a common 
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destination city for drugs. Rosales, 687 F. App’x at 138. Upon monitoring the flight, the 

Department of Homeland Security noted that the plane followed an unusual flight path, changing 

courses and altitude frequently, which deemed the flight suspicious. Id. Once the plane landed, 

an Air and Marine Operations Center informant observed a large duffel bag in the plane and that 

the plane was locked for only a brief stop. Id. At a later stop, another informant observed the 

plan going backwards on the runway, a sign that the pilot might have been inexperienced. Id. 

Only after receiving the information of these peculiar behaviors did the Department of Homeland 

Security search for prior arrests and see that the pilot that was flying the defendant around had 

previously been arrested for drug possession and carrying a concealed weapon. Id. Local police 

officers approached Rosales and the pilot upon their landing and recovered four bricks of cocaine 

from their bags. Id. 

         In all of these cases, the motions to suppress evidence found at the border were denied 

due to the existence of reasonable suspicion. Montoya de Hernandez, 473 U.S. at 544; Touset, 

890 F.3d at 1237; Rosales, 687 F. App’x at 139; Oluigbo-Bernards, 638 F. App’x at 872. 

Mendoza was detained subject to the Fun and Friendly Skies surveillance program. Michaels 

Aff. 7. The program takes into consideration many of the factors listed in recent case law to be 

sufficient for reasonable suspicion: frequency of travel, span of time between travel, conduct 

within the airport, known concerns at departure or arrival destinations, and the time, date, and 

location of international travel. Michaels Aff. 10. Inside the airport, the program observes 

patterns of movement, boarding times and methods, nature of luggage or other items, physical 

observations, and interactions with other passengers. Michaels Aff. 11. It was because of these 

factors and through the program that Mendoza was first detained. Michaels Aff. 13.. Between 

February 5, 2018 and March 31, 2018, Mendoza traveled on thirty-four flights, fifteen of which 
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were international. Michaels Aff. 13. He traveled alone on all of the flights, changed clothes on 

nine of them, and did not drink prior to or on any flight. Michaels Aff. 14. He also took 

precautions to keep his information guarded: using privacy protectors on his laptop and phone, 

and observing his surroundings before making calls. Michaels Aff. 14. These facts, especially 

when taken in the aggregate, gave rise to reasonable suspicion just as in the cases above. The 

frequency of Mendoza’s flights alone was arguably suspicious. Similarly to the defendants in 

Montoya de Hernandez and Rosales, Mendoza had flown to common drug cities like Miami and 

Los Angeles. Michaels Aff. 13. He traveled to and from Miami five times within a less than two-

month period, each time leaving Miami on the exact day that he arrived. Michaels Aff. 13. He 

traveled to and from Los Angeles four times within the same period, never staying longer than 

three days at a time. Michaels Aff. 13. Upon meeting Mendoza, Special Agent Michaels 

observed a blue duffel bag next to his chair, similar to the duffel bag that raised suspicion in 

Rosales. Michaels Aff. 18. On top of all of this suspicious behavior, the iPhone 6 found in the 

duffel bag raised even more suspicion. Michaels Aff. 21. The iPhone 6 had an Advanced 

Password feature on it; when asked for the password, Mendoza hesitated and asked if he needed 

to give the password up. Michaels Aff. 20. His phone was restored to factory settings in a way to 

make it look like it had never been used at all. Michaels Aff. 21. There was no call or message 

history, no internet browsing history, and no downloaded applications. Michaels Aff. 21. The 

amount of evidence raising reasonable suspicion is overwhelming. Mendoza raised suspicion 

through his behaviors, his flight frequency and destinations, his duffel bag, and the hard reset 

done on his phone. To require more than this vast amount of evidence to raise suspicion, 

especially at the border, is to make it impossible for border agents to keep our country safe. 

Agent Michaels had more than reasonable suspicion through his own observations, the 
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observations of the Fun and Friendly Skies surveillance program, and the observations of 

Customs and Border Protection agent Shellstrop who asked Michaels to come to the Stetson 

airport. Therefore, the government had reasonable suspicion to detain Mendoza’s iPhone and the 

motion to suppress the evidence found therein must be dismissed. 

C. The Search of Defendant’s iPhone 6 Was Sufficiently Limited In Both Scope and 
Duration. 

 
 Should this Court decide that Defendant met his burden of proving the search and seizure 

of his iPhone 6 both required reasonable suspicion and lacked support by reasonable suspicion, 

this Court must still dismiss the motion to suppress because the search was sufficiently limited in 

scope and duration. The existence of higher levels of security, like password-protected files, is 

relevant in assessing the scope and duration of a search. United States v. Cotterman, 709 F.3d 

952, 969-70 (9th Cir. 2013). Additionally, searches of electronic devices may take additional 

time because evidence within electronic devices is rarely easy to find, particularly at border 

crossings, “where individuals ordinarily anticipate confronting at least a cursory inspection.” Id. 

at 970. For these reasons, “courts should not indulge in unrealistic second-guessing.” Montoya de 

Hernandez, 473 U.S. at 542. 

 In Cotterman, the defendant’s laptops were seized at the United States-Mexico border. 

Cotterman, 709 F.3d at 956. After the seizure, the agent struggled to open password-protected 

files and delivered the laptops 170 miles away to be searched further. Id. at 958. Over a period of 

months, a second border agent used a forensic program to copy the hard drives of the laptops and 

discovered hundreds of pornographic photos, stories, and videos depicting children. Id. at 959.  

 In Montoya de Hernandez, the defendant herself was detained for over sixteen hours 

before agents sought a warrant to conduct an involuntary rectal exam. Montoya de Hernandez, 

473 U.S. at 541. Before her long detainment, the agents asked her to volunteer for the exam but 
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she refused. Id. “[B]oth its length and its discomfort resulted solely from the method by which 

she chose to smuggle drugs into this country.” Id. at 544. 

 In the above cases, the courts held that the scopes and manners of the searches were 

reasonable and denied the motions to suppress. Cotterman, 709 F.3d at 971. Similarly, the scope 

and duration of the search here were reasonable. The Government chose not to detain 

Defendant’s Apple iPhone X or his Apple MacBook Pro laptop. Michaels Aff. 19. Instead, they 

just seized his Apple iPhone 6, which had been restored to factory settings. Michaels Aff. 22-23. 

The phone contained no call or message history, downloaded applications, or internet browsing 

history. Michaels Aff. 22. Because of Defendant’s choice to perform this reset, the Government 

immediately explained to Defendant that the search could take up to thirty days. Michaels Aff. 

22. Then, the Department of Homeland Security Cyber Specialist estimated it would take him 

about two to four weeks to recover the deleted information. Michaels Aff. 25. On April 20, 2018, 

only twenty days after the phone was seized for forensic searching, the Cyber Specialist 

completed his forensic search. Sengupta 8. This search took even less time than the one in 

Cotterman and was even harder to conduct due to the hard reset completed on the phone. It was 

even less intrusive and burdensome than the one in Montoya de Hernandez. Therefore, the scope 

and duration of the search were reasonable and Defendant’s motion to suppress must be denied. 

CONCLUSION 

For the reasons stated above, the State requests this Court deny Defendant’s motion to 

dismiss Count Two of the indictment, possession of a destructive device in furtherance of a 

crime of violence, in violation of 18 U.S.C. § 924(c)(1)(B)(ii), and to move forward with a trial. 

Further, the State requests this Court deny Defendant’s motion to suppress the evidence found on 

Defendant’s iPhone 6 and deem the same admissible at trial. 
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Respectfully Submitted, 
        
       /s/       1850                   . 

Team 1850  
        Attorneys for the State 


