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INTRODUCTION 

Defendant Jason Mendoza claims that the “crime of violence” definition of § 924(c) is 

unconstitutionally vague. It perpetuates judges to make arbitrary decisions inquiring about the 

ordinary case of the crime. Additionally, this Court should apply the categorical approach to 

show that arson is not a crime of violence. For both of the mentioned reasons, Defendant’s 

motion to dismiss should be granted.  

Furthermore, Defendant Jason Mendoza (“Mendoza”) asserts that the forensic search of 

his iPhone 6 ordered by Agent Michaels (“Michaels”) violates the substantive protections of the 

Fourth Amendment and does not fall within the border exception. Cellular data is awarded the 

same protections as traditional “papers” in the substantive meaning of the Fourth Amendment. A 

forensic search of cellular data is analogous to the Government taping pieces of shredded papers 

together for the purposes of detecting crime. Such a search implicates privacy interests that 

outweigh the Government’s interest at the border. For this reason, conducting a warrantless 

forensic search at the border requires a level of individualized suspicion that is objective, 

particularized and articulable. Michaels lacked this requisite level of suspicion to justify a 

forensic search of the cellular data. Alternatively, even if he did have the requisite level of 

suspicion, the search was so overbroad and invasive that it required obtaining a warrant. 

Therefore, all fruit that resulted from the forensic search of Mendoza’s iPhone 6 must be 

suppressed. 

 

 

 

 



2 

 

STATEMENT OF FACTS 

 

 On March 31, 2018, Mendoza was detained at Cape Adams International Airport for 

further investigation under Fun and Friendly Skies—a counterterrorism program implemented on 

February 1, 2018. Michaels Aff. 8. Any individual traveling to or from an airport is subject to 

screening by Fun and Friendly Skies (FFS). St. Claire Dep. 8. Further surveillance of an 

individual traveler requires border agents to manually mark an individual as “suspicious.” St. 

Claire Dep. 8. The marked traveler is then surveilled by an algorithm and software called the 

Justified Assessment and Notification Emergency Tracker. Michaels Aff. 9. The Justified 

Assessment and Notification Emergency Tracker (JANET) collects data regarding an 

individual’s travel patterns, including frequency of travel, span of time between travel, the 

behavior while in the airport, and known threats or concerns at the time of arrival or departure. 

Michaels Aff. 10. While the JANET system disregards race, ethnicity, or country of origin the 

manual entering of suspects’ names has no such oversite or protection. St. Claire Dep. 8.  

 Michaels arrived at Cape Adams International Airport after being notified by Customs 

and Border Protection Agent Eleanor Shellstrop of Mendoza’s detainment. Michaels Aff. 6-7. 

Upon arriving, Michaels was informed that Mendoza had been flagged by FFS on February 5, 

2018, after a return trip from Vancouver. Michaels Aff. 13. Since then, Mendoza had traveled on 

thirty-four flights, nineteen of which were domestic. Michaels Aff. 14. Based upon information 

received through the JANET software, Michaels learned that Mendoza’s behavior pattern 

included changing his clothes during international flights, carrying a blue duffle bag, taking 

precautions to ensure privacy during phone and computer use in public spaces (i.e. using a 

privacy protector screen), and not drinking any alcohol. Michaels Aff. 14. 
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Michaels then interrogated Mendoza, asking if Mendoza knew why he was being 

detained; Mendoza responded, “No.” Michaels Aff. 15. Mendoza explained that his profession as 

an independent food and beverage distributor requires him to travel domestically and abroad. 

Michaels Aff. 16. Specifically, his client The Wing Dump is seeking to expand into international 

markets and has sixty-eight locations nationwide, as well as two in Canada. Michaels Aff. 16. As 

a result, he frequently travels to these markets for quality testing and product placement. 

Michaels Aff. 17. Michaels then searched Mendoza’s duffle bag and performed a cursory search 

of its contents. Michaels Aff. 18. This search revealed an Apple MacBook Pro laptop, an Apple 

lightning charging cable and Apple laptop charging cable, miscellaneous clothes, a toothbrush, 

toothpaste, a notebook, and an iPhone X. Michaels Aff. 18. Michaels searched the notebook and 

discovered a hand written calendar of international shipments to the United States dating back to 

March 2015 with ports of entry. Michaels Aff. 18. He ordered the contents of the notebook 

photocopied. Michaels Aff. 18. Upon returning the notebook to the bag, Michaels found 

Mendoza’s business phone, an iPhone 6. Michaels Aff. 19. 

Michaels asked Mendoza if he was aware that he had an iPhone 6 in his duffle bag. 

Michaels Aff. 19. Mendoza informed Michaels that the iPhone 6 was his work phone. Michaels 

Aff. 19. Michaels turned on the iPhone 6 and was met with password protection. Michaels Aff. 

20. Michaels told Mendoza to provide the password. Michaels Aff. 20. Mendoza questioned 

whether he was required to grant Michaels access to the contents of his phone, and Michaels 

instructed that “[Mendoza] has no privacy” at the border. Michaels Aff. 20. Ultimately, Michaels 

unlocked the phone without a warrant. Michaels Aff. 20. Michaels then proceeded to conduct a 

manual, cursory search of the iPhone 6 that revealed no call or message history. Michaels Aff. 

21. Mendoza explained that, while in Vancouver, the phone was corrupted via public Wi-Fi. 
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Michaels Aff. 21. To remedy the corruption of the phone, a friend suggested Mendoza do a 

factory reset. Michaels Aff. 21. Based on this knowledge, Michaels stated that he would be 

seizing the phone for up to 30 days to conduct a forensic search of its contents. Michaels Aff. 22. 

Mendoza objected and requested his lawyer. Michaels Aff. 22. Michaels instead told Mendoza 

he was free to leave because Michaels did not believe that he “had any basis to detain Mendoza 

at that time.” Michaels Aff. 22. Michaels was later notified by the TSA that Mendoza 

immediately used his iPhone X to place a call after passing the border. Michaels Aff. 23 The 

TSA agent stated that Mendoza was observed speaking indistinctly on the phone but appeared to 

be “screaming nervously.” Michaels Aff. 23. 

Michaels brought Mendoza’s iPhone 6 to the Department of Homeland Security’s (DHS) 

office in Cape Adams. Michaels Aff. 24. Michaels opened an investigative file and contacted 

DHS Cyber Analyst Vic Sengupta (Sengupta). Michaels Aff. 24. Sengupta is specially trained in 

computer engineering and in computer science, and is a certified Digital Forensic Examiner. 

Sengupta Dep. 4-5. These trainings provided the advanced skills required to conduct a forensic 

search and recovery of data deleted during a factory reset. Sengupta Depo 4-5. Michaels briefed 

Sengupta about the limited details surrounding Mendoza’s detainment and seizure of the iPhone 

6. Michaels Aff. 25. Michaels ordered Sengupta to conduct a “full forensic search,” retrieving 

and restoring previously deleted data. Michaels Aff. 25. Sengupta stated that a forensic search 

would take “a few weeks.” Michaels Aff. 25. Recovering lost data from a phone that has 

undergone a factory reset takes longer than from a phone that has been in active use. Sengupta 

Dep. 7. Michaels then instructed Sengupta to “send [Michaels] any pertinent data” that was 

recovered from the forensic search without any direction or definition as to what is pertinent. 

Michaels Aff. 25. 
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On April 16, 2018, Michaels received a letter from our office demanding the iPhone 6 be 

returned within three business days. Michaels Aff. 27, letter from Sandra Bell dated April 15, 

2018. Michaels ignored the demand and allowed the forensic search of Mendoza’s phone to 

continue. Michaels Aff. 27. On April 20, 2018, Sengupta notified Michaels that the forensic 

recovery and search of Mendoza’s phone was complete. Michaels Aff. 28. Sengupta discovered 

that on March 29, 2018, propriety corruption software was used to delete the contents of the 

phone using an IP address traced back to Vancouver. Sengupta Dep. 7. The phone was not used 

again until Michaels turned on the phone while Mendoza was in detention. Sengupta Dep. 8. 

Through his forensic recovery of the deleted cellular data, Sengupta was able to retrieve 

“hundreds of text messages” and was even able to know precisely “how much time Mr. Mendoza 

spent watching stupid videos.” Sengupta Dep. 8. Sengupta created an Excel spreadsheet of 

incriminating text messages that could be searched and filtered according to phone number. 

Sengupta Dep. 8. 

A Criminal Complaint was entered on April 20, 2018, and Michaels sought to arrest 

Mendoza at his home for the unlawful distribution of heroin at 6:42 PM. Michaels Supp. Aff. 1. 

However, Mendoza was not home. Michaels Supp. Aff. 2. Michaels requested patrol units from 

the Gordon County Sherriff’s Office to search for Mendoza and his vehicle. Michaels Supp. Aff. 

3. On April 31, 2018, Gordon County Deputy Kemple called Michaels at 2:42 AM to inform him 

Mendoza’s vehicle was parked at 99 Scully Drive. Michaels Supp. Aff. 4. While en route, 

Michaels was notified of a distressed citizen call about an unknown person launching a flaming 

object into the Pie Hard Bakery. Michaels Supp. Aff. 5. While no further details were provided, 

Michaels asserts that the unknown person matched the description of Mendoza. Michaels Supp. 

Aff. 5.   Upon arriving at Scully Drive, Michaels saw Mendoza entering his car and ordered him 
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to step out. Michaels Supp Aff. 6. Mendoza immediately complied with Michael’s orders. 

Michaels Supp. Aff. 6. Mendoza was handcuffed and read his Miranda rights in compliance with 

the November 2017 United States Attorney issued card. Michaels Supp. Aff. 6. A BIC lighter 

was found after Mendoza’s arrest. Michaels Supp. Aff. 6. Michaels walked toward the Pie Hard 

Bakery, the location of the distressed citizen call, and observed dark grey smoke and a smell of 

alcohol emanating from the building. Michaels Supp. Aff. 7. Shattered glass lay on the sidewalk. 

Michaels Supp. Aff. 7. The Gordon County Fire Rescue arrived on the scene to safely extinguish 

the flames coming from the bakery. Michaels Supp. Aff. 7 

ARGUMENT 

 

I. JASON MENDOZA’S MOTION TO DISMISS MUST BE GRANTED. 

Jason Mendoza is being charged with Possession of a Destructive Device in Furtherance of a 

Crime of Violence under 18 U.S.C. § 924(c)(1)(B)(ii). Indictment, United States v. Mendoza. It 

is specifically alleged that he committed these violations because the crime of violence in 

question was arson under 18 U.S.C. § 844(i). Id. This charge, count two of the Indictment, must 

be dismissed as the “crime of violence” definition of § 924(c)(3) is unconstitutionally void for 

vagueness, and § 844(i) arson cannot be found to be a crime of violence. 

A. 18 U.S.C. § 924(c)’s Definition of a “Crime of Violence” is Void for Vagueness. 

Despite imposing harsh and criminal penalties for violating the statute, there is no further 

elaboration on what constitutes a “crime of violence.” The criminal penalties imposed are indeed 

a deprivation of “life, liberty, [and] property” under the Fifth and Fourteenth Amendments. U.S. 

Const. amend. V; U.S. Const. amend. XIV. “[T]he indeterminacy of the wide-ranging inquiry 

required by the residual clause both denies fair notice to defendants and invites arbitrary 

enforcement by judges.” Johnson v. United States, 135 S. Ct. 2551, 2557 (2015). Failing to 
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clearly define what constitutes a crime of violence is a clear violation of the Due Process Clause 

of the Fifth and Fourteenth Amendments, is void for vagueness, and is ultimately 

unconstitutional. 

 Laws shall be voided for vagueness if prohibitions are not “clearly defined.” Grayned v. 

City of Rockford, 408 U.S. 104, 108 (1972). Traditionally, laws are required to provide a 

reasonable person with ample opportunity to interpret and avoid the conduct prohibited by the 

statute; “[v]ague laws may trap the innocent by not providing fair warning.” Id. Aside from 

giving “fair notice” to citizens, constitutional laws need to provide “explicit standards for those 

who apply them. A vague law impermissibly delegates basic policy matters to policemen, judges, 

and juries for resolution on an ad hoc and subjective basis, with the attendant dangers of arbitrary 

and discriminatory application.” Id. at 108-09.  

Like in the present case, the Armed Career Criminal Act (ACCA) of 1984 defined a 

“violent felony” as any felony that involved conduct that presented “a serious potential risk of 

physical injury to another.” Johnson, 135 S. Ct. at 2555. Under the Act, anyone with a history of 

three or more violent felonies received harsher punishment upon being convicted of being a felon 

in possession of a firearm. Id. The defendant was involved in a white supremacist organization 

believed by the Federal Bureau of Investigation to be planning a terrorist attack. Id. at 2556. 

During the FBI’s investigation, the defendant revealed that he had manufactured explosives and 

showed the agents his AK-47, several semiautomatic firearms, and 1000 rounds of ammunition. 

Id. The Government arrested the defendant for being a felon in possession of a firearm and 

requested an enhanced sentence under the ACCA, due to the defendant’s prior felonies. Id. 

There, the Court in Johnson found that ACCA was unconstitutionally vague. Id. at 2557. 

First, the Court found that the residual clause leaves open to subjective opinion and uncertainty 
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about how to estimate the risk posed by a crime to fall under the statute. Id. This “seemingly 

requires the judge to imagine how the idealized ordinary case of the crime subsequently plays 

out.” Id. at 2557-58. Next, the Court noted that there have been repeated attempts and failures to 

create an objective standard out of the residual clause in question with “hopeless indeterminacy.” 

Id. Three of the Court's last four decisions at the time of Johnson focused on the level of risk 

posed by the crime, and each case ended up with a different ad hoc test to determine the 

outcome. Id. Because of the arbitrary nature of the interpretation of the statute, decisions under 

the residual clause have “proved to be anything but evenhanded, predictable, or consistent.” Id. 

at 2563. Therefore, the court held that “imposing an increased sentence under the residual clause 

of the Armed Career Criminal Act violates the Constitution’s guarantee of due process. Id.  

Following the holding of Johnson, in Sessions v. Dimaya, the Immigration and 

Nationality Act rendered any alien convicted of an “aggravated felony” after entering the United 

States deportable. Sessions v. Dimaya, 138 S. Ct. 1204, 1210 (2018). Additionally, anyone who 

committed such a felony was ineligible for cancellation of removal, relief which would allow 

them to remain in the United States. Id. “Aggravated felonies” were defined through listing 

numerous types of offenses with cross-references, including any crime of violence where “by its 

nature, [the crime] involves a substantial risk that physical force against the person or property of 

another may be used in the course of committing the offense.” Id. at 1211. The defendant had 

resided lawfully in the United States lawfully since 1992. Id. However, he was convicted twice 

of first-degree burglary and the Government started a proceeding to remove him from the United 

States. Id. The court considered whether the “crime of violence” definition was void for 

vagueness. Id.  
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The Court found the statute void for vagueness for two primary reasons. First, like in 

Johnson, the statute in question, 18 U.S.C. § 16(b) also requires the court to subjectively identify 

a crime’s “ordinary case” to measure the crime’s risk to see if it qualifies as a “crime of 

violence.” Johnson, 135 S. Ct. at 1215. This is a wholly subjective analysis. “How does one go 

about divining the conduct entailed in a crime’s ordinary case? Statistical analyses? Surveys? 

Experts? Google? Gut Instinct?” Id. Second, the statute failed constitutional muster as it leaves 

“uncertainty about the level of risk that makes a crime ‘violent.’” Id.          

“In sum, § 16(b) has the same “[t]wo features” that “conspire[d] to make 

[ACCA's residual clause] unconstitutionally vague.” It too “requires a court to 

picture the kind of conduct that the crime involves in ‘the ordinary case,’ and to 

judge whether that abstraction presents” some not-well-specified-yet-sufficiently-

large degree of risk. The result is that § 16(b) produces, just as ACCA's residual 

clause did, “more unpredictability and arbitrariness than the Due Process Clause 

tolerates.”  

 

Id. at 1216 (cleaned up). 

 This present case is not the first time 18 U.S.C. § 924(c) has been challenged. In United 

States v. Eshetu, the District of Columbia Circuit held that the firearm statute defining a crime of 

violence is void for vagueness. United States v. Eshetu, 898 F.3d 36, 37 (D.C. Cir. 2018). 

Finding authority from Sessions, Eshetu notes that the residual clauses defining “crime of 

violence” in the two cases are “materially identical.” Id. There, two defendants were convicted of 

conspiring to interfere with interstate commerce by robbery, appealed, and asked the court to 

reverse because the crime of violence definition was unconstitutionally vague. Id. at 36. 

Originally rejecting this argument, the D.C. Circuit reheard the argument after Sessions was 

decided and ultimately decided in favor of the defendants. Id. at 37. Finding binding authority in 

Sessions, the statute in Eshetu was found to produce “‘hopeless indeterminacy’ inconsistent with 

due process.” See Id. at 37 (“We therefore discern no basis for a different result here from the 
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one in Dimaya”); Sessions, 138 S. Ct. 1204, 1213 (2018). It was found that “a court focused on 

neither the ‘real-world facts’ nor the bare ‘statutory elements’ of an offense. Instead, a court was 

supposed to ‘imagine’ an ‘idealized ordinary case of the crime’. . .” Id.  

 However, this is ultimately confusing. Court systems “imagining” the ordinary case of a 

crime leaves a world of subjective notions left in the hands of a few in the position of power, 

while Mr. Mendoza’s liberty and due process rights are left up in the air to be decided by a 

wholly subjective hammer of judicial speculation. Clearly, no crime is exactly the same and 

happens in exactly the same way. Justice Gorsuch, concurring in Sessions, outlines the reason for 

this confusion.  

“Before holding a lawful permanent resident alien like James Dimaya subject to 

removal for having committed a crime, the Immigration and Nationality Act 

requires a judge to determine that the ordinary case of the alien's crime of 

conviction involves a substantial risk that physical force may be used. But what 

does that mean? Just take the crime at issue in this case, California burglary, 

which applies to everyone from armed home intruders to door-to-door salesmen 

peddling shady products. How, on that vast spectrum, is anyone supposed to 

locate the ordinary case and say whether it includes a substantial risk of 

physical force? The truth is, no one knows. The law's silence leaves judges to 

their intuitions and the people to their fate. In my judgment, the Constitution 

demands more.” 

 

Sessions, 138 S. Ct. at 1224 (Gorsuch, J. concurring) (emphasis added). Justice Gorsuch further 

notes that the statutes in Johnson and Sessions are nearly identical (as they are to the present 

statute) and “respect for precedent alone would seem to suggest that [all] clauses should suffer 

the same judgment.” Id. This confusion, and the law’s silence, is exactly what the “fair notice” 

requirement of the Due Process clause was designed to protect. See Id. at 1212.   

 United States v. Salas has also held that 18 U.S.C. § 924(c) is unconstitutionally vague. 

United States v. Salas, 889 F.3d 681, 684 (10th Cir. 2018). After analyzing the same statute 

Mendoza allegedly violated, the court found that the statute contains “an ordinary-case 
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requirement and an ill-defined risk threshold.” Id. at 686 (“Dimaya’s reasoning for invalidating § 

16(b) applies equally to § 924(c)(3)(B).”) Regardless of whether a jury finds the defendant guilty 

beyond a reasonable doubt, the statute in Sessions and 924(c) both require “guesswork and 

intuition [and] invites arbitrary enforcement, and fails to provide fair notice.” Id. (quoting 

Johnson, 135 S. Ct. at 2559).  

“Ultimately, § 924(c)(3)(B) possesses the same features as the ACCA's residual clause 

and § 16(b) that combine to produce ‘more unpredictability and arbitrariness than the 

Due Process Clause tolerates,’ Id. at 1223 (quoting Johnson, 135 S.Ct. at 2558), and 

Dimaya's reasoning for invalidating § 16(b) applies equally to § 924(c)(3)(B). Section 

924(c)(3)(B) is likewise unconstitutionally vague.” 

 

Salas, 889 F.3d at 686.  

 Here, it is clear that the statutes in Johnson and Sessions are nearly identical to § 924(c). 

The language, wording, and requirement for finding a “crime of violence” are all either identical 

or nearly identical. Therefore, the outcomes reasonably should be the same. This court should 

find § 924(c) void for vagueness. 

Like § 16 from Sessions, both statutes require the court to subjectively picture the 

“ordinary case” and then subjectively decide if this judicially created “ordinary case” qualifies as 

a “crime of violence.” As Johnson outlined, “the residual clause forces courts to interpret 

‘serious potential risk’ in light of the four enumerated crimes - burglary, arson, extortion, and 

crimes involving the use of explosives. These offenses are ‘far from clear in respect to the degree 

of risk each poses. Does the ordinary burglar invade an occupied home by night or an 

unoccupied home by day?” Johnson, 135 S. Ct. at 2558. To continue, does an ordinary arsonist 

set fire to a home knowing someone is inside or does an ordinary arsonist set fire to a building at 

random, without regard for committing any violent action? These questions clearly demonstrate 

that there is simply no “ordinary case” for the crime of arson, as charged here. This leaves this 

court to juggle with Mr. Mendoza’s liberty, with each individual ball playing the role of 
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subjective speculation by a panel of judges. Like in Johnson and Sessions, this “produce[s] ‘more 

unpredictability and arbitrariness than the Due Process Clause tolerates,” Salas, F.3d at 1223. 

Using § 924(c) to categorize a predicate conviction as a “crime of violence” violates Due Process 

and should be found unconstitutional. 

B. In Following a “Categorical Approach,” § 844(I) Arson Clearly is Not a “Crime Of 

Violence.”  

 

In deciding whether an offense qualifies as a “crime of violence,” courts have employed 

the categorical approach. “This approach requires that courts ‘look only to the statutory 

definitions - i.e., the elements - of a defendant’s [offense] and not the particular facts underlying 

[the offense]’ in determining whether the offense qualifies as a ‘crime of violence.’” Descamps 

v. United States, 570 U.S. 254, 261 (2013).  

Taylor v. United States found that there should be a categorical approach to the 

designation of predicate offenses. Taylor v. United States, 495 U.S. 575, 588 (1990). There, the 

court noted “Congress intended that the enhancement provision be triggered by crimes having 

certain specified elements, not by crimes that happened to be labeled ‘robbery’ or ‘burglary’ by 

the laws of the State of conviction.” Id. With that, the Court further noted that because of this 

categorical approach, one must only look “to the statutory definitions of the prior offenses, and 

not the particular facts underlying those convictions.” Id. Because of this categorical approach, 

the Court there found that the term “burglary” “most likely refers to the elements of the statute of 

conviction, not to the [specific] facts of [the] defendant’s conduct.” Id.  

Descamps found that if the relevant offense has the same elements as the generic “crime 

of violence” then this may serve to fall under the statute. Descamps, 570 U.S. at 261. This is not 

the case here. The crux of the analysis is elements, and not facts. Id. Here, we see blatantly that 

as discussed in Salas, § 844(i) arson “does not require, as an element, the use of force against the 
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property ‘of another.’” Salas, 889 F.2d at 684. It’s important to note that § 844(i) may even 

apply to one who damages one’s own property. Therefore, if applying the categorical approach, 

which requires looking at the elements, a “crime of violence” provision cannot apply to § 844(i) 

arson as it includes the destruction of one’s own property. See generally Torres v. Lynch, 136 S. 

Ct. 1619, 1629-30 (2016). The plain language of § 924(c) requires a crime of violence to be 

categorized as an action against the person or property of another.  

Applying the categorical approach, this Court must “look only to the fact that the defendant 

had been convicted of crimes falling within certain categories, and not to the facts underlying the 

prior convictions.” Johnson, 135 S. Ct. at 2562. Here, it is plain that there is no categorical match 

between a “crime of violence” and the elements of arson as charged. An offense can only be 

qualified as a “crime of violence” under this approach if the conduct covered by the criminal 

statute matches or is narrower than the “crime of violence” definition. See United States v. 

Torres-Miguel, 701 F.3d 164, 167 (4th Cir. 2012). Here, the arson statute is much broader than 

the “crime of violence” definition and therefore is not covered when following the categorical 

approach. Applying the plain language elements (and not the defendants’ alleged actions) of § 

844(i) clearly indicate that physical injury only happens after the arson occurs. See Johnson, 135 

S. Ct. at 2557 (“Rather, the risk of injury arises because the extortionist might engage in violence 

after making his demand or because the burglar might confront a resident in the home after 

breaking and entering.”). Therefore, arson under § 844(i) is categorically not a “crime of 

violence” under § 924(c). 
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II. JASON MENDONZA’S MOTION TO SUPPRESS SHOULD BE GRANTED 

BECAUSE THE SEARCH OF HIS IPHONE 6 EXCEEDED THE BOUNDS OF 

THE FOURTH AMENDMENT’S BORDER EXCEPTION 

 

The Defense has the burden of proof and persuasion with the legal arguments and 

evidence set herein and respectfully asks this Court to suppress any evidence resulting from the 

fruits of the warrantless forensic search of Mendoza’s deleted iPhone 6 cellular data. United 

States v. Touset, 890 F.3d 1227, 1231 (11th Cir. 2018). The burden will then shift to the 

government to demonstrate that the seizure was sufficiently limited in scope and duration. 

Florida v. Royer, 460 U.S. 491, 500 (1983).  

The Fourth Amendment of the United States Constitution protects “persons, houses, 

papers, and effects against unreasonable searches and seizures.” U.S. Const. amend. IV. The 

Fourth Amendment protects from—and prevents—the use of “general writs” and expansive 

searches for the purposes of detecting crimes. Riley v. California, 134 S. Ct. 2473, 2494 (2014). 

These substantive Fourth Amendment protections guarantee freedom from unjustified 

governmental intrusion and are necessary to prevent the arbitrary use of governmental power in 

police surveillance deemed “too permeating.” Carpenter v. United States, 138 S. Ct. 2206, 2213 

(2018).  

Reasonableness is the fundamental guiding principle for judicial analysis of search and 

seizure. Brigham City v. Stuart, 547 U. S. 398, 403 (2006). The Fourth Amendment has two 

requirements to guarantee substantive protection: first, searches and seizures “must be 

reasonable”; second, a warrant be issued upon a showing of probable cause and the scope of the 

search be “set out with particularity.”  Kentucky v. King, 563 U.S. 452, 459 (2011). Generally, 

reasonableness dictates the acquisition of a warrant, as to abide by the fundamental, substantive 

notions of the Fourth Amendment. Riley, 134 S. Ct. at 2482. However, the government has the 
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ability to conduct warrantless searches at the border that further the legitimate interest of national 

sovereignty. United States v. Kolsuz, 890 F.3d 133, 137 (4th Cir. 2018). The border exception to 

the Fourth Amendment, while granting the government more latitude in searches to account for 

its legitimate interest, is subject to the substantive limitations of the Fourth Amendment. Id. For 

this reason, border searches deemed “highly intrusive” so as to violate “dignity and privacy 

interests” are not within the exception of warrantless searches. Id. at 138. 

The determination of “reasonableness” in a warrantless border search requires a 

balancing test weighing the privacy and government interests involved. Riley, 134 S. Ct. at 2491-

92. The court must determine whether the warrantless search implicated a privacy interest 

protected by the substance of the Fourth Amendment by analyzing “the degree to which [the 

search] intrudes upon an individual’s privacy” and “the degree to which [the intrusion] is needed 

for the promotion of a governmental interest.” Id. at 2484. As a threshold issue, the court must 

determine whether a privacy interest exists by determining two things: the nature of the object 

searched and seized and whether society is prepared to recognize the interest as private. Katz v. 

United States, 389 U.S. 347, 362 (1967).  

Intrusiveness is considered in the totality of the circumstances, including the scope and 

duration of the deprivation. See United States v. Jacobsen, 466 U.S. 109, 124 (1984). In the 

present case, the question is three-fold: does a privacy interest exist in previously deleted cellular 

data that has been stored on a remote electronic serve; to what extent did the forensic recovery 

and search of the cellular data intrude upon this privacy interest; and is this intrusion justified for 

the promotion of a legitimate governmental interest? 
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A. The Forensic Search of Cellular Data Implicates a Privacy Interest Protected by the 

Substance of the Fourth Amendment. 

 

The nature of cell phones awards them Fourth Amendment protection under the meaning 

of “papers and effects.” Riley, 134 S. Ct. at 2493. At the time of the Fourth Amendment’s 

inception, “papers and effects” could only be interpreted as being literal. “Papers and effects” 

now serve as archetypes defining the Fourth Amendment’s substantive protections in an age 

where the use of electronic communication systems is rapidly expanding. See Kyllo v. United 

States, 533 U.S. 27, 33 (2001); United States v. Graham, 824 F.3d 421, 425 (4th Cir. 2016). The 

deeper archetypal meaning, as held by the Founders, reflects a desire to safeguard “freedom of 

consciousness”—that is, privacy in thoughts and ideas. United States v. Seljan, 547 F.3d 993, 

1014 (9th Cir. 2008). More specifically, a cell phone’s electronic data falls within the 

Constitution’s archetypal meaning of “papers” and, as a result, is extended the same traditional 

protections. United States v. Cotterman, 709 F.3d 952, 965 (9th Cir. 2013). 

A forensic search of cellular data provides a complete and detailed picture of a private 

citizen’s everyday life—proving to be even more revealing than what the Founding Fathers 

could conceive at the inception of the Fourth Amendment. Carpenter, 138 S. Ct. at 2487. While 

searching pockets, or even reading a diary, may provide a slight glimpse into a person’s life, a 

forensic search of a cell phone can be as intrusive as a “cavity search.” Cotterman, 709 F.3d at 

966 (“An exhaustive forensic search of a copied laptop hard drive intrudes upon privacy and 

dignity interests to a far greater degree than a cursory search at the border”). A forensic search 

can be more intrusive than a “total search of a house” or “ransacking an office and all its 

cabinets” because cellular data is a comprehensive log of a person’s daily activities, including 

geographic locations, communications intended to remain private, photographs, videos, 

calendars, phone numbers, addresses, credit card and other sensitive information. Id. 
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The comprehensiveness of cellular data, as demonstrated in Riley and Carpenter, both 

highlight the level of privacy interests and the intrusiveness of cellular data. In Riley, data 

retrieved from the defendant’s cell phone to search for supplemental evidence was held to be 

outside the scope of the warrantless incident to arrest exception to the Fourth Amendment. Riley, 

134 S. Ct. at 2479. A search of cellular data, including what remains saved to a remote electronic 

server, goes far beyond even what an “exculpatory search of a house” would reveal, necessitating 

the need to obtain a warrant. Id. at 2490. The retrieval of this data, additionally, is unreasonably 

intrusive, requiring the use of software and expert training. This can be an elongated process that 

can take up to several weeks, as can be seen in the present case. Based upon these factors, the 

Court has held that the data stored, both on a phone and through a third party storage facility, 

implicates privacy interests as stated in the Fourth Amendment. 

Cellular data is additionally subject to society’s expectations of privacy. Katz, 389 U.S. at 

362. The Court has recognized it to be unreasonable to expect an individual to go about their 

daily life without access to their cellular phone, a piece of technology that is now integral to the 

efficiency of society. Carpenter, 138 S. Ct. at 2490. Because of its integration into society, the 

cell phone demands a privacy interest that is ready to be recognized. Dr. Chidi Anagonye states 

that, at a sociological level, the substantive protections of the Fourth Amendment are paramount 

for “humans to feel dignified, otherwise we are all just wards of the state and victims of Big 

Brother.” Anagonye Dep. 7. Further, Dr. Anagonye’s sociological research reflects the 

understanding of the courts that there is a subjective expectation of privacy in cellphones because 

a person “may [now] carry his castle with him.” Anagonye Dep. 7. The search of this “castle” 

aka cell phone is analogous to a SWAT team breaking down the door to a person’s home and 

rummaging through the contents of every room. Anagonye Dep. 7.   
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B. The Warrantless Forensic Search of Mendoza’s iPhone 6 Implicates Privacy Interests Not 

Within the Border Exception of the Fourth Amendment and Lacked Individualized Level 

of Suspicion.  

 

Warrantless searches at the border, while afforded more latitude, have not adopted an 

“anything goes” standard. See Seljan, 547 F.3d at 1000. Searches conducted at the border remain 

subject to the substantive limitations of the Fourth Amendment. Touset, 890 F.3d at 1229. The 

border exception is meant to serve the legitimate governmental interests including the 

“interception of contraband as it crosses the border…[and] prevention and distribution of 

ongoing efforts to export contraband illegally.” United States v. Ramos, 190 F. Supp. 3d 992, 

999 (S.D. Cal. 2016). Further, “extended border searches” refer to areas that are “functionally 

similar” to a border (i.e. airports) and do not reflect an extension of acceptable searches. United 

States v. Caminos, 770 F.2d 361, 364 (3d Cir. 1985).  

The border exception allows for “routine searches” without a warrant; searches that 

violate the “dignity and privacy interests of the person being searched” are non-routine. United 

States v. Flores-Montano, 541 U.S. 149, 152 (2004). The courts have generally considered 

routine searches to be searches that “do not seriously invade a traveler’s privacy.” United States 

v. Cardenas, 9 F.3d 1139, 1148 n.3 (5th Cir. 1993) (citing United States v. Sandler, 644 F.2d 

1163, 1167-69 (5th Cir. 1981)). A search’s invasiveness is determined by evaluating the 

“intrusiveness and indignity of the search.” United States v. Vega-Barvo, 729 F.2d 1341, 1344-

46 (11th Cir. 1984). The courts have applied a “common sense approach” in determining what 

constitutes an intrusive search. Cotterman, 709 F.3d at 967. Intrusive non-routine searches 

require a particularized level of suspicion. Flores-Montano, 541 U.S. at 152. 

The necessity of additional government resources, such as additional software and 

specialized training, to conduct a forensic search and retrieval of cellular data is an intrusive 
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search that requires a particularized and objective suspicion related to a specific crime and 

person. United States v. Montoya De Hernandez, 473 U.S. 531, 538 (1985); United States v. 

Molina-Isidoro, 884 F.3d 287, 293 (5th Cir. 2018) (acknowledging that both federal cases 

involving intrusive, warrantless forensic search required reasonable suspicion). A reasonable 

suspicion is articulated based upon known facts to the officer at the time of detainment. Touset, 

890 F.3d at 1232. Merely citing a general interest in crime prevention or operating on “a hunch” 

is not acceptable. United States v. Sokolow, 490 U.S. 1, 7 (1989). Individualized suspicion is 

based upon good faith facts known to the agent/officer at the time of the search and seizure. Id.  

In considering the totality of the circumstances, the factual “baseline” for determining 

reasonable suspicion is the agent’s understanding of the objective facts. Liberal v. Estrada, 632 

F.3d 1064, 1077 (9th Cir. 2011). Reasonable suspicion cannot be based upon “ubiquitous” 

factors that apply broadly to law-abiding citizens, such as password protection. Cotterman, 709 

F.3d at 967 (citing United States v. Berber-Tinco, 510 F.3d 1083, 1087 (9th Cir. 2007)). 

Password protection in isolation does not give rise to reasonable suspicion; there must be other 

indicia of criminal activity. Cotterman, 709 F.3d at 969. For password encryption to give rise to 

reasonable suspicion, there must be a relationship to the suspected criminal activity. Id.  

In United States v. Ickes, 393 F.3d 501 (4th Cir. 2005), the defendant approached the 

border from Canada and told the border agent he was returning from vacation, even though he 

had “almost all of his belongings in his car.” Id. at 502. A cursory search of the vehicle then 

revealed several photo albums containing child pornography and erotica, as well as drug 

paraphernalia and contraband. Id. at 503. The defendant also had two outstanding warrants for 

his arrest. Id. Following these discoveries, agents then conducted a search of multiple computers 

and 75 discs, which produced images and movies of child abuse and pornography. Id. Unlike the 
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present case, Ickes shows an objective and articulable suspicion based on not only the amount of 

luggage defendant had in comparison to his story, but also a manual cursory search yielded 

evidence of criminal activity that justified the searching of the computer and discs. Id. In the 

totality of the circumstances and based upon what was known to the officer at the time, there was 

no justification for such an intrusive search of Mendoza’s phone. The phone was seized for the 

sole purpose of discovery of possible criminal activity, with Agent Michaels even instructing 

Sengupta to “notify [agent Michaels] of any pertinent data.” Michaels Aff. 25. However, there 

was no context of what was pertinent. Instead, the search was limitless in scope and akin to a 

fishing expedition. Agent Michaels articulated no specific reasons justifying the search and 

seizure of the iPhone 6 at all.  

In Cotterman, upon entry at Lukeville, Arizona Port of Entry, defendant was flagged as a 

convicted child sex offender who was possibly involved in child sex tourism. Cotterman, 709 

F.3d at 957. A manual, cursory search of the discovered computers and phones revealed family 

and other photos, as well as a multitude of password protected files. Id. The border agent at the 

time discovered that the defendant was flagged by a program called Operation Angel Watch—a 

program that monitors convicted child sex offenders who travel out of the country, particularly to 

known child sex tourism locations. Id. at 958. It was believed that the selective password 

protection and encryption was in line with the alleged crime of child pornography, further 

fueling the articulable suspicion. Id. at 969 (“To contribute to reasonable suspicion, encryption or 

password protection of files must have some relationship to the suspected criminal activity”). 

While the manual search yielded no evidence, the following examination of the computer’s hard 

drive revealed a staggering amount of child pornography and erotica. Id. at 958. The court held 
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that, in review of the totality of the circumstances and knowledge of the accused crime, the 

warrantless forensic search was reasonable.  

Unlike in the case of Mendoza, the search in Cotterman was grounded in specificity. 

Cotterman was a convicted child sex offender who had been flagged by a program that 

specifically sought to monitor offenders who traveled to child sex tourism locals internationally. 

Id. Here, Mendoza was flagged by a program that had the broad purpose of securing the safety of 

airway passengers. Michaels Aff. 8. Mendoza was not flagged for involvement in any terrorism 

or drug organizations, but instead was a person with no negative inferences to be held against 

him who traveled frequently. Michaels Aff. 14. The password encryption and factory reset had 

no articulable relationship to any suspected criminal activity. See Id. at 969. The seizure and 

subsequent forensic search of Mendoza’s phone, unlike the one conducted in Cotterman, lacked 

any specific rationale and instead turned into a fishing expedition.  

CONCLUSION 

 

For the reasons stated above, we respectfully request that this Court grant Defendant’s 

motion to dismiss Count Two of the indictment, possession of a destructive device in furtherance 

of a crime of violence, in violation of 18 U.S.C. § 924(c)(1)(B)(ii), and grant Defendant’s motion 

to suppress the evidence yielded from the forensic search of Jason Mendoza’s iPhone 6. 

        

Respectfully Submitted, 

        

       /s/        1850                   . 

Team 1850  

        Attorneys for the Defendant 


